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PX3TS Model Series and Controller Types

This guide covers all the following Transfer Switch models.

e PX3TS Generation
e PX3TS with iX7™ Generation

Any model can be associated with existing metering families called “Series”, including 1000 series and 5000
series.

For example, PX3TS-1000, and PX3TS-iX7-1000 series are all inlet metered models with receptacles, but have
different controller generations.

Models 1000 Series 5000 Series

Inlet power measurement \V' ) \V' )

Outlet power measurement _

Outlet type Receptacles **  Receptacles **
Outlet switching _

** Receptacles refer to outlet types like C13, C19 and the like.

Product models PX3TS Series PX3TS with iX7™ Controller

Front panel display Character LCD Dot-matrix LCD display

Outlet latching relays

V' V'

* % * %
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Product models PX3TS Series PX3TS with iX7™ Controller

Number of USB-A ports 2 2
Maximum USB rate 12 Mbps 480 Mbps
Number of LAN ports 1 2

Expansion port _

% % %k

RS-232 port (CONSOLE/MODEM) DB9 Connector Plug  RJ-45 Connector

** Only outlet-switching capable models have outlet latching relays --5000 series.

*** power sharing using the Expansion port is NOT SUPPORTED for PX3TS.

Safety Guidelines

WARNING! Before installing or operating this product, read and understand all sections in this guide.

WARNING! Connect this product to an AC power source with a voltage that is within the range specified on
the product's nameplate. Operating this product outside the nameplate voltage range may result in electric
shock, fire, personal injury and death.

WARNING! Connect this product to an AC power source that is current limited by a suitably rated fuse or
circuit breaker in accordance with national and local electrical codes. Operating this product without proper
current limiting may result in electric shock, fire, personal injury and death.

WARNING! Connect this product to a protective earth ground. Never use a "ground lift adaptor" between the
product's plug and the wall receptacle. Failure to connect to a protective earth ground may result in electric
shock, fire, personal injury and death.

WARNING! This product contains no user serviceable parts. Do not open, alter or disassemble this product.
All servicing must be performed by qualified personnel. Disconnect power before servicing this product.
Failure to comply with this warning may result in electric shock, personal injury and death.

WARNING! Use this product in a dry location. Failure to use this product in a dry location may result in
electric shock, personal injury and death.

WARNING! Do not rely on this product's receptacle lamps, receptacle relay switches or any other receptacle
power on/off indicator to determine whether power is being supplied to a receptacle. Unplug a device
connected to this product before performing repair, maintenance or service on the device. Failure to unplug
a device before servicing it may result in electric shock, fire, personal injury and death.



WARNING! Only use this product to power information technology equipment that has a UL/IEC 60950-1 or
equivalent rating. Attempting to power non-rated devices may result in electric shock, fire, personal injury
and death.

WARNING! Do not use a Raritan product containing outlet relays to power large inductive loads such as
motors or compressors. Attempting to power a large inductive load may result in damage to the relay.

WARNING! Do not use this product to power critical patient care equipment, fire or smoke alarm systems.
Use of this product to power such equipment may result in personal injury and death.

WARNING! This product contains a chemical known to the State of California to cause cancer, birth defects,
or other reproductive harm.

Safety Instructions

1. Installation of this product should only be performed by a person who has knowledge and experience
with electric power.

2. Make sure the line cord is disconnected from power before physically mounting or moving the location of
this product.

3. This product is designed to be used within an electronic equipment rack. The metal case of this product is
electrically bonded to the line cord ground wire. A threaded grounding point on the case may be used as
an additional means of protectively grounding this product and the rack.

4. Examine the branch circuit receptacle that will supply electric power to this product. Make sure the
receptacle’s power lines, neutral and protective earth ground pins are wired correctly and are the correct
voltage and phase. Make sure the branch circuit receptacle is protected by a suitably rated fuse or circuit
breaker.

5. If the product is a model that contains receptacles that can be switched on/off, electric power may still be
present at a receptacle even when it is switched off.

6. The outlet (socket) shall be installed near the equipment and shall be easily accessible.

Front View

When PX3TS or PX3TS-iX7 models are rated over 20A (North America) or 16A (international), they have
overcurrent protectors for controlling the current flowing through outlets.

Note that the total number of available connection ports is different between PX3TS and PX3TS-iX7 models.

PX3TS Models
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» 1U models:

» 22U models:

1. Six connection ports
e CONSOLE/MODEM port
e USB-B port
ETHERNET port
SENSOR port
USB-A port
FEATURE port
LCD display and control buttons

N

3. Transfer switch status indicators, including:
e Power quality indicator lamps
e Inlet configuration indicator lamps

e Active inlet indicator lamps

s

Transfer switch alarm indicators

g

Transfer switch control buttons

6. Overcurrent protectors - one for each bank of outlets (available on some models only)

PX3TS-iX7 Models

Raritan.
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» 1U models:

» 2U models:

1. Eight connection ports
e CONSOLE/MODEM port
e USB-B port
e Two ETHERNET ports
e SENSOR port
e USB-A port
e FEATURE port
e EXPANSION port
LCD display and control buttons

N

3. Transfer switch status indicators, including:
e Power quality indicator lamps
¢ Inlet configuration indicator lamps
e Active inlet indicator lamps
Transfer switch alarm indicators
Transfer switch control buttons

Fuses

N o wv e

Overcurrent protectors - one for each bank of outlets (available on some models only)

Raritan.
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Rear View

Available connection ports are the same between PX3TS and PX3TS-iX7 models.

PX3TS Models

Inlets, outlets and fuses for the inlet transfer switch are located on the rear panel.

Raritan.
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» 1U models:

» 2U models:
(4]
|
WE): = e e e e e e e
=10 & sEEEEEES)
3 |j
/ |
(1] 2] (3]
1. Twoinlets
2. Two fuses for the inlet transfer switch - one per inlet
3. Outlets
4. Two connection ports
e USB-A port

® CONSOLE port

PX3TS-iX7 Models

Inlets, outlets and fuses for the inlet transfer switch are located on the rear panel.
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» 1U models:

lgllele] HEERREREEE

» 2U models:
o
1
: A B EEEEEEER)
/ |
(1 ©
1. Twoinlets
2. Two fuses for the inlet transfer switch - one per inlet (available on iX7" 1U models only)
3. Outlets
4. Two connection ports

e USB-A port
¢ CONSOLE/MODEM port

Package Contents

e One PX3TS

e Bracket pack and screws

e Quick Setup Guide

e Warranty card

e Two replacement fuses for the inlet transfer switch

Raritan.
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Note: Depending on your model's ratings, appropriate fuse types vary. You can order additional fuses.

* A null-modem cable with DB9 connectors on both ends (part number: 254-01-0006-00) (optional)

APIPA and Link-Local Addressing

PX3TS supports Automatic Private Internet Protocol Addressing (APIPA).

With APIPA, your PX3TS automatically configures a link-local IP address and a link-local host name when it
cannot obtain a valid IP address from any DHCP server in the TCP/IP network. Only IT devices connected to
the same subnet can access the PX3TS using the link-local address/host name. Those in a different subnet
cannot access it.

Exception: Port Forwarding mode does not support APIPA.

Once the PX3TS can get a DHCP-assigned IP address, it stops using APIPA and the link-local address is
replaced by the DHCP-assigned address.

» Scenarios where APIPA applies:

e DHCP is enabled on the PX3TS, but no IP address is assigned to the PX3TS. This may be caused by the
absence or malfunction of DHCP servers in the network. For example, connecting the PX3TS to a
computer using a network cable.

e The PX3TS previously obtained an IP address from the DHCP server, but the lease of this IP address has
expired, and the lease cannot be renewed, or no new IP address is available.

» Link-local addressing:

e |Pv4 address:

Factory default is to enable IPv4 only. The link-local IPv4 address is 169.254.x.x/16, which ranges between
169.254.1.0 and 169.254.254.255.

e |Pv6 address:

A link-local IPv6 address is available only after IPv6 is enabled on the PX3TS. See Configuring Network
Settings.

e Host name - pdu.local:
You can type htitps.//pdu.local to access the PX3TS instead of typing the link-local IP address.

» Retrieval of the link-local address:

e See Device Info.

Before You Begin

Before beginning the installation, perform the following activities:

Raritan.
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e Unpack the product and components
e Prepare the installation site
e Check the branch circuit rating

e Fill out the equipment setup worksheet

Unpacking the Product and Components

Remove the product and other equipment from the box in which they were shipped.

2. Compare the serial number of the equipment with the number on the packing slip located on the outside
of the box and make sure they match.

3. Inspect the equipment carefully. If any of the equipment is damaged or missing, contact Technical
Support for assistance.

4. Verify that all circuit breakers on the product are set to ON. If not, turn them ON.

Or make sure that all fuses are inserted and seated properly. If there are any fuse covers, ensure that they are
closed.

Note: Not all models have overcurrent protectors.

Preparing the Installation Site

1. Make sure the installation area is clean and free of extreme temperatures and humidity.

Note: Check the product specification sheet for the maximum operating temperature for your model.

2. Allow sufficient space around the product for cabling and outlet connections.
3. Review Safety Instructions listed in this guide.

Checking the Branch Circuit Rating

The rating of the branch circuit supplying power to the product shall be in accordance with national and local
electrical codes.

Filling Out the Equipment Setup Worksheet

An Equipment Setup Worksheet is provided in this guide. Use this worksheet to record the model, serial
number, and use of each IT device connected.

As you add and remove devices, keep the worksheet up-to-date.



Rackmounts

In This Chapter

Rackmount Safety Guidelines. . ........ ... . i 21
Mounting @ PX3TS. ..o e 21
PX3TS Inlet and Outlet Power Connections. . ......cvvii i i 24

Rackmount Safety Guidelines

In products that require rack mounting, follow these precautions:

e QOperation temperature in a closed rack environment may be greater than room temperature. Do
not exceed the rated maximum ambient temperature of the Power Distribution Units.

e Ensure sufficient airflow through the rack environment.
e Mount equipment in the rack carefully to avoid uneven mechanical loading.
e Connect equipment to the supply circuit carefully to avoid overloading circuits.

e Ground all equipment properly, especially supply connections, to the branch circuit.

Mounting a PX3TS

Using appropriate brackets and tools, fasten the 1U or 2U PX3TS device to the rack or cabinet.
Installation method varies according to the device length.

Raritan
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» To mount a PX3TS device which is long:

1. Attach mounting ears and mounting brackets to each side of the PX3TS with provided screws.

2. Adjust slide-rail assemblies to match your rack posts and fasten them to the rack using your own
fasteners.

3. Line up the mounting brackets with slide-rails and push this product into rails.

4. Fasten front mounting ears to the rack using your own fasteners.

Raritan.
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» To mount a PX3TS device which is short:

1. Attach a rackmount bracket to both sides of the PX3TS with the provided screws. For a 1U model,
the total number and locations of screw holes are different from the following 2U diagram.

2.

3. Secure with the provided end cap screws.

4. Ona2U model, repeat the above steps to install another cable-support bar.

Raritan.
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5. Fasten the rackmount brackets' ears to the rack using your own fasteners.
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PX3TS Inlet and Outlet Power Connections

The PX3TS connects to two different, but identically rated, branch circuits.

The unit will operate when the branch circuit voltages are out of phase, but works most reliably and
fastest when in phase. The front panel Phase Sync lamp lights if inlets are out of phase.

Raritan.
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Initial Installation and Configuration

This chapter explains how to install your device and configure network connectivity.

In This Chapter

Connecting the PDU toa Power Source. . ......ovviiii it 25
Connecting to Your Network . .. ....ou it i i e 25
Configuring the PX3TS. . ... i e e e e e 27
Bulk Configuration Methods. . . ...t i i e e 35
Cascading for Shared Ethernet Connectivity. ............. ... ... ... .. ..... 37

Connecting the PDU to a Power Source

1. Verify that all circuit breakers on the PDU are set to ON. If not, turn them ON.

Or make sure that all fuses are inserted and seated properly. If there are any fuse covers, ensure that
they are closed.

Note: Not all models have overcurrent protectors.

2. Connect each PDU to an appropriately rated branch circuit. Refer to the label or nameplate for
appropriate input ratings or range of ratings.

Connecting to Your Network

To remotely administer the PX3TS, you must connect it to your local area network (LAN). Wired or
wireless networks are supported.

Ethernet port is enabled by default. Port layouts, labels, speeds, and number of Ethernet ports vary by
model.

» To make a wired connection:

1. Connect a standard network patch cable to one or both Ethernet ports on the PDU.
¢ If the two Ethernet ports have different speeds, use the higher speed port for network connection.

2. Connect the other end of the cable to your LAN.

Warning: Accidentally plugging an RS-232 RJ-45 connector into the Ethernet port can cause permanent
damage(s) to the Ethernet hardware.

» To make a wireless connection:

Raritan.
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Do one of the following:
e Plug a supported USB wireless LAN adapter into the USB-A port on your PDU.

e Connect a USB hub to the USB-A port on the PDU. Then plug the supported USB wireless LAN
adapter into the appropriate USB port on the hub.

USB Wireless LAN Adapter - DX2-WIFI-KIT

The Legrand DX2-WIFI-KIT is the supported wireless LAN adapter.

Wi-Fi LAN adapter Supported 802.11 protocols  Supported Xerus releases  Supported controllers

Legrand DX2-WIFI-KIT  AC/A/B/G/N Release 4.1.0 and later iX7 and later

Supported Wireless LAN Configuration

If wireless networking is preferred, ensure that the wireless LAN configuration of your PX3TS matches
the access point. The following wireless LAN configuration supports the PX3TS.

e Supported 802.11 protocols: AC/A/B/G/N

e Protocol: WPA2 (RSN)

e Key management: WPA-PSK, or WPA-EAP with PEAP and MSCHAPv2 authentication
e Encryption: CCMP (AES)

Tips: Supported 802.11 network protocols vary according to the wireless LAN
adapter being used.

Dual Ethernet Connection

Models with two Ethernet ports may support different speeds. Note the speed marking on your
Ethernet port. Port layouts and labels may vary by model.

e ETH1 or ETH2 marked 10/100/1000: supports up to 1000 Mbps.

Exception: USB-cascading chains have different requirements.

Check list when connecting both ports to the networks:

e Both Ethernet interfaces are connected to different subnets.
e Ethernet interfaces are enabled. (default setting).

e Ethernet interfaces are configured with proper IPv4 and/or IPv6 settings.

It is NOT required that the two Ethernet interfaces share similar network settings.

For example:
® Enable IPv4 settings on one interface and IPv6 settings on the other.
e Apply static IP to one interface and DHCP IP to the other.
e Ensure the cascading mode is disabled (default settings).

e Navigate to Device Settings > Network to verify.

Raritan.
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Configuring the PX3TS

You can initially configure via one of the following:

e A TCP/IP network that supports DHCP
e A mobile device with PDView installed

e A computer physically connected to the PDU
Basic configuration process overviews:
» Configuration via a DHCP-enabled network:

1. Connect the PX3TS to a DHCP IPv4 network.
2. Use the front panel LCD display to retrieve the IP address.
3. Launch a web browser to configure the PX3TS.

» Configuration via a connected mobile device:

1. Download the PDView app to your mobile device.
2. Connect the mobile device to PX3TS via USB.
3. Launch PDView to configure the PX3TS.

» Configuration via a connected computer:

1. Connect the PX3TS to a computer.
2. Use the connected computer to configure via the command line or web interface.
e Command line interface: See Initial Network Configuration via CLI.

e Web interface: Launch a web browser on the computer, and enter the link-local IP address or
pdu.local.

Connecting a Mobile Device

Raritan's PDView is a free app that turns your iOS or Android mobile device into a local display for
PX3TS. It is especially helpful when your PX3TS is not connected to the network but you need to check
status, retrieve information, or change settings.

Raritan
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» Requirements for using PDView:

e If using an Android device, it must support USB "On-The-Go" (OTG).
e An appropriate USB cable is required.

» Step A: Download and install PDView

1. Visit either Apple App or Google Play Store.
e https://itunes.apple.com/app/raritan-pdview/id780382738

2. Install PDView.

Raritan
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» Step B: Connect the mobile device to PX3TS

1. Getan appropriate USB cable for your mobile device.
e jOS: Use the regular USB cable shipped with your iOS mobile device.
e Android: Use a USB OTG adapter cable.

2. Connect the mobile device to the appropriate USB port on the PX3TS.
e jOS: USB-A port.
e Android: USB-B port

i0 Android

o A
/ USB-B ™\

» Step C: Launch PDView

1. Launch the PDView app from your mobile device. The following illustrates iPad's PDView screens.

a. The "Disconnected" message displays first when PDView has not detected the PX3TS yet.

Raritan.
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A diagram in PDView indicates the appropriate USB port your mobile device should connect
according to your mobile operating system.

4 ™
USE-A
Disconnected
- Please connect your device to the
USB-A port on your PDUL
. S

Raritan.
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Note: PDView also shows the 'Disconnected’ status during the firmware upgrade. If so, wait until
the firmware upgrade finishes.

b. The PDView shows the "Connected" message when it detects the connected PX3TS.

USE-A

Connected

- Authenticating

2. |If the factory-default login credentials remain unchanged, or if PDView has been configured with
accurate login credentials, PDView will automatically log in to the web interface.

¢ |f PDView can not log in automatically, the login screen will display and you must enter the
appropriate user credentials.

e Upon first-time login, the web interface will prompt you to change the password.

Tip: You can store the updated "admin" or other user credentials in PDView to ensure automatic login
functions properly upon detection of the PX3TS.

Saving User Credentials for PDView's Automatic Login

When PDView detects PX3TS for the first time, it automatically attempts to log in with the factory-
default user credentials. If you have modified the factory-default user credentials, PDView's automatic
login will fail, and the login screen will display for you to manually enter user credentials.

To make automatic login work again, you can save the modified admin credentials or any custom user
credentials in PDView. A maximum of 5 user credentials can be saved, and PDView will try these
credentials one by one until the login succeeds.

The following procedure illustrates iPad only, but the procedure applies to any iOS or Android mobile
device.

Raritan.
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» To save user credentials in PDView:

1. Make sure your mobile device is NOT connected to the PX3TS so that PDView does NOT perform the
automatic login feature after it is launched.

2. Launch PDView on your mobile device.

ab

3. Tap the top-right Settings icon : (i0S) or E] (Android).

Raritan. eove

LE3B-A

Disconnected

E Please connect your device 1o the
USB-A porl on yous PDU

4. The user credentials setup page opens.

e Per default, three administrator user credentials are pre-configured for three Legrand brands:

Raritan.
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= Raritan

= Legrand

= Server Technology

P43 AM FriDec 7

£ Raritan PDView

Settings

Default Usermame/Password Credentials:

Username 1:  admin

Username 2: admin

Username 3: admén

Username 4:

Username 5:

Password:

Password:

Password:

Password:

Password:

T LTI
Ravitan ylandied passwerd
T T

Legrand sfandard pasyeeed

SERRERERES

ServerTech siandard passwoed

5. Modify existing user credentials or type new ones, and tap Save. The pre-configured admin
credentials can be removed or overwritten to meet your needs.

Connecting to a Computer

The PX3TS can be connected to a computer for configuration via one of the following ports.

e Ethernet ports
e USB-B port
e RS-232 serial port (RJ-45)

Raritan.
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» Zero U models:

Eth2-10/100/100 USE-B RJ45 (Link and

To use the command line interface (CLI) for configuration, establish an RS-232 or USB connection.

To use a web browser for configuration, make a network connection to the computer. The following link-
local addressing is available in any network without DHCP available:

®  https://169.254.x.x Use the front panel display to find the address.
®  https://pdu.local

Establish one of the following connections to a computer.
» Direct network connection:

Connect one end of a standard network patch cable to either Ethernet port of the device.
Connect the other end to a computer's Ethernet port.

On the connected computer, launch a web browser to access using either link-local addressing:
pdu.local or 169.254.x.x.

» USB connection:

1. A USB-to-serial driver is required in Windows". Install this driver before connecting the USB cable.
2. Connect a USB cable between a computer's USB-A port and the USB-B port of the device.
3. Perform initial network configuration via CLI.

» Serial connection for "RJ-45" RS-232 connector:

1. Connect the RJ-45 end of the RJ45-to-DB9 adapter cable to the RJ-45 port labeled CONSOLE /
MODEM on the device.

Connect the DB9 end to your computer's RS-232 port (COM).
Perform initial network configuration via CLI.

» Initial network configuration via CLI sample:

These sample commands set up the ETH1 interface with static IP address, gateway, and DNS server
settings.

#config

Raritan.
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config:
config:
config:
config:
config:
config:
config:

config:

#
#
#
#
#
#
#
#

network
network
network
network
network
network

network

apply

bridge enabled false

ipv4 interface ETH1 enabled true

ipv4 interface ETH1 configMethod static

ipv4 interface ETH1 address 192.168.56.80/24
ipv4 interface ETH1 gateway 192.168.56.128
dns firstServer 1.1.1.1 secondServer 1.0.0.1

ethernet Ethl speed 100Mbps duplexMode full

RJ45-to-DB9 Cable Requirements for Computer Connections

For devices with a console port, an RJ45-to-DB9 adapter/cable is required for connecting the PX3TS to a
computer, if the use of a USB cable is not wanted.

A third party RJ45-to-DB9 adapter/cable needs to meet the following requirements.

e RJ-45 to "DB9 female"
e RX/TX and according control pins are CROSSED

The widespread blue Cisco RJ-45 to DB9 adapter cable is highly recommended, which has the following
pin assignments:

DB9 pin signal

CTS
DSR
RxD
GND
GND
TxD
DTR
RTS
DCD
RI

DB9 pin No. RJ-45 pin No. RJ-45 pin signal
1 RTS

DTR
TxD
GND
GND
RxD
DSR

~ B~ W oW Ny o
00~ W BN

CTS

1 (Not connected)
N/A
9 (Not connected)

Note: The blue Cisco RJ-45 to DB9 adapter cable CANNOT be used for connecting a modem.

Bulk Configuration Methods

If you have to set up multiple devices, you can use one of the following configuration methods to save

time.
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» A bulk configuration file downloaded from PX3TS:

36

e Requirement: All devices to configure are of the same model and firmware.
® Procedure:
1. First finish configuring one PX3TS.
2. Download the bulk configuration file from it.
3. Copy this file to all of the other PX3TS devices. See: Bulk Configuration (on page 388).

For the remaining methods, see Special Configuration and Upgrade Methods (on page 594).

» A TFTP server:

e Requirement: DHCP is enabled in your network and a TFTP server is available.

e Procedure:
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1. Prepare special configuration files, which must include fwupdate.cfg.
2. Copy them to the root directory of the TFTP server.
3. Reboot all PX3TS devices after connecting them to the network.

» Curl command:

e Requirement: Two files are required -- one is a configuration file in TXT and the other is a devices list
file in CSV. See: config.txt and devices.csv.

e Procedure:
1. Upload both files to all PX3TS devices one by one, using the appropriate curl command.

» SCP or PSCP command:

e Requirement: Two files are required -- one configuration file in TXT and a devices list file in CSV
format.

e Procedure:
1. Upload both files to all PX3TS devices one by one, using the appropriate SCP or PSCP command.

» A USB flash drive:

e Requirement: A FAT32- or superfloppy-formatted USB flash drive containing two special
configuration files and one device list file is required.

e Procedure:
1. Plug this USB drive into the PX3TS.

2. When a happy smiley is shown on the front panel display, press and hold one of the control
buttons on the front panel until the display turns blank.

Cascading for Shared Ethernet Connectivity

For full details on network setup, physical setup, and supported configurations for all cascades across
products, see the Cascading Solution Guide. The sections documented here are a brief overview. See:
Cascading Solutions for Xerus.

You can have multiple devices share one Ethernet connection by cascading them using either the USB
interface or Ethernet interface

The first one in the cascade is the primary device and all the other devices follow it in the cascade. Only
the primary device is physically connected to the LAN -- wired or wireless.

Raritan.
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Each device in the cascade is accessible over the network, with Bridging or Port-Forwarding cascading
mode activated on each device.

e Bridging: Each device in the cascading chain is accessed with a different IP address.

e Port Forwarding: Each device in the cascading chain is accessed with the same IP address(es) but
with a different port number assigned.

Basic cascading restrictions:

e All devices in the chain must run compatible firmware versions of 3.3.10 or later.
e The cascading mode of all devices in the chain must be the same.

e Inthe Bridging mode, the primary device can have only one connection to the network. DO NOT
connect both Ethernet ports to the network(s) unless your network has the R/STP protocol enabled.

Note: The Port Forwarding mode does NOT have this restriction. In this mode, you can enable two
wired and one wireless network connections.

e Do NOT connect cascaded devices other than primary to the LAN or WLAN.

e (WIFI only) You must use Raritan's USB WIFI wireless LAN adapter instead of other WIFI adapters for
wireless network connection.

Best Practices for Cascading

One Ethernet connection per cabinet is better:

One Ethernet connection per cabinet is better than one Ethernet connection across cabinets because of
these advantages:

e More reliable connectivity.

e Easier to manage or maintain one cabinet when all of the cabling and connections are located in the
same cabinet.

e Reduces the cross-cabinet cabling.
When to establish a chain comprising 32 devices:

A chain consisting of 32 devices saves the most Ethernet connections and costs, and it is recommended
only when:

e External Ethernet ports are expensive or limited.

e Available IP addresses are limited.

Ethernet cascading is recommended for supported devices with Dual Ethernet ports:

If all the devices in the intended cascade have dual Ethernet ports, cascading them via Ethernet is better
than via USB. The Ethernet interface offers the following benefits:
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e Longer cabling distance
e Lower latency

e Connection more reliable with RJ-45 connectors
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Linking Units

The Linking feature makes it easy to connect one Primary unit with multiple Link units, so you can keep
track of everything in one place. The Primary unit knows all about the location, power status, and
environmental details of the Link units. You can manage both the Primary and Link units effortlessly
through the GUI, SNMP, or CLI.

To set up linking through the link port:

e Make sure the Link units are reset to factory defaults.
e If the Link unit's password doesn't match, the connection won’t work.
e For linking through other interfaces, you'll need to specify the Link unit's password.

Communication between the Primary and Link units happens over HTTPS, and you'll need HTTPS
enabled on the default port (443). For added security, certificates are checked during the setup.

e Certificates: Each Link unit needs either the demo certificate or custom certificates installed. If
you're using custom certificates, the CA certificate has to be installed on the Primary unit. To
configure certificates, just go to PDU > Link Units and click the "TLS Certificate" button

You can use all network modes, but make sure network and physical configurations are set before
starting. Administrator privileges are required for tasks like adding, configuring, or removing units. Once
everything is set up, you can monitor and manage each unit remotely using these protocols:

e HTTP(S)
e SNMP
e SSH

e Telnet

Keep in mind that all units in the linked chain need to be the same model and run the same firmware
version. If needed, you can upgrade the firmware for each unit individually.

In This Chapter

A, . ottt e e e e 40
Linking inthe Web Interface. . ... i i i 43
Displays for Primaryand Link Units. . ......... ... i 66
Linkinginthe CLL ... ... i e e e et e e e 67

FAQs

What'’s the difference between a "primary unit" and a "link unit"?

Primary and link units are the same model PX3TS and are equal to each other, and each has its own IP
address. You designate a PX3TS as the primary unit by logging into it and then adding a link unit.
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e The first unit becomes the primary.

e When the first link unit is added, the primary unit is automatically assigned ID "1", which is reserved
to identify a primary unit only, and the ID "1" cannot be edited.

e A connection between the primary and the link unit has now occurred and the chain is formed.

As you continue to add link units to the chain (up to seven link units), you select Link ID "2" through "8"
for the Link ID numbers. Note that the Link ID "2-8" is the sequential number of each link unit that you
select as you add the unit to the chain. Once selected, the Link ID cannot be edited.

When the chain is established with a single primary unit, and one or more link units, communication
occurs with the primary unit through its IP address. The primary unit, in turn, communicates to the
other link units in the chain through their individual IP addresses, which optimizes monitoring and
management.

» Which models can be linked?

Linking is supported on various products, but all devices in the chain should be the same models,
running the same firmware version. The main controller must have 128 MiB RAM or more to support
this feature. Following table lists the supported controllers and its board revision. See: Device
Information (on page 381) of your PX3TS.

Main Controller | Board Revision

iX7 0x10, 0x15, 0x23, (iX7-G1), OX1F (iX7-G2), Ox1E
(iX7-G3)

iX9 0x1A, 0x1D

iX12 0x25

Note: Only PDUs with iX7/iX7-G2 and later can be a Primary PDU in a Linked configuration. You can link
the PDU with a V6 controller but can not set it as a Primary PDU.

» Which network setup modes are supported?
For the underlying network, the Linking feature can use the typical network setup modes:

Independent Setup: All units have their own regular IP address. They don't need to be in a physical
chain to be logically chained. You communicate only to the primary using its normal IP address.
Configure networking of the units, and then add link units using the Web GUI, CLI, or USB.

Bridged Setup: Same as Independent Setup, but the units are physically connected as a chain, either by
ethernet or USB. The configuration steps are the same as with Independent Setup.

Port Forwarding Cascade: The units are physically connected as a chain (either by Ethernet or USB).
Only the first primary unit is connected to your network with the IP address you assigned. The other
units will get automatically-assigned private IP addresses. When a Cascading in Port Forwarding mode
configuration is detected, you can automatically convert the cascaded units into Link Units using the
GUI in the primary unit, or add link units with the other methods in the Web GUI, CLI, or USB.
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See Cascading Solutions for Xerus.

Can primary units be linked together?

No. Once a unit is designated as the primary unit in a chain, it cannot be linked to a primary unit in
another chain. A primary unit can only be linked to one or more link units in a chain.

How many units can be linked?

Including the primary, a full chain can include a total of eight units. The first unit added is designated as
the primary unit with the ID "1". Each unit you then add to the chain is designated as a link unit,
beginning with ID "2" and ending with ID "8".

What user credentials are used for my Primary and Linked Units?

When Linking is used, the primary unit's admin password will be synced to the link units.

What is re-linking?

Re-linking is a required function when a link unit no longer recognizes or responds to the primary unit,
most likely caused by the link unit being reset to factory defaults. The status of the disassociated link

unit will be displayed as "Access Denied". Selecting the link unit when in this status displays the Re-link
button that allows reconnection of the link unit in the chain for regaining device control.

Note: Re-linking uses the same Link Unit ID and hostname, but you will need to reauthenticate with
your login credentials.

What user privileges are required for managing the Linking configuration?

Administrative privileges are required for both the primary unit and link unit. To add a link, your
administrative login account is required, but after that you only log in to the primary to manage the
chain, as all link units in the chain are visible in the user interface from the primary unit view.

What happens if the connection is lost between the primary and link units?

The primary unit's dashboard displays information about unreachable link units in the Link Unit Failures
section.

Link Unit Failures

fa Ham $ahu

I ki
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If the network connection is lost, these link unit functions will still work:

1. Front panel display
2. Energy accumulation and outlet states (not applicable to SRC)

and these link unit functions will stop working:

1. Eventlog entries are lost

2. Eventrules, actions and alarms

3. Remote access to the link unit

4. Synchronization of primary settings and time when not using NTP

» Which system areas of the primary and link units are automatically synchronized?

The primary unit periodically checks link unit reachability. You can define rules to be alerted when
communication with a link unit fails, such as a system alarm. Some link unit settings are automatically
synchronized with the primary:

Peripheral device settings

Front panel privileges and default view
USB host port lockdown

Time and date settings

vk wnN e

General data logging settings

» How are firmware updates handled?

Uploaded firmware images in the GUI are automatically distributed to all link units at the same time.
Starting a firmware update requires the automatic image upload on the link units to be finished first.

Firmware version must match between primary units and link units to function normally. If the primary
unit is updated before the link units, for example, you will see a "Firmware version mismatch" message
in the Link Units section. When this occurs, link unit data will not display. You will not be able to switch
to the mismatched link unit. Upon update of the linked unit to the matching firmware version, normal
data displays will resume.

» Does Linking support mass deployment?

Yes, mass deployment has been extended to support a setup for the Linking feature (multi-IP or single-
IP) via the Mass Deployment Utility, which provides the Excel spreadsheet process used for bulk
configuration. For information about using the utility, see Configuration or Firmware Upgrade with a
USB Drive.

Linking in the Web Interface

The following topics describe how to configure and use Linking in the web interface.

Viewing the Primary Unit

To view and manage Linking, log in to the unit designated as the primary unit, and go to the PDU page.
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When you add a link unit, a chain is established between the primary and the new link, and the primary
becomes ID "1".

Details
Firmware version 4.3.0.5-50390
Model PXA4TS-1875R-N1
Serial number R1BZAZ280484
. . 02:7e:14:59:bf:69 (ETH1)
Active network interfaces
five network Interfaces 02:dd:27:28:96:70 (ETH2)
Rating 200-240V, 164, 3.2-3.8kVA, 50/60Hz
Datalog Export as CSV
Link Units
#h Name Host Model Status Firmware
2 My PDU (2) 192.168.6.37 PX4TS-1875R-N1 OK 4.3.0.5-50390
TLS Certificate Add Link Unit

The PDU page displays the following information about the primary PDU:

Firmware version
Model

Serial number
MAC address
Rating

Link to Data Log

ok wnNe

The ID of the primary unit is automatically assigned the ID "1", as shown in the example as "My PDU
(1)". The ID cannot be edited.

Options for Adding Link Units

To start configuring the Primary Unit with Link Units, your options in the web interface depend on the
network and physical configuration of units.

e If you configured units in Independent or Bridging Mode, where they may or may not be physically
cascaded, and each one is assigned its own IP address, you can manually add each link unit. You can
use this manual function anytime to add link units. See Adding a Link Unit (on page 44).

e If you configured units in a Port-Forwarding Cascade Mode configuration, in which they are
physically cascaded and only the first unit is connected to the network, you can automatically link
the cascaded units. See Linking Cascaded Units (on page 46)

Adding a Link Unit

A link unit (up to seven units) can be added to a single primary unit.
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On the PDU page, the Link Units section will contain all link units. The Add Link Unit button, highlighted
in green in the screen example, also displays in the Link Units section.

Link Units
#a Name Host Model Status Firmware
2 My PDU (2) 192.168.6.37 PX4TS-1875R-N1 0K 4.3.0.5-50390

TLS Certificate Add Link Unit

» To add a link unit:

e Primary and link units must be the same model, running the same firmware versions.
1. Login to the primary unit and go to the PDU page.
2. Click Add Link Unit. The following add box displays:

Add Link Unit

P address/hostname
Adminisirator |ogen

Password

3. The Link ID is populated as the next available ID number (2-8), assigned sequentially as each link unit
is added to the chain to identify the link unit in the user interfaces. Note: From the drop-down, you
can manually select the desired Link ID to order the link units in the chain as desired. Once
associated with a link unit, the Link ID cannot be edited.

Provide the IP address of the link unit.
Provide the login credentials for the link unit. Note: If the link unit has factory settings, you will be
prompted to set the new password.

6. Click Add.

¢ The link unit's firmware version is checked to ensure it matches the primary unit. If a mismatch is
found, a message appears and the link unit is not added.

7. When the firmware matches, the new link unit is added in a list in the Link Units section. All link
units added to the chain are now managed by the single primary unit.

The PDU page displays the following information about the link unit:
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e LinkID
e Host/IP address
e Communication status

e Firmware version

About the Link ID

The Link ID "1" is automated and reserved internally for the primary unit. The primary unit’s ID "1"
cannot be edited.

The Link ID "2-8" is available for you to select as the ID for each of the link units you add to the chain.
From the Link ID drop-down, you can select the desired Link ID to manage the link units in the chain.
Once selected, the Link ID cannot be edited.

Add Link Unit
Link ID 3 v
IP address/hostname e
Administrator Ii',_qln r_.
B
Passward Tequired

Linking Cascaded Units

When units are physically connected in a cascade and set to Port Forwarding mode, PX3TS can
automatically detect expansion units through the primary unit and link the cascaded units.

While a cascaded chain can support up to 32 units and may include various products and models, the
Linking feature is limited to a maximum of 8 linked units. Additionally, all linked units must be the same
model and run the same firmware version.

Link units can be added using various methods, but keep in mind that the total number of linked units
cannot exceed 8.
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You can link cascaded units in two ways:

e Link All Cascaded Units (Automatic Method): This method is ideal when your cascade includes 1 to 8
expansion units of the same product, model, and firmware. It allows you to seamlessly and
efficiently convert this configuration into a Linked setup.

The automatic linking option simplifies the process by assigning each cascaded unit either a link-local
IPv6 address or a node-index-dependent URL as it is discovered and linked. The process starts with the
first expansion unit connected to the Primary unit and continues sequentially through the cascade. The
linking process concludes either when all 8 Link unit IDs are assigned or when a link attempt fails.

e Custom Method: Choose this method if you want to selectively add specific expansion units from
the cascade or customize the linking process, including the order in which the units are linked.

With this option, you manually select each cascaded unit by its node number and assign it to a Link ID.
Additionally, you'll need to choose a hostname type for each link. The linking process follows your
customized list and attempts to add all the selected expansion units accordingly.

» To link all cascaded units (Automatic method):

On the PDU page, click the Link Cascaded Units button. The Link Cascaded Units dialog opens.

2. Enter the administrator user name and password assigned to all designated link units. Must be the
same credentials for all units.

3. Select "Link all Cascaded Units" for automatic linking.

Raritan

A brand of O fpgrarsd



48

4. Select the Hostname type to be assigned to all link units:

e Link-local IPv6 address: Units are assigned IPv6 addresses that are accessible from the primary unit.

e Dependent on node index: Units are assigned a URL that includes their node index number, for

example "expansion-1.pf-cascade", "expansion-2.pf-cascade", "expansion-3.pf-cascade", where the
node number indicates the expansion unit's position in the chain related to the primary unit.

5. The table shows the process that will run: Node Index indicates the expansion unit number to be
linked, Link ID shows the link ID to be assigned, and Hostname shows the hostname type for all, as

specified.

Link Cascaded Units

Administrator login

Password

Cascade

Mode Index

1

Link ID

admin

Hostname:

'+ @® Link all cascaded Units

Link-local IPv6 addresses %

Custom seftings

Hostname

Link-local IPv6 addresses
Link-local IPv6 addresses
Link-local IPvé addresses
Link-local IPvS addresses
Link-local IPvé addresses

b D} 5% o mBdmm oo

6. Click Link to start the linking process. The table shows progress and then final results. In the example
below, expansion unit 1 was linked successfully. Expansion unit 2 failed--the connection may have
failed, or this result may also indicate there was no unit at that position. Expansion units 3-7 were

skipped because the process stops upon first failure.

Mode Index

1

in

(=1

Link 1D

2

[4.]

Hostname

Link-local IPv6
addresses

Link-local IPwh
atdresses
Link-local IPvé
addresses

Link-local IPvé
addresses

Link-bocal IPv6
addresses
Link-local IPve
addresses

Link-lacal IPvb
addresses

Link State

" Linked

X Connection 1o the link unit
failed

X Skipped

X Skipped

X Skipped
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» 7o link cascaded units (Custom method):

On the PDU page, click the Link Cascaded Units button. The Link Cascaded Units dialog opens.
Enter the Primary Unit's administrator user name and password.
Select Custom Settings.

Click Append Node to add a row to the table, then complete each field in the row to describe how
the expansion unit should be linked. Repeat this step as needed to create a table of all nodes to link.

W nN e
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* Node Index: Select the node index for the expansion unit you want to add. Node index 1 indicates
the first expansion unit connected to the primary unit, then expansion units are numbers
sequentially as you go down the cascaded chain.

e Link ID: Select the Link ID that this expansion unit will be mapped to once linked.
e Hostname: Select the hostname type to be assigned to this link unit.
= Link-local IPv6 address: Units are assigned IPv6 addresses that are accessible from the primary
unit.
= Dependent on node index: Units are assigned a URL that includes their node index number, for

example "expansion-1.pf-cascade", "expansion-2.pf-cascade", "expansion-3.pf-cascade", where
the node number indicates the expansion unit's position in the chain related to the primary
unit.

Link Cascaded Units

Administrator login admin

Password ~ ewees

Link all cascaded Units

._" @ Custom settings

Node Index  Link ID Hostname

Cascade

1 3 Link-local IPvé addresses
8 vill 3 v Dependent on node index ¥ ]
3 5 Link-local IPv6 addresses

Append Node

AN .

5. The completed table you create shows the process that will run.
6. Click Link to start the linking process. The table shows progress and then final results.

Link Cascaded Units

Administrator lagin admin

Passward SEEEEEE

Link all cascaded units

Cascade

® Custom settings
Node Index  Link ID Hestname Link State
1 2 Link-local IPvE addresses " Linked

Append Node
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Note: If a unit is removed from a linked cascade, a reset to defaults is necessary to access the unit.

Primary Units Manage Link Units

The primary unit manages the following functions for the entire chain of linked units:

e User management and authentication — configured only on the primary.

e Date and time — the primary synchronizes its date and time settings to link units. If NTP is not used,
then the synchronization interval is every 10 minutes.

e Device settings — only the primary device settings are configurable, except for Network Settings.
Some settings will be synced to link units. The serial port is configurable for the primary only; link
units use the console.

e Data model settings — such as outlet names, thresholds, peripherals, etc., are configured on the
primary and stored on link units. Features vary by model.

e Lua scripts — Communication with link units in a Lua script is possible.
Releasing a Link Unit
Releasing a link unit means the unit is separated from the chain and the unit then becomes standalone.

The primary unit no longer has access to the released link unit.

» To release a link unit from the Primary Unit's web interface:

Note: If a release action is attempted on a link unit when the unit is an unreachable state, a warning
message displays, and the primary will not recognize the link unit.

1. From the PDU page, in the Link Units section, click a link unit to select it.
2. Click Release Link Unit.

3. A confirmation prompts to cancel or release.

If released, the link unit is removed from the page.

Link Units
V| #a Name Host Model Status Firmware
v My PDU (2) 192.168.6.37 PX4TS-1875R-N1 OK 4.3.0.5-50390

TLS Certificate Add Link Unit Release Link Unit

» To release a link unit directly:

Caution: Should be used only in a emergency situation.
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If you navigate to a link unit directly, in a web browser, a Release Link option is available instead of a
login option.

e Enter the username and password, then click Release Device.

This device is part of a cascade and managed by

192.168.2.122

User Name

Password

Switching to a Different Unit

Switching your view to a different unit is a control function noted by the Switch control in the upper left
corner of the pages that display primary and link unit information.

Displayed data in the GUI defaults to the primary unit. The Switch control allows you to switch from a
primary page to a link unit page, and back again to the primary.

'y

My Link Unit (2)

My Link Unit (2)

» To switch to a different unit:
Click the Switch control.
Select one of the link units from the drop-down list. Link number "2-8" appears in parentheses.

The page displays data for the selected link unit.

s wnNe

To return to the page for the primary, select the primary unit. Primary number "1" appears in
parentheses.
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» Configure load shedding on linked units

You can switch between units in the GUI and setup / activate load shedding separately for every link
unit. Activating load shedding on the primary unit will not activate load shedding for the whole cascade.

Re-linking a Link Unit

Re-link function is necessary when a Link unit stops recognizing or responding to the Primary unit,
which often happens if the Link unit has been reset to factory defaults. Resetting to factory defaults
renders the Link unit in the chain unreachable, requiring its removal from the chain manually before re-
establishing the link.

If reset to factory defaults, the status of the disassociated link unit will be displayed as "Access Denied",
shown below.

Link Units
v HA Name Host Model Status Firmware
w2 My Link Unit (2) unknowm unknigwn Access Denied unknown

TLS Certificate | Release Link Unit ~ Re-Link Unit

» To re-link a link unit:

1. When you select the link unit in the "Access Denied" status, the Re-link button displays, as noted
above.

To reconnect the link unit in the chain, and to regain full control of the unit, click Re-Link Unit.

Although re-linking uses the same Link Unit ID and hostname of the unreachable unit, you will need
to reauthenticate with your login credentials.

4. Click the Re-link button.
5. The status of the link unit changes to "OK".

Viewing Link Unit Information

When a link unit is added to the chain, the primary unit view (through the GUI) allows full access to the
operational data of the link unit. For example, using the navigation tabs of the GUI, link unit data is

displayed in several pages: the Dashboard, PDUs, Inlets, Outlets, Outlet Groups, Peripherals, and
Feature Ports.

» Dashboard

The Dashboard shows inlets, OCPs, alerted sensors, and inlet history for the entire linked chain.

In this example, data for the single inlet of the primary "My PDU (1)" Inlet I1, and the inlet of the link
unit "My PDU (2)" Inlet |11, are displayed together. The OCPs for the units are also available together on
the Dashboard page.
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My PDU (1) Transfer Switch

Status: Normal operation, fully redundant
Bypass Status: Inactive

Inlet Phase Sync State: in sync

Inlet Phase Sync Angle: 0° (normad)

904.0.
1.77

Power Factor. 0.77
Active Energy: 724.35 kWh

SRS

Inlet 1 4 Active TPreferred

214,
50.0.

Power quality: normal
MOV status: OK
Power supply status: 0K

Inlet 2

213.
50.0.

Power quality; normal
MOV status: 0K
Power supply status: OK

My PDU (2) Transfer Switch

Status: Mormal operation, fully redundant
Bypass Status: Inactive

Inlet Phase Sync State: n sync

Inlet Phase Sync Angle: 0* (normal)

1.40.
1.74.

Power Factor 0.80
Active Energy: 5.65 kWh

8. 24116

Infet 1 4 Active TPreferred

213y
50.0..

Power quality: normal
MOV status: OK
Power supply status: 0K

Inlet 2

214,
50.0.

Power quality: normal
MOV status. OK
Power supply status: QK

Alerted Sensors

No Alerted Sensors

Inlet History

Alarms

No Alarms

Peripheral sensors are not shown on the dashboard by default. Only sensors (both PDU or peripheral) in
warned or critical state are displayed in the Alerted Sensors section.
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» PDU Page

The PDU page displays the details and settings for the selected unit (primary or link). The Link PDUs
section is only shown when the primary unit is selected.
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» Inlets Page

On the Inlets page, the primary unit and link units are displayed together on the same page.
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My PDU (1) Inlet 1

6/1.4.
848.9..

Active Energy. 901.11 kWh
Apparent Energy: 1.74 MVAh
Power Factor: 0.79

Crest Factor: 1.52

Lime Frégquency: 50,0 Hz

My PDU (1) Inlet 2

0.0.
0.0

Active Energy: 8 Wh
Apparent Energy. 10 VAR
Power Factor, —

Crest Factor: 1.00

Line Frequency: 50.0 Hz

My PDU (2) Inlet 1

1.30m
1.58w

Active Energy: 182.53 kWh
Apparenl Energy. 230.24 kVaAh
Power Factor 0.81

Crest Factor: 1.48

Line Frequency: 50.0 Hz

My PDU (2) Inlet 2

0.0
0.0w

Active Energy: 0 Wh
Apparent Energy: 0 VAh
Power Facton —

Crest Factor: 1.00

Line Frequency. 50.0 Hz

4.05 4

RMS Voltage: 274 W

0.04/ 14

RMS Voltage: 215V

7+ 5.&-‘ 16 A

RMS Voltage: 214 W

0.04/164

RMS Voltage: 215V

In this example, data for the single inlet of the primary "My PDU (1)" Inlet I1, and the inlet of the link
unit "My PDU (2)" Inlet 11, are shown together on the Inlets page.
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» Outlets Page

The Outlets page defaults to display only the outlets of the primary unit, in this example 30 outlets.

T Wy POU (1) Duthets E i
e o p—— [EYE R — e — — [ ]
T =1 [ ] "
S 5 (= Bco & ] 1
- i D= L Ll Vi
i i 4 =1 T i 1o
(] i (=1 B im 10
L] il Sas SEEE . -
P (-1 T i "
' S 8 =1 Boe s e 168
. T -1 (LT i L]
: D =13 (L] i TEE
i 7 S potts (] ]
1 St 11 (=1 B00E & i 1
1 s KN =12 N0 & = 108
i St i S tic s tm i
] B 78 S [T} - e
1 L ] -1 B & m T
Swhn ¥ De= LR - 1o
1 Gt T0 -1 L i 188
5 e b8 Q= (L. 1] L
£ o 53 (=1 g - 108
¥ S 3 -1 EE= Ll 1
Chamir 22 S motd & im 108
D v 21 (=1 [T [ 18
] e D4 =1 w00t & . 108
Eamn £2 -1 (e ] 1o
St B0 D= soca tm 168
o Tt 07 -1 B0 s i el
n i BN =1 o . = ]
o gt 20 B LL T im 188
- T B0 (=1 1000 & .- 1

» Viewing Outlets for Link Units
On the Outlets page, you can switch from the primary to the link.

1. From the Outlets page drop-down, select the link unit "My PDU (2)". Note: To view outlets for a
specific link unit, the link unit must be selected by name.
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All outlets of the link unit display for viewing and access exactly like the outlets of the primary unit.

2. You can switch back to the primary unit by selecting "My PDU (1)".
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Note: The Switch control is only available when there is at least one link unit in the chain; otherwise, the
page defaults to displaying only the outlets of the primary.

3. From the Outlets page (either primary or link), select an outlet in the list to view operational details
for the specific outlet and to configure outlet settings.

5 My PDU(Z) & OutlesS Qon OO0l oy

Outlet Groups

An outlet group is a named collection of selected outlets. When user-defined, an outlet group can
contain outlets from different PDUs, including both primary and link units.

Outlet groups support fast and efficient outlet control actions (On, Off, Power Cycle) across multiple
PDUs, and with PDU Linking, member outlets for the primary and its link units can be collected in the
same outlet group.

Outlet groups are managed by the primary unit, and multiple outlet groups can be controlled
simultaneously. Summary and power energy readings are available per outlet group.

The Outlet Groups page displays current user-defined outlet groups along with name, outlet state,
active power reading, and the page also shows the outlet labels that were selected for the group. Note
in the Outlets column in this example that outlets from both primary and link units display together
within a named group. This is an example of outlet "pairwise", a function described in more detail later
in this next section.

Note: Outlet groups can contain multiple pairs of outlets; the next screen example shows only two
outlet pairs in the sample groups.
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Click the control arrow - to toggle the outlet group list in ascending or descending order by
group number.
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» Viewing Outlet Group Details

Click an outlet group name in the list to display operations details for the outlet group. From this page,
you can issue the outlet control actions On, Off, and Cycle (power cycling to restore the outlet) for all
member outlets in the outlet group. The page also allows editing of the outlet group members and its
outlet settings.
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» To add an outlet group:

1. Onthe Outlet Groups page, click Add Group. The New Outlet Group page displays, defaulting to the
outlets in the primary unit.

M Duthet Geenip

—
et b

g L st Durwes -

Type a name for the new outlet group.
Select individual member outlets for the primary as shown in the default page, or to select all
outlets for the primary, select My PDU (1).

4. To select individual member outlets for the link unit My PDU (2), click Add Outlets. To select all
outlets for the link unit, select My PDU (2). Note: Link units have to be selected by name to display
their outlets.

5. Click Save.

The following example shows the outlet group named "TEST 1" with all outlet members selected for the
primary unit and outlet members 1-6 selected for the link unit.

R Chathel Growg

8y PO

W ORI T

AR AR
CRRCRRC W
LRRCRICVR W
CRECRIC YR S
CRRCRRC WA R

R R RLR
i

Controlling Outlets in Groups

From the Outlet Groups page, select an outlet group by name.

Click the desired control: On, Off, or Cycle. This example shows three outlets in status On. When Off
is clicked, a prompt appears to confirm applying the action to all outlets in the group.

3. Click the Switch button.
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§  Outlet Group 33 - TEST 2
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4. The status of the outlets in the group appears on the Outlets Group page as Off.

5 Outhet Group 33- TEST 2

Pairwise Outlet Groups
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The PDU Linking feature includes a "pairwise" outlet grouping functionality. This feature automatically
creates pairs of outlet groups with matching outlet labels, spanning multiple PDUs (both primary and
link units). Each pair is auto-named and forms an outlet group, enabling centralized control of paired

outlets across linked PDUs.

Example: Chain with primary and a single link unit

PDU 1 (Primary Unit) Server Load PDU 2 (Link Unit)
Outlet 1 Server 1 Outlet 1

Outlet 2 Server 2 Outlet 2

Outlet 3 Server 3 Outlet 3

Outlet 20 Server 20 Outlet 20

In the given scenario, controlling power to a server usually involves switching one outlet on PDU 1 and
another on PDU 2. With the pairwise feature, you can streamline this by auto-creating an outlet group
named "Outlet Pair 3." This group will automatically include Outlet 3 from PDU 1 (primary) and Outlet 3
from PDU 2 (link), allowing you to manage them as a single unit.
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Automatically Create Pairwise Outlet Groups

:
1. From the Outlet Groups page, from the drop-down menu select Automatic Creation.

Outiet Groups

No groups were created yet.

2. Confirm the pairwise creation.

Pairwise Outlet Group Creation

Create outlet groups that contain pairs of cutlets with the
same label.

Pairwise outlet groups will be created for My PDU (1) and
My PDU (2).

Cancel Create

3. Pairwise outlet groups are created and named automatically for all outlets on the primary and link

unit, such as "Outlet pair 1", "Outlet pair 2", "Outlet pair 3", etc.
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OCPs Page

Overcurrent protectors from both primary and link PDUs are displayed together on the same OCPs
page. If sensors are present on the units, sensor data for both primary and link units will also appear on

the page.
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Peripherals Page

The Peripherals Page shows peripheral devices connected to the primary or link unit.
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s My Unit (1) Peripheral Devices
# Name Reading State
1 temperature 1 250°C ah-m.r? i
waming

2 Relative Humidity 1 40 % normal

3 Door State 1 closed

4 Door Handle 1 closed

5 Door Lock 1 closed

Asset Strips Page

The Asset Strips page shows all rack unit information from both the primary and link units.

Type

Temperature

Hurmidity

Door State

Door Handle

Door Lock

Asset Strips
Th Name Port Device
141 Asset Strip (1) Feature My Unit (1)
21 Asset Strip (1) Feature My Link Unit (2)

State

available

available

Displays for Primary and Link Units

Each unit in a PDU Linking chain displays its own PDU data (inlets, outlets, sensors, alerts, etc.)
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» Primary unit:

From the following example of the primary unit display, navigate the options for displaying Link PDU

identification and status, and to confirm the primary unit that is controlling the link unit in the chain.

1. Can show alarms, which may be triggered by link units.

2. PDU information shows a list of link units with host name/IP address, model, device name, serial
number, firmware version, and communication status.

FDU 2: My PFDU
Your Model | 192.168.6.29
Communication OK
IBERIGFFTE | 3.6.0.5-46238

» Link units:

1. Nodisplay of alarms/events.

2. PDU information shows the primary IP address

Link Primary Unit

This unit is managed

by primary unit
10.0.42.2.
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CLL If any link units are configured, the CLI prompt includes the currently selected unit and Link ID, such
as My Unit (1) or My Unit (2).

Some commands are not available for link units:

e Authentication settings

e Security settings (login, role-based access control, user blocking, and strong passwords.)
e Server monitor

e User management

e Data logging

Linking CLI Commands

Commands for Linking begin with pdu.
List the Units in the Linked Chain

Displays the following information for each unit:

e LinkID

e Communication status (for link unit only)
e Device name

e  Model name

e Serial number

® Firmware version

# pdu list

Switch Unit

Switch between the primary and link units. The Link ID must be 1 (primary) or 2-8 (link units).

# pdu [id]

Add a New Link Unit

Add a link unit to a primary unit. Only available when ID 1 (primary) is selected. The command can be
used to re-establish a connection to an existing link unit if the Link ID and host match exactly. The

command requires admin privileges and prompts for the user’s password.

# pdu link [id] [host] [login]
id: New link ID (IDs 2-8)

host: Host name or IP address

login: Name of user with admin privileges
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» Release a Link Unit
Release a link unit from a chain until the unit becomes standalone. The primary unit does not have
access to a released link unit. The command is only available when ID 1 (primary) is selected. The

command requires admin privileges, and prompts for confirmation unless the “/y” is specified.

# pdu release [id] {/y}
e id: Link ID of the unit to be released (IDs 2-8).

» Setup Linking with a Connected Link Port Neighbor:
Supported only on models with Link Port.
After physically connecting a Primary and Expansion Units at the Link Port, use this command to
automatically create a linked configuration. This command can be used instead of the front panel

display when connecting supported PDUs at the Link Port.

# linkport link
» Show Link Port Status

Supported only on models with Link Port.

Show the status of the link port. This command shows whether or not the link port is up, and if so,
shows the neighbor address and whether it's linked.

# show linkport
» Reset to Factory Defaults:
You can reset the primary and all expansion units to factory default settings with a CLI command.

# reset factorydefaults all
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Using the Hardware Features

Xerus firmware runs on various hardware designs, including different sizes and controllers.

In This Chapter

Power Transfer. . oo e 70
Transfer Switch Indicator Lamps. . .. ... ot e 76
Alarm Indicator Lamps. . .. oot e 79
Control Push BUttONS. .. ..o e e e 80
Testing Indicator Lamps. . ... oottt e e 81
Short Circuit Detection. . ..o vttt e e e e e 81
Outletsand OUtIEt LEDS. . . . ..ottt e e e e e e et 81
ConNection POrtS. . ..ot e 82
Front Panel Display. .. ....oi it e 85
Reset Buttons - PX3TS. . ... e 123
CircUIt Breakers. . ..ot e e 124
FUSES fOr PXB TS, Lttt e e e e 126
Beeper- PX3TS. i e e 129
Threaded Grounding Point. . ... ... i e 129
Power Transfer

The PX3TS has two inlets: INLET 1 and INLET 2. These inlets are to connect to diverse power sources.

One inlet is configured as the primary (preferred), and the other is configured as the standby

(alternate). The factory default preferred power source is Inlet 1, and the default alternate source is

Inlet 2.
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When power is available from both sources and power quality is identical, the PX3TS selects the
preferred inlet to power the load. If a power failure occurs on the preferred source or its power quality
deteriorates below an acceptable level, the power can be transferred from one inlet to the other
automatically or manually on the PX3TS. Power transfer does not interrupt the operation of the
connected equipment. The transfer time takes only 4-8 milliseconds (1/4 AC cycle). See the diagram
below.

Number Event
0 Power failure
9 Automatic power transfer

There are three types of power transfer mechanisms:

e Automatic transfer
e Automatic retransfer

e Manual transfer

Tip: You can monitor the power quality of each inlet or the power transfer status by observing the Inlet
Power indicator lamps. See Transfer Switch Indicator Lamps (on page 76).

Automatic Transfer

Power is automatically transferred from the preferred inlet to the alternate because:

e The preferred inlet's power fails, or

e The preferred inlet's power quality (voltage or frequency) enters the critical level.

Power quality is indicated through the Power Quality indicator lamps. See Power Quality Indicator
Lamps (on page 77).

The table below indicates which inlet the PX3TS selects when the power quality changes.
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Inlet power quality

Preferred Alternate
Normal Normal
Warning
Critical
Warning Warning
Critical
Warning Normal
Critical Normal
Warning
Critical Critical

Automatic Transfer Scenarios

Active inlet

Preferred

Preferred

Preferred

Alternate

None

The PX3TS determines whether an automatic power transfer from the preferred to the alternate inlet
can be performed based on the status or fault occurred on both inlets.

The following tables indicate when an "automatic" transfer is allowed to occur.

.

: A power transfer is permitted.

e Blank: No power transfer is permitted.

PREFERRED INLET STATES

Power Critical (red lamp)

Power Warning (orange

lamp)

Switch Open fault

MOV surge protector fault

ALTERNATE INLET STATES

Power Normal Power Warning
(green lamp) (orange lamp)
L L
L <
L

Power Phase Sync Overload
Critical (red alarm
lamp)

o

L
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PREFERRED INLET STATES

Fuse alarm

12V SMPS fault

Continued --

PREFERRED INLET STATES

Power Critical (red lamp)

Power Warning (orange lamp)

Switch Open fault

MOV surge protector fault

Fuse alarm

12V SMPS fault
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Note: Switch open/short, MOV, 12V SMPS faults are internal transfer switch faults, causing the Internal
Failure indicator lamp on the front panel to turn on. See Alarm Indicator Lamps (on page 79).

Automatic Retransfer

When the power quality of the preferred inlet returns to normal levels, the system automatically
transfers power back from the alternate inlet to the preferred inlet.

The automatic retransfer does not occur under the following conditions:

e Automatic retransfer is disabled.
e Inlets are out of phase.

e Aninternal hardware malfunction in the preferred inlet's circuitry causes a less reliable power state.
An internal hardware malfunction on the preferred inlet's circuitry may lead to a less reliable power
state.

Tip: Per default the automatic retransfer can be performed only when both inlets are in phase. You can
disable this requirement. See Transfer Switch (on page 143) or Power Transfer Settings (on page 152).

Manual Transfer
The Manual Transfer button transfers power from the active inlet to the other inlet.

Control

In addition to performing a power transfer, a manual transfer redefines the newly-activated inlet as the
preferred inlet. For example, if Inlet 1 is both the preferred and active inlet, pressing the Manual
Transfer button causes:

e Power transfer from Inlet 1 to Inlet 2.

e Inlet 2, the newly-activated inlet, to be configured as the new preferred inlet.

Tip: To remotely perform manual transfer using the web interface, see Transfer Switch (on page 143). To
transfer using the CLI, see Performing Manual Transfer (on page 458).

A manual transfer using the front panel button is prevented if:

e Manual Transfer button has been disabled.
e |Inlets are out of phase.

e The other inlet's power quality (voltage or frequency) enters the Critical state, power is lost or there
is any internal hardware malfunction.
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Tip: To disable the Manual Transfer button or the inlet phase synchronization requirement, see Transfer
Switch (on page 143) or Power Transfer Settings (on page 152).

Manual Transfer Scenarios

Manual transfer is prevented in specific scenarios. The following table indicates when a manual transfer
can or cannot be performed. Certain scenarios require pressing the front panel Alarm Override button
in addition to the Manual Transfer button to perform a manual transfer. See Manual Transfer When an
Alarm is Present (on page 75).

Make sure the front panel Manual Transfer button has been enabled before using it. You can verify the
button status via the Alarm indicator lamps. See Alarm Indicator Lamps (on page 79).

] 4 : A power transfer is permitted.
e Blank: No power transfer is permitted.
Inactive inlet's status Manual Alarm Override +
Transfer Manual Transfer

Power Critical (red light)

Power Warning (orange light) o
Phase Sync alarm
Overload alarm

Switch open fault

¢ 4 & 9

Switch short fault
MOV surge protector fault e

Fuse alarm

12V SMPS fault

Note: Switch open/short, MOV, 12V SMPS faults are internal transfer switch faults, causing the Internal
Failure indicator lamp on the front panel to turn on. See Alarm Indicator Lamps (on page 79).

Manual Transfer When an Alarm is Present

Manual transfer is prevented when the PX3TS enters an alarm state, such as the Phase Sync alarm. In
certain scenarios, you still can force the PX3TS to perform a manual transfer by holding the Alarm
Override button while pressing the Manual Transfer button. See Manual Transfer Scenarios (on page
75).
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Note: The PX3TS indicates an alarm through the Alarm indicator lamps. See Alarm Indicator Lamps (on
page 79).

» To perform a manual transfer in the alarm state:

1. Press and hold the Alarm Override button.
2. Press the Manual Transfer button.

Control

Power is transferred from the active inlet to the other inlet now. You can verify the power transfer
through the Active Inlet indicator lamps. See Active Inlet Indicator Lamps (on page 78).

Transfer Switch Indicator Lamps

The Inlet Power indicator lamps are located to the left of the Alarm indicator lamps. On the indicator
lamps, 11 refers to Inlet 1, 12 to Inlet 2, and O to the Output (outlets).

Alarms Control

(O Manual Desabled . Alarm Cwverride
() Phasa Sync

O OFuse . Lamip Test

) internal Failure

(D Overdoad ] . Manual Transfer

RESET 2
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These lamps are divided into 3 sections to indicate the inlet power status or configuration.

11

= Aclive
» Inactive

Powar Clugali X
y Configurdtion
« Notmal | P O
d = Frgfea
. \“.:-f‘l'llr‘.g « Mikmat
« Criical

Section Lamp type

O+
\
Q

S

A B C

Function

Inlet power quality is shown using a tricolor LED.

For details, see Power Quality Indicator Lamps (on page

A green LED indicates which inlet is the preferred one. The
preferred inlet powers the outlets unless its power quality

For details, see Inlet Configuration Indicator Lamps (on page

A Power Quality
77).
B Inlet
Configuration
goes critical.
78).
C Active Inlet

A green LED indicates which inlet is powering the outlets.
Only one LED is on at a time.

For details, see Active Inlet Indicator Lamps (on page 78).

Power Quality Indicator Lamps

The PX3TS monitors AC voltage and frequency of both inlets and rates the power quality into 3
categories. When the power quality of any inlet changes, the corresponding Power Quality lamp, which

is a tricolor LED, changes its colors.

g T Configuration
« Priformod

(I ST « AllBmate

= Crigical
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Quality Lamp color
Normal green
Warning  orange

Critical red

Description

Power quality (voltage and frequency) is good.
Power quality is not optimal but acceptable.

Power is not available or power quality is not acceptable.

Note: Voltage and frequency settings are configured via the web interface or CLI. See Transfer Switch
(on page 143) or Configuring Power Quality Parameters (on page 460).

Inlet Configuration Indicator Lamps

A green LED indicates which inlet is preferred. The default is Inlet 1.

A "Preferred" inlet is the power source that you prefer using for powering the PX3TS as long as this
inlet's power is available and power quality is good. The other inlet is the "Alternate" inlet.

The preferred inlet may be changed with the Manual Transfer button. See Manual Transfer (on page 74).

Power Quality
= Mermiad
« \Waming
» Critical

Active Inlet Indicator Lamps

A green LED indicates which one is the active inlet.

Indet -+ Qutled

An "Active" inlet is the one which is powering the outlets. The other inlet is the "Inactive" inlet. By
default the "Preferred" inlet is active unless its power quality goes critical, leading to an automatic

power transfer.

78
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There are four operational states: normal, standby, non-redundant and off. See Transfer Switch and Inlet
Status (on page 149).

e Inthe "normal," "standby" or "non-redundant" operational state, a green LED is present to indicate
the active inlet.

e Inthe "off" operational state, neither LED is green.

Power Quality
= Momal

Configuration
% « Proformed
* \Waming = AltEmate

Alarm Indicator Lamps

The PX3TS provides five Alarm indicator lamps, which are lit to alert you when the PX3TS detects unusual or
abnormal transfer switch conditions.

Alarms Coantrol

Oy Manual Desabled Alarm Crverride

Pwst Quakty O Phase Sync
£ et O OFuse Lamp Test
() Internal Failure
) Overoad O Manual Transfar

RESET 2

Indicator Meaning when the lamp is on

lamps
Manual The front panel Manual Transfer button is disabled. See Transfer Switch (on
Disabled page 143) or Configuring Power Transfer Features (on page 459) for how to

disable this button.

Phase Sync  Inlets are out of phase. This alarm is turned on when inlets' phase angle
difference exceeds 15 degrees.
When this lamp is on, the manual transfer is prevented. See Manual
Transfer (on page 74).

Fuse Blown fuse.

The replacement fuse must be either the same as the Raritan-provided fuse
or equivalent.

See Fuses for the Inlet Transfer Switch for replacement procedures.
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Indicator Meaning when the lamp is on

lamps
Internal Internal hardware failure.
Failure The internal failure can be any of the following, which is indicated on the
web interface's Transfer Switch Management.
e Inlet transfer switch open/short fault
e MOV surge protector failure
e 12V Switch Mode Power Supply (SMPS) power failure
Contact Raritan technical support. The web interface contains
additional indicators for specific internal failures. See Transfer Switch
and Inlet Status (on page 149).
Overload Power to load is turned off due to a short circuit.

See Short Circuit Detection (on page 81).

Control Push Buttons

The PX3TS provides three buttons on the front panel to perform manual transfer or verify the transfer switch
indicator lamps.

Alarms Control

Oy Manual Disabled
(2 Phase Sync
0O OFuse

) Intarnal Fashure

O Overioad O
RESET 2

The table describes each button's function.

Button Description

Alarm Override Forces a manual transfer during an alarm condition.

See Manual Transfer When an Alarm is Present (on page 75).

Lamp Test Turns on all transfer switch indicator lamps. Power Quality LEDs turn
orange.

See Testing Indicator Lamps (on page 81).

Manual Transfers power to the other inlet. Newly-activated inlet becomes the
Transfer preferred inlet.

See Manual Transfer (on page 74).
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Testing Indicator Lamps

Press the Lamp Test control button and visually verify that all transfer switch indicator lamps turn on.
See Control Push Buttons (on page 80).

Alarms

= Dl
Trerli
v Wit

{[]]
» AX

() Manual Disabled
() Phase Sync

O OFuse

(C) Imarnal Failure
(0 Overoad

Powar Gualby
= Mornal |
= VBTG

Short Circuit Detection

A short circuit in the load results in a power failure on the active inlet. The PX3TS monitors load current
and does NOT perform an automatic power transfer if power fails because of an overload. Instead, the
PX3TS activates the Overload alarm and turns on the Overload lamp. See Alarm Indicator Lamps (on
page 79).

You can clear the overload alarm manually by holding Alarm Override and clicking Manual Transfer.

The overload threshold differs according to your model's rating.

Outlets and Outlet LEDs

The total number and type of outlets varies from model to model.

Outlets that are metered and/or switched have an LED that indicates their state.
PX3TS-1000 Series Outlets (No LEDs)

These models are NOT outlet-switching capable so all outlets are always in the ON state.
Outlet LEDs are not available.

PX3TS-5000 Series Outlets and LEDs

These models are outlet-switching capable. A small LED adjacent to each outlet indicates the state. The
unit is shipped from the factory with all outlets turned ON.

Some units do a power-on self test process that causes the outlet LEDs to cycle through different colors.
When the software has completed loading, the outlet LEDs show a steady color and the front panel
display illuminates.

LED state Outlet status What it means

The outlet is turned off and no power is available.
Not lit Powered OFF

OR the control circuitry's power supply is broken.
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LED state Outlet status What it means

Red ON and LIVE LIVE power. The outlet is on and power is available.

Red flashing ON and LIVE Outlet overload. Current sensor is above upper warning threshold.
Green OFF and LIVE ‘Ol':e outlet is turned off and power is available when the outlet is turned
Green flashing OFF and NOT LIVE OCP tripped. Outlet is OFF.

Red and Green flashing ON and NOT LIVE OCP tripped. Outlet is ON.

Firmware starting up. LED color cycling does not interrupt power to
outlets.

Cycling through Red,
Green and Yellow

n/a

Connection Ports

Connection ports vary by model.

PX3TS Connection Ports

The PX3TS generation has 8 connection ports on the front and back panels respectively.
Front panel ports:

e 1 Console/Modem (DB9)
e 1 Sensor (yellow)

e 1USB-B

e 1USB-A

e 1 Ethernet (green)

e 1 Feature (red)

W TR

FLA T

Raritan.

& brand of O fgrarad



» Back panel ports:

e 1USB-A
e 1 Console
..6"::.

CONSOLE

oSe)o

PX3TS-iX7 Connection Ports

The PX3TS-iX7 generation has 10 connection ports on the front and back panels respectively.

» PX3TS Front panel ports:

e 1 Console/Modem (RJ-45)

e 1 Sensor (yellow)

e 1USB-B

e 1USB-A

e 2 Ethernet (1 green and 1 white)
e 1 Feature (red)

e 1 Expansion (gray)

ETH (@ 10/100/1000 PDU LINK

ETH (2 10/100/1000 SENSOR
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» Back panel ports:

e 1USB-A

e 1 Console

CONSOLE | MODEM

Connection Port Functions

Port Used for...

USB-B e Cascading devices for sharing a network connection.
e Establishing a USB connection with a computer for:
e Using the command line interface.
e Performing disaster recovery with Technical Support.

e Connecting to an Android mobile device.

USB-A This is a powered "host" port.

e Connecting to an iOS mobile device.

e Connecting a USB device, such as a Logitech® webcam or wireless LAN adapter.

e Cascading devices for sharing a network connection.

FEATURE Connection to one of the following devices:
e A Raritan access product, with the use of a power CIM.
® An external beeper with the RJ-45 socket.

® An asset management strip.

Warning: This is not an RS-232 port so do NOT plug in an RS-232 device, or damages can
be caused to the device.

CONSOLE/  ix7 controllers require an RJ45 cable with DB9 adapter for serial connections. Older
MODEM controllers prior to iX7 have a DB9 console/modem port. A null-modem cable is required

(RJ-45) for connecting to a computer.
SENSOR Connection to one of the following devices:
(RI-45) e Environmental sensor package(s).

e Sensor hub.

Raritan.

84 i brand of O legrand



Port Used for...

ETH1/ETH2 Connecting to your company's network via a standard network patch cable (Cat5e/6).

Older (non-iX7) controller models have a single ethernet port.

EXPANSION e Power sharing is NOT SUPPORTED on PX3TS.

Front Panel Display

The front panel display will vary by model.
The following diagram shows a sample OU front panel display. 1U/2U displays are horizontal.

Transfer Switch

Normal Operation, Fully
Redundant

Inlet 1: ( ) active

Inlet 2:

Inlet Phase Sync Angle: 0 °
Menu O

Use the front panel display to view information and even administer features on supported models. It
consists of:

e LCD display
e Four control buttons

Zero U models automatically adjust the orientation of the content shown after detecting the direction
of installation. You can also manually change the orientation. 1U and 2U models do NOT adjust the
content's orientation.

Note: All front panel display images in the User Guide are for Zero U models with the LCD front panel
display. Displays may differ slightly by model and on 1U and 2U models.

Automatic and Manual Modes

After powering on or resetting, the front panel display first shows some dots, then logo and finally
enters the automatic mode.
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» Automatic mode without alerts available:
In this mode, the display cycles through information as long as there are no alerts.
» Manual mode:

To view more information or control outlets, enter manual mode.

Press : or ® to enter the manual mode, where the Main Menu is first displayed.

To return to the automatic mode, press ® until you return to the main display.
» Alerts:

¢ In the automatic mode, when an alert occurs, the display stops cycling through information, and
warns you by showing the alerts notice in a yellow or red background.

To enter the manual mode, press ® .

* Inthe manual mode, both the top and bottom bars will turn yellow or red to indicate the presence
of any alert.

Control Buttons

Use the control buttons to navigate to the menu in the manual mode.

Button Function
~ "

Down

©

o °
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Button

X

Function

Back

—-OR -

Switch between automatic and manual modes

Operating the Front Panel Display

Enter manual mode when you want to operate the front panel display.

» Color changes of the display's top and bottom bars:

* In manual mode, both the top and bottom bars will turn yellow or red to indicate the presence of

any alert.

e These examples are generic model samples. Information categories vary by model.

Screen with yellow bars

All alerts enter the warning level only.

Alerts

Screen with red bars

Partial or all alerts enter the critical level.

Main

X Auto

e Both bars turn black when there are NO alerts.

Screen with black bars
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Main Menu

Alerts

X Auto 9:57 PM Select O

Main Menu - PX3TS

The Main Menu commands depend on the model.

The system time and the X and O buttons and their action on each page are shown at the bottom of the
display.

For example, "X Auto" means you can press the X button to enter automatic mode. "Select 0" means
you can press O to select an option. Always use the arrow buttons to navigate lists and options.

The currently-selected item's number and total of menu items are indicated in the top-right corner of
the display.

Main Menu

Alerts

PDU

Transfer Switch

Peripherals
Assets

Alerts

Select Alerts in the Main Menu to view a list of alerted sensors, including both internal and external
sensors.

e Numeric sensors in the warning or critical range of an enabled threshold.
e Alarmed state sensors

e Tripped circuit breakers or blown fuses
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If there are no alerted sensors, the display shows the message "No Alerts."

» Alerted sensors:

e The top and bottom bars on the LCD display may be yellow or red, depending on the type(s) of
available alerts.

Alert List 1/2
1 e Systemn Tamper Alarm
Appeared at 22:10
€© ——einlet 11 L1 RMS Current
15.784 A

Upper Warning

Inlet 11 LT RMS Current
15.784 A
Upper Warning — O
X Back 2527 PM  Details O

|

Number Description

@
@

®

Raritan

A brand of O fogransd

Alarm names.

The time the alarm occurred.

If the alarm occurred at least two times, then more information is shown.
e Number of alarms
e The first occurrence time

e The last occurrence time

Alerted sensor names.

Sensor readings and/or states.

A numeric sensor shows both the reading and state. A state sensor or actuator shows the state
only.

Available states:
e Alarmed
e Lower Critical = below lower critical
e Lower Warning = below lower warning
e Upper Warning = above upper warning
e Upper Critical = above upper critical

e Open (only available for overcurrent protectors)
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Number Description

6 The 'Details' command appears for alarms only.

1. Press @ or @ to view additional pages. When there are multiple pages, page numbers
appear in the top-right corner of the display.
2. (Optional) If there are alarms in the Alert List, you can perform the following operations.

a. Press : to view detailed information of the alarm.

Alarm System Tamper 1/
Alarm 2

Peripheral device
‘Tamper Detector 1’
in slot 9 is alarmed.

Last appearance:
2018-10-10 22:10
X Back 2:57 PM Ackno... O

b. (Optional) If the alarm occurred more than one time, the numbers of current page and total

pages are shown in the top-right corner, similar to the above diagram. Press @ or @

to view the information of other occurrences.

PDU

Depending on model, the "PDU" menu includes:

C. To acknowledge all alarms now, press

Internal beeper states -- Active or Off
Unit-level power and energy readings (for models with multiple inlets)

e Energy pulse output settings
e 12V power supply status

Raritan.
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» To view or configure PDU information:

1. Select "PDU" in the Main Menu, and press : .
2. The internal beeper state is shown:

e Active or Off. In the Active state, the reason of turning on the beeper is indicated.

()

¢ To mute the beep sound immediately, press

er |nfo

Beeper State:
Active

Activation Reason:
Circuit breaker tripped

X Back 9:57 PM Mute O

3. For models that support the active energy pulse output. Press to enter the Energy Pulse

page.

By default the energy pulsing is turned off. DO NOT enable this feature unless you have to use it.

Raritan.
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Note: This feature, once enabled, blink all outlet LEDs proportional to the energy consumption. It can be
used as a simple interface in certification labs where they use an optical sensor to count the number of
pulses and compare it to the energy reading of a reference meter.

a. To change the energy pulse settings, press

feature.

Energy Pulse

LED Energy Metering Pulse
Disabled

9.57 PM Setup ©

O

for Setup, then select to enable or disable the

Raritan
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Note: All outlet LEDs turn OFF after enabling the energy pulsing. You still can turn on or off
outlets during the pulsing period though outlet LEDs do not change their status.

4. Press @ to show the status of the 12V power supply to the controller.

FDU Sensors

Power Supply Status:
OK

&

FDU Sensors

5. If your PX3TS has more than one inlet, press to show the information of total active power

(W) and total active energy (Wh).

Active Power;

1,613 W

Active Energy:
378,562 Wh

Raritan
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» Muting the Internal Beeper

After enabling the internal beeper's mute control function, you can choose to mute the beeper via the
front panel whenever the beeper sounds for an alarm.

By default, the beeper's mute control feature via front panel is enabled.
» To mute the internal beeper during an alarm:

Note that muting the beeper does not change the alarmed state.

Raritan.
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1. Select "PDU" in the Main Menu, and press @ . The Beeper Info displays

2. Press @ for Mute, then confirm the operation by selecting Yes.

Beeper Info

Beeper State:
Active

Activation Reason:
Circuit breaker tripped

X Back 9:57 PM Mute O

Do you really want
to mute the
beeper?

Yes

X Back .57 PM

3. The beeper stops, and the Beeper State shows "Active (Muted)".
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A brand of O fogransd

= er Info

Beeper State:
Active (Muted)

Activation Reason
Circuit breaker tripped
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Transfer Switch

The "Transfer Switch" pages show both the transfer switch- and inlets-related data, which is separated

into two or three pages.

To show the transfer switch information:

N & O
1. Press O or O to select "Transfer Switch" in the Main Menu, and press

2. The first page shows the transfer switch status, including the operation status, current flow (A),
active power (W), apparent power (VA) and so on.

Transfer Switch
Normal Operation, Fully Redundant

7.32DA
2,317 w
2,364 va

Power Factor: 0.98
Inlet Phase Angle: O °
Active Energy: 5,271 Wh

”~) v
3. To go to other page(s), press O or O .
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¢ Inlets page: This page indicates the active and preferred inlet, each inlet's and each fuse's status.

Inlet 1 220V 50.0 Hz
Power Quality: Normal

{active, preferred) MOV Status: OK
Power Supply Status: OK

220V 50.0 Hz
Power Quality: Nermal
MOV Status; OK

Power Supply Status: OK

3:02 AM Transfer O

e Qutput page: This page indicates the status of the unit, it's current, voltage and active power.

a

¢ Transfer Log page: This page is available only after at least a power transfer event has occurred.

Transfer Log

2017-10-18 Automatic Retransfer
06:27:26 AM Inlet 1 -= Inlet 2
2017-10-18 Power Failure
08:27:20 AM Inlet 2 -= Inlet 1
2017-10-18 Manual Transfer
08:26:44 AM Inlet 1 -= Inlet 2

OCPs

If your model has more overcurrent protectors (OCPs) than the display can show at a time, a page
number appears in the top right corner of the display. Use the arrow buttons to scroll through the

pages.

Raritan
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» To show the overcurrent protector information:

1. Select "OCPs" in the Main Menu, and press : .

2. The display shows a list of overcurrent protectors with the details:

e OCP name, such as Circuit Breaker C1
e Associated lines and rated current for each OCP

e Current reading (A)

Note: Tripped breakers will show "open" instead of a current reading.

OCPs

Circuit Breaker C1
L1, 16A

Circuit Breaker C2
L2, 16A

Circuit Breaker C3
L3, 16A

Circuit Breaker C4
L1, 16A

Outlets

On 5K units with the front panel display, you can:

e Show each outlet's information.

X Back 10:09 AM

5.363 A

5.821 A

5.549 A

4,580 A

e Turn on, off or power cycle an individual outlet on models that support switching. Front panel outlet

control must be enabled in the Front Panel Settings.

Multiple outlet information can be shown on the display. Check the bottom of the display for control

buttons and their actions.
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» To show an outlet's information:

1. Select "Outlets" in the Main Menu, and press : .

2. The list of outlets is shown with their receptacle types, current values (A), and power states which
are indicated by the colors of circles.

The currently-selected outlet number and total of outlets are indicated in the top-right corner of the
display.

¢ A red circle indicates that this outlet is powered on.

e A green circle indicates that this outlet is powered off.
If so, the word "Off" replaces the current value.

Outlets
e

Outlet 1
MEMA 5-20R
Outlet 2
MEMA 5-20R
Outlet 3
MEMA 5-20R

Outlet 4
MEMA 5-20R

0.000A ®
0.332A @

0.000A @

ack 9:57 FM Details ©

3. Press : or @ to select an outlet, and press : .

4. The selected outlet's power state, active power (W), apparent power (VA), power factor (PF) and
active energy (Wh) is shown.
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Note: In the following diagrams, N represents the selected outlet's number.

Qutlet N 1/2
Status:

.Dn

Active Power:

102 w

Apparent Power: 104 VA
Power Factor: 0.98

Active Energy: 4,500 Wh

8:57 PM Switch ©

5. Use the arrow buttons to scroll between the pages of outlet information. The next page shows the
outlet's voltage (V), frequency (Hz) and current (A).

» Power Control

QOutlet N 2/2
Current
0O.000 A
Yoltage (L1-M): 224V
Frequency: 60.0 Hz

Switch ©

This section applies to outlet-switching capable models only.

The front panel outlet control must be enabled for performing this power control function. The default

is to disable this function.

Available options for power control vary, based on the power state of the selected outlet.

100
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» To power on, off or cycle an outlet:

1. Select "Outlets" in the Main Menu, and press

2. Use the arrow buttons to select an outlet, and press

¢ In the individual page for the outlet, press

()
()

Qutlet N 1/2
Status:

.Dn

Active Power:

102 w
Apparent Power: 104 VA

Power Factor: 0.98

Active Energy: 4,500 Wh

Switch ©

()

for Switch to go to the power control page. In

this example, the outlet is On, so the available options are 'Switch Off' and Cycle.

3. Use the arrow buttons to select the desired option, and press

Raritan
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Outlet N

Switch Off
Cycle

Select O

(o)
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e Switch Off: Turn off the outlet.
e Switch On: Turn on the outlet.

e Cycle: Power cycle the outlet. The outlet is turned off and then on.

e Check the outlet state shown on the LCD display -- red or green circles.
e Check the outlet LED for the correct Off or On color.

4. A confirmation message appears. Select Yes or No, and then press
5. Verify that the selected outlet is switched on or off.

» Outlet Groups

Only PDUs with outlet-switching and/or outlet-metering feature show this menu item.

If any outlet group has been created, the front panel then shows a list of these groups and their status.

» To show an outlet group's information:

(o)

2. The LCD display shows a list of outlet groups with the information below:

1. Select "Outlet Groups" in the Main Menu, and press

e The total number of outlets in the group
e Power states which are indicated by the colors of circles

e Each group's active power value

Outlet Groups
I

1 - Group A
2 outlets | 1 D W
2-Group B

PE oow e
4 outlets
3-GroupC
; Y gswe

outlets

4 - Group D

P oW ®
3 outlets

Details O

The currently-selected outlet group's number and total of outlet groups are indicated in the top-right
corner of the display, such as "1/4" in the above diagram.
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® A red circle indicates that all outlets of the group are powered on.
e A green circle indicates that all outlets of the group are powered off.

¢ A half-red half-green circle indicates some outlets are powered on while the others of the group

are powered off.

4. The LCD display shows the selected outlet group's power state, active power (W), and active energy
(Wh).

3. Select an outlet group, and press

Raritan.
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Note: In the following diagrams, N represents the selected outlet group's index number. The rightmost
number in the title bar represents this group's total pages.

Outlet Group N

Status:

. 2 of 2 outlets on

Active Power:

10W

Active Energy: 0 Wh

7:57 PM  Switch ©

Status:

Q.
Active Pawer:

Apparent Power: 104 VA
Fower Factor: 0.98

Active Energy: 0 Wh

7:57 PM

» Outlet Group Power Control

This section applies to outlet-switching capable models only.

The front panel outlet control must be enabled for performing this power control function. The default
is to disable this function.
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Check the bottom of the display for control buttons and their actions.

» To power on, off or cycle an outlet group:

1. Select "Outlet Groups" in the Main Menu, and press

e The LCD display shows a list of outlet groups.

2. Select an outlet group, and press

Raritan
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Outlet Groups

1-Group A
2 outlets
Z2-GroupB
4 outlets
3-GroupC
7 outlets
4 - Group D
3 outlets

(o)

10W

Q0W @

85W @

OWe

Details O
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Note: In the following diagrams, N represents the selected outlet group's index number. The rightmost
number in the title bar represents this group's total pages.

Outlet Group N

Status:

. 2 of 2 outlets on

Active Power:

10W

Active Energy: 0 Wh

7:57 PM  Switch ©

® Press : to go to the power control page.

1.

Select the desired option, and press

Outlet Grou

Switch Off
Cycle

.57 PM Select O

Raritan
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e Switch On: Turn on the outlet group.
e Switch Off: Turn off the outlet group.

e Cycle: Power cycle the outlet group.

2. A confirmation message appears. Select Yes or No, and then press : .
3. \Verify that the selected outlet group is switched:

e Check the outlet group state shown on the LCD display -- red or green circles.
e Check each member outlet's LED of the group.

Peripherals

If there are no environmental sensor packages connected, the display shows the message "No managed
devices" for the "Peripherals" menu command.

» To show environmental sensor or actuator information:

1. Select "Peripherals" in the Main Menu, and press : .
2. The display shows a list of environmental sensors/actuators.

e When the list exceeds one page, the currently-selected sensor/actuator's ID number and total of
managed sensors/actuators are indicated in the top-right corner of the display.

¢ If any sensor enters warning, critical, or alarmed state, like 'Tamper Detector 1' shown below, it is
highlighted in yellow or red.

The top and bottom bars also turn yellow or red.

Periheral Devices 1/32

(1) Dry Contact 1 Off (2]
Tamper Detector 1
Alarmed
On/Off 1 Normal
© | Temperature 2
24.5C Normal &——
Relative Humidity 1
42 % Normal

X Back 9:57 PM Details ©

Number Description

o Sensor or actuator names.

Raritan.
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Number Description

@

Sensor or actuator states:
® n/a = unavailable
e Normal
e Alarmed
e [ower Critical = below lower critical
e Lower Warning = below lower warning
e Upper Warning = above upper warning

e Upper Critical = above upper critical

® On

o Off

e Open
e Closed

A numeric sensor shows both the reading and state. A state sensor or actuator shows the

state only.

3. Toview an environmental sensor or actuator's detailed information, select it, and press : LA
screen similar to the following is shown.

__peripheral Sensor 3 - B3

On/Off1 e

QMQ4392432
Port 1, Chain Pos. 1  e—
Channel 5

Normal +——

Number Description

(6]

@

The ID number assigned to this sensor or actuator.

e Asensor shows "Peripheral Sensor x" (x is the ID number)

e An actuator shows "Peripheral Actuator x"

Sensor or actuator name.
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Number Description

B The following information is listed.
e Serial number
e Chain position, which involves the following information:

® Port <N>: <N> is the number of the sensor port where this sensor or actuator is
connected.

e Chain Pos. <n>: <n> is the sensor or actuator's position in a sensor daisy chain.

e |f this sensor or actuator is on a sensor package with multiple channels, its channel number
is indicated.

@ Depending on the sensor type, any of the following information is displayed:
e State of a state sensor: Normal, Alarmed, Open or Closed.
e State of an actuator: On or Off.

e Reading of a numeric sensor.

6 X, Y, and Z coordinates which you specify for this sensor or actuator.

» To switch on or off an actuator:

By default peripheral actuator control is disabled. You have to enable it in the web interface.
See:Peripherals (on page 204)
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1. Select "Peripherals" in the Main Menu, and press :

. Select an actuator to switch and press

Peripheral Actuator &

Powered Dry Contact 1
QUT4582507

Port 1, Chain Pos, 1
Channel 1

Off

Switch ©

2. Press : to turn on or off the actuator. A confirmation message similar to the following is
shown.

Peripheral Actuator &

Do you really want
to switch on
Powered Dry
Contact 1?7

3. Use the arrow buttons to select Yes or No, and then press :

4. Verify that the actuator status shown has been changed.

110
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Assets

After connecting asset strips, information of the rack units with detected asset tags is shown.

» To show asset strip information:

1. Select "Assets" in the Main Menu, and press : .
2. The display shows the available asset strip, and indicates how many rack units and tags are detected
on this strip.
e The number of tags includes both the tags attached to the asset strip and those attached to the
blade extension strip, if any.

Asset Strips

Asset strip 1
available
48 rack units, 32 tags

3. Press @ to show this asset strip's details, including:
e State - strip status.
e Main Tags - number of the tags attached to the asset strip.
In the following diagram, this number is 30.
e Blade Tags - number of the tags attached to the blade extension strip(s), if any.
In the following diagram, this number is 2.

Note: The 'Blade Tags' information appears only when there are tags detected on the connected
blade extension strip.

* Type - the asset strip type.
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e Numbering - the numbering mode. See Asset Strip.
e Offset - the starting number of the rack unit numbering.

¢ Orientation - the strip's orientation.

Asset Strip 1

State: available
Main Tags: 30/48
Blade Tags: 2/128

Type: simple

Numbering: bottom-up,
Offset: 1
Orientation: bottom
connector

B:a7 PM Tags ©

4. Press : again to show a list of available tags and their information.

e When the list exceeds one page, the currently-selected main tag and total of available main tags
are indicated in the top-right corner of the display.

¢ If the desired tag is not visible, press : or @ to scroll up or down.

4]

Asset Strip 1 Tags 1/3

RU (Index) / LED Tag ID

1(1) 000015B9158C (5

MName: Mail server

2(2) W 000015B91610

Mame: Windows XF

3 (3) M 5HkgXBKGIZMWLbLT

e

9 @ blade extension: 2/16
4 (4) W 000015B9152E
Name: Linux
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Number Description

5. If any blade extension strip is connected to this asset strip, select it and Press : to view a list

@

®@ © &6 ®

Two numbers are displayed for each tag.

e Rack unit number: The number assigned to this tag based on the selected numbering
mode.

e The index number in parentheses: The physical port number printed on the asset strip.

The asset tag's name if you have specified. This field does not show up when no name is
available.

If the connected tag is the blade extension strip, it shows 'blade extension' and indicates how
many tags and slots are available on this extension strip.

A color box, which represents the current LED color of the tag port where this asset tag is
connected. The default is green.

® You can customize the color.

The connected asset tag's ID number (barcode).

of available tags and asset IDs on this extension strip.

Number

6]
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(6 RU 4 (Index 4) M SHkgXSKGIZMWLET

Slot Tag ID

(7 _ 000015B91546 (8

8 000015851600

Description

The information of the selected blade extension strip, including:
e Rack unit number
® Index number in parentheses
e Current LED color of the tag port where it is connected

e Extension strip's ID number (barcode)
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Number Description

e The slot number of each asset tag
@ The connected asset tag's ID number (barcode).
Device Info

The display shows the device's information, network and IPv4/IPv6 settings through various pages. Page
numbers are indicated in the top-right corner of the LCD display.

» To show the device information:

1. Use the arrow buttons to select "Device Info" in the Main Menu, and press © .
2. Device information for your model displays.

e Device name.

e Firmware version, model name and serial number.

¢ Device ratings, including rated voltage, frequency, current and power.

3. Press @ to show the Network Common page.

Metwork Commoaon

DNS Servers
192.168.80.80 (4]
192.148.80.83

Default Gateways ®—|— 9
192.168.84.255

X Back 7:57 PM

Number Description

6 DNS servers.

Raritan

114 i brand of Dlegeand



Number

(5]

4. Press @ to show the Network Cascading page. Display shows details on your cascading mode,

Description

Default gateways.

as shown in these examples.

Raritan.
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Metwark Cascading

Network Bridge Enabled

IPvé
DHCP
192.168.84.53/24

Mo Cascading

IPvé
IPvé Disabled

Port Forwarding Primary Unit

Expansion Unit Connected:
no

X Bacl
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Description

Cascading status, which can be one of the following:
e No Cascading: This device's cascading mode is set to None.

® Network Bridge Enabled: This device's cascading mode is set to Bridging. Its IP address is
also displayed on this page.

e Port Forwarding Primary: This device's cascading mode is set to Port Forwarding, and it
is a primary device.
e Expansion unit Connected: Indicates whether the presence of a expansion unit
device is detected - yes or no.

e Port Forwarding Expansion unit: This device's cascading mode is set to Port Forwarding,
and it is a expansion unit device.

e Expansion unit Connected: Indicates whether the presence of a expansion unit
device is detected - yes or no.

e Cascade Position: Indicates the position of a expansion unit device in the Port
Forwarding mode. 1 represents Expansion unit 1, 2 represents Expansion unit
2, and so on.

® A port forwarding expansion unit device will also display the primary device's
IP address on this page.

5. Press @ to show the Ethernet pages.

There can be one or two pages: ETH1 and ETH2.

00:0d:5d:12:21:33 9 00:0d:5d:12:21:34
T00MBit/s, full duplex ¢ 100MBit/s, full duplex

IPv& ] IPv4
OHCP DHCP

192.168.84.53/24 192.168.84.100/24

o
IPvé IPvé
|Pvé Disabled ] |Pvé4 Disabled
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Number Description

e Ethernet interface information, including:
e MAC address.
e Speed.
e Full or half duplex.

@ IPv4/IPv6 network information, including:
* Network configuration: DHCP (or Automatic), or Static. Static represents Static IP.
e |P address.
e Prefix length, such as "/24".

Note: If you disable any Ethernet interface, a message 'Interface Disabled' is
shown. See Ethernet Interface Settings.

If you do not enable IPv4/IPv6 settings, an 'IPv4 (or IPv6) Disabled' message is displayed.

6. Press @ to show the WIRELESS page.

e |f NO supported WLAN adapter is plugged or detected, the message "No Adapter Detected" is
shown.

e If a supported WLAN adapter is detected and configured properly, wireless network information is
shown instead, including:

Raritan
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= MAC address
= SSID
= IPv4/IPv6 network information

WIRELESS

00:19:70:0f:a4:33

S5ID
Mo Adapter Detected m

IPvé
DHCP
192.168.84.30/24

Interface Disabled IPvé
IPvé Disabled

9:57 PM

Port Overload - Reset Fuse

If an overload condition is detected on an external port, the front panel displays an alert notification.
This notification includes a detailed list of ports that might have contributed to the overload.

The alert cannot be dismissed until the overload condition is resolved and the fuse has been reset.
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» To resolve a Port Overload condition:

1. Remove all attached devices from the ports listed in the alert.
2. Press the Select button on the front panel to reset the fuse.

Port Overload

An over-current condition
was detected on the
device's Sensor port.

Please rernove all attached
devices from those ports and use
the button to reset the port
state.

4:35 AM Reset fuse O

Alerts Notice in a Yellow or Red Screen

In automatic mode, if an alert occurs, the LCD display automatically switches to either a yellow or red
screen. This screen displays the total number of alerted sensors along with information about the latest
transitions.

e When all alerted sensors are at warning levels, the screen's background turns yellow.

e When at least one alerted sensor reaches a critical level or if there is any "alarm," the background
turns red.

The following illustrates the alerts notices in red.
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» When there are only alerted sensors -- NO ALARMS are present:

1 critical
3 warned

Recent transitions

Temperature 1 ©

Relative Humidity 1

X Menu

Number Description
o The total of alerted sensors in critical and warning levels.
9 A list of alerted sensors.
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Number Description

9 The latest reading/status time related to each alerted sensor.

» When there is any alarm present:

The display shows the alarm(s) and the available command in the bottom-right corner is 'Actions’.

1 alarms
1 critical
3 warned

Recent transitions

System Tamper Alarm

Relative Humidity 1

X Menu 7:30 PM Actions ©)
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» Available operations:

e For alerted sensors only, press : to view a list of all alerted sensors. You do not have to

acknowledge alerted sensors.

e When an alarm is present, press @ to view the options. Use the arrow buttons to select an

(0)

option, and press

e Show alert list: View a list of alerted sensors and alarms. You still can choose to acknowledge

alarms after viewing the list.

* Acknowledge all alarms: This option immediately acknowledges all existing alarms, without
showing the list of alarms. When you select this option, you must next select Yes to confirm.

Show alert list

Acknowledge all
alarms

X Back 71:30 PM

Acknowledge Alarms

Do you really want
to acknowledge
alarm ‘System
Tamper Alarm’™?

Yes

X Back 7:27 PM

Showing the Firmware Upgrade Progress

When upgrading the PX3TS, the firmware upgrade progress will be displayed as a percentage on the LCD

display, similar to the following diagram.

Firmware Update

122

Firmware update in
progress
Updating main controller

Please do not power off the device
while the update is in progress!

38%
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In the end, a message appears, indicating whether the firmware upgrade succeeds or fails.

Reset Buttons - PX3TS

The PX3TS front panel has two reset buttons, which are functionally different.

» "RESET" button near the front panel display:
The RESET button resets the control board associated with connection ports and the front panel display.
Pressing this reset button restarts the PX3TS software without any loss of power to outlets.

The PX3TS can be reset to its factory default values using this button when a serial connection is
available.

» PX3TS:

Do Ol ! o0

EESET
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» PX3TS-iX7:

| O il ~0
viv = °®

» "RESET 2" button near the Alarm indicator lamps:

Pressing this button resets the inlet transfer switch and all inlet power indicator lamps without
interrupting the operation of the connected equipment.

Alarms

() Manual Disabled
() Phase Sync

) Fuse

O Internal Failure

O Qverdoad O
RESET 2

A

Circuit Breakers

PX3TS models rated over 20A (North American) or 16A (international) contain overcurrent protectors
for outlets, which are usually branch circuit breakers. These circuit breakers automatically trip
(disconnect power) when the current flowing through the circuit breaker exceeds its rating.

If a circuit breaker switches off power, the front panel display shows open. To find which circuit breaker
is open (trips), select Alerts or OCPs in the front panel display menu. When a circuit breaker trips, power
flow ceases to all outlets connected to it. You must manually reset the circuit breaker so that affected
outlets can resume normal operation.

Resetting the Button-Type Circuit Breaker

Your button-type circuit breakers may look slightly different from the images shown in this section, but
the reset procedure remains the same.
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» To reset the button-type breakers:

1. Locate the breaker whose ON button is up, indicating that the breaker has tripped.

2. Examine your PX3TS and the connected equipment to remove or resolve the cause that results in
the overload or short circuit. This step is required, or you cannot proceed with the next step.

3. Press the ON button until it is completely down.

il b
sy FY

Resetting the Handle-Type Circuit Breaker

OFF

Your handle-type circuit breakers may look slightly different from the images shown in this section, but
the reset procedure remains the same.
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» To reset the handle-type breakers:

1. Lift the hinged cover over the breaker.
2. Check if the colorful rectangle or triangle below the operating handle is GREEN, indicating that the
breaker has tripped.

3. Examine your PX3TS and the connected equipment to remove or resolve the cause that results in
the overload or short circuit. This step is required, or you cannot proceed with the next step.

4. Pull up the operating handle until the colorful rectangle or triangle turns RED.

 LISTERfY™
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Fuses for PX3TS

PX3TS models always contain two fuses for protecting the inlet transfer switch. These fuses blow when
the current flowing through them exceeds the fuse rating.

If any fuse blows or malfunctions, the front panel indicates this situation by turning on the 'Fuse'
indicator lamp. At the same time, the internal beeper turns on.

To determine which fuse is affected, check the front panel display.

Comparison: Fuses for the inlet transfer switch protect the inlet transfer switch from overload.
Overcurrent protectors for outlets, if available, protect associated outlets from overload. The rating of a
fuse for the inlet transfer switch is higher than the rating of an overcurrent protector for outlets.
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Replacing a Fuse on 1U Models

This section introduces how to replace a fuse on a 1U model.
To order replacement fuses from Raritan, see Technical Specifications for correct fuse types.

Replacing a "blown" fuse can be performed while both inlets remain connected to power.

» To replace a fuse:

Identify the bad fuse by checking the fuse status using the LCD display or web interface.
Examine your PX3TS and the connected equipment to remove or resolve the cause that results in
the overload or short circuit. This step is required, or you cannot proceed with the next step.

3. When you are sure the overload does NOT exist, you can force transfer to the inlet with the good
fuse to restore the current output to outlets. See Manual Transfer When an Alarm is Present (on
page 75).

¢ In case the good fuse blows after manual transfer, stop and repeat Step 2.
4. This step is recommended but not required -- disconnect the inlet with the bad fuse from power.
5. Uninstall the bad fuse's holder from the PX3TS.

a. Turn the holder counterclockwise to loosen it.

o
FUSE X O

b. Remove the holder.

6. Separate the fuse from the holder.

@
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7. Insert a new fuse into the holder. Make sure the new fuse is identical to the original one.

-

8. Install back the fuse holder to the PX3TS and turn it clockwise until it is tightened properly.

9. Reconnect the inlet with the fuse replaced to power, if it was disconnected in Step 4.

10. (Optional) You can perform manual transfer back to that inlet, if preferred. See Manual Transfer (on
page 74).

Replacing a Fuse on 2U Models
This section introduces how to replace a fuse on a 2U model.

To order replacement fuses from Raritan, see Technical Specifications for correct fuse types.

Replacing a "blown" fuse can be performed while both inlets remain connected to power.

» To replace a fuse:

Identify the bad fuse by checking the fuse status using the LCD display or web interface.

Examine your PX3TS and the connected equipment to remove or resolve the cause that results in
the overload or short circuit. This step is required, or you cannot proceed with the next step.

3. When you are sure the overload does NOT exist, you can force transfer to the inlet with the good
fuse to restore the current output to outlets. See Manual Transfer When an Alarm is Present (on

page 75).
¢ In case the good fuse blows after manual transfer, stop and repeat Step 2.
4. This step is recommended but not required -- disconnect the inlet with the bad fuse from power.

5. Locate the bad fuse's holder on the rear panel.

UUBLLESNT
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6. Open the fuse cover.

7. Remove the fuse inside the holder and re-install a new one. Make sure the new fuse is identical to
the original one.

Close the fuse cover and verify that it is firmly closed.
Reconnect the inlet with the fuse replaced to power, if it was disconnected in Step 4.

10. (Optional) You can perform manual transfer back to that inlet, if preferred. See Manual Transfer (on
page 74).

Beeper - PX3TS

The PX3TS features an internal beeper that provides an audible alarm when an overcurrent protector is
open. An overcurrent protector can be either a fuse or a circuit breaker within the unit.

The beeper activates under the following conditions:

e Aovercurrent protector trips, blows, or malfunctions.

* The beeper ceases sounding once all tripped overcurrent protectors have been reset or any blown
or faulty fuses are replaced with functioning ones.

Tip: You can remotely check this beeper's state in the web interface.

Threaded Grounding Point

Some models have a threaded grounding point. Identify it via the grounding symbol:

Wire this point to an electrical system to protectively ground the PX3TS.
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Using the Web Interface

This chapter explains how to use the product web interface for administration.

In This Chapter

Supported Web Browsers and Mobile Devices. ..................oivin.. 130
Login, Logout and Password Change. .. ...t 130
Web Interface OVerviEW. . ... v vt e e e e e 132
Dashboard. . ... .o e e 135
Transfer SWitch. . ... o e 143
PO, .ttt e 154
18] =T P 168
OULIBES. .« et e 173
OULIEL GrOUPS. . o ettt e et e e e e e 190
OCPS. ettt e e e e 197
Peripherals. . ... e 204
Serial Access With Dominion Serial Access Module. ....................... 222
ASSEE SIS, o ottt e e e e 228
EXternal BEEPer. . o\ttt e 237
Power CIM. . . e 237
User Management. . . ... ot e et e 237
DeVvice SettiNgS. . oot v e e e 248
Using Prometheusand Grafana. . ........... ... i, 379
MaintenanCe. . . ..o e 381
Webcam Management. . . ...t e 397
SMAMTLOCK. « v vttt e 406
Card REATENS. . ottt e 412

Supported Web Browsers and Mobile Devices

e Firefox® 100 and later
e Safari® (Mac)

e Google” Chrome® 100 and later
e Android 8.1 and later
e i0S12.5and later

e Edge (Windows 10, 11 (chrome-based versions))

Login, Logout and Password Change

The first time you log in, use the factory default user credentials. For details, refer to the Quick Setup

Guide accompanying the product. Password change is forced upon first login.
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Login and Logout

You must enable JavaScript in the web browser for proper operation.

» To log in to the web interface:

1. Inasupported browser go to the IP address of your PX3TS

e If the link-local addressing has been enabled, you can type pdu.local instead of an IP address.

_.". Mew Tab ® ."._ +

192.168.84.92]

2. If any security alert message appears, accept it.

3. You can set contrast polarity by clicking on Dark and Light icon @ Dark on
bottom left of the login screen.

4. Enter your user name and password, accept any security agreement displayed, and click Login.

Note: To configure the security agreement, go to Device Settings > Security > Service Agreement.

5. The web interface opens.
After finishing your tasks, you should log out to prevent others from accessing the web interface.
e Click Logout in the top right corner, or close the tab or browser.

Changing Your Password

You need appropriate permissions to change your password or others’ passwords.
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» Password requirements:

e (Case sensitive.

e 4to 64 characters.

» Password change required on first login:
® On first login, password change is forced and strong passwords are enabled by default. The new

password must be at least 8 characters and contain at least one upper case letter, one lower case
letter, and one digit.

e Change the default password and click OK.

» To change your password via the Change Password command:
You must have the Change Own Password permission to change your own password.

e Choose User Management > Change Password. Change the password and click Save.

Change Password - admin

Old passwerd required
Mew password required
Confirm password required

Logout

After finishing your tasks, you should log out to prevent others from accessing the web interface.

e C(lick Logout in the top right corner, or close the tab or browser.

Web Interface Overview

The web interface consists of four areas as shown below.
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Number

1)
12}
13)

4)

Menu

Depending on your model and hardware configuration, your PX3TS may show all or some menu items

My PDU (152188631 @ » TR B sdrmeatratoe § Bt ogoue

Aleried Seriars Alser

Web interface element

Menu - Not all models support all menu options.

Data/setup page of the selected menu item.

e |eftside:
- PX3TS device name.
e Right side:

- GUI visual theme toggle for dark theme/mode vs light.

- Displayed language, which is English (EN) by default. You can change it.
- Your login name, which you can click to view your user account settings.

- Logout button.

From top to bottom --

e Your PX3TS model.

e Current firmware version.

e Online Documentation: link to the online help.

e Support: link to Technical Support.

e Date and time of your user account's last login.
- Click Last Login to view your login history.

e PX3TS system time, which is converted to the time zone of your computer or mobile device.

- Click Device Time to open the Date/Time setup page.

shown below.
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Menu
Dashboard
PDU

Inlet
Outlets

Outlet Groups

OCPs

Peripherals
Asset Strip

Webcams

SmartLock
-- and/or --

Card Readers

User Management

Device Settings

Maintenance

Sorting a List

Information shown

Summary of the PX3TS status, including a list of alerted sensors and alarms, if any.
Device data and settings, such as the device name and MAC address.

Inlet status and settings, such as inlet thresholds.

Outlet status, settings and outlet control if your model is outlet-switching capable.

Only PDUs with outlet-switching and/or outlet-metering feature show this menu item.

You can create groups of outlets.

Functions that you can perform on an outlet group vary depending on the model you purchased.

The OCPs menu item displays only if your model is equipped with overcurrent
protectors.

OCP status and settings, such as OCP thresholds.
Status and settings of environmental sensor packages, if connected.

Status and settings of an Asset Strip, if connected.

The Webcams menu is available when a webcam is detected or webcam images have
been saved locally.

Webcam live snapshots/video and webcam settings.

The SmartLock and Card Readers menus are available when SmartLock kit is detected.

e SmartLock: Configures and controls the door connected to this product via DX2-DH2C2. This
page is not available with other door controllers.

e Card Readers: Lists the card readers connected directly or indirectly.
Data and settings of user accounts and groups, such as password change.
Device-related settings, including network, security, system time, event rules and more.

Device information and maintenance commands, such as firmware upgrade, device backup and
reset.

Hover on a column header to see if it is sortable. Click headers that appear as a blue link to sort the list
in ascending or descending order based on the selected column.
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The arrow is displayed adjacent to the header currently sorted.

D Timestamp

Event Class & = Event

Device The ETHZ network interface link is now up

10 2 Device System started
169 226 Device [Link Unit 2] System started
269 1 2-43:34 PM UTC-0500 Device The ETH2 network interface link is now up
270 1 43:35 PM UTC-0500 Device Systemn started
38 24344 PM UTC-050( Device [Link Unit 2] System started

Dashboard

The Dashboard page contains five to six sections, based on the model you purchased.

Indet 1 # Active W Prolerred Inlat 2
220. 220,
50.0.. 50.0.. -0

Aleried Sensors
—

Alarma
— O

Ieat Higlory

Number Section

0 Transfer Switch

Inlet 1/2

Alarms

(2]

Alerted Sensors
(3]
(4
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Information shown

Status of the inlet transfer switch.

Overview of both inlets' power data.

e Lists any sensors in an alarmed state.

e Lists all unacknowledged events.
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Number Section Information shown

6 Inlet History e Inlet's active power history is displayed by default. You can set a different data
type.
Overcurrent
Protectors This section is available only for models with overcurrent protectors (OCPs).

e Shows information of the circuit breakers for protecting outlets, NOT the fuses
for protecting the inlet transfer switch.

e Overview of each OCP's status

e Acurrent bar per OCP, which changes colors to indicate the RMS current state
- green: normal
- yellow: warning
- red: critical

Dashboard - Transfer Switch

» Link to the Transfer Switch page:

To view more information or configure the transfer switch, click its section's title 'Transfer Switch' to go
to that page.

a

» Generic power data of the transfer switch:
Available data includes:

e Operational status

Inlet phase angle

¢ If the phase angles are not synchronized between two inlets, it shows "out of sync" following
the phase angle value.

e Active power (W)
e Apparent power (VA)
e RMS current (A), and rated current of the active inlet

e Rated current is the smaller gray text adjacent to RMS current, such as "32A" shown in the
above diagram.

e Power factor
e Active energy (kWh or Wh)

Dashboard - Inlet 1/2

States of Inlet 1 and Inlet 2, including fuse states, preferred inlet and active inlet, are all available on the
Dashboard page.
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» Link to the Inlet 1/2 pages:

To view more information or configure the inlet(s), click each inlet's section title 'Inlet 1' or 'Inlet 2' to go
to each inlet's setup page. See Individual Inlet Pages.

Inlet 1 4 Active YePreferred | Inlet 2

214, 217,
00.0. 00.0.

Power quality: normal Power quality: normal
MOV status: OK MOV status: OK
Power supply status: OK Power supply status: OK

» Preferred and active inlet:

The page indicates the preferred inlet and the active inlet using two icons.

. ¥ Active : Labels the active inlet. If Active is not shown on any inlet, the unit is OFF.

o WPreferred | peic the preferred inlet

» Generic inlet power data:
Each inlet's power data includes:

e RMS voltage (V)

e Line frequency (Hz)
e Power quality

e Fuse status

e MOV status

e 12V supply status

Dashboard - OCP

Availability and total number of OCPs depend on the models.

» Each OCP's link:

To view more information or configure individual OCPs, click the desired OCP's index number, which is
either BR1, BR2, and so on; or C1, C2 and so on, to go to its setup page.
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Owercurrent Protectors

Nama

Drewrcurrent Protecior BRJ

Overcurrent Proteciors

Alerted Sensors

» Each OCP's power data:

Fatue Bt Current
loned 5568 A ]
e 34T A _
chuntd STIRA I
2 829 A E——
oses . —
fosed 488 a =
My PDU 1) Qhvercumment Protectss C2 My PDU {2} O F
1.7, 6.8.
I I

Alarms

OCP data from top to bottom includes:

e RMS current (A), and rated current

Linas

L7, NEUTRAL

L2 NEUTRAL

L3 MEUTRAL

L1, REUTRAL

L NEUTRAL

e Smaller gray text adjacent to RMS current is each OCP's rated current, such as "16A" shown in

the above diagram.

e A bar showing OCP current levels

e OCP status -- open or closed

e Associated line pair

The RMS current bars automatically change colors to indicate the current status according to your

configured thresholds. To configure thresholds, see OCPs (on page 197).

Status

normal

above upper warning

above upper critical
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Dashboard - Alerted Sensors

When any internal sensors or environmental sensor packages connected to the PX3TS enter an
abnormal state, the Alerted Sensors section in the Dashboard shows them for alerting users. This
section also lists tripped circuit breakers or blown fuses, if available.

To view detailed information or configure each alerted sensor, click each sensor's name to go to
individual sensor pages. See Individual Sensor/Actuator Pages (on page 215).

Alerted Sensgors (1 Critical, 0 Warmed) Alarms

Sensor Value State i Mo Alar

Tempeahae 1 Ak AEe UpEeT ETYICE

» Summary in the section title:
Information in parentheses adjacent to the title is the total number of alerted sensors.
For example:

e 1 Critical: 1 sensor enters the critical or alarmed state. 1 Warned: 1 'numeric' sensor enters the
warning state.

e Numeric sensors enter warning or critical states, as their values enter the threshold ranges.

e State sensors enter an alarmed state.

See Sensor/Actuator States (on page 210) for more details.

Numeric sensors:

e  Warning

Numeric sensors:

A e Critical

State sensors:

e Alarmed state

Raritan.

& brand of O logeand 139



Dashboard - Inlet History

e The Inlet History graph displays the history of the sensor values. Select a different data type by

v
clicking the selector below the diagram.

RMS Current

RMS Voltage

RMS Voltage (L-N)
Apparent Power
Line Frequency
Power Factor
Unbalanced Current
Active Energy

Active Power v

Inlet History

10.0 W
QoW

PO0wW

¢ To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.
Both the time and data are displayed as illustrated below.

42.0W |
41.5W |
12:43 PM

41.0W 411 W
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selecting the checkbox(es) of the desired inlet(s).

Inlet History

1200.0'W

1000.0 W

BO0O W

600.0 W

Active Power v

Inkat B

e When multiple inlets are displayed in the chart, their colors differ. You can identify each inlet's data
according to the colors of the selected inlet checkboxes.

Inlet A Inlet B

e When both inlets are shown in the chart, simply hover your mouse over either inlet's data line.
Both inlets' values display simultaneously, marked with corresponding colors.

1200.0 W
@

1000.0 W
2:26 PM

[inlet A:1161.0W
800.0 W [Jinlet B: 568.0 W

600.0 W

A00.0 W

200.0w

0.0 W

@@@@@@%-@@@
1;;

Rﬂl’ltﬂﬂ 5"?,0’1@3 > ft?‘ '"?’ t:"‘ > <

S W a S
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Da<hboard - Alarmec



that hasn't been acknowledged yet.

Note: For information on event rules, see Event Rules and Actions (on page 305).

You must have the 'Acknowledge Alarms' permission to manually acknowledge an alarm.

Alarms

Name: System Tamper Alarm

First Appearance: 5/13/2022, 9:13:45 AM UTC+0200

Last Appearance: 5/13/2022, 9:14:36 AM UTC+0200 Acknowledge
Reasons: 2 reasons, 3 events total

show details™

» To acknowledge an alarm:

e Click Acknowledge, and that alarm then disappears from the Alarms section.

Alarms

Mamé: Systerm Tarnper Alarm

First Appearance: 5/13/2022, 31345 AM UTC+0200
Last Appearance: 5/13/2022, 9:14:36 AM UTC+0200
Reasons: 2 reasons, 3 events lotal

hide detailza

Acknowledge
Reason: Peripheral device Tamper Detector 1' in PDU 1 T

shot 29 ks aknomeed

First Appeatance; 5/13/2022, 9:13:45 AM UTC+0200
Last Appearance: 5/13/2022, 9:13:56 AM UTC+0200
Count: 2

Reason: A test event was triggered by user ‘admin’,
First Appearance: 5/13/2022, 9:14:36 AM UTC+0200
Last Appearance: 571372022, 9:14:36 AM UTC+0200
Count: 1

This table explains each field of the alarms list.

Field Description
Name Custom name of the Alarm action.

Reason Shows the log message if the alarm was only triggered by one
specific event.

Reasons Short summary if there were multiple different events.

First Date and time when the event indicated in the Reason column
Appearance occurred for the first time.
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Field Description

Last Appearance Date and time when the event indicated in the Reason column
occurred for the last time.

Count Number of times the event indicated in the Reason column has
occurred.

Show details

This field appears only when there are multiple types of
events triggering the same alert.

If there are other types of events (that is, other reasons)
triggering the same alert, the total number of additional reasons
is displayed. You can click it to view a list of all events.

The date and time shown on the web interface are automatically converted to your computer's time
zone. To avoid time confusion, it is suggested to apply the same time zone settings to your computer or
mobile device.

Tip: You can also acknowledge all alarms in the front panel display.

Transfer Switch

On the Transfer Switch page, you can:

e View the transfer switch status, and the history of last several transfers, via the transfer log.
e Change power transfer settings.
e Determine the power quality thresholds of voltage and frequency.

e Perform manual power transfer or re-transfer

To open the Transfer Switch page, click 'Transfer Switch' in the Menu.
» Transfer switch-related information shown:

e Transfer switch status

e Status of Inlet sensors related to the transfer switch

4 Active

¢ Indicate which one is the 'active' inlet by showing on either inlet's section

If ¥ Active is not shown on any inlet, neither inlet is powering the outlets, which is the "off" state.

T¢Preferred

Indicate which one is the 'preferred' inlet by showing on either inlet's section

Note: Whenever the PX3TS prevents a manual transfer from being performed, it is disabled across all
interfaces, including the front panel button, web interface and CLI command.
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» To perform manual power transfer or retransfer:

Performing manual transfer remotely requires either of these permissions: "Switch Transfer Switch" or
"Administrator Privileges."

i
1. Click = Manual Tral'ISfE'r . This button is functionally identical to the front panel

Manual Transfer button.

Transfer Switch S*Manual Transfer

Status: Normal operation, fully redundant
Bypass Status: Inactive

Inlet Phase Sync State: in sync

Inlet Phase Sync Angle: 0° (normal)

116w 0. /0

1.43 —

Power Factor: 0.81
Active Energy: 366.20 kWh

¢ In the standby state, when the preferred inlet restores to normal, this button is changed to

+« Retransfer

2. Click Transfer on the confirmation message.

¢ If there is presence of any alarm for this power transfer, such as inlet phase sync alarm, a warning
message appears. Click Force Transfer if you decide to continue with the operation.

3. Verify both the 4 Active and WPreferred icons are transferred to the other inlet, indicating that
inlet becomes the active and preferred inlet now.

Inlet 1 4 Active T3Preferred | Inlet 2

214, 217,
00.0 00.0%

Power quality: normal Power quality: normal
MOV status: OK MOV status: OK
Power supply status: OK Power supply status: OK
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Icon Description

YPreferred Preferred inlet, which is the first priority to power outlets in the
normal state.

Active inlet, which is the inlet powering outlets.

4 Active

If 7Active i not shown on any inlet, neither
inlet is powering the outlets, which is the "off"
state.

e In the retransfer scenario, only the "Active" icon switches to another inlet.

Note: If the two inlets are out of sync you must hold the Alarm Override button while pushing the
Manual Transfer button on the front panel of PX3TS.

» To configure transfer settings:

1. Click Edit Settings.

Settings
Edit Settings | Edit Power Quality Parameters
MName
Allow Front Panel Transfer yes
Automatic Retransfer Only if phases are in syne
Retransfer Wait Time 15 seconds

2. Configure the information shown. For details, see Power Transfer Settings (on page 152).

» To configure power quality settings:

Note: Any changes made to power quality parameters will change the voltage and frequency threshold
values of both inlets. See Individual Inlet Pages.

1. Click Edit Power Quality Parameters.
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Settings

Edit Settings | Edit Power Quality Parameters

Mame

Allow Front Panel Transfer yes

Automatic Retransfer Only if phases are in sync
Retransfer Wait Time 15 seconds

2. Configure the power quality parameters of both inlets. For details, see Power Quality Settings (on
page 153).

» To configure inlet phase angles settings (optional):

If thresholds for inlet phase angle difference are enabled/configured, the PX3TS reports its values and
states whenever a specific threshold is hit. For example, if the upper warning threshold is enabled and
reached, you will see the upper warning alarm and values of inlet phase angle difference in the
Dashboard's Alerted Sensors list or event log. These threshold values do not affect phase sync detection
or transfers/retransfers.

1. Click *

4 My PDU (1) Transfer Switch SManual Transfer &

Status: Normal operation, fully redundant
Bypass Status: Inactive

Inlet Phase Sync State: in sync

Inlet Phase Sync Angle: 0° (normal)

1.260 7 Ao

1.5/ ——

Power Factor: 0.80
Active Energy: 2.00 MWh

2. Select Threshold Setup. The "Edit Thresholds for Inlet Phase Angle" dialog appears.
3. Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

e Type a new value in the accompanying text box.

» To view the waveform of last transfer:

On the Transfer Switch page, only the waveform of "the last" power transfer is displayed.
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Tip: To view the waveform of another previous power transfer event, go to the 'Transfer Log' below the

waveform.

Number

Raritan.
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Waveform of Last Transfer

4000V

300.0 ¥
0.0V
100.0 ¥
00V P i

5 1
-100.0 ¥
-200.0 ¥
-300.0V
=400.0 ¥
-26-24-22-20-17-15-13-10 -8 -6 -4 -1 1 3 & B 10 13 15817 19 22 24 26
Time (]
Description Note
Voltage (V) blue line
Time (ms)

1.000 A

0.800 A

0.600 A

0.400 A

0.200 A

0.000 4

-0.200 A

-0.400 A

-0.600 A

-0.800 A

=1.000 A

Wwauns
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Number Description Note

3 Current (A) red line

e To retrieve the exact data at a particular time, hover your mouse over the line of either voltage or
current waveform. The time, voltage value (blue) and current value (red) are all displayed as
illustrated below.

1000V

=23 ms

[ voltage: 92.3 V
Ll Current: (L0085 A

0oV
1000V
-200.0Y
-300.0 'V

4000V
=26 =25 <24 =22 <21 <19 =18 =16 -15
» To view the transfer log:

The transfer log lists the last 10 power transfer events only, including automatic or manual transfer
events.

e To view the waveform or additional details of any transfer event, click that event in the transfer log.
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Transfer Log

# Timestamp ¥ From Inlet To Inlet Transfer Reason

10 9/5/2017,1:44:48 AM GMT+0B00 Inlet 1 Inlet 2 Automatic Retransfer
9 9/5/2017, 1:44:23 AM GMT+0800 Inlet 2 Inlet 1 Power Quality

8 9/5/2017, 1:44:04 AM GMT+0800 Inlet 1 Inlet 2 Automatic Retransfer
7 9/4/2017, 10:48:40 AM GMT+0800 Inlet 1 Inlet 2 Power Quality

6 9/4/2017, 10:48:28 AM GMT+0800 Inlet 2 Inlet 1 Power Quality

5 9/4/2017, 10:48:24 AM GMT+0800 Inlet 1 Inlet 2 Manual Transfer

4 0/4/2017, 10:40:31 AM GMT+0800 Inlet 2 Inlet 1 Power Quality

3 9/4/2017, 10:40:13 AM GMT+0800 Inlet 1 Inlet 2 Manual Transfer

2 9/4/2017, 10:37:39 AM GMT+0800 Inlet 2 Inlet 1 Manual Transfer

1 0/4/2017, 10:15:35 AM GMT+0800 Inlet 1 Inlet 2 Manual Transfer

v
e To go to another transfer event's details page from the current details page, click on the top

of the page, and then select another event.

€ Transfer Switch | ¥ Transfer #1 Details

N

e To return from an event's details page to the list of transfer log, click 'Transfer Switch' on the top of
the page.

€ Transfer Switch| ¥ Transfer #1 Details

N

Tip: To view more than 10 transfer events, go to the Event Log. See Viewing or Clearing the Local Event
Log.

Transfer Switch and Inlet Status

On the Transfer Switch page, a normal state's text color is black, a warning state's is yellow, and a critical
state's is red. See Transfer Switch (on page 143).

» Status of the transfer switch:

One or some of the following messages are displayed for indicating the transfer switch state.
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Message Status

Normal "Normal" state.
Operation, Fully
Redundant

The preferred inlet is powering the outlets.

e The alternate inlet is in the normal or warning state.

Standby Inlet "Non-redundant" state.

Unavailable e The preferred inlet is powering the outlets.

e The alternate inlet goes critical or is not connected to power.

Standby, "Standby" state.
Preferred Inlet The alternate inlet is powering the outlets.
Unavailable . - .
e The preferred inlet goes critical or is not connected to power.
Standby, "Standby" state.
Retransfer e The alternate inlet is powering the outlets.
Pending . .
e The preferred inlet returns to normal, but automatic retransfer
is pending.
Standby, "Standby" state.
Retransfer e The alternate inlet is powering the outlets.
Possible .
e The preferred inlet returns to normal and you can perform
retransfer manually.
Tip: Automatic retransfer may be prevented because of the
automatic retransfer settings, but manual retransfer is
permitted. See Power Transfer Settings (on page 152).
Overload An overload is present.
Detected e When the PX3TS device detects an overload condition on the

outlet, it shuts down the outlet completely to protect the inlets.
e The state of the switch remains off as long as the overload
alarm is present.
e The load will restore power after performing both actions
below:
e Resolve the overload problem.
e Manually clear the overload alarm by performing a
manual transfer. To clear the alarm, see Manual
Transfer When an Alarm is Present (on page 75).

Internal Fault A switch open or switch short fault is detected on the Inlet 1/2
switch.

4 Active

Note: In the "off" state, neither inlet on the Transfer Switch page shows the icon.
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» Inlet Phase:

Field Description

Inlet Indicates whether the phase angles of both inlets are in
Phase ¢ nchronization or not.
Sync
e insync: The inlets are in synchronization when their phase
angle difference does NOT exceed 15 degrees.
e outof sync: The inlets are out of synchronization when their
phase angle difference is over 15 degrees.
The 15-degree threshold is not user-configurable, and it is not
related to the warning/critical thresholds of the 'Inlet Phase Angle'
sensor.
Inlet Indicates the value of phase angle difference, which is the phase
Zhalse shift between the two inlets' voltage signals.
ngle

It may not be a problem when the inlets are out of sync. The PX3TS device can still work fine in that
state. However, depending on your transfer settings, the 'out of sync' state may prevent an automatic
retransfer from the standby inlet to the preferred inlet. For details, see Power Transfer Settings (on page
152).

» Power data of the transfer switch:

e Active power (W)

e Apparent power (VA)

e RMS current (A)

e Power Factor

e Active Energy (Wh or kWh)

» Status of inlet sensors related to the transfer switch:

Data Description

Indicates which inlet is the first priority to power outlets in the
normal state.

{¢Preferred

Indicates which inlet is powering outlets.

4 Active

If 4, Active is not shown on any inlet, neither inlet is
powering the outlets, which is the "off" state.
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152

Data

Power Quality

RMS Voltage (V)

Line Frequency
(Hz)

Fuse Status

MOV Status

+12V Supply
Status

Description

Shows the power quality of both inlets, which is one of the
following:

e normal
® warning
e critical

To configure power quality thresholds, see Transfer Switch
(on page 143).

Shows each inlet's voltage value.

Shows each inlet's line frequency value.

Indicates whether each fuse works properly.
e open: The fuse works fine.
e closed: The fuse is blown or malfunctions.

When this occurs, replace the fuse. See Fuses for the
Inlet Transfer Switch.

e unavailable: The PX3TS cannot determine the fuse's status.

For example, "unavailable" is shown when there is no inlet
power available.

Indicates whether each inlet's MOV surge protector works
properly.

e [ffine, "OK" is displayed.

e Otherwise, "fault" is displayed. In this case, contact Raritan

for Return Merchandize Authorization (RMA) to fix the
issue.

The transfer switch receives DC 12V power from either inlet.
The transfer switch works fine as long as one of the 12V power
supplies works properly.

This +12V status field indicates whether each inlet's 12V power
supply to the transfer switch functions properly.
e Iffine, "OK" is displayed.

e Otherwise, "fault" is displayed. In this case, contact Raritan
for Return Merchandize Authorization (RMA) to fix the
issue.

Power Transfer Settings

The following are the factory-default transfer settings:

e The front panel Manual Transfer button is enabled.

e Automatic retransfer is enabled.

e Wait time prior to performing automatic retransfer is set to 15 seconds.

e Perform automatic retransfer only when inlets are in phase.

These default behaviors can be changed by modifying the following fields.
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Settings

Edit Settings | Edit Power Quality Parameters

Mame
Allow Frant Panel Transfer yes
Automatic Retransfer Only if phases are in sync
Retransfer Wait Time 15 seconds
Field Description
Name Customize the PX3TS device name.
Allow Front Enable/disable the front panel Manual Transfer button.

Panel Transfer
If the Manual Transfer button is disabled, the Manual

Disabled indicator lamp on the front panel is lit.

Automatic Three options are available.

Retransfer e Never: Disable automatic retransfer.

e Always: Enable automatic retransfer and inlet phase
synchronization is NOT required.

e Only if phases are in sync: Automatic retransfer is performed
only when inlets are in sync.

See Automatic Retransfer (on page 74).

Retransfer Wait = Enter the time (seconds) preferred inlet power must be in the
Time normal state before retransfer occurs.

Power Quality Settings

Inlet power quality state (normal/warning/critical) is derived from the inlet's voltage and frequency
quality - whichever is lower. If voltage or frequency is critical, power quality is critical. If either is
warning, quality is warning. When both are normal, power quality is normal.

PX3TS transfers to standby operation when preferred inlet power quality goes critical and retransfers to
normal operation when power quality returns to normal. The warning state does not cause transfers
and is intended as an early warning indication of a possible problem.
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When quality goes from better to worse, the state change is said to assert. You configure how long the
quality must remain in the worse state before the state change actually occurs. When quality goes from
worse to better, the state change is said to deassert. You configure the hysteresis - how much the
quality must be better than the threshold - before the state change occurs.

LOW - VOLTAGE/FREQUENCY MEASUREMENT = HIGH
Deassert = -} Deassert
= Assert Assert =

A A A A
Luwer_ Lcwer_ Upper_ Upper_
Critical Warning Warning Critical

» To configure power quality thresholds for both inlets:

1. Choose Transfer Switch > Edit Power Quality Parameters. See Transfer Switch (on page 143).

Settings
Edit Settings | Edit Power Quality Parameters
MHame
Allow Front Panel Transfer b=
Automatic Retransfer Only if phases are in sync
Retransfer Wait Time 15 seconds

2. Both voltage and frequency thresholds are shown onscreen. The ways to configure them are
identical.
e Enter upper and lower thresholds for Warning and Critical power quality states.
e Enter assertion times (seconds). See "To Assert" and Assertion Timeout.
® Enter deassertion hysteresis values. To disable the deassertion hysteresis, type 0 (zero). See "To De-
assert" and Deassertion Hysteresis.

Note: Any changes made to power quality thresholds will change the voltage and frequency threshold
values of both inlets. See Individual Inlet Pages.

» Example:

If you set the voltage's Lower Critical to 70V and Lower Warning to 80V, Inlet 1's power
quality is shown as Critical when Inlet 1's voltage drops to or lower than 70V, and Inlet 2's
power quality is shown as Warning when Inlet 2's voltage falls between 70V and 80V.

PDU

Generic information and PDU settings are available on the PDU page.
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To open the PDU page, click 'PDU" in the Menu.
» Device information shown:

® Firmware version

e Serial number

e MAC address

e Rating

e Internal Beeper State

e Status of Power Supply Sensor

» To configure global settings:

1. Click Edit Settings.

—=
Name by PO
Rliry Bl o powes s Mon-latching ¥
1 State Con pOWETUpP st ke v
- sl dela . v
Perwe " - " 10 ¥
B " 200 m v
T BLELE et b ] L et state unchanged v
M &

2. Now you can configure the fields.

* For time-related fields, you can also type a value manually, making sure to type in a time unit as
shown in the drop-down list of values. For example, 30 s for seconds, 30 min for minutes, and so
on.

In the following table, those fields marked with * are available on an outlet-switching capable model only.

Field Function Note
Name Customizes the device name.

*Relay behavior Selects an operating mode to determine the See Latching Relay Behavior (on page 160).
on power loss latching relay behavior when PDU power is e PXO, PXC and Legrand PDU do not support

lost. Latching Relays.

e Options: Non-latching and Latching

e Non-latching has all relays open at the
power loss while latching has all relays
remain unchanged at the power loss.
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Field Function Note

*Qutlet state on Determines the initial power state of ALL e After removing power from the PDU, you must
power up outlets after the PX3TS powers up. wait for a minimum of 10 seconds before
powering it up again. Otherwise, the default

(for non-latching e  Options: on, off, and last known .
outlet state settings may not work properly.

mode onl .
K See Options for Qutlet State on Power You can override the global outlet state setting
Up (on page 161) on a per-outlet basis so specific outlets behave
differently on power up. Configure this on the
individual outlet page.

e This setting works only when 'Relay behavior
on power loss' is set to Non-latching. This is
because all relays keep their states unchanged
in the latching mode regardless of the power
supply status.

*Qutlet Determines how long the PX3TS waits before ggae |nitialization Delay Use Cases (on page
initialization delay providing power to all outlets after 162).

on power up recovering from a temporary power loss.

(for non-latching e Range: 1 second to 1 hour e This setting works only when 'Relay behavior
mode only) on power loss' is set to Non-latching. This is

because all relays keep their states unchanged
in the latching mode regardless of the power
supply status.

*Power off period Determines the power-off period after the e Power cycling the outlet(s) turns the outlet(s)
during power outlet is switched OFF during a power cycle. off and then back on.

cycle e Range: 1 second to 1 hour ®  You can override this global power cycle setting

on a per-outlet basis so specific outlets' power-
off period is different.

*Inrush guard Prevents a circuit breaker trip due to inrush  See Inrush Current and Inrush Guard Delay (on
delay current when many devices connected to page 162).
the PDU are turned on.

® Range: 100 milliseconds to 10 seconds

*Trip cause outlet If an outlet is suspected to have caused an Suspended outlets are not turned back on when
handling OCP trip event, it can optionally be marked  the OCP is closed.

as "Suspended" and handled differently. See Trip Cause Outlet Handling (on page 162).

* Options: Keep outlet state unchanged, or ¢ supported on PX2, PXE, and PXO.
Suspend Outlet ’ ’

1. Click Save.

» Toreset ALL energy counters:

An energy reading is a value of total accumulated energy, which is never reset, even if the power fails or
the PX3TS is rebooted. However, you can manually reset this reading to restart the energy accumulation
process. Only users with the "Admin" role assigned can reset energy readings.
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Note: This reset button does not reset the energy values of outlet groups. Go to the Outlet Groups page
to reset that value.

1. Onthe PDU page, in the Settings section, make sure Edit Settings is not clicked, or cancel out of
editing settings.
2. Onthe Reset all energy counters option, click Reset, then click on the confirmation message.

¢ All energy readings are reset to zero.

Tip: You can also reset the energy reading of an individual inlet or outlet on those pages.

» To reset all minimum/maximum values:

For readings that record a maximum and minimum numeric value, you can reset these values as needed
to clear the previous highs and lows.

1. Onthe PDU page, in the Settings section, make sure Edit Settings is not clicked, or cancel out of
editing settings.
2. On the Reset all minimum/maximum values option, click Reset, then click on the confirmation
message.
e All previously recorded maximum and minimum values are reset.

Reset all energy counters Reset

e ini i v e5e
Reset all minimum / maximum values Reset

» To view total energy and power on multi-inlet models:

For multi-inlet models or inline monitors, a "Sensors" section show the data of total active energy and
total active power."PDU Total" also gives the sum of active power and active energy and it is displayed
on the Dashboard.Dashboard - PDUs

For a regular model with multiple inlets:

e Total active energy = sum of all inlets' energy values
e Total active power = sum of all inlets' active power values
For an inline monitor with multiple inlets/outlets:

e Total active energy = sum of all outlets' energy values

e Total active power = sum of all outlets' active power values
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Sensors e

Actual :
Sensor i Value State [=]
Active Power 1122 W nosmal
Active Energy 774430 Wh normal
Apparent Power 1 448 WA normal
Apparént Energy 476 490 VAR ngfmal
Power Supply 1 Status OK
Power Supply 2 Status 0K

» To configure the thresholds of total energy and power:

For a multi-inlet model or an in-line monitor, a "Thresholds" section is also available on the PDU page.

See Setting Thresholds for Total Active Energy or Power (on page 163)

Thresholds ~

SENsora Lower Critical Lower Warning  Upper Wamning Upper Critical
Active Power —_— - =

Active Energy

Apparent Power T i HEx —

Apparent Eneegy e B -

Internal Beeper State

The PDU page indicates the internal beeper state.

Internal Beeper N
State Off
» Available beeper states:

States Description

Off The beeper is turned off.
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States

Active

Active (Muted)

Description

The beeper is turned on.

"Activation Reason" is displayed, indicating why the
beeper sounds an alarm.

For example, if the beeper is turned on because of a
specific event rule "X," the activation reason looks

like:

Event Action triggered by rule: X

Beeper sound will be turned off once the Mute
button is clicked; the beeper state will show Muted.

» Scenarios when the beeper sounds an alarm:

e Any overcurrent protector, including fuses and circuit breakers, has tripped or blown.

® You have set an event rule that turns on the internal beeper when a specific event occurs, and that

event occurs now.

e On models with residual current monitoring (RCM), the beeper also sounds when an RCM alarm is

detected.

Note that only the RCM sensor will cause the PDU to beep while RCM "DC" sensor does not cause the

PDU to beep regardless of its sensor state.

» To mute the beeper:

1. Login to the PDU and click >PDU.
2. Scroll down to the Internal Beeper section.

3. Click the Mute button, then click again to confirm.
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Beeper state now shows Active (Muted).

o rgd Boanpee

|

L‘Mute Current Activation?

This will silence ihe audible slarm for the current activation

Oy n

| indevrial Beeper

A UValIon FeAsOn rowlt Breakor (npped

Latching Relay Behavior

Unlike non-latching relays, latching relays retain their last position (open or closed) without requiring
continuous power. In latching mode, they preserve their status during power outages, allowing the load
to be instantly powered when power is restored.

Supported models allow outlet switching to be configured as either a true latching relay or a simulated
non-latching relay. The selected operating mode defines how the latching relay behaves during a power
outage. Regardless of the mode, relays do not require power to maintain their state.

» Non-Latching Mode:

e Relay always opens when power is lost. This insures all relays are open when power is applied to the
PDU.

e Always select this mode if the combined inrush current of the devices connected to the PDU trip
circuit breakers when power is applied to the PDU.

e Thisis the factory default operating mode.
» Latching Mode:

e Preserve the relay state when power is lost.

e This is the preferred operating mode ONLY if you are sure inrush current does not trip circuit
breakers when power is applied to the PDU.

e Power to the outlet is not disrupted if a PDU internal failure occurs.

In latching mode, the following features are disabled.
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On PDU page in Settings section:

e Qutlet state on startup = last known

e Qutlet initialization delay on device startup = 1sec

On Individual outlet page:

e State on device startup = PDU defined (last known)

» Non-Latching Relay Behavior on Power-Up

When outlets start receiving power (be it on PDU power up after power cycle, when turning on an inlet
in a multi-inlet PDU or when a transfer switch switches back on after being off for some time), relays are
initialized to a state configurable per outlet:

e Leave outlet switched off after power-up
e Switch outlet on after power-up

e Restore outlet to last known state (default)

Note: PDU reboot, firmware update, and factory reset does not affect relay states.

Options for Outlet State on Power Up

The following are available options for initial power states of outlets after powering up the PX3TS
device. This setting is used in three scenarios:

e powering up the whole PDU

e powering up a single inlet in a multi-inlet PDU (on most, but not all, multi-inlet units the outlet
boards are powered through the respective inlet)

e transfer switch switches on again after being off due to e.g. internal failure
Option Function
on Turns on the outlet(s).
off Turns off the outlet(s).

last known ' Restores the outlet(s) to the previous power state(s) before the PX3TS
was powered off.

When configuring an individual outlet, there is one more outlet state option.
Additional option Function

PDU defined (on/off/last- | Follows the global outlet state setting, which is set on
known) the PDU page.

The value in parentheses is the currently-selected global
option.
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Initialization Delay Use Cases

Apply the initialization delay in either of the following scenarios.

e When power may not initially be stable after being restored

e When UPS batteries may be charging

Tip: When there are a large number of outlets, set the value to a smaller number to
avoid a long wait before all outlets are available.

Inrush Current and Inrush Guard Delay

» Inrush current:

When electrical devices are turned on, they can initially draw a very large current known as inrush
current. Inrush current typically lasts for 20-40 milliseconds.

» Inrush guard delay:

The inrush guard delay prevents circuit breaker trips caused by the high inrush current when multiple
devices are turned on together.

For example, with a 100-millisecond delay, the PDU turns outlets on one by one, with a 100-millisecond
gap between each.

Trip Cause Outlet Handling

When an outlet has been suspected as the cause of a trip, the Trip Cause Outlet Handling setting allows
you to mark the outlet as Suspended.

A Suspended outlet is handled differently than usual:

e once the respective OCP is closed, the outlet is not turned on again

outlet state shows as 'suspended' in the web interface and the CLI
e warnings are shown when you attempt to turn on a suspended outlet

e for supported models, a different outlet LED color is shown

Time Units

If you choose to type a new value in the time-related fields, such as the "Idle timeout period" field, you
must add a time unit after the numeric value. For example, you can type '15 s' for 15 seconds.

Note that different fields have different range of valid values.

» Time units:

Unit Time

ms millisecond(s)
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Unit

min

Setting Thresholds for Total Active Energy or Power

Time
second(s)
minute(s)
hour(s)

day(s)

This section applies only to multi-inlet models, including in-line monitors.

Thresholds for total active energy and total active power are disabled by default. You can enable and set
them so that you are alerted when the total active energy or total active power hits a certain level.
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For a regular PX3TS model with multiple inlets:

e Total active energy = sum of all inlets' active energy values

e Total active power = sum of all inlets' active power values

For an inline monitor with multiple inlets/outlets:

e Total active energy = sum of all outlets' active energy values

e Total active power = sum of all outlets' active power values

» To configure thresholds for total active energy and/or power:

1. Click PDU.
2. Click the Thresholds title bar at the bottom of the page to display thresholds.
3. Click a sensor to edit the thresholds.
4. Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.
¢ Type a new value in the accompanying text box.
Thresholds
Active Energy
Lawer critical | 0 Wh
Lower warming Wh
Upper warning Wh
Upper critical Wh
Deassertion hysteresis 0 Wh
Assertion timeout 4 Samples
5. Click Save.

Minimum and Maximum Values for Numeric Sensors

You can manually view the minimum and maximum values for each sensor or group of measurements.
These values show the last changes before a reset and stay the same after reboots. However, a factory
reset will erase them and return settings to default.

Sections where min/max values are available:
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Page

PDU

PDU Sensor Details
Inlet Single Phase
Inlet Multi Phase
Inlet Detail

Inlet Sensor Details

Inlet Residual Current

Inlet Residual Current Sensor Details
Outlets

Outlet

Outlet Sensor Details (numeric sensors only)

Inlet/Outlet (single phase)

Inlet/Outlet (multi
phase)

Inlet/Outlet (detailed)

Inlet/Outlet Sensor Details

(numeric sensors only)

Inlet/Outlet Residual Current Sensor

Details (numeric sensors only)
Outlet Groups
Outlet Group

Outlet Group Sensor Details

(numeric sensors only)
Overcurrent Protectors
Overcurrent Protector

Overcurrent Protector Sensor Details

(numeric sensors only)

Peripheral Devices

Section

Sensors (if numeric sensors in list)
Sensor

Single-phase sensor table

Multi phase sensor table

Detailed sensor table

Sensor

Detailed sensor table (for multi-
phase)

Sensor

List

Sensors table

Sensor

Single-phase sensor table

Multi-phase sensor table

Detailed sensor table

Sensor

Sensor

List
Outlets list and Sensor table

Sensor

List
Sensors table

Sensor

List

Peripheral Device Details (numeric sensors only) ' Sensor
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Show and Hide Min/Max Values

You can reset the minimum/maximum values using Web Ul.

» To configure the min/max functionality:

1. Go to the sections of the pages listed in the table of Minimum and Maximum Values for Numeric
Sensors (on page 164).

2. Click . . Minimum/maximum columns are only selectable if at least one row provides min/max
values.
3. Select the check boxes of Minimum and Maximum values.

Sensor table single-phase:

i tusd

[

Seneos & Valus Srate

Sensor table Multi-phase:
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By default overviews/tables where multiple numeric sensors are listed, min/max values are not

[ )
displayed.

® You can configure the displayed values, and make min/max values visible. Your configuration is
saved and will be available when GUI is reloaded.

® You can configure visible columns of sensor tables including min/max values and on sensor details

pages show min/max values.

€ Iinlat 11 | RMS Current Details

SaNBOr

Value State

Sennod i

Lower Criticsl Lawens Warrarg Uppas Warning

[ —

» To reset the min/max values:

Go to the sections of the pages listed in the table of Minimum and Maximum Values for Numeric

1.
Sensors (on page 164).
:
2. Click *.The menu item "Reset Minimum / Maximum" is only visible (active or inactive) if at least

one row of the table has min/max values.

Power Supply Sensor
The PX3TS's controller receives power from its inlet. A sensor monitors the power supply status and

indicates it on the PDU page.
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This status is also available on the PDU's front panel display, or via the CLI with the command: show
pdudetails.

Sensors e
Sensor State
Power Supply 1 Status oK

State Description

oK The controller is receiving power from its own inlet.

fault The controller cannot receive power from its own inlet because of a

power failure on the inlet or a broken power supply. Instead it is
receiving power from another PX3TS PDU.

See Power-Sharing Restrictions and Connection.

After entering the fault state, this sensor is listed in the Alerted Sensors
section of the Dashboard. .

unavailable The communication with the power supply sensor is lost.

Inlet

You can view all inlet information, configure inlet-related settings, or reset the inlet active energy and
min/max sensor values on the Inlet page. To open this page, click 'Inlet' in the Menu.

Inlet thresholds help you identify when your inlet enters warning or critical level. In addition, you can
have PX3TS automatically generate alert notifications for any warning or critical status. See Event Rules
and Actions (on page 305).

Note: For multi-inlet models, see Configuring a Multi-Inlet Model (on page 171).
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» Overview:
* Inlet power overview, which is the same as Dashboard - Inlet I1.
» Sensors:

e Alist of inlet sensors with more details. Available inlet sensors depends on the model.
e Sensors show both readings and states.
e Sensors in warning or critical states are highlighted in yellow or red.

e Inlet's power chart, which is the same as Dashboard - Inlet History.
» Settings--Name the inlet:
Scroll down past the Sensor list to the Settings.

e C(lick Edit Settings, enter a name for the inlet, then click Save. For example, name the inlet after the
power source.

e Theinlet's custom name is displayed on the Inlet or Dashboard page, followed by its label in

parentheses.
Settings ~
Edit Settings
Label n
Name LET NAME
Reset energy counter Reset
Reset minimum / maximum Reset

Xiancel e

» Settings--Reset energy counter:

The energy counter reset feature per inlet is especially useful when your PX3TS has more than one inlet.
Only users with the "Admin" role assigned can reset this value.

Settings Ead
Edit Settings
Label n
Name
Reset energy counter Reset
Reset minimum / masimum Reset

e C(lick Reset and then confirm in the message.
This inlet's active energy reading is then reset to zero.

Tip: To reset ALL active energy counters on the PX3TS, go to the PDU page.
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» Settings: Reset minimum/maximum:

All inlet sensors with numeric readings store their minimum and maximum recorded reading. You can
reset these as desired. Only users with the "Admin" role assigned can reset this value.

Tip: To enable the display of minimum/maximum for any sensor, click the Options icon at the top
right of the Sensors lists.

e C(lick Reset and then confirm in the message.
The min/max values and the "unchanged since" timestamps are reset to this moment's sensor

readings.
Settings ~
Edit Settings
Label "
Name
Reset energy counter Reset
Reset minirmum / miasienem Reset

» To configure inlet thresholds:

By default, there are pre-defined RMS voltage and current threshold values in related fields. You can
modify them to meet your needs.

1. Click the Thresholds title bar at the bottom of the page to display inlet thresholds.

Thresholds [‘h '

Click the desired sensor to open the settings.
To enable a threshold, select the corresponding checkbox.

Type a new value in the accompanying text box.

Lower crifical | v
Lowar warning | 97 v
Upper warning oF| M7 L
Upper critical W 254 L'
Dessserthon hysteresis 2 ')
Asgsartion timeout ] Samples
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Configuring a Multi-Inlet Model

If the PX3TS has more than one inlet, the Inlets page lists all inlets.
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» To view or configure each inlet:

1. Click the desired inlet.

My PDU (1) Inlet 1

1.08. 6.3.

1.34 —

Active Energy. 777.53 kWh
Apparent Energy: 980.40 kvah
Fower Factor 0,80

Crest Factor 1.51

Line Frequency: 50.0 Hz

RMS Voltage: 213 W

My PDU (1) Inlet 2

0.0 0.04/164
0.0

Active Energy; 8 Wh
Apparent Energy. 10 Viah
Power Factor: —

Crest Factor: 1.00

Line Frequency: 50.0 Hz

RMS Voltage: 213 W

2. Now you can configure the selected inlet, such as enabling thresholds or resetting its energy.

e To disable the inlet, see the following instructions.

» To disable one or multiple inlets:

1. Ontheindividual inlet's data page, click Edit Settings.

Settings .Y
Edit Setting
Latel A
Mame
Status Enabled
Reset energy counter Resat
Resat minimum / maximam Regiet

2. Select the "Disable this inlet" checkbox.
3. Click Save.
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4. The inlet status now shows "Disabled."

Settings .

Labe [

Reset minkmum / maximum Reset

5. To disable additional inlets, repeat the above steps. If disabling one inlet causes all inlets to be
disabled, a confirmation message will appear.

6. Click "Yes" to confirm or "No" to cancel the operation.

After disabling any inlet, several critical monitoring and control functions are affected:

e Electrical components powered by the disabled inlet will not report any events or alarms.
* Any remote switching capability for connected outlets will be deactivated.

e Power metering functions will also stop operating.

e Sensors continue accumulating data, even though control functions are disabled.

e Threshold-based alerts (for example, high power consumption) will not trigger warnings or
notifications. The system does not flag abnormal conditions associated with the disabled inlet.

Warning: A disabled inlet, if remaining connected to a power source, continues to receive power from
the connected power source and supplies power to the associated outlets and overcurrent protectors.

Thresholds Impact Power Quality Levels

Warning:

The thresholds of voltage and line frequency of each inlet impact the power quality levels. Therefore, it
is highly recommended to configure the voltage and line frequency thresholds on the Transfer Switch
page to avoid power quality inconsistency between both inlets.

Outlets

The Outlets page shows a list of all outlets and the overview of outlet status and data. To open this
page, click 'Outlets' in the Menu.

On this page, you can:

e View all outlets' status.
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Available Data of the Outlets Overview Page

To show or hide outlet data columns, click the columns icon.

Qutlets Qon Ooff <Cycle
m RMS Active  Power  Non- Outlet
| | #a4 Mame Status S Lines B2
1 OUTLET TEST NAME (1) Moff 0.000A OW 1.00 x Tl
2 Outlet2 Moff 0000A OW 1.00 x LIz test
NEUTRAL
o L‘I-
3 outlet3 ®on 02994 65W 1.00 x S
L1-
4 Outletd ®on 0948A 202W 097 ® e

e Qutlet status, which is marked with either icon below. This information is available on outlet-
switching capable models only.
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Icon Outlet status
O
O

e RMS current (A)
e Active power (W)

Outlet turned on

Outlet turned off

e Power factor

e Non-critical setting for indicating whether the outlet is a non-critical outlet. This information is
available on outlet-switching capable models only.

Non-critical Description

setting
true The outlet is a non-critical outlet, which will be turned OFF in the
load shedding mode.
false The outlet is a critical outlet, which will remain unchanged in the
load shedding mode.
e Lines

e Qutlet Groups: if the outlet belongs to a group, the outlet group name appears as a link.
e Sequence order

e Sequence delay (seconds)

Threshold Bulk Setup

Enable outlet thresholds to monitor if an outlet reaches warning or critical levels. You can set up
automatic alerts for these conditions. The Outlets page lets you configure thresholds for multiple or all
outlets at once. By default, RMS voltage and current threshold values are already pre-set in the related
fields. See Default Voltage and Current Thresholds (on page 683).

Available on models with outlet-metering.

» To configure thresholds-related settings for multiple outlets:

H
On the Outlets page, click * > Threshold Bulk Setup.
In the "Show Outlet Sensors of Type" field, select a sensor type.
In the "For Outlets of Receptacle Type" field, select an outlet type.

P wnN R

Select the checkboxes of the outlets you want to configure.
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5. Click the Edit Thresholds link.
6. Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

¢ Type a new value in the accompanying text box.

Cutlet Thresholds

2 gelected sensors

=S Waming

P A | # 5 ™~

pe | 8 A

Dieasser o] A

bspartion Seeout 0 Samples
X Cance

7. Click Save.

Sequence Setup

By default, outlets power on sequentially from outlet 1 to the last when turning on or cycling power for
all outlets. You can customize the order to prioritize specific IT equipment that needs to start up first.

You can set a delay between outlets when they are turned on consecutively. For instance, if outlets
power on from 1 to 8, and you want a 5-second pause before turning on Outlet 4 after Outlet 3, just
assign a 5-second delay to Outlet 3.

» To set the outlet power-on sequence and delay:

L
1. Onthe Outlets page, click * > Sequence Setup.
2. Select one or multiple outlets by clicking them one by one in the 'Outlet' column.

3. Click the arrow buttons to change the outlet positions.
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4. Click the 'Delay' column of the outlet that requires a wait after it is turned on.

5. Type a new value in seconds.

6. Click Save.

Raritan.
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Outlet Sequence: 1-36

Sequence Order

Qutlet 1

Outber 2

Uumnet 8

Outket 9

Outlet 10

Outlat 11

Qutlet 12

T Aualaeaa

Delay

Os

0=

Jus

0s

Os

0s

Os
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To change the order of outlets in the sequence, select the outlet and then click the up or down arrow
buttons to reorder them as needed. If you need to reset the order click on Restore sequence.

Outlet Sequence * Restore Sequence

Outlet Sequence: 2, 4,3, 1 and 536

Sequence Order Delay
Outler 2 08
Oulet 3 Ds
Cutler 5 0s

L O o et I b AT s ff O ranlt s

Outle1 8 05
3 Outlet 9 0s
+ Outlet 10 0s
+ Outhen 11 0s
x Outlet 12 0s

Load Shedding Setup: Setting Non-Critical Outlets

Outlets that are turned off when load shedding is activated are called non-critical outlets. Outlets that
are not affected by load shedding are called critical outlets.

Per default, all outlets are configured as critical.
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» To determine critical and non-critical outlets:

H
On the Outlets page, click * > Load Shedding Setup.

2. To set non-critical outlets, select the checkboxes of those you want. Or, select the Non-Critical
Outlets checkbox to set all outlets as non-critical.

3. To turn non-critical outlets into critical ones, deselect their checkboxes.

Click Save.
Load Shedding
| B 3
- o Oulet - o - - - ot
- 7 Outiet - o - o et 34
o Tt o | Fe & 1 s At o et
o . 4 - - o vigt -
# # - # o 7 ot 30
o - - ot T - slad - s
o] Clutier o . | Dutiet 23 o Oustiet
7| Outiat - . ” ot 24 - .

Load Shedding Mode: Activate or Deactivate

Load shedding isn't available on all models. When a UPS supplying power to PX3TS switches to battery
backup, you can save battery life by turning off non-critical outlets. This process is called load shedding.

During load shedding, non-critical outlets are turned off while critical outlets remain unaffected. By
default, all outlets are considered critical. When load shedding starts, PX3TS switches off non-critical
outlets, and when it stops, PX3TS turns back on the non-critical outlets that were previously on.

Exception: If you once manually perform switch-off operation on any non-critical outlets during the load
shedding mode, those outlets will NOT be turned back on when exiting the load shedding mode.

Activation of load shedding can be accomplished using the web interface, SNMP or CLI, or triggered by
the contact closure sensors.

Tip: It is better to check non-critical outlets prior to manually entering the load shedding mode. The
non-critical information can be retrieved from the Outlets page.

You must have one of the following permissions to perform the load shedding commands.

'‘Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration'

'Switch Outlet' permission for all non-critical outlets

Administrative privileges
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» To activate load shedding mode:

L)
1. Onthe Outlets page, click * > Activate Load Shedding.

Note: If the command is not available, check your permissions, especially whether you have the Switch
Outlet permission for ALL noncritical outlets.

2. Click Activate on the confirmation message.

Activate the load shedding mode? This will turn off outlets 1-2
and 4

Cance! Activate

In the load shedding mode:

e You CANNOT power on any "non-critical" outlets. Note the Lock icon displays for these outlets.

& My PDU (1) Outlets Load shedding active
|:| #h MName Status
1 Outlet 1 i off
2 Outlet 2 & off
3 Outlet 3 O off
4 Outlet 4 @ off
3] Qutlet 5 ®en

e The lock icon appears for "non-critical" outlets that WILL be automatically powered on when
deactivating the load shedding mode.

e The off icon appears for outlets, critical or non-critical, that WILL NOT be automatically powered
on when deactivating the load shedding mode.

Tip: If you manually perform any power operations on non-critical outlets during the load shedding
mode, the icons vary. See Off and Lock Icons for Outlets (on page 183).

e The message "Load shedding active" appears next to the '‘Outlets’ title.

e If the Non-Critical column was hidden, it automatically is shown when load shedding mode is
activated.
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» To deactivate load shedding mode:

L)
1. Onthe Outlets page, click * > Deactivate Load Shedding.

2. Click Deactivate on the confirmation message.

Now you can turn on/off any outlets.

» TIP -- automatic load shedding via contact closure sensors:

If you have connected a contact closure sensor, you can set up an event rule in a manner that this
sensor's status change automatically activates or deactivates the load shedding mode. See Sample
Environmental-Sensor-Level Event Rule (on page 355).

Off and Lock Icons for Outlets

This section further explains the following two icons for outlets, which display in the load shedding
mode.

e Lockicon i : It means the outlet WILL be automatically powered on after deactivating the load
shedding mode.

O
e Officon

mode.

: It means the outlet will remain powered OFF when deactivating the load shedding

»  Which outlets show the lock icon i :

e Non-critical outlets that were powered ON prior to the load shedding mode

® Non-critical outlets that you manually switch on during the load shedding mode
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Note: The switching-on operation does not power on the selected non-critical outlets while the load
shedding mode is active, but will cause those outlets to be automatically turned on after disabling
the load shedding mode.

O
»  Which outlets show the Off icon :

e Any outlets, critical or non-critical, that were powered OFF prior to the load shedding mode

® Any outlets, critical or non-critical, that you manually switch off during the load shedding mode

Individual Outlet Pages

An outlet's data/setup page is opened after clicking the outlet's name on the Outlets overview page.

#4 Name

1 Qutlet 1
2 Qutlet 2
3 Qutlet 3
4 Qutlet 4
1] Qutlet 3
6 Qutlet &

The individual outlet's page shows this outlet's detailed information. See Detailed Information on Outlet
Pages (on page 188).

» To control power:

On outlet-switching capable models, you can control power on the individual outlet page using power
control buttons just like the main Outlets page. You must have the Switch Outlet permission to perform
outlet-switching operations.
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» To configure this outlet:

1. Click Edit Settings.

Setlings
Edil Settings
Mame
State on powed-up POU defined (last known)
Power off peniod during power cyche POU defined (10 seconds)
MNon-crical w
Reset energy counter Reset
Resel minsnmm § maximium Reget

2. Configure available fields. Note that the fields marked with * are only available on outlet-switching
capable models.

Field Description
Name Type an outlet name up to 64 characters long.
*State on Click this field to select this outlet's initial power state.
dteV|tce e Options: on, off, last known and PDU defined.
startup
e Note that any option other than "PDU defined" will override the
global outlet state setting on this particular outlet.
*Power off | Select an option to determine how long this outlet is turned off
period before turning back on.
during | e Options: PDU defined or customized time. See Power-Off Period
power cycle Options for Individual Qutlets (on page 189).
® Note that any time setting other than "PDU defined" will override
the global power-off period setting on this particular outlet.
*Non-critical ' Select this checkbox only when you want this outlet to turn off in the
load shedding mode. See Load Shedding Mode: Activate or
Deactivate (on page 181).
3. Click Save.
4. The outlet's custom name, if available, is displayed in the outlets list, following by its label in
parentheses.

Note for 'State on device startup': This setting works only when 'Relay behavior on power loss' is set to
Non-latching. This is because all relays keep their states unchanged in the latching mode regardless of
the power supply status.
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» To reset this outlet's energy counter or minimum/maximum values:

Energy counter is stored for each outlet. All outlet sensors with numeric readings store their minimum
and maximum recorded reading. You can reset these values for an individual outlet as desired. Only
users with the "Admin" role assigned can reset these readings.

On the individual outlet page, scroll down to Settings.

Click the Reset button to either "Reset energy counter" or Reset minimum/maximum.

Click to confirm the reset.

Settings

Manme

State on powes-up

Power off penod dunng power cycle

MNon-Criecal

Edil Settings

POU defined (last known)
POU defined (10 seconds)

v

Resel energy counter

Fesel mingmum £ maximum

Reset

Reset

» To view this outlet's Outlet History power chart:

By default this outlet's active power data within the past two hours is shown in the power chart.

e C(lick the selector under the chart to view any other power sensor reading for this outlet.

186
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L

* To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.
Both the time and data are displayed.

80.0W
70.0W
60.0W
S00W
400W

300W

200W

10.0W

00w

» To configure this outlet's threshold settings:

Per default, there are predefined RMS voltage and current threshold values in related fields. See Default
Voltage and Current Thresholds. You can modify the defaults as needed.

These threshold settings apply to a single outlet. You can also configure thresholds for multiple outlets
at once. See Threshold Bulk Setup (on page 177).

1. If the outlet's threshold data is invisible, click the Thresholds title bar to display it.
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Thresholds [a W

2. Click the desired sensor to edit.
3. Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

* Type a new value in the accompanying text box.

Upper waming Ly

pper Critical 4 W

Deasperiion hysteresis 2 v

Assertion timeout 0 Samples
M Cance

4. Click Save.

Detailed Information on Outlet Pages

Each outlet's data page has the Details section for showing general outlet information and Sensors
section for showing the outlet sensor status.

» Details section:

Field Description

Label The physical outlet number

Outlet status

This information is only available on outlet-switching
capable models.

On or Off
Receptacle type This outlet's receptacle type

Lines Lines associated with this outlet
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Field Description

Inlet
This information is useful when there are multiple inlets
on your PDU.
Inlet associated with this outlet

Overcurrent

protector

This information is available only when your PX3TS has
overcurrent protectors.

Overcurrent protector associated with this outlet

» Sensors section:

RMS current (A)
RMS voltage (V)
Active power (W)
Active energy (Wh)
Apparent power (VA)
Power factor

Line frequency (Hz) -- model dependent

Power-Off Period Options for Individual Outlets

The 'Power off period during power cycle' setting determines how long an outlet stays off during a
power cycle. By default, outlets remain off for 10 seconds before turning back on.

» Power-Off Period Settings:

The following items are settings that are present during the Power Cycle of a Power-Off Period:

The value is between 1 second and 1 hour, or PDU-defined
The default is to use the PDU-global setting (10 seconds)
This is only applicable for switched outlets

The longest power off period configured is used for all outlets when multiple outlets are power

cycled. This setting (Cycle Delay) can be displayed as an optional column on the Outlets list page.

» Power-Off Period Options

There are two options for setting the power-off period during the power cycle on each individual
outlet's page.
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Option Function

PDU defined Follows the global power-off period setting, which is set on
(configured value) | the PDU page. The value in parentheses is the current global
value.

e Select an existing time option, or type a new value with an
appropriate time unit added, such as s for seconds.

Customized time

» View the Cycle Delay for All Outlets:

When power cycling multiple outlets, view this column to check for the longest power off delay set. This
setting is a Cycle Delay.

Outlets
#a Name Status RMS Maximum  Minimum  Active Power Cycle [F
Current  Active Active Power Factor Delay @
Power Power
1 Qutlet 1 (Mon 0375A 383W ow 81 W 0.99 10s
I 2 Mon 0491A 259W ow 104W 098 30s I
3 Don 0.318A 337W ow 68 W 0.99 10s
4 Qutlet 4 Do 0463A 351W ow 100 W 00 10s
5 Qutlet 5 Don 0.647A 282W ow 139W 099 10s
6 Qutlet & Don 0413A 271W ow 88w 0.98 10s
7 Qutle! Non 171 A 345W ow 37\ 00 10s
8 Qutlet 8 Don 2784A 638W ow 602V 00 10s
9 Qutlet 9 Don 0996A 287W ow 229W 098 10s
10 Qutlet 10 Don 0.138A W ow 32W 0.99 10s
1 Don 0204A 232W ow 47W 099 10s
12 Outie Mo 016 A 305W ow 238 00 10s
13 Outiet 13 (Mon 0376A 447W oW 88 099 10s =

Outlet Groups

Only PDUs with outlet-switching and/or outlet-metering feature show this menu item.

Choose Outlet Groups in the Menu.
» Required permissions:

You must have one of the permissions below to be able to operate all or some of the outlet group
features.

Raritan.

190 Abrand of Obegend



e Administrator Privileges -- all operations

e Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration -- creating, editing and deleting
outlet groups

e Switch Outlet Group -- powering on, off or cycle outlet groups
» Outlet group data:

The Outlet Groups page will list all outlet groups you create.

Outlet Groups =Add group & |

FA  MName Status Active Power Maximuom Active Pawer Dutlets

]

test MonxI Mafix2 401 W 97O W PODU1:2, 14, 25-26 and 28

, A eats
2 Even  Gonxs 1107W 5382 W ER LR e s A0 2 |

e For each group, you can view the following data on the Outlet Groups page:
e Group number
e Name: the outlet group name displays as a link. Click to go to the details page for the group.
e Status: number of outlets with status ON, number of outlets with status OFF.
e Active Power: The active power for the group. A sum of all member outlets' active power values.

e Maximum Active Power: Hidden by default. Click the columns icon to add this data. The highest
recorded active power for the group.

e Qutlets: A list of the outlet numbers who are members of the group. The PDU(s) of the outlets
displays as links.

Creating an Outlet Group

You can create an outlet group if you often have to perform the same action on the same outlets at a
regular interval.

For example, create an outlet group when you need to:

e Power cycle specific outlets every week.
* Sum up and track specific outlets' active power values every month.

e Sum up the increased values of specific outlet's active energy values every month.

Note that an outlet can be a member of one or multiple groups.
To create an outlet group, you must have either permission below.

e Administrator Privileges

e Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration

» To create an outlet group:

1. Inthe Outlet Groups page, click Add Group.
2. Enter a Group name.
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Tip: Outlet group names do not have to be unique. Different groups with the same group name can be
identified through their unique index numbers.

3. Click Save.

Outlet Group Power Control

To control outlet groups, you need one of the following permissions

e Administrator Privileges
e Switch Outlet Group

Power control commands are accessible on the Outlet Groups main page, where you can manage
multiple groups, or on individual outlet group pages, where you can control a single group while viewing
its details.

» To switch one or multiple groups on the Outlet Groups page:

1. Onthe Outlet Groups page, select the group or groups you want to control.
2. The power control commands appear in the top right corner.

3. Click a power control command.
+ New Group O on O off 2 Cycle

® On: Power ON
e Off: Power OFF
e Cycle: Power cycle turns outlet OFF then back ON

4. Confirm the operation when prompted.
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» To switch one group on a specific outlet group's page:

1. Inthe Outlet Groups page, click a group name to go to its details page.
2. Click a power control command on the top-right corner.

Outlet Groups 4 New Group B on OO D Cycle
fh Hame Status Outlets Active Power )
PO 112
o
1 Test Gonxd,Bofix2 plen i 21TW
OonxIBotix2 POLT:1,4 6, Band 1 204 W

3. Confirm the operation when prompted.

If Switchable Outlet Groups are Limited

If a user is assigned the 'Switch Outlet Group' permission for specific outlet groups rather than all
groups, certain switching issues might occur.

» Issue:

e When an outlet group that the user originally can switch is deleted, and then re-created with the
same group name, the user will not be able to switch the "new" outlet group with the same group
name.

» Solution:

1. Edit the role assigned to the user. See Editing or Deleting Users (on page 242).
2. Find the Switch Outlet Group permission, and re-select that newly-created outlet group in its outlet
group list.

Note: The above issue does not occur for any role which has "All Outlet Groups" selected for its Switch
Outlet Group permission.

Resetting a Group's Energy Counter and Minimum/Maximum Values

An outlet group's active energy is calculated by adding up the energy increments from all its member
outlets. The group's active energy starts at zero when outlets are grouped together. Subsequent energy
changes are calculated based on the increments from the time they joined the group, not their absolute

values.
For example:

e Take outlet 1 which has 200 kWh of active energy, and outlet 2 has 300 kWh.
e Add these two outlets in a group. After grouping, the group's energy starts at 0.

e If outlet 1's energy increases to 205 kWh and outlet 2's energy rises to 310 kWh: The increment for
outletlis (205 -200 =5 ) kWh.- The increment for outlet2 is ( 310 - 300 = 10 ) kWh.- The group's
total energy becomes (5 + 10 = 15 ) kWh.

The focus is on the energy changes (increments) rather than the absolute energy values.
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Note: A group's active energy is calculated differently; it is NOT simply the total of the active energy
values of all its member outlets.

You must have the Administrator Privileges to reset these values and it is available on models with
outlet-metering.

® You can reset the energy counter and minimum/maximum values of other readings for one or more
outlet groups at a time on the Outlet Groups page.

e To reset these values for a single outlet group, there are two methods -- either Outlet Groups page
or individual group page.
e Resetting an outlet group's energy counter has NO impact on any member outlet's energy counter.

» To reset values on the Outlet Groups page:

1. Onthe Outlet Groups page, select one or more outlet groups to reset.

L ]
2. Click * >ResetEnergy Counter, or Reset Minimum/Maximum, then confirm the operation when
prompted.

» To reset values on a specific outlet group's page:

1. Onthe Outlet Groups page, click a group name to open its page.

2. Scroll down to the Settings section.

3. Click the Reset button to either "Reset energy counter" or Reset minimum/maximum.
4

Click to confirm the reset.

Modifying an Outlet Group

To modify an outlet group, you must have either permission below.

e Administrator Privileges
e Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration

» To modify the member outlets:

1. Onthe Outlet Groups page, click a group name to go to its details page.
2. Click Edit Members.

3. Add or remove outlets of this group by selecting or clearing checkboxes.
4. Click Save.

» To change the group name:

1. Scroll down to the Settings section, then click Edit Settings.
2. Type a new name.
3. Click Save.
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» To configure the thresholds of group sensors:

1. Click the Thresholds title bar at the bottom of the page to display thresholds.
2. Click the desired sensor (required), and then click Edit Thresholds.
3. Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.
e Type a new value in the accompanying text box.
4. Click Save.
Deleting an Outlet Group
To delete an outlet group, you must have either permission below.

e Administrator Privileges

e Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration

You can delete one or multiple outlet groups at a time.

To delete a single outlet group only, there are two methods -- either Outlet Groups page or individual
group page.

» To delete one or multiple groups on the Outlet Groups page:

1. Onthe Outlet Groups page, select one or more outlet groups.

L ]
2. Click * > Delete, then confirm the operation when prompted.

» To delete a group on a specific outlet group's page:

1. Open a specific outlet group's page by clicking on its name.

.
2. Click * > Delete, then confirm the operation when prompted.

Viewing More Information

On the individual outlet group page, you can view more information by doing the following.
» To observe an outlet group's active power chart:

e The chart of an outlet group's active power history will be shown for you to have an overview of its
overall changes in the past tens of minutes.
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Sensor History A
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¢ To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.
Both the time and data are displayed as illustrated below.

42.0W
41.5W

12:43 PM
A0W | 411W
40.5W
40.0 W

» To visit a member outlet's page from the current page:

e Onan outlet group's individual page, you can go to a member outlet's page easily. Just click the
outlet links in the Outlets section.

% Outlet Group 1 - Outlet group 1 Oon Ooff Scycle ¢

Qutlets
Edit Members
# A Outlet Status Active Power
1 Outlet 1 O on oW Ra ritan
196 2 Outlet 2 Oon oW Abwdel Diogand
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outlet selector |E| on the top-left corner.

v+ Outlet Group 1 -

Qutlets

# A Qutlet

1 Outlet 1
2 Outlet 2

OCPs

Qutlet group 1 Oon Ooff Scycle ¢

Edit Members

Status Active Power
®on ow
Oon ow

The OCPs page is available only when your model has overcurrent protectors, such as circuit breakers.

The OCPs page lists all overcurrent protectors as well as their status. If any OCP trips or its current level

enters the alarmed state, it is highlighted in red or yellow.

To open the OCPs page, click 'OCPs' in the Menu.

You can go to each OCP's data/setup page by clicking its name on this page. OCPs may be numbered C1,

C2, and so on, or BR1, BR2 and so on.

" Ll Pl Flatus
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» Overcurrent protector overview:

e OCP status - open (tripped) or closed
e Current drawn, rated current and current bar
e The smaller, gray text adjacent to "current drawn" is the rated current of each OCP.

e The RMS current bars change colors to indicate the status if the OCP thresholds have been
configured and enabled.

Status Bar colors

. -

above upper warning

above upper critical -

Note: The "below lower warning" and "below lower critical" states also show yellow and red colors
respectively. However, it is not meaningful to enable the two thresholds for current levels.

e Protected outlets, which are indicated with outlet numbers

e Associated lines

» To configure current thresholds for multiple overcurrent protectors:

OCP thresholds, when enabled, help you identify the OCP whose RMS current enters the warning or
critical level with the yellow or red color. In addition, you can automatically generate alert notifications
for any warning or critical status.

Note: By default, upper thresholds of an OCP's RMS current have been configured. You can modify them
as needed.
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Click : > Threshold Bulk Setup.
Select one or multiple OCPs.

Click Edit Thresholds.

Make changes as needed.

Ll S o

¢ To enable any threshold, select the corresponding checkbox.

e Type a new value in the accompanying text box.

1
o
4
E
I

Deassertion hysterssia 1 A

Samples

=3

5. Click Save.

Individual OCP Pages

An OCP's data/setup page is opened after clicking any OCP's name on the OCPs or Dashboard page.

» General OCP information:

Field Description
Label This OCP's physical number.
e (1,C2,C3..

e BR1,BR2, BR3...

Status open or closed.

If a trip cause has been detected, the details are linked
here with the Open status.

Type This OCP's type.

Rating This OCP's rated current.

Lines Lines associated with this OCP.
Protected Outlets associated with this OCP.
outlets
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Field Description

Inlet Inlet associated with this OCP.

Useful when your PDU has multiple inlets.

RMS current This OCP's current state and readings, including current drawn
and current remaining.

» To customize this OCP's name:

1. Click Edit Settings.
2. Type aname.
3. Click Save.

» To view this OCP's RMS current chart:

This OCP's data chart is shown in the Overcurrent Protector History section.
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e To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.
Both the time and data are displayed as illustrated below.

Overcurrent Protector Higtory

» To configure this OCP's threshold settings:

By default, upper thresholds of an OCP's RMS current have been configured. You can modify them as
needed.

1. Click the Thresholds title bar at the bottom of the page to display the threshold data.
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Thresholds [a

2. Click the RMS current sensor, then make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

¢ Type a new value in the accompanying text box.

Thresholds

RMS Current

Leowe N A
A

Lower g A
Upper warning - 104 A
Epe | 128 A
Deassertion hysteresis 1 A
Asgartion Himeout 0 Samples

¥ ance

3. Click Save.

» Other operations:

e Goto another OCP's data/setup page by clicking the OCP selector

~ My PDU1) E Overcurrent Protector C2

Details

Status closed

Type I-pole circuit breaiker

OCP Trip-Cause Detection

EI on the top-left corner.

e Go to the associated Inlet's data page by clicking the Inlet link in the Details section.

Not supported on all models.
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When the outlet that most likely caused a trip can be detected, this information displays in the web

interface, front panel display, and command line interface (CLI).

» Web interface:

e On the page of a tripped OCP, the Status field indicates the outlet number that may cause the OCP-

tripped event.

Raritan.
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4 Overcurrent Protector C1

Label
Status
Type
. .
Lines
Protected outlets

€1

dyopen ——pDetalls
2-pole circult breaker

204

L2

1410

inlet 11
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€ Overcurrent Protector C1 | Trip State Details

Details
Status
Likety cause Qutket 8
Trip time 5302022, 1:26:57 PM UTC+0200

» Front panel display:

The 'Likely trip cause' message will be displayed for an "open" OCP, indicating which outlet may cause
the OCP-tripped event.

Circuit Brealker C1
L1-L2, 204 Open
Lilkely trip cause: Qutlet 8

Circuit Brealcer C2
L1-L2, 204 0.000 A

» CLI:

e Perform the show ocp command in the CLI. If any OCP has tripped, then the outlet that may cause
this event is shown in parentheses in the State field of the tripped OCP.

Peripherals

If there are environmental sensor packages connected, they are listed on the Peripherals page.
An environmental sensor package may contain:

e Numeric sensors: Detectors that show both readings and states, such as temperature sensors.
e State sensors: Detectors that show states only, such as contact closure sensors.

e Actuators: An actuator controls a system or mechanism so it shows states only.

PX3TS communicates with managed sensors/actuators only and retrieves their data. One PX3TS can
manage a maximum of 64 sensors/actuators.
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Open the Peripheral Devices page by clicking Peripherals in the Menu. Then you can:

e Perform actions on multiple sensors/actuators by using the control/action icons on the top-right
corner.

e Gotoanindividual sensor's or actuator's data/setup page by clicking its name.

» Sensor/actuator overview on this page:

If any sensor enters an alarmed state, it is highlighted in yellow or red. An actuator is never highlighted.

Column Description

Name By default, the name assigned contains:
e Sensor/actuator type, such as "Temperature" or "Dry Contact."

e Sequential number of the same sensor/actuator type, like 1, 2,
3 and so on.

You can customize the name. Customize names on the
individual sensor page.

Reading Numeric sensors, such as temperature and humidity, show the
reading.

Maximum Maximum reading of all previously seen values since last reset.

Minimum Minimum reading of all previously seen values since last reset.

State Available for all sensors and actuators. Sensor/Actuator States (on
page 210)

Type Sensor or actuator type.

Serial This is the serial number printed on the sensor package's label.

Number

Position Position indicates where this sensor or actuator is located in the

sensor chain.

Identifying the Sensor Position and Channel (on page 212)

Actuator Indicates whether this sensor package is an actuator or not. If yes,

the checkmark symbol v is shown.

» To release or manage sensors/actuators:

You can multi-select sensors to release or manage them. Releasing is necessary when the maximum
number of managed sensors are in use, and you need to make a change, such as replacing old sensors
with new ones, or making space by removing an unneeded type and adding a different type. When you
manage sensors individually, you can manually select ID numbers--this allows you to simultaneously
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release an old sensor if you select to reuse its assigned ID: Managing One Sensor or Actuator (on page
213). When you manage multiple sensors at once, ID numbers are automatically assigned, and nothing

else is changed or released.

1. Select the sensors/actuators that you want to manage/release from management.

L
2. Click * toview options and select Manage or Release.

e Release: The items are automatically released, and you return to the list. Newly released sensors
show at the end of the list as "Manage Device" if they are still physically connected, otherwise they

disappear.

* Manage: "Manage Peripheral Device" dialog opens. Click Manage to accept automatic sensor
numbers. If a single item was selected, you can choose the ID number by selecting "Manually select
a sensor number." Click Manage and you return to the list. Newly managed sensors appear and will

show a status in the State column. They can now be renamed and configured.

" Maww

Lt

o

& My PDU (1) Peripheral [

] Sate T Sarial Murmber Podition
geete Costiadl ORLDODOD s Ol e
& 03000 I;MI.MW
e e - ALEONRI firthchan it

Manage Peripheral Device

@ Automatically assign a sensor number

Manually select a sensor number

Sensar 1 (unused) ¥

» To configure sensor/actuator-related settings:

L)
1. Click * > Peripheral Device Setup.
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Field

Peripheral device
Z coordinate
format

Peripheral device
auto
management

Mute other door
handle

Altitude

Active powered
dry contact limit

2. Click Save.

Function

Options to describe the vertical locations (2
coordinates) of environmental sensor
packages.

® Rack units or Free-form

See Z Coordinate Format (on page 220).

Enables or disables the automatic
management feature for Raritan
environmental sensor packages.

e Default is Enabled.

o |f selected, one door handle will be
completely powered down (including any
attached card reader or keypad) before
opening the other lock of the same DX2-
DH2C2.

Specify the altitude of PX3TS above sea level
when a differential air pressure sensor is
attached.

® Range: -425 to 3000 meters (-1394 to
9842 feet)

e Negative numbers indicate locations
below sea level.

Determines the maximum number of "active"
powered dry contact actuators that is
permitted concurrently.

® Range: 0to 24
e Default: 1

» To configure default threshold settings:

Note

Every sensor has a Z Coordinate field. The format

setting specifies whether those coordinates are
required to be rack unit numbers or can contain
arbitrary text.

Automatic Management of Sensors (on page
213)

e This option helps to avoid overload in

power-limited setups with two door handles.

e The device's altitude is associated with the
altitude correction factor.

e The default altitude measurement unit is
meter.

e Your user preference for measurements will
take effect here.

e An "active" actuator is turned ON, or, for a
door handle, door is OPENED.

e This setting only applies to "powered dry
contact" (PD) actuators rather than normal
"dry contact" actuators.

¢ You need either 'Change Peripheral Device
Configuration' privilege or 'Administrator
Privileges' to change the setting.

Note that default threshold settings affect all sensors already being managed, and establish the initial
settings for any sensor added from now on. To customize the threshold settings on a per-sensor basis,
go to Individual Sensor/Actuator Pages (on page 215).
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L]
1. Click * > Default Threshold Setup.
2. Click a sensor to open the threshold settings.

3. Make changes as needed.

¢ To enable any threshold, select the corresponding checkbox.

® Type a new value in the accompanying text box.

Lower critical o+
Lower warning v
Upper warning o
Upper critical "
Deassertion hysteresis 1
Assertion timeout 0

4. Deassertion hysteresis: An alarm is cleared when the sensor reading normalizes the specified

20

22

g/m?
g/m?

Samples

amount away from the threshold. In the screenshot example above, if temperature normalizes by
more than 1 degree of the threshold, the alarm is cleared. When the reading is within 1°C from the
threshold, the alarm will remain active. For example: A warning is raised when the temperature

exceeds 30°C. It has to drop to 29°C to clear the warning.

5. Assertion timeout: An alarm is raised when the sensor reading exceeds a threshold for more than
the specified number of samples. In the screenshot example above, timeout is set to Zero. An alarm
would be raised immediately when the reading exceeds the threshold. If the timeout were set for
20, the sensor reading would have to persist in exceeding a threshold for 20 data samples before an

alarm would be raised.
6. Click Save.

» To turn on or off any actuator:

208

1. Select one or multiple actuators . This activates the power buttons at the top right corner in the web

interface.

2. Click On or Off. For Door Handles, click Open or Close.
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Note: Per default you can turn on as many dry contact actuators as you want, but only one "powered dry

L
contact" actuator can be turned on at the same time. Change this settingin ~* > Peripheral Device
Setup.

3. Confirm the operation when prompted.

Yellow- or Red-Highlighted Sensors

The PX3TS highlights those sensors that enter the abnormal state with a yellow or red color. Note that
numeric sensors can change colors when thresholds are enabled.

Tip: When an actuator is turned ON, it is also highlighted in red for drawing attention.

Kama ¥ Bending Thste Trpe sl Muamar Pasna Astusier =
s a i ma eTpstaties THO0G00S reart 1, Chusn praaiion 4
Treprwtor t 50T R et QLR Pt L, Chass pisition &

In the following table, "R" represents any numeric sensor's reading. The symbol <= means "smaller
than" or "equal to."

Sensor status Color States shown in the interface Description

Unknown unavailable Sensor state or readings cannot be detected.
I:I unmanaged Sensors are not being managed.
Normal normal e Numeric or state sensors are within the normal range.

[ ] - OR-

® No thresholds have been enabled for numeric sensors.

Warning above upper warning Upper Warning threshold < "R" <= Upper Critical threshold
below lower warning Lower Critical threshold <="R" < Lower Warning threshold
Critical above upper critical Upper Critical threshold < "R"
. below lower critical "R" < Lower Critical threshold
Alarmed alarmed State sensors enter the abnormal state.
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210

Sensor status Color States shown in the interface Description

Circuit breaker trips.
—-OR --

OCP alarm Open o

e Fuse blown.

Managed vs Unmanaged Sensors/Actuators

Managed sensors/actuators:

e PX3TS communicates with managed sensors/actuators and retrieves their data.

* Managed sensors/actuators are always listed on the Peripheral Devices page whether they are
physically connected or not.

Hame Reading Slate

e They show one of the managed states.

e For managed 'numeric' sensors, their readings are retrieved and displayed. If any numeric sensor is

disconnected or its reading cannot be retrieved, it shows "unavailable" for its reading.

Unmanaged sensors/actuators:

e PX3TS does NOT communicate with unmanaged sensors/actuators.

* Unmanaged sensors/actuators are listed only when they are physically connected to PX3TS. They
disappear from the web interface when they are no longer connected.

e They do not have an ID number.

e They show the "unmanaged" state.

Sensor/Actuator States

An environmental sensor or actuator shows its real-time state after being managed.
Available sensor states depend on the sensor type -- numeric or state sensors. For example, a contact
closure sensor is a state sensor so it switches between three states only -- unavailable, alarmed and
normal.

Sensors will be highlighted in yellow or red when they enter abnormal states.

An actuator's state is marked in red when it is turned on.
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» Managed sensor states:

In the following table, "R" represents any numeric sensor's reading. The symbol <= means "smaller

than" or "equal to."

State

normal

below lower critical

below lower
warning

above upper
warning

above upper critical
alarmed

unavailable

Note that for a contact closure sensor, the normal state depends on the normal setting you have

configured.

Raritan.
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Description

e For numeric sensors, it means the readings are within the
normal range.

e For state sensors, it means they enter the normal state.
"R" < Lower Critical threshold

Lower Critical threshold <="R" < Lower Warning threshold

Upper Warning threshold < "R" <= Upper Critical threshold

Upper Critical threshold < "R"
The state sensor enters the abnormal state.

e Communication with the managed sensor is lost.
—-OR --

e Sensor packages are upgrading their sensor firmware.
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» Managed actuator states:

State Description

on The actuator is turned on.

off The actuator is turned off.

unavailable ® Communication with the managed actuator is lost.
--OR --

® Sensor packages are upgrading their sensor firmware.

» Unmanaged sensor/actuator states:

State Description

unmanaged Sensors or actuators are physically connected to the PX3TS but not

managed yet.

Note: Unmanaged sensors or actuators will disappear from the web interface after they are no longer

physically connected.

Finding the Sensor's Serial Number

A sensor package has a serial number tag attached to its rear side.

The serial number for each sensor or actuator appears listed in the web interface when it is detected.
Match the serial number from the tag to those listed in the sensor table.

.
¥ Hame Readineg Slaie Typs Serial Humbser »
e I J
Tl LA ey F
r
r
ral e ! J
Identifying the Sensor Position and Channel
The Peripheral Devices page shows where each sensor or actuator is connected.
4 My PDU (1) Peripheral Devices Oon Qoff i
Name Reading Serial Number Position Actuator E
Temperature 2 2a0°C QMT0000005 Port 1, Chain position 5
Temperature 1 250°C QMS0000004 Port 1, Chain position 4
Powered Dry Contact 2 QU70000003 Port 1, Ghain position 3, Channel 2 b4
Powered Dry Contact 1 QU70000003 Port 1, Ghain position 3, Channel 1 b4
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e The position information includes the port name and the sensor's position in a sensor chain.
For example: Port ‘Sensor, Chain Position 3

e Ifasensor hub is involved, the hub port information is also indicated for most sensors.
For example: Port Sensor, Hub port 2, Chain Position 3

e If a sensor/actuator contains channels, such as a contact closure sensor or dry contact actuator, the
channel information is included.

For example, Port Sensor, Hub port 2, Chain Position 3, Channel 1

Automatic Management of Sensors

To configure automatic management, go to Peripherals > > Peripheral Device Setup.
» After enabling the automatic management function:

When the maximum number of sensors are not yet managed, newly-connected environmental sensors
and actuators are automatically managed upon detection.

» After disabling the automatic management function:

You must manually manage all sensors to start communications. Until you do this, they will not have ID
numbers or show sensor readings or states.

Managing One Sensor or Actuator

If you are managing only one sensor or actuator, you can assign the desired ID number to it. When
managing multiple sensors/actuators at a time, the IDs are automatically assigned.

Tip: When the total of managed sensors/actuators reaches the maximum value, you cannot manage
additional ones. The only way to manage any sensor/actuator is to release or replace the managed
ones. To replace a managed one, assign an ID number to it by following the procedure below.
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» To manage only one sensor/actuator:

1. Click Peripherals in the Menu.

2. Unmanaged sensors/actuators appear at the end of the list as "Manage Device". You can identify
the sensor/actuator by the Type, Serial Number, and Position columns.

Harmse Reading State ¥ Type Sevial Humbser £
e HManage Device ummansged  Abschate Humidity OMS0000004 P
Mansgs Device wrmanaged Do Handle GEQOORIM a'
unavallable Door Lock 1GEQODCD0T '.‘r'ej
Door Lock 1 unavailable Door Loch GEQDDOD0T "l_:-

3. Click the Manage Device link, and the Manage Peripheral Device dialog appears.

Manage Peripheral Device

(@) Automatically assign a sensor number

Manually select a sensor number

M
el

e Select "Automatically assign a sensor number" to assign an unused ID number. This method does
not release any managed sensor or actuator.

e Select "Manually select a sensor number" to select a desired ID number from the list. Selecting an
ID already in use will release the sensor currently managed with that ID. IDs already in use show
the sensor package's serial number. Available IDs show "unused."

4. Click Manage.

» Special note for Legrand humidity sensors:

A Legrand humidity sensor is able to provide three measurements - relative and absolute, and humidity
values.

e A relative humidity value is measured in percentage (%).

e An absolute humidity value is measured in grams per cubic meter (g/m3).

e A dew point is measured in degree celsius (°c).
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However, only relative humidity sensors are "automatically" managed if the automatic management
function is enabled. You must "manually" manage absolute humidity sensors as needed.

Note: Relative and absolute values of the same humidity sensor do NOT share the same ID number
though they share the same serial number and position.

Individual Sensor/Actuator Pages

A sensor's or actuator's data/setup page is opened after clicking any sensor or actuator name on the
Peripheral Devices page.

Note that only a numeric sensor has threshold settings, while a state sensor or actuator has no
thresholds.

Threshold settings, if enabled, help you identify whether any numeric sensor enters the warning or

critical level. In addition, you can have PX3TS automatically generate alert notifications for any warning
or critical status.

» To configure a numeric sensor's threshold settings:

1. Click Edit Thresholds.

Sena
Value Last time chamged or reset
Actusl 24.0°C
Fate mormal

Joki g b

Reset Minimum / Mairmum Reset B/16/2021, 10:-5255 &b UTC-0400

Tip: The date and time shown on the PX3TS web interface are automatically converted to your
computer's time zone. To avoid time confusion, it is suggested to apply the same time zone to your
computer or mobile device.

2. Select or deselect 'Use default thresholds' according to your needs.

Raritan.

& brand of O logeand 215



Sensor

Use default thresholds |Z|

Lower critical 0 S
Lower warning 5 o
Upper warning 30 S
Upper critical 35 S
Deassertion hysteresis i
Assertion timeout 0 Samples

M Cance

¢ To have this sensor follow the default threshold settings configured for its own sensor type, select
the 'Use default thresholds' checkbox.

The default threshold settings are configured on the page of Perijpherals.

¢ To customize the threshold settings for this particular sensor, deselect the 'Use default thresholds
checkbox, and then modify the threshold fields below it.

Note: For concepts of thresholds, deassertion hysteresis and assertion timeout, see Sensor
Threshold Settings (on page 677).

3. Click Save.
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» To set up a sensor's or actuator's physical location and additional settings:

1. Click Edit Settings.

Settings
+ E

Name Temperature 2

Description

Location (X)

Location (Y)

Location (Z: Rack Units)

X Cance
2. Make changes to available fields, and then click Save.

Fields Description
Name A name for the sensor or actuator.
Description Any descriptive text you want.
Location (X, Y Describe the sensor's or actuator's location in the data center by typing alphanumeric values for the
and Z) X, Y and Z coordinates. See Sensor/Actuator Location Example: X, Y, Z Coordinates (on page 220)

If the term "Rack Units" appears in parentheses in the Z location, you must type an integer number.
The Z coordinate's format is determined on the page of Peripherals.

Alarmed to
Normal Delay

This field is available for the DX2-PIR presence detector only.

It determines the wait time before the PX3TS announces that the presence detector is back to
normal after it already returns to normal.

Adjust the value in seconds.

Binary Sensor
Subtype

This field is available for any Raritan contact closure sensor except for DX2-DH2C2's
contact closure sensors.

Determine the sensor type of your contact closure detector.

e Contact Closure detects the door lock or door open/closed status.
® Smoke Detection detects the appearance of smoke.

e Water Detection detects the appearance of water on the floor.

e Vibration detects the vibration of the floor.
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Fields Description

Sensor Polarity

This field is available for DX2-CC2 contact closure sensors only.

Determine the normal state of your DX2-CC2.

e Normal Open: The open status of the connected detector/switch is considered normal. An alarm
is triggered when the detector/switch turns closed.

e Normal Closed: The closed status of the connected detector/switch is considered normal. An
alarm is triggered when the detector/switch turns opened.

» To view a numeric sensor's chart

This sensor's data within the past tens of minutes is shown in the chart. Note that only a numeric sensor
has this diagram. State sensors and actuators do not have such data.
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Sensor History

270"C—
26.53"C
260°C |
255°C{
25.0°C
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e To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.
Both the time and data are displayed as illustrated below.

Sensor History

270°C

26.5°C |

26.0°C |

255°G |

45C |

240°C

L
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» To turn on or off an actuator:
1. Click the desired control button.
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O on
: Turn ON.
O off

: Turn OFF.
2. Confirm the operation on the confirmation message.

Note: Per default you can turn on as many dry contact actuators as you want, but only one "powered
dry contact" actuator can be turned on at the same time. To change this limitation of "powered dry
contact" actuators, modify the active powered dry contact setting on the Peripherals page.

» Other operations:

You can go to another sensor's or actuator's data/setup page by clicking the selector

left corner.

+ My PDU(1) El Temperature 2

Z Coordinate Format

K

on the top-

Z coordinates refer to vertical locations of environmental sensor packages. You can use either the

number of rack units or a descriptive text to describe Z coordinates.

» To configure Z coordinates:

220

1. Determine the Z coordinate format in the main Peripheral Device Setup page. Available Z coordinate

formats include:

e Rack Units: Measurement of the height is in standard rack units. Number from 0-60.

® Free-form: Enter any alphanumeric string to describe the Z coordinate. Up to 24 characters.

Example, "Top of Rack", "Bottom of Rack".
2. Enter the Z coordinates in the individual sensor settings.

Sensor/Actuator Location Example: X, Y, Z Coordinates

Use the X, Y and Z coordinates to describe each sensor's or actuator's physical location in the data

center.

The X, Y and Z values act as additional attributes and are not tied to any specific measurement scheme.

Therefore, you can use non-measurement values.
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» Example:

X = Brown Cabinet Row
Y = Third Rack
Z = Top of Cabinet

» Values of the X, Y and Z coordinates:

e XandY: They can be any alphanumeric values comprising 0 to 24 characters.

e 7Z:When the Z coordinate format is set to Rack units, it can be any number ranging from 0 to 60.
When its format is set to Free-form, it can be any alphanumeric value comprising 0 to 24 characters.
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Serial Access With Dominion Serial Access Module

L
T-NVS0

Connecting a PX3TS and a Dominion Serial Access Module (DSAM) provides access to devices such as

LAN switches and routers that have a RS-232 serial port.

The DSAM is a 2- or 4 port serial module that derives power from the PX3TS.

Connect a maximum of 2 DSAM modules to the PX3TS using USB cables. DSAM can be mounted in a OU

configuration.

In This Chapter

DSAM CoNNECHION. . . o\ttt et e e e e e e 223
DSAM LED Operation. . .o ovi ittt e et e e e e 223
View DSAM Serial POrts . .. ovt e e e e 224
Configure DSAM Serial Ports. ... ... o i 224
Connect to DSAM Serial Targets in the Web Interface...................... 226
DSAM CLIE COMMANS. « .« vttt ettt e et ettt e et 226
Connect to DSAM Serial TargetsviaSSH. . . ... ... ... i i 228
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DSAM Connection

» To connect DSAM to PX3TS:

e Connect the DSAM unit's USB cable to the PX3TS USB-A ports. No USB Hubs are supported
e Connect the serial devices to the serial ports on the DSAM unit.

e The serial access ports of DSAM can operate in DTE (Data Terminal Equipment) or DCE (Data Circuit
Terminating Equipment) mode

USE-A ports to
connact DSAM

DSAM LED Operation

The DSAM unit has one LED for status, and 2 LEDs on each port.

Raritan DSAM-4

©@

Status 1 2 3 & Q)|
A
v ST IEI ]

» Status LED:

The Status LED is labeled on the unit front. Light is on back. The Status LED gives information at bootup
and upgrade.

e Green LED - Slow blink: DSAM booting up but not controlled by PX3TS.
e Blue LED - Slow blink: DSAM controlled by PX3TS.
e Blue LED - Fast blink: Firmware upgrade in progress.
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» Port LEDs:
Each port has a left Green LED and a right Yellow LED.

e Green LED: Port is set as DCE
e Yellow LED: Port is set as DTE
e LEDs off: Port is set as AUTO and no target is connected

View DSAM Serial Ports
When a DSAM unit is connected to the PX3TS, a DSAM Serial Ports page is available.

Dashboard DSAM Serial Port Access

POu r MName Type Statum Ayailability

Irdat 11 DSAM 7 -Port 1 CIE Avafabie Cornecied BLonnect
Outlets 12 OSAK 1 - Port 2 Nt Bvababike Disconnected W Connect
Cutlet Groups 14 DSAM 1 -Fort 3 i Ay Digconrectad P Lot
OCPa 14 DEAK 1 < Port 4 Evaabie Disennected B Connact

Pevipheials

DEAM Serial Port Access

User Management

Device Settnga

Maintenance

» To view DSAM serial ports:
Click DSAM Serial Port Access. You can access and configure serial ports from this page.

e Ports are listed by physical USB position on the DSAM unit.
e # column indicates which PX3TS USB port DSAM is plugged into.
¢ Type column indicates port's DTE/DCE setting.

e Status and Availability columns show current activity.

Configure DSAM Serial Ports

You can rename serial ports and configure their settings.
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» To configure DSAM serial ports:

1. Click DSAM Serial Port Access, then click the name of the port for the port you want to configure.

Busl e bl "
iy [P ®
[ S— . F
T 1 -
L i =

L L i -

1 P et L

e g -

2. Inthe General section:

%+ DSAM Serial Port - DSAM 1 - Port 1

Manme DSAM 1 -Port 1

e Enter a Name for the port.
e Check the Current State of the port. Status and Availability are listed.
3. Inthe Serial Settings section, check or change the following settings:

Dervice merface type Ao v
Bt rate 9600 -
Partty hare ]
Flew conrol Hare -
Shop b 1 v
Raritall BREAK duraticn (ms) 200
Abrandef Olegend S5H DFA port enabies [ 225
55H DPA port 10101



Connect to DSAM Serial Targets in the Web Interface

DSAM Serial Port Access
fa Nama Type Statum Availability
F h | 3
Ouitlets SAKI T -F B
Cutlet Groups 1 DSAM 1 - Part 3 Ay Digcanreciad P Lot
OCPe 14 &AM 1 - Port 4 Aush Rorade P S Y

Peripherals

DEAM Serial Port Access

Uner Management

Dwvice Sestinga

Masntena s

» To connect to DSAM serial targets in the web interface:

1. Click DSAM Serial Port Access to view the list of ports.
2. Click Connect button of the port you want to connect to.
HSC launches in a new window.

fa Mame Trpa St Avadlaniiay

DSAM CLI Commands

e show
e show sxport [<sxportid>]
Shows serial access port parameters
e sxportid Serial access port id (or 'all') (1.1/1.2/all) [all]
Shows DSAM serial port parameters

Example:
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# show sxport 1.1
Port ID: 1.1
Name: DSAM 1 - Port 1
Device connected: No
Device interface type: Automatic
Baud rate: 9600
Parity: None
Data bits: 8
Stop bits: 1
Flow control: None
BREAK duration: 300 ms
SSH DPA port enabled: No
SSH DPA port: 10101
Allow shared access: No
Status: Available

° connect:
Connect to a DSAM serial port
* connect [<sxportid>]

Note: You have write access to this port

During connecting to target, Pressing the escape sequence (CONTROL-]) the following
target port CLI command can be reached:

clientlist Display all users on the port

close Close this target connection

getwrite Get write access for the port

resetport Reset port

return Return to the target session

sendbreak Send a break to the connected target

writelock Lock write access to this port

writeunlock Unlock write access to this port

Pressing ? will provide help

e config
You can configure only connected DSAMs ports

= config:# sxport

sxport <sxportid> [name <name>] [devinterfacetype <deviftype>] [baudrate <baudrate>] [parity
<parity>] [stopbits <stopbits>] [flowcontrol <flowcontrol>] [breakduration <breakduration>]

[sshdpaportenabled <sshdpaportenabled>] [sshdpaport <sshdpaport>] [allowsharedaccess
<allowsharedaccess>]

Configure serial access port settings:

sxportid Serial access port id (1.1/1.2)

name Port name

devinterfacetype Device interface type (AUTO/DTE/DCE)
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baudrate Serial port speed (baud rate) in bits-per-second
(1200/1800/2400/4800/9600/19200/38400/57600/115200/230400)

parity Parity type (none/odd/even)

stopbits Number of stop bits (1..2)

flowcontrol Flow control type (none/hw/sw)

breakduration Duration of BREAK signal in ms (0..1000)

sshdpaportenabled Enable direct port access via Secure Shell (SSH) (true/false)
sshdpaport TCP port for direct port access via Secure Shell (SSH) (1024..49999)
allowsharedaccess Allow shared (r/0) access (true/false)

Connect to DSAM Serial Targets via SSH

» To connect to DSAM serial targets via SSH:

228

Make sure that SSH Access is enabled in Device Settings > Network Services > SSH.
Connect to the port in two ways:

e Via configured SSH DPA port:
1. Type command ssh -p <SSH DPA port> user@device

Note: Make sure SSH DPA port enabled is selected in DSAM Serial Port Access >DSAM Port #.

* Viaregular TCP port:
1. Type command ssh user:1.2@device
After login, user will enter CLI interface.
Press Escape Sequence "]
Type commands See: DSAM CLI Commands (on page 226)

Example: show sxport 1.1

4. To exit serial target, type escape-key-sequence, default is Ctrl-], then enter port sub-menu CLI
interface.

5. Type "close", then enter main CLI interface.

Asset Strips

After connecting and detecting asset management strips (asset strips), the PX3TS shows 'Asset Strip' in
the menu.

On this page, you can configure the rack units of asset strips and asset tags. A rack unit refers to a tag
port on the asset strips. The "Change Asset Strip Configuration" permission is required.
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» To configure asset strip and rack unit settings:

1. Click Asset Strips in the menu, then click the Asset Strip you want to configure.
2. Click Edit Settings.

Settings L
Name
Number of rack units &4
Numbering mode Bottom-up v

Numbering offset 1

=
Calor with connected tag e

Color without connected tag

XcCancel

3. Make changes to the settings by directly typing a new value, or clicking that field to select a different

option.
Field
Name

Number of rack
units

Numbering mode

Numbering offset

Color with
connected tag

Raritan
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Description
Name for this asset strip assembly.

The number of rack units is auto-detected for all supported
AMS, the input field is always disabled.

The rack unit numbering method in a rack/cabinet.

e Top-Down: The numbering starts from the highest rack unit
of a rack/cabinet.

e Bottom-Up: The numbering starts from the lowest rack unit
of a rack/cabinet.
The start number in the rack unit numbering.
For example, if this value is set to 3, then the first number is 3,
the second number is 4, and so on.
Click this field to determine the LED color denoting the
presence of an asset tag.

e Default is green.

229



Field Description

Color without Click this field to determine the LED color denoting the absence
connected tag of an asset tag.

e Default is red.
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For color settings, there are two ways to set the color.

e Click a color in the color palette.

¢ Type the hexadecimal RGB value of the color, such as #00FF0O.

4. Click Ok. The rack unit numbering and LED color settings are immediately updated on the Rack Units
list illustrated below.

Enter a color

#00FFOOD

Ok

e The 'Index' number is the physical tag port number printed on the asset strip, which is not
configurable. However, its order will change to reflect the latest rack unit position.

Rack Units

Position &
1
2

3

® A blade extension strip and a programmable tag are marked with the word '‘programmable’ in the
Asset/ID column. You can customize their Asset IDs.

Index Slot

=1

Hame

Krizia |

Assel /1D

DEADBEEFQO0Q

» To customize a single rack unit's settings:

Rarltan- nake a specific rack unit's LED behave differently from the others on the asset strip, including

Abrand ol Dlegand

Dperation Mode

Manual override

Auto (based on tag)
Auto [based on tag)
Auto (based on tag)
Auto (bazed on tag)
Aute (based on tag)
Auto (based on tag)
Auto (based on tag)
Auto (baged on tag)
Auto (based on tag)

Auto (bazed on tag)

LED Mode

On
On

On

Program Asset IDs

o
o
o
o
2
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the LED light and color.

1. Click the desired rack unit position on the Rack Units list. The setup dialog for the selected one
appears.

Setup of Rack Unit 3

Mame

Operation Mode

Auto (based on Tag) ¥
LED Mode
On v
LED Color
Cancel Save

2. Make changes to the information by typing a new value or clicking that field to select a different

option.
Field Description
Name Name for this rack unit.

For example, you can name it based on the associated IT device.

Operation Determine whether this rack unit's LED behavior automatically
Mode changes according to the presence and absence of the asset tag.

e Auto: The LED behavior varies, based on the asset tag's
presence.

e Manual Override: This option differentiates this rack unit's LED
behavior.
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Field

LED Mode

LED Color

Description

This field is configurable only after the Operation Mode is set
to Manual Override.

Determine how the LED light behaves for this particular rack unit.

On: The LED stays lit.
Off: The LED stays off.
Slow blinking: The LED blinks slowly.
Fast blinking: The LED blinks quickly.

This field is configurable only after the Operation Mode is set
to Manual Override.

Determine what LED color is shown for this rack unit if the LED is lit.

» To expand a blade extension strip:

A blade extension strip, like an asset strip, has multiple tag ports. An extension strip is marked with a
grayer color on the Asset Strip page, and its tag ports list is collapsed by default.
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Note: If you need to temporarily disconnect the blade extension strip from the asset strip, wait at least
1 second before re-connecting it back, or the PX3TS device may not detect it.

1. Locate the rack unit (tag port) where the blade extension strip is connected. Click its slot number,

1-N
whose format is similar to , Wwhere N is the total number of its tag ports.
Rack Units
Program Asset IDs
Position 4 Index  Slot Name Assot /1D Operation Mode LED Mode LED Color
1 1 O0001SE914BE  Auto on I
DODOABCI2345
: [ [e———1
2 2 1 u;s ammable) AUt On
3 3 OO001SB9ISZE  Auto On (|
4 . Auto On [i——]|

2. All tag ports of the blade extension strip are listed below it. Their port numbers are displayed in the

Slot column.
Rack Units
Program Asset IDs
Position A Index Slot Name Asset/ID Operation Mode LED Mode  LED Color
1 1 00C015B914BE Auto On [ —|
2 2 116 % m.:mmms} Auto On 1 E—
Extension 1 000015891 60A
Extension 2 000015B91610
Extension 3 001 5891622
Extension 4 000015891 580
Extension 5 000015891600
Extension & Q00015801 546
Extension T
Extension 8
Extension 9
Extension 10
Extenzion 1
Extension 12
Extenzion 13
Extension 14
Extension 15
Extension 16
3 3 00001589152 Auto On [ —
1-N v

* To hide the blade extension slots list, click

» To customize asset IDs on programmable asset tags:

-
You can customize asset IDs only when the asset tags are "programmable" ones. Non-programmaRarItan'
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tags do not support this feature. In addition, you can also customize the ID of a blade extension strip.

If a barcode reader is intended, connect it to the computer you use to access the PX3TS.
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1. Click Program Asset IDs.

Rack Units

Program Asset IDs

Positiona  Index Slot Name  Asset/ID Operation Mode LED Mode LED Color

1 16 Auto on | e |
2 15 Auto on | F——
3 14 Autto On EPEes
4 13 Adito On BV
5 12 Auto on |
6 1 Aute On [e—|
i ih {orograminisbie). RO v Li——
- & (programmable) e = _
g - (programmable) i = _
10 7 000014928047  Auto on
1 6 00001492CB50  Auto on | |

2. Inthe Asset/ID column, enter the customized asset IDs by typing values or scanning the barcode.

¢ When using a barcode reader, first click the desired rack unit, and then scan the asset tag. Repeat
this step for all desired rack units.

e An asset ID contains up to 12 characters that comprise only numbers and/or UPPER CASE letters.
Lower case letters are NOT accepted.

Rack Unlis
Rack Uinits
Position & Index Slot Hame Asset [ ID
1 16 Tag D
2 15 Tag ID
d 14 Tag ID
4 13 Tag IC
5 12 ag ID
& 11 Tag I
7 10 WINDOWS
B 9 LML
9 8 ROUTER X
10 7 Q00014528047 Ra 't
riaan.
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3. \Verify the correctness of customized asset IDs and modify as needed.
4. Click Apply at the bottom of the page to save changes.



Asset Strip Automatic Firmware Upgrade

Upon connection, the asset strip automatically verifies its firmware version against the version stored in
PX3TS. If a discrepancy is detected, the asset strip initiates a download of the latest firmware from
PX3TS to perform an upgrade.

During the firmware upgrade, the following events take place:

e The asset strip is completely lit up, with the blinking LEDs cycling through diverse colors.
e Afirmware upgrade process is indicated in the web interface.

e An SNMP trap is sent to indicate the firmware upgrade event.ProductName

External Beeper

After connecting and detecting a supported external beeper, the PX3TS shows 'External Beeper' in the
menu.

The External Beeper page shows an external beeper's status, including:

e Number of the FEATURE port where this external beeper is connected
e Device type
e Connection status

e The beeper's state - off or active

Power CIM

After connecting and detecting a Power CIM, the PX3TS shows 'Power CIM' in the menu.
The Power CIM page shows the CIM's status, including:

e Number/information on the port where this CIM is connected.
e Device type

e Connection status

User Management

User Management deals with user accounts, permissions, and preferred measurement units on a per-
user basis.

PX3TS includes a built-in administrator account by default. While this account's roles cannot be changed
or deleted, it can be renamed. In addition to the default administrator account, you can create an extra
administrative user, which can be disabled, renamed, or removed.

The Admin role is a system-defined role with full privileges. You also have the flexibility to create
additional users and roles. These roles define the tasks and actions each user is authorized to perform,
so assigning one or more roles to every user is essential.

If you are using remote authentication, you do not have to create users accounts locally. Settings are in
Device Settings > Security > Authentication. See Setting Up External Authentication (on page 291).
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Creating Users

All local users must have a user account, containing the login name and password. Multiple users can
log in simultaneously using the same login name.

To add users, choose User Management > Users > then click the Add User icon + New User .

Users —e F Hew Uiser

User Name Full Name Roles Enabled &
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Field/setting

User name

Full name

Password,

Confirm password

Telephone number

Email address

Enable

Force password
change on next
login

» User information:

Description

The name the user enters to log in.
e 1to 32 characters
e Case sensitive
e Colon character :, forward slash /, and spaces are
NOT permitted.

The user's first and last names.

® 4 to 64 characters
e Case sensitive

e Spaces are permitted.
The user's telephone number

The user's email address
e Up to 128 characters

e (Case sensitive
When selected, the user can log in.

When selected, a password change request automatically
appears the next time the user logs in.

» SSH:
You need to enter the SSH public key only if public key authentication for SSH is enabled.

1. Open the SSH public key with a text editor.
2. Copy and paste all content in the text editor into the SSH Public Key field.

» SNMPv3:

The SNMPv3 access permission is disabled by default.

Field/ Description

setting

Enable Select this checkbox when intending to permit the SNMPv3 access by
SNMPv3 this user.

Note: The SNMPv3 protocol must be enabled for SNMPv3
access.
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Field/ Description
setting

Security level Click the field to select a preferred security level from the list:
e None

e Authentication: Authentication and no privacy.

e Authentication & Privacy: Authentication protocol SHA-1, privacy
protocol AES-128. Default.

e Authentication Password: This section is configurable only when 'Authentication’ or 'Authentication
& Privacy' is selected.

Field/setting Description
Same as user Select this checkbox if the authentication password is identical
password to the user's password.
To specify a different authentication password, disable the
checkbox.
Password, Type the authentication password if the 'Same as User Password'

Confirm password checkbox is deselected.

The password must consist of 8 to 32 ASCII printable characters.

e Privacy Password: This section is configurable only when 'Authentication & Privacy' is selected.
Field/setting Description
Same as authentication Select this checkbox if the privacy password is identical to
password the authentication password.
To specify a different privacy password, disable the checkbox.

Password, Type the privacy password if the 'Same as Authentication

Confirm password Password' checkbox is deselected.

The password must consist of 8 to 32 ASCII printable
characters.

e Protocol: This section is configurable only when 'Authentication' or 'Authentication & Privacy' is
selected.

Field/setting Description
Authentication Click this field to select the desired authentication protocol. Two
protocols are available:
e MD5
SHA-1 (default)
SHA-224
SHA-256
SHA-384
SHA-512
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Field/setting Description
Privacy Click this field to select the desired privacy protocol. Two protocols
are available:
e DES
AES-128 (default)
AES-192
AES-256
AES-192 (3DES key extension)
AES-256 (3DES key extension)

» Preferences:

This section determines the measurement units displayed in the web interface and CLI for this user. The
user can also change these in the User Management > User Preferences page. SNMP uses the defaults
set in User Management > Default Preferences.

Field Description
Temperature unit o

Preferred units for temperatures -- C (Celsius) or
(Fahrenheit).

o

Length unit Preferred units for length or height -- Meter or Feet.

Pressure unit Preferred units for pressure -- Pascal or Psi.
e Pascal = one newton per square meter

e Psi=pounds per square inch

» Roles:

Select one or multiple roles to determine the user's permissions. A user can have a maximum of 32
roles. Note: With multiple roles selected, a user has the union of all roles' permissions.

If the built-in roles do not satisfy your needs, add new roles by clicking New Role. This newly-created
role will be then automatically assigned to the user account currently being created.
Built-in role Description

Admin Provide full permissions.
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Built-in role Description

Operator Provide frequently-used permissions, including:

Acknowledge Alarms

Change Own Password

Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration (if

your model is a PDU)

Switch Outlet (if your model supports it)

Switch Outlet Group (if your model supports it)

Change PMC, PMB, & PMM Configuration (if your model is a branch

circuit monitor)
View Event Settings

View Local Event Log

Editing or Deleting Users

To edit or delete users, choose User Management > Users to open the Users page.

Users
User Name Full Name
test
admin Administrator
tom Tom Smith

In the Enabled column:

. v
. X

: The user is enabled.

: The user is disabled.

e Sort the list by clicking the header.

» To edit or delete a user account:

242

1. Onthe Users page, click the desired user. The Edit User page for that user opens.

Roles

Operator
Admin

Alarm Management

=+ New User
Enabled &
x
"4
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® You can rename the user. This action is logged.

¢ To change the password, type a new password in the Password and Confirm Password fields. If the

password field is left blank, the password remains unchanged.

* To delete this user, click I Delete , and confirm the operation.

Edit User - tom —‘I Delete
Ugar
Liger neme o
Full name Tom Smith
Paagword

Confam password

Talphare Aumbe

Ermail sddress

Enable Il
Force passwoed change on nest login @) |_1_F

2. Click Save for changes.

» To delete multiple user accounts:

1. Onthe Users page, select users by clicking the checkboxes.

2. Click the Delete icon

Il Delete then click to confirm.

Note: You cannot delete the original factory-default Administrator account, but you can disable it.

Users + New User B Delete
,j User Name Full Mame Roles Enabled &
& eomn Adrrinigirator Agienin o

Creating Roles

A role is a combination of permissions. Each user must have at least one role.

The PX3TS provides two built-in roles.
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Built-in role Description
Admin Provide full permissions.

Operator Provide frequently-used permissions, including:
e Acknowledge Alarms
e Change Own Password

e Change Pdu, Inlet, Outlet & Overcurrent Protector
Configuration

e Switch Outlet (for supported models)
e Switch Outlet Group (for supported models)
e \iew Event Settings

e View Local Event Log

If the two roles do not satisfy your needs, add new roles. Up to 64 roles are supported.
» To create a role:

1. Choose User Management > Roles > New icon + New Role .

OIEE P moie
Ral =l = Mew Rl
Rols Name & Description
Admin System defined admin

strator role including all privileges

erat Pradefined operabar role

2. Assign a role name.
e 1to 32 characters long
e Case sensitive
e Spaces are permitted
3. Type a description for the role in the Description field.
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4. Select the desired privilege(s).

e The 'Administrator Privileges' includes all privileges.

e The 'Unrestricted View Privileges' includes all 'View' privileges.

5. Some privileges have additional selections. These rows contain a blue hyperlink and expand arrow.

Click either to view options.

e For example, in the Switch Actuator and Switch Outlet privileges, you can specify the actuators and
outlets that users can switch on/off.

[ Switch Actustor

L] At Actuators

| Wy POU (1) Dry Contact 1
[ My POU (1) Dry Contact 2
1 Wy POU (1) Dry Contact 3

| Switch Dutiet

) an Outiers

(] my POU (1) Dutiet 1
(] My POU (1) Dutiet 2
| My POU (1) Dutler 3
] My POU (1) Duniar 4
[ my POU (1) Outier 5
] My POU (1) Outiet &
] My POU (1) Outiet 7
L] sy POU (1) Dutier B
] My POU (1) Outiet 9
] may POU (1) Outiet 10
] My POU (1) Dutiet 11
[ My POU (1) Dutiet 12
[ My POU (1) Outet 13
[Z] My POU (1) Dutiet 14

] My POU (1) Dry Contact &
| My PDU (1) Powesed Dry Contact
1

Add Switeh Actuston

| My POU (1) Doar Lock 1

— My PDU (1) Powered Dry Contact  —
2

Add Swich Qutiet

] My POU (1) Dustlet 15
| My PDU (1) Outlet 16
| My PDU (1) Outlet 17

LI MyPDU (1) Outlet 128

| My POU (1) Outlet 19
| My PDU (1) Outlet 20

My POU (1) Outlet 21

"] My POU(1) Outlet 22

My PDU (1) Dutlet 23

L] My PDU{1) Outlet 24
L] My PDU (1) Outlet 25
L] My PDU (1) Oustlet 26

1 My POU (1) Ouslet 27
] My POU (1) Oustiet 28

| My PDU(1) Dutiet 29

My POU (1) Door Leck 2

| My POU {2) Dry Contact 1

My POU {2) Dry Cortact 2

] My POU (1) Outiet 30

My PDU (1) Outlet 31
My POU (1) Outlet 32
My POU (1) Outlet 33
My POU (1) Outlet 34
My POU (1) Outlet 35

| My POU (1) Outiet 35

My POU (2) Outlet 1
My POU (2 Qutiet 2
My PDU (2) Outiet 3
My POU (2) Outlet 4

] My POU (2) Outler §

| My POU (2) Outlet &

L| My POU (2) Outlea 7

My PDU (2) Outiet 8

My FOU (2) Dry Contact 3

(] My PDU (2) Dry Contact 4
My POU (2) Powered Dry Contact —

1

] My FOU (2) Outlet 9

My FDU (2) Outiet 10

[ My PO (2) Dutet 11
1 My PDU (2) Qutlet 12
1 My POU (2) Dutiet 13
[ My POU (2) Dutet 14
[T My POU (2) Outlet 15

My PDU (2) Dutiet 16

| My POU (2) Outlet 17
| My POU (2) Outlet 18

My POU (2] Qutlet 19

1 My POU (2) Outiet 20
1 My POU (2) Outiet 21
1 My POU (2) Outiet 22
| Ny PDU (2) Outlet 23

6. Click Save. The role is created and you can assign it to any user.

Editing or Deleting Roles

~
— My PO (2) Powered Dry Contact
2
My PDU {2) Door Lock 1
My PDU (2) Door Lock 2
~

| My POU{2) Outlet 24

My PDU (2) Outlet 25

| My POU (2) Outlet 25
| My POU (Z) Cutlet 27
] My POU (2) Outlet 28
[] My POU (2) Outle 29
] My POU (2) Outiet 30

My POU {2) Outlet 31
My PDU (2} Outlet 32

| My PDU (2) Outier 33
| My POU {2) Outier 34
] My POU (2) Outler 35
| My POU (2) Outlet 35

Roles cannot be renamed, but you can delete them or change their included privileges.

Choose User Management > Roles to open the Roles page, which lists all roles.

The built-in Admin role displays the lock icon

. You cannot delete it or change it.

Reles
Role Name &
B Admn
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Alarm Mansgement

Description

+ New Role B Delete

System defined administrator role including all privileges:
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» To edita role:

1. Onthe Roles page, click the desired role. The Edit Role page opens.

e You can edit the description or change the privileges.

I Delete

e To delete this role, click , and confirm the operation.

Edit Role - Operator — = Dalate

satiings

Dencription Fredefned operator role

2. Click Save.
» To delete any roles:
1. Onthe Roles page, select the checkboxes for roles you want to delete.

2. Click the Delete icon I Delete then click Delete in the confirmation message.

Setting Your Preferred Measurement Units

You can change the measurement units shown in the user interface according to your own preferences
regardless of the permissions you have.

Measurement unit changes apply to the web interface and CLI. SNMP uses the default measurement
units. See Setting Default Measurement Units (on page 247).

Setting your own preferences does not change the default measurement units.
» To set user preferences:

1. Choose User Management > User Preferences.
2. Make changes as needed.

Field Description

Temperature unit o o
Preferred units for temperatures -- (Celsius) or
(Fahrenheit).

Length unit Preferred units for length or height -- Meter or Feet.
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Field Description

Pressure unit Preferred units for pressure -- Pascal or Psi.

e Pascal = one newton per square meter

® Psi = pounds per square inch

3. Click Save.

Setting Default Measurement Units

User preferences apply to displays in the GUI and CLI for locally authenticated users. Default
preferences apply to the front panel and SNMP, and to remote-authenticated users.

» To set up default user preferences:
1. Click User Management > Default Preferences.
2. Make changes as needed.
Field Description
Temperature unit Preferred units for temperatures -- Celsius or Fahrenheit.
Length unit Preferred units for length or height -- Meter or Feet.

Pressure unit Preferred units for pressure -- Pascal or Psi.
e Pascal = one newton per square meter

e Psi = pounds per square inch

3. Click Save.

User Interfaces Showing Default Units

Default measurement units will apply to the following user interfaces or data:

e Web interface for "newly-created" local users when they have not configured their own preferred
measurement units.

e Web interface for users who are remotely authenticated.
e The sensor report triggered by the "Send Sensor Report" action.
® Front panel LCD display.
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Device Settings

Click 'Device Settings' in the Menu.

Device Setlings

Metwork

Natwork Services

Security

Dt Tirme

Event Rules

Data Logging

Data Push

Server Reachabil ity

Front Panal

Serial Port

Lua Scripts

Mizcellanecus

Network Settings

Configure wired, wireless, and Internet protocol-related settings on the Network page after connecting
the PX3TS to your network.

You can enable both wired and wireless networking to assign multiple IP addresses—one for wired and
one for wireless connections. For example, enabling an Ethernet interface allows you to obtain an IPv4
and/or IPv6 address, while configuring the wireless interface provides an additional IPv4 and/or IPv6
address. This setup also supports port forwarding mode, enabling PX3TS to handle more than one IPv4
or IPv6 address simultaneously.

However, in the BRIDGING mode, there is only one IP address for wired networking. Wireless
networking is NOT supported in this mode.

Default gateways are configured per interface.

Important: In the bridging mode, only the IP parameters of the BRIDGE interface
function. The IP parameters of ETH1/ETH2 and WIRELESS interfaces do NOT
function.
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» After enabling either or both Internet protocols:

After enabling IPv4 and/or IPv6, all but not limited to the following protocols will be compliant with the

selected Internet protocol(s):

e LDAP

e NTP

e SMTP

e SSH

e Telnet
e FTP

e SSL/TLS
e SNMP
e Syslog

Note: PX3TS disables TLS 1.0 and 1.1 by default. It enables only TLS 1.2 and 1.3.

Common Network Settings

Common Network Settings are OPTIONAL, not required. Therefore, leave them unchanged if there are

no specific local networking requirements.

Field

Cascading
mode

DNS resolver
preference

Raritan.
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S resobnte prefevence P address ¥

Description

Leave it to the default "None" unless you are establishing a
cascading chain.

e Setting the Cascading Mode (on page 263)

Determine which IP address is used when the DNS resolver returns
both IPv4 and IPv6 addresses.

e |Pv4 address: Use the IPv4 addresses.
e |Pv6 address: Use the IPv6 addresses.

249



Field Description

DNS suffixes Specify a DNS suffix name if needed.
(optional)
First/Second/ Manually specify static DNS server(s).

Third DNS server | If any static DNS server is specified in these fields, it will

override the DHCP-assigned DNS server.

e |f DHCP (or Automatic) is selected for IPv4/IPv6 settings, and
there are NO static DNS servers specified, DHCP-assigned DNS
servers are used.

You can manually configure or the route information using IPv4 and IPv6 static routes. See Static Route
Examples (on page 260) and Static Route Interface Names (on page 262).

802.1x Security Overview

You can configure IEEE 802.1X authentication individually on each LAN port to ensure secure access for
PX3TS on both LAN and WLAN networks. This authentication protocol verifies a user's identity using
their credentials or a certificate, which is validated by a RADIUS authentication server. IEEE 802.1X relies
on the uploaded certificate from the Certificate Repository to perform identity verification. PX3TS
supports EAP_TLS and EAP_PEAP as authentication methods to securely exchange information. See
Setting Up a TLS Certificate (on page 286) to configure and upload the proper certificate.

Ethernet (Wired) Interface Settings

On the Network page, click the ETHERNET section if the PX3TS has one port or click ETH1 and ETH2
sections respectively to configure each port. By default, both ETH1 and ETH2 interfaces are enabled.
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» Bridging Cascading mode:

If the device's cascading mode is set to 'Bridging', the BRIDGE section appears. Then you must click the
BRIDGE section for IPv4/IPv6 settings.

Part Farwardin
» |IPv4 settings:
Field/setting Description
Enable IPv4 Enable or disable the IPv4 protocol.

IP auto configuration  Select the method to configure IPv4 settings.
® DHCP: Auto-configure IPv4 settings via DHCP servers.
® Static: Manually configure the IPv4 settings.

Preferred hostname Enter the hostname you prefer for IPv4 connectivity

e DHCP settings: Optionally specify the preferred hostname, which must meet the following
requirements:
e Consists of alphanumeric characters and/or hyphens
e Cannot begin or end with a hyphen
e Cannot contain more than 63 characters

e Cannot contain punctuation marks, spaces, and other symbols

e Static settings:
e Assign a static IPv4 address, which follows this syntax "IP address/prefix length".

Example: 192.168.84.99/24
e Assign a Default Gateway.

» IPVv6 settings:
Field/setting Description

Enable IPv6 Enable or disable the IPv6 protocol.

IP auto configuration  Select the method to configure IPvé6 settings.
® Automatic: Auto-configure IPv6 settings via DHCPV6.
® Static: Manually configure the IPv6 settings.
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Field/setting Description

Preferred hostname ® Enter the hostname you prefer for IPv6 connectivity

e Automatic settings: Optionally specify the preferred hostname, which must meet the above
requirements.

e  Static settings:
e Assign a static IPv6 address, which follows this syntax "IP address/prefix length".
Example: fd07:2fa:6¢ff:1111::0/128
e Assign a Default Gateway.

» Enable Interface:

Make sure the Ethernet interface is enabled, or all networking through this interface fails. This setting is
available in the ETH1/ETH2 or ETHERNET section, but not available in the BRIDGE section.

Enable interface b
» Other Ethernet settings:
Field Description
Speed Select a LAN speed.

e Auto: System determines the optimum LAN speed
through auto-negotiation.

e 10 MBit/s: Speed is always 10 Mbps.
e 100 MBit/s: Speed is always 100 Mbps.
e 1 GBit/s: Speed is always 1 Gbps (1000 Mbps).

Duplex Select a duplex mode.

e Auto: Selects the optimum transmission mode through
auto-negotiation.

e full: Data is transmitted in both directions
simultaneously.

e Half: Data is transmitted in one direction at a time.

Current state Show the LAN's current status, including the current speed and
duplex mode.

MTU e Setthe MTU from 1280 to 1500.
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Field

Enable LLDP

Authentication

Outer
authentication

Inner
authentication

Identity

Password

Raritan.
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Description

e Defaultis enabled.

When LLDP is enabled, device discovery is possible with
LLDP management software that is often present in network
switches.

Select an authentication method.
e No Authentication: No authentication data is required.

e EAP: PX3TS supports 802.1X (EAP) Network Authentication. You
must have a client-side certificate to communicate with the
authentication server. Enter required authentication data in the
fields that appear.

This field appears when 'EAP' is selected.

There are two authentication methods for EAP.

e PEAP: ATLS tunnel is established, and an inner authentication
method can be specified for this tunnel.

e TLS: Authentication between the client and authentication
server is performed using TLS certificates.

This field appears when both 'EAP' and 'PEAP' are selected.

e MS-CHAPv2: Authentication based on the given password
using MS-CHAPv2 protocol.

e TLS: Authentication between the client and authentication
server is performed using TLS certificates.

This field appears when 'EAP' is selected.

Type your user name.

This field appears only when 'EAP', 'PEAP' and 'MS-CHAPv2'
are all selected.

Type your password.
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Field Description

Client certificate,

Client private key, A client certificate is required for two scenarios: (1)

Client private key EAP+TLS, (2) EAP+PEAP+TLS .

password

PEM encoded X.509 certificate and PEM encoded private key are
required for certification-based authentication methods. Private
key password is optional.

e Private keys in PKCS#1 and PKCS#8 formats are supported.

e Client Private Key Password should be entered only when your
private key is encrypted with a password.

e To view the uploaded certificate, click Show Client Certificate.

e Toremove the uploaded certificate and private key, click 'Clear
Key/Certificate selection'.

CA certificate

This field appears when 'EAP' is selected.

CA certificate is required when "Enable verification of TLS
certificate chain" is selected by default; and strongly recommended

RADIUS
authentication
server name

This field appears when 'EAP' is selected.

Type the name of the RADIUS server if it is present in the TLS
certificate.

e The name must match the fully qualified domain name (FQDN)
of the host shown in the certificate

Do not leave this field blank as it reduces security.

Note: Auto-negotiation is disabled after setting both the speed and duplex settings to NON-Auto values,
which may result in a duplex mismatch.

® Available settings for the CA Certificate:

If the required certificate file is a chain of certificates, and you are not sure about the requirements of a
certificate chain, see TLS Certificate Chain.

Field/setting Description

Enable Select this checkbox to verify the certificate of the EAP
verification of TLS authentication server. Then you must upload the certificate of the
certificate chain  issuing CA in the next field.
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Field/setting

Browse button

Allow expired and
not yet valid
certificates

Allow connection
if system clock is
incorrect

Description

Click this button to import the certificate of the issuing CA. Then
you can:

e Click Show to view the certificate's content.

e Click Remove to delete the installed certificate if it is
inappropriate.

e Select this checkbox to make the authentication succeed
regardless of the certificate's validity period.

e After deselecting this checkbox, the authentication fails
whenever any certificate in the selected certificate chain is
outdated or not valid yet.

If powered off for a long time, the system time may be incorrect.

When this checkbox is deselected, and if the system time is
incorrect, the installed TLS certificate is considered not valid yet
and will cause the network connection to fail.

When this checkbox is selected, it will make the network
connection successful when the system time is earlier than
the firmware build before synchronizing with any NTP
server.

Wireless Network Settings

Wireless network is not supported for Bridging mode or for Expansion units in port forwarding mode.

Wireless interface is disabled by default. Enable it to use wireless networking.

On the Network page, click the WIRELESS section to configure wireless and IPv4/IPv6 settings.

» Interface Settings:

Field/setting

Enable interface

Hardware state

SSID
Force AP BSSID

BSSID
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Description

Enable or disable the wireless interface.

When disabled, the wireless networking fails.

Check this field to ensure that a wireless USB LAN adapter is
detected. If not, verify that the USB LAN adapter is firmly

connected or that it is supported.

Type the name of the wireless access point (AP).

If the BSSID is available, select this checkbox.

Type the MAC address of an access point.
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Field/setting

Description

MTU Set the Maximum Transmission Unit from 1280 to 1500.
Enable High Enable or disable 802.11n protocol.

Throughput

(802.11n)

Authentication Select an authentication method.

Pre-Shared Key

e No Authentication: No authentication data is required.
e PSK: A Pre-Shared Key is required.

e FAP: PX3TS supports 802.1X (EAP) Network Authentication.
Enter required authentication data in the fields that appear.

This field appears only when PSK is selected.

Type the PSK string.

Outer
authentication This field appears when 'EAP' is selected.
There are two authentication methods for EAP.
® PEAP: ATLS tunnel is established, and an inner
authentication method can be specified for this tunnel.
e TLS: Authentication between the client and authentication
server is performed using TLS certificates.
Inner
authentication This field appears when both 'EAP' and 'PEAP' are selected.
e MS-CHAPv2: Authentication based on the given password
using MS-CHAPv2 protocol.
e TLS: Authentication between the client and authentication
server is performed using TLS certificates.
Identity
This field appears when 'EAP' is selected.
Type your user name.
Password

This field appears only when 'EAP', 'PEAP' and 'MS-
CHAPv2' are all selected.

Type your password.
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Field/setting Description

Client certificate,

Client private key,  This field appears when 'EAP', 'PEAP' and 'TLS' are all
selected.

Client private key
password

PEM encoded X.509 certificate and PEM encoded private key are
required for certification-based authentication methods. Private
key password is optional.

e Private keys of PKCS#1 and PKCS#8 formats are supported.

e (Client Private Key Password should be entered only when
your private key is encrypted with a password.

e To view the uploaded certificate, click Show Client Certificate.

e Toremove the uploaded certificate and private key, click
'Clear Key/Certificate selection'.

CA certificate

This field appears when 'EAP' is selected.

A third-party CA certificate may or may not be needed. If needed,
follow the steps below.

RADIUS
authentication
server name

This field appears when 'EAP' is selected.

Type the name of the RADIUS server if it is present in the TLS
certificate.

e The name must match the fully qualified domain name
(FQDN) of the host shown in the certificate.

e Available settings for the CA Certificate:

If the required certificate file is a chain of certificates, and you are not sure about the requirements of a
certificate chain, see TLS Certificate Chain.

Field/setting Description

Enable Select this checkbox for the PX3TS to verify the validity of the TLS
verification of TLS  certificate that will be installed.

certificate chain e For example, the certificate's validity period against the

system time is checked.
Browse button Click Browse to import a certificate file. Then you can:
e Click Show to view the certificate's content.

e Click Remove to delete the installed certificate if it is
inappropriate.
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Field/setting Description

Allow expired and ® Select this checkbox to make the authentication succeed
not yet valid regardless of the certificate's validity period.

certificates e After deselecting this checkbox, the authentication fails
whenever any certificate in the selected certificate chain is
outdated or not valid yet.

Allow connection  When this checkbox is deselected, and if the system time is
if system clock is  incorrect, the installed TLS certificate is considered not valid yet
incorrect and will cause the wireless network connection to fail.

When this checkbox is selected, it will make the wireless network
connection successful when the PX3TS system time is earlier than
the firmware build before synchronizing with any NTP server.

» |Pv4 settings:

Field/setting Description

Enable IPv4 Enable or disable the IPv4 protocol.

IP auto configuration  Select the method to configure IPv4 settings.
® DHCP: Auto-configure IPv4 settings via DHCP servers.
® Static: Manually configure the IPv4 settings.

Preferred hostname Enter the hostname you prefer for IPv4 connectivity

e DHCP settings: Optionally specify the preferred hostname, which must meet the following
requirements:

e Consists of alphanumeric characters and/or hyphens
e Cannot begin or end with a hyphen
e Cannot contain more than 63 characters
e Cannot contain punctuation marks, spaces, and other symbols
e Static settings: Assign a static IPv4 address, which follows this syntax "IP address/prefix length".
Example: 192.168.84.99/24

» |Pv6 settings:
Field/setting Description

Enable IPv6 Enable or disable the IPv6 protocol.

IP auto configuration  Select the method to configure IPv6 settings.
® Automatic: Auto-configure IPv6 settings via DHCPv6.
® Static: Manually configure the IPvé6 settings.
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Field/setting Description

Preferred hostname ® Enter the hostname you prefer for IPv6 connectivity

e Automatic settings: Optionally specify the preferred hostname, which must meet the above
requirements.

e Static settings: Assign a static IPv6 address, which follows this syntax "IP address/prefix length".
Example: 7d07:2fa:6¢ff:1111::0/128

» (Optional) To view the wireless LAN diagnostic log:

e Click Show WLAN Diagnostic Log. See Diagnostic Log for Network Connections (on page 259)

WIRELESS Ll

Diagnostic Log for Network Connections

A diagnostic log for inspecting connection errors that occurred during the EAP authentication or the
wireless network connection is provided. The information is useful for technical support.

The diagnostic log shows data only after connection errors are detected.
Each entry in the log consists of:

e |ID number
e Date and time

e Description
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» To view the log:

1. Access the diagnostic log with either method below.
e Choose Device Settings > Network > ETH1/ETH2 > Show EAP Authentication Log.
e Choose Device Settings > Network > WIRELESS > Show WLAN Diagnostic Log.

2. Thelogis refreshed automatically at a regular interval of five seconds.

e To avoid any new events' interruption during data browsing, you can suspend the automatic update
by clicking Pause.

¢ To restore automatic update, click Resume. Those new events that have not been listed yet due to
suspension will be displayed in the log now.

» To clear the diagnostic log:

-

: W Clear Log

1. Onthe top-right corner of the log, click
2. Click Clear Log on the confirmation message.

Static Route Examples

This section describes two static route examples: IPv4 and IPv6. Both examples assume that two
network interface controllers (NIC) have been installed in one network server, leading to two available
subnets, and IP forwarding has been enabled. All of the NICs and PX3TS devices in the examples use
static IP addresses.

Most of local multiple networks are not directly reachable and require the use of a gateway. Therefore,
we will select Gateway in the following examples. If your local multiple networks are directly reachable,
you should select Interface rather than Gateway.

Note: If Interface is selected, you should select an interface name instead of entering an IP address.

» |Pv4 example:

e Your PX3TS: 192.168.100.64

e Two NICs: 192.168.200.75 and 192.168.100.88

e Two networks: 192.168.200.0 and 192.168.100.0
e Prefix length: 24
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NIC -1 NIC-2

I
|
|
192.168.200.75 | 192.168.100.88
|
|

N

192.168.200.0 192.168.100.0
192.168.200.X 192.168.100.64

In this example, NIC-2 (192.168.100.88) is the next hop router for your PX3TS to communicate with any
device in the other subnet 192.168.200.0.

In the IPv4 "Static Routes" section, you should enter the data as shown below. Note that the address in
the first field must be of the Classless Inter-Domain Routing (CIDR) notation.

8h

1 192.168.200.0/24 Gateway v 192.168.100.88 1t +

Tip: If you have configured multiple static routes, you can click on any route and then make changes,

+ + m

use or to re-sort the priority, or click to delete it.

» IPv6 example:

e Your PX3TS: fd07:2fa:6¢ff:2405::30

e Two NICs: fd07:2fa:6¢ff:1111::50 and fd07:2fa:6cff:2405::80

e Two networks: fd07:2fa:6¢ff:1111::0 and fd07:2fa:6¢cff:2405::0
e Prefix length: 64
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NIC -1 NIC -2

I
|
|
fd07:2fa:60ff:1111::50 | fd07:2fa:6cff:2405::80
|
|

fd07:2fa:6¢ff:1111::0 fd07:2fa:6cff:2405::0

fd0T:2fa:6cf1111::X fd07:2fa:6cff:2405::30

In this example, NIC-2 (fd07:2fa:6cff:2405::80) is the next hop router for your PX3TS to communicate
with any device in the other subnet fd07:2fa:6cff:1111::0.

In the IPv6 "Static Routes" section, you should enter the data as shown below. Note that the address in
the first field must be of the Classless Inter-Domain Routing (CIDR) notation.

1 fd07:2fa:6eff:2405:0/64 Gateway v | fd07:2abef2405:80 X + + w

Tip: If you have configured multiple static routes, use the arrow buttons to sort the priority, or click

—1

to delete it.

Static Route Interface Names

When your local multiple networks are "directly reachable", you should select Interface for static
routes. Then choose the interface where another network is connected.

192.168.200.0/24 Interface v

BRIDGE

ETH1
ETHZ
WIRELESS
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» Interface list:

Interface Description
name
BRIDGE When another wired network is connected to the Ethernet port of

your PX3TS, and your PX3TS has been set to the bridging mode,
select this interface name instead of the Ethernet interface.

ETH1 When another wired network is connected to the ETH1 port of your
PX3TS, select this interface name.

ETH2 When another wired network is connected to the ETH2 port of your
PX3TS, select this interface name.

WIRELESS When another wireless network is connected to your PX3TS, select
this interface name.

Setting the Cascading Mode

See the Cascading Solution Guide for full details on network setup, physical setup, and supported
configurations for all cascades across products. The sections documented here are a brief overview.

The cascading mode configured on the primary device determines the Ethernet sharing method, which
is either network bridging or port forwarding. The cascading mode of all devices in the chain must be
the same.

You must have the Change Network Settings permission to configure the cascading mode.

Note: Port Forwarding mode does not support APIPA.

» To configure the cascading mode:

1. Choose Device Settings > Network > Common Network Settings section.

2. Select the preferred mode in the Cascading Mode field.

Mode Description

None No cascading mode is enabled. This is the default.

Bridging Each device in the cascading chain is accessed with a different
IP address.

Port Forwarding Each device in the cascading chain is accessed with the same
IP address(es) but with a different port number assigned.

Tip: If selecting Port Forwarding, the Device Information page will show a list of port numbers for all
cascaded devices. Choose Maintenance > Device Information > Port Forwarding.

1. Forthe Port Forwarding mode, you must also configure the following settings.
Note that if either setting below is incorrectly configured, a networking issue occurs.
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Field Description

Port forwarding role Primary or Expansion.

(available on all cascaded  This is to determine which device is the primary and
devices) which ones are expansion devices.

Downstream interface  USB or ETH1/ETH2.

(available on the primary  This is to determine which port on the primary
device only) device is connected to Expansion 1.

If ETH1 or ETH2 is selected as the downstream
interface, make sure the selected Ethernet interface
is enabled.

2. (Optional) Configure the network settings by clicking the BRIDGE, ETH1/ETH2, or WIRELESS section
on the same page.

¢ In the Bridging mode, each cascaded device can have different network settings. You may need to
configure each device's network settings in the BRIDGE section.

¢ In the Port Forwarding mode, all cascaded devices share the primary device's network settings. You
only need to configure the primary device's network settings in the ETH1/ETH2 and/or WIRELESS
section.

Tip: You can enable/configure multiple network interfaces in the Port Forwarding mode so that the
cascading chain has multiple IP addresses.

3. Click Save.

» Recommendations for cascade loops:

You can connect both the first and the last PDU to your network (cascade loop) under the following
conditions:

e Bridging mode only.
e The remaining network MUST use R/STP to avoid network loops.
AND

e Both the first and the last PDUs MUST either attach to the same switch or, if they are attached to
two separate switches, you must configure both ports of these switches so that the STP costs are
high. This prevents the STP protocol from sending unrelated traffic through the PDU cascade, which
can cause bottlenecks that lead to connectivity issues in the whole network.

Cascading Modes Overview

The cascading mode is a network configuration setting that determines how each device in the chain is
accessed.

There are two cascading modes: Bridging and Port Forwarding.

In the following illustration, it is assumed that users enable the DHCP networking for the cascading
chain comprising four devices. In the diagrams, "P" is the primary device and "E" is an expansion device.

Raritan.

264 i brand of Dlegeand



» "Bridging" mode:

In this mode, the DHCP server communicates with every cascaded device respectively and
assigns four different IP addresses. Each device has its own IP address.

The way to remotely access each cascaded device is completely the same as accessing a
standalone device in the network.
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» "Port Forwarding" mode:

DHCP

100.1.1.1 100.1.1.1  100.1.1.1

In this mode, the DHCP server communicates with the primary device alone and assigns one
IP address to the primary device. All expansion devices share the same IP address as the
primary device.

You must specify a 5XXXX port number (where X is a number) when remotely accessing any
expansion device with the shared IP address. See Port Number Syntax (on page 266).

» Comparison between cascading modes:

e The Bridging mode supports the wired network only, while the Port Forwarding mode supports both

wired and wireless networks.
e Both cascading modes support a maximum of 32 devices in a chain.
e Both cascading modes support both DHCP and static IP addressing.
* Inthe Bridging mode, each cascaded device has a unique IP address.

In the Port Forwarding mode, all cascaded devices share the same IP address(es) as the primary
device.

e Inthe Bridging mode, each cascaded device has only one IP address.

In the Port Forwarding mode, each cascaded device can have multiple IP addresses as long as the
primary device has multiple network interfaces enabled/configured properly.

For example:

e When the primary device has two Ethernet ports (ETH1/ETH2), you can enable ETH1, ETH2 and
WIRELESS interfaces so that the Port-Forwarding chain has two wired IP addresses and one
wireless IP address.

Port Number Syntax

In the Port Forwarding mode, all devices in the cascading chain share the same IP address(es). To access
any cascaded device, you must assign an appropriate port number to it.

® Primary device: The port number is either 5SNNXX or the standard TCP/UDP port.
e Expansion device: The port number is 5SNNXX.

» 5SNNXX port number syntax:

e NN is a two-digit number representing the network protocol as shown below:
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e XXis a two-digit number representing the device position as shown below.

For example, to access the Expansion 4 device via Modbus/TCP, the port number is 50604.

Protocols
HTTPS
HTTP

SSH
TELNET
SNMP

MODBUS

Position
Primary device
Expansion 1
Expansion 2
Expansion 3
Expansion 4
Expansion 5
Expansion 6

Expansion 7

NN

00

01

02

03

05

06

XX

00

01

02

03

04

05

06

07

Position
Expansion 8
Expansion 9
Expansion 10
Expansion 11
Expansion 12
Expansion 13
Expansion 14

Expansion 15

XX

08

09

10

11

12

13

14

15

Tip: The full list of each cascaded device's port numbers can be retrieved from the web interface.

Choose Maintenance > Device Information > Port Forwarding.

Standard TCP/UDP ports:

The primary device can be also accessed through standard TCP/UDP ports as listed in the following

table.

Protocols

HTTPS 443
HTTP 80
SSH 22
TELNET 23
SNMP 161
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Protocols Port Numbers

MODBUS 502

In the Port Forwarding mode, the cascaded device does NOT allow you to modify the standard TCP/UDP
port configuration, including HTTP, HTTPS, SSH, Telnet and Modbus/TCP.

Port Forwarding Examples

In this example, Port Forwarding mode is applied to a cascading chain comprising three devices. The IP
address is 192.168.84.77.

Primary device:

Position code for the primary device is '00' so each port number is 5NNOO as listed below.

Protocols Port numbers
HTTPS 50000
HTTP 50100
SSH 50200
TELNET 50300
SNMP 50500
MODBUS 50600

Examples using "5NNO0Q" ports:

e To access the primary device via HTTPS, the IP address is:
https.//192.168.84.77:50000/

e To access the primary device via HTTP, the IP address is:
http://192.168.84.77:50100/

e To access the primary device via SSH, the command is:

ssh -p 50200 192.168.84.77
Examples using standard TCP/UDP ports:

e To access the primary device via HTTPS, the IP address is:

https.//192.168.84.77:443/

e To access the primary device via HTTP, the IP address is:

http.//192.168.84.77:80/

e To access the primary device via SSH, the command is:

ssh -p 22 192.168.84.77
Expansion 1 device:

Position code for Expansion 1 is '01' so each port number is 5NNO1 as shown below.
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Protocols
HTTPS
HTTP

SSH
TELNET
SNMP

MODBUS

Examples:

Port numbers
50001
50101
50201
50301
50501

50601

e To access Expansion 1 via HTTPS, the IP address is:
https.//192.168.84.77:50001/

e To access Expansion 1 via HTTP, the IP address is:
http://192.168.84.77:50101/

e To access Expansion 1 via SSH, the command is:
ssh -p 50201 192.168.84.77

» Expansion 2 device:

Position code for Expansion 2 is '02' so each port number is 5SNNO2 as shown below.

Protocols
HTTPS
HTTP

SSH
TELNET
SNMP

MODBUS

Examples:

Port numbers
50002
50102
50202
50302
50502

50602

e To access Expansion 2 via HTTPS, the IP address is:
https.//192.168.84.77:50002/

e To access Expansion 2 via HTTP, the IP address is:
http://192.168.84.77:50102/

e To access Expansion 2 via SSH, the command is:
ssh -p 50202 192.168.84.77

Raritan.

A brand of O fpgrarsd

269



Adding, Removing or Swapping Cascaded Devices

Change a device's cascading mode first before adding that device to a cascading chain, or before
disconnecting that device from the chain.

If you only want to change the cascading mode of an existing chain, or swap the primary and expansion
device, always start from the expansion device.

Note: If the following procedures are not followed, a networking issue occurs. When a networking issue
occurs, check the cascading connection and/or software settings of all devices in the chain.

» To add a device to an existing chain:

Connect the device you will cascade to the LAN and find its IP address, or connect it to a computer.

Log in to this device and set its cascading mode to be the same as the existing chain's cascading
mode.

3. (Optional) If this device will function as an expansion device, disconnect it from the LAN after
configuring the cascading mode.
4. Connect this device to the chain, using either a USB or Ethernet cable.

» To remove a device from the chain:

1. Login to the desired cascaded device, and change its cascading mode to None.

Exception: If you are going to connect the removed device to another cascading chain, set its cascading
mode to be the same as the mode of another chain.

2. Now disconnect it from the cascading chain.
» To swap the primary and expansion device:

¢ In the Bridging mode, you can swap the primary and expansion devices by disconnecting ALL
cascading cables from them, and then reconnecting cascading cables. No changes to software
settings are required.

® Inthe Port Forwarding mode, you must follow the procedure below:
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a. Access the expansion device that will replace the primary device, and set its role to
'Primary', and correctly set the downstream interface.

b. Access the primary device, set its role to 'Expansion'.
C. Swap the primary and expansion device now.

* You must disconnect the LAN cable and ALL cascading cables connected to the two devices
first before swapping them, and then reconnecting all cables.

» To change the cascading mode applied to a chain:

1. Access the last expansion device, and change its cascading mode.
¢ If the new cascading mode is 'Port Forwarding', you must also set its role to 'Expansion’.

2. Access the second to last, third to last and so on until the first expansion device to change their
cascading modes one by one.

3. Access the primary device, and change its cascading mode.

¢ |f the new cascading mode is 'Port Forwarding', you must also set its role to 'Primary', and correctly
select the downstream interface.

The following diagram indicates the correct sequence. 'N' is the final one.

e P =Primary device

e E =Expansion device

N €' ¢34 2 €1

Configuring Network Services

PX3TS supports the following network communication services.

Network Services

HTTP

S5H
Telnet
Modbus

Redfish

Service Advertising
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HTTPS and HTTP enable the access to the web interface. Telnet and SSH enable the access to the
command line interface.

By default, SSH is enabled, Telnet is disabled, and all TCP ports for supported services are set to
standard ports. You can change default settings if necessary.

Important: PX3TS uses TLS rather than SSL.

Changing HTTP(S) Settings

HTTPS uses Transport Layer Security (TLS) technology to encrypt all traffic to and from the PX3TS so it is
a more secure protocol than HTTP. PX3TS disables TLS 1.0 and 1.1 by default. It enables only TLS 1.2 and
1.3.

By default, any access to the PX3TS via HTTP is automatically redirected to HTTPS. You can disable this
redirection if needed.

» HTTP and HTTPS settings:

1. Choose Device Settings > Network Services > HTTP.
2. HTTP settings:

e Enable or disable HTTP access.

e Default port is 80. You can enter a custom port.

e Enforce use of HTTPS: Select the checkbox to Redirect HTTP connections to HTTPS.
3. HTTPS settings:

e Enable or disable HTTPS access.

e Enable HSTS: Default is enabled.

e Default port is 443. You can enter a custom port.

Warning: Different network services cannot share the same TCP port.

» Special note for AES ciphers:

The PX3TS device's TLS-based protocols support AES 128- and 256-bit ciphers. The exact cipher to use is
negotiated between PX3TS and the client (such as a web browser), which is impacted by the cipher
priority of PX3TS and the client's cipher availability/settings.

Tip: To force PX3TS to use a specific AES cipher, refer to your client's user documentation for
information on configuring AES settings. For example, you can enable a cipher and disable the other in
the browser via the "about:config" command.

Regaining Access with HSTS and Expired Certificate

HSTS is enabled by default in the Device Settings > Security > HTTP settings. When HSTS is enabled, you
can only access PX3TS via web browser when a valid, unexpired certificate is installed. HSTS removes
the ability for users to click through warnings about invalid certificates.

If access is lost due to HSTS restrictions, there are 2 methods to regain access.

Raritan.

272 i brand of Olegeand



» Replace the certificate locally on the PX3TS:

1. Save the new key and certificate to a USB drive.
2. Use one of the USB configuration methods to upload the new certificate to the device.

» Replace the certificate over an insecure connection:

1. Disable the client web browser HSTS security, and then access the PX3TS "insecurely."
2. Replace the certificate in Device Settings > Security > TLS Certificates, then enable the HSTS security.

Configuring SNMP Settings

You can enable or disable SNMP communication between an SNMP manager and the PX3TS. Enabling
SNMP communication allows the manager to retrieve and even control the power status of each outlet.
You may also need to configure the SNMP destination(s) if the built-in "System SNMP Notification Rule"
is enabled and the SNMP destination has not been set yet. See Event Rules and Actions (on page 305).

Raritan.

Abrand of O begeand 273



» To configure SNMP communication:

274

1. Choose Device Settings > Network Services > SNMP.

SHNMP agent

Enable SNMP v1 / v2c
Read community siring
Wirite community steing
Enable SHIMP v3
MIB-1I System Group
syaComa

syaMams

myslocation

SHMP Notifications
Enable SNMP notifications
Hotification type
Engine ID
Host

Pt

Securiy level

Austhentication protocol

Agthsntication passsphrass

Confirm authentication passphrase

Privacy protoco

Privacy passghrage

Confirm privacy passphrase

Piwninad MiRs

2. Enable or disable "SNMP v1 / v2c" and/or "SNMP v3" by clicking the corresponding checkbox.

[~

SNMPV3 irap

OwB0003 5868081 7207 cde 307523 5f303 50303 %dod3bec366a37 40 5d%c Fe 16323

equired

162

e The SNMP v1/v2c read-only access is enabled by default. The default 'Read community string' is

"public."

* To enable read-write access, type the 'Write community string.' Usually the string is "private."

3. Enter the MIB-II system group information, if applicable.

e sysContact - the contact person in charge of the system

® sysName - the name assigned to the system

e sysLocation - the location of the system

4. To configure SNMP notifications:
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a. Select the 'Enable SNMP notifications' checkbox.
b. Select a notification type -- SNMPv2c trap, SNMPv2c inform, SNMPv3 trap, and SNMPv3 inform.

C. Specify the SNMP notification destinations and enter necessary information. For details, refer to:

= SNMPv2c Notifications
= SNMPv3 Notifications

Note: Any changes made to the 'SNMP Notifications' section on the SNMP page will update
the settings of the System SNMP Notification Action, and vice versa. To add more than three
SNMP destinations, you can create new SNMP notification actions.

5. You must download the SNMP MIB for your PX3TS to use with your SNMP manager.
a. Click the Download MIBs title bar to show the download links.

Download MIBs L

L3

b. Click the PDU2-MIB download link. See Downloading SNMP MIB.
6. Click Save.

Configuring SMTP Settings

The PX3TS can be configured to send alerts or event messages to a specific administrator by email. To
send emails, you have to configure the SMTP settings and enter an IP address for your SMTP server and
a sender's email address.

If any email messages fail to be sent successfully, the failure event and reason are available in the event
log.

» To set SMTP server settings:

1. Choose Device Settings > Network Services > SMTP Server.
2. Enter the information needed.

Field Description
IP address/host name Type the name or IP address of the mail server.
Port Type the port number.

e Default is 25

Sender email address Type an email address for the sender.
Number of sending Type the number of email retries.
retries

e Default is 2 retries

Time between sending Type the interval between email retries in minutes.

retries e Default is 2 minutes.
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Field

Server requires
authentication

User name,

Password

Enable SMTP over TLS
(StartTLS)

Description

Select this checkbox if your SMTP server requires password
authentication.

Type a user name and password for authentication after
selecting the above checkbox.

The length of user name and password ranges between
4 and 64. Case sensitive.

Spaces are not allowed for the user name, but allowed
for the password.

If your SMTP server supports the Transport Layer Security
(TLS), select this checkbox.

e Settings for the CA Certificate:

If the required certificate file is a chain of certificates, and you are not sure about the requirements of a
certificate chain, see TLS Certificate Chain.

Field/setting

Browse. .

Allow expired and not yet
valid certificates

Description

Click this button to import a certificate file. Then you can:

Click Show to view the certificate's content.

Click Remove to delete the installed certificate if it is
inappropriate.

Select this checkbox to make the authentication
succeed regardless of the certificate's validity period.

After deselecting this checkbox, the authentication
fails whenever any certificate in the selected certificate
chain is outdated or not valid yet.

3. Now that you have set the SMTP settings, you can test it to ensure it works properly.

a. Type the recipient's email address in the 'Recipient email addresses' field. Use a comma to
separate multiple email addresses.

b. Click Send Test Email.

C. Check if the recipient(s) receives the email successfully.

4. Click Save.

» Special note for AES ciphers:

The PX3TS device's TLS-based protocols support AES 128- and 256-bit ciphers. The exact cipher to use is
negotiated between PX3TS and the client (such as a web browser), which is impacted by the cipher
priority of PX3TS and the client's cipher availability/settings.

Tip: To force PX3TS to use a specific AES cipher, refer to your client's user documentation for
information on configuring AES settings.
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Changing SSH Settings

You can enable or disable the SSH access to the command line interface, change the TCP port, or set a
password or public key for login over the SSH connection.

» To change SSH settings:

Choose Device Settings > Network Services > SSH.
To enable or disable the SSH access, select or deselect the checkbox.
To use a different port, type a port number.
Select one of the authentication methods.
e Password authentication only: Enables the password-based login only.

e Public key authentication only: Enables the public key-based login only. You must enter a valid SSH
public key for each user profile to log in over the SSH connection.

e Password and public key authentication: Enables both the password- and public key-based login.
This is the default.
5. Click Save.

W N PE

Changing Telnet Settings

You can enable or disable the Telnet access to the command line interface, or change the TCP port.

» To change Telnet settings:

Choose Device Settings > Network Services > Telnet.
To enable the Telnet access, select the checkbox.

To use a different port, type a new port number.
Click Save.

PwnNPE

Changing Modbus Settings

The PX3TS supports both the Modbus/TCP and Modbus Gateway features. Enable either or both
Modbus features according to your needs.

» Modbus/TCP Access:

You can enable or disable the Modbus/TCP access to PX3TS, set it to the read-only mode, or change the
TCP port.

Choose Device Settings > Network Services > Modbus.

To enable the Modbus/TCP access, select the Enable Modbus/TCP access checkbox.

To use a different port, type a new port number.

To enable the Modbus read-only mode, select the "Enable read-only mode" checkbox. To enable the
read-write mode, deselect it.

Rl S
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» Modbus Gateway:

You can connect Raritan's USB-MOD-DONGLE to the USB-A Port of the PX3TS and the green connector
to an external third-party device terminal. The gateway service runs on a dedicated TCP port and
forwards incoming requests to the Modbus/RTU bus. Enable the Modbus Gateway feature and
configure the Modbus gateway service independent of the Modbus/TCP service. The Modbus TCP
clients on your network will be able to communicate with the Modbus RTU devices connected to PX3TS.

Once configured, connected devices appear in the Peripherals page.

1. To allow the Modbus TCP clients on the network to communicate with the Modbus RTU devices
connected to the PX3TS, select the 'Enable Modbus gateway' checkbox.

Modbus Gateway

2. Now configure the fields shown.
Field Description

TCP port Use the default port 503, or assign a different port. Valid range is 1 to 65535.

Note: Port 502 is the default Modbus/TCP port for PX3TS, so you
cannot use that port for the Modbus Gateway.

Parity, Use the default values, or update if the Modbus RTU devices are using

Line Speed different communication parameters.
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Field Description

Default If the Modbus TCP client does not support Modbus RTU unit identifier
address addressing, enter a Default Address.

If you must provide a unit identifier address:
e Only one Modbus RTU device is supported.

e The unit identifier address you provide is applied to the Modbus RTU
device connected to PX3TS.

Note that each Modbus RTU device's unit identifier address must be
unique.

Warning: If the connected Modbus RTU device's address does not
match the address entered in this field, communications between
the Modbus TCP clients and Modbus RTU device fail.

Enabling Redfish Services
You can enable or disable the Redfish services to manage the device through the Redfish API. By default,
this service is enabled.

Enabling Redfish services allows you to retrieve the following details.

e configuration details, such as thresholds, names, etc.
® metric readings

e event polling

It also allows you to do the following actions

e power actions

e unit control, such as restart

Note: Go to the online Support page for your product to find full documentation of the Redfish API.

» To enable or disable Redfish:

Choose Device Settings > Network Services > Redfish.

Redfish

Enable Redfish gservice e
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Enabling Service Advertising

The PX3TS advertises all enabled services that are reachable using the IP network. This feature uses
DNS-SD (Domain Name System-Service Discovery) and MDNS (Multicast DNS). The advertised services
are discovered by clients that have implemented DNS-SD and MDNS.

The advertised services include the following:

e HTTP

e HTTPS

e Telnet

e SSH

e  Modbus
e JSON-RPC
e SNMP

By default, this feature is enabled.

Enabling this feature also enables Link-Local Multicast Name Resolution (LLMNR) and/or MDNS, which
are required for resolving APIPA host names. See APIPA and Link-Local Addressing.

The service advertisement feature supports both IPv4 and IPv6 protocols.

If you have set a preferred host name for IPv4 and/or IPv6, that host name can be used as the zero
configuration .local host name, that is, <preferred_host_name>.local, where <preferred_host_name> is
the preferred host name you have specified for PX3TS. The IPv4 host name is the first priority. If an IPv4
host name is not available, then use the IPv6 host name.

» To enable or disable service advertising:

1. Choose Device Settings > Network Services > Service Advertising.
2. To enable the service advertising, select either or both checkboxes.

e To advertise via MDNS, select the Multicast DNS checkbox.

e To advertise via LLMNR, select the Link-Local Multicast Name Resolution checkbox.
3. Click Save.
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Configuring Security Settings

The PX3TS provides tools to control access. You can enable the internal firewall, create firewall rules,
and set login limitations. In addition, you can create and install the certificate or set up external
authentication servers for access control. This product supports SHA-2 TLS certificates.

Security

P Access Control

Role Based Access Control

TLS Certificate

Authentication

LOAP

RADILES

TACACS+

Login Seitings

Password Policy

Service Agreament

Creating IP Access Control Rules

IP access control rules (firewall rules) determine whether to accept or discard traffic to/from the PX3TS,
based on the IP address of the host sending or receiving the traffic. When creating rules, keep these
principles in mind:

e Rule order is important.

When traffic reaches or is sent from the PX3TS, the rules are executed in numerical order. Only the
first rule that matches the IP address determines whether the traffic is accepted or discarded. Any
subsequent rules matching the IP address are ignored.

e Prefix length is required.

When typing the IP address, you must specify it in the CIDR notation. That is, BOTH the address and
the prefix length are included. For example, to specify a single address with the 24-bit prefix length,
use this format:

XXX.X/24
/24 = the prefix length.
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Note: Valid IPv4 addresses range from 0.0.0.0 through 255.255.255.255.

» To configure IPv4 or IPv6 access control rules:

Choose Device Settings > Security > IP Access Control.

Select the 'Enable IPv4 access control' or "Enable IPv6 access control" checkboxes to enable the
access control rules.

3. For either type, determine the default policy.
e Accept: Accepts traffic from all IPv4 OR IPv6 addresses.

e Drop: Discards traffic from all IPv4 OR IPv6 addresses, without sending any failure notification to
the source host.

e Reject: Discards traffic from all IPv4 OR IPv6 addresses, and an ICMP message is sent to the source
host for failure notification.

4. Go to the Inbound Rules section or the Outbound Rules section according to your needs.
¢ Inbound rules control the data sent to the PX3TS.
e Qutbound rules control the data sent from the PX3TS.

5. Create rules.

e Click Append to add a row, then add the IP address and subnet mask. Select Policy. For each rule,
the policy affects only the specified IP address.

e Click Insert Above to add a rule above another rule.
e The system automatically numbers the rules.
e Use the arrow buttons to sort the priority order.

6. Click Save. The rules are applied. Make sure to click Save in each section if changes are made.
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IPvd

Enable IPvd access conirol d

Inbound Rules

Default policy Drop v
# IF/Mask Palicy
192.168.8.8/32 Accept
2 192.168.28.33524 Drop
3 192.168.53.38/24 Rajest
Append
Outbound Rules
Default policy Accept v
[ IP/Mask Palicy
192.168.69.100/24 Drop
Append

Editing or Deleting IP Access Control Rules

When an existing IP access control rule requires updates of IP address range and/or policy, modify them
accordingly. Or you can delete any unnecessary rules.

» To modify or delete a rule:

1. Choose Device Settings > Security > IP Access Control.
2. Go to the IPv4 or IPv6 section.
3. Select the desired rule in the list.
e Ensure the IPv4 or IPv6 checkbox has been selected, or you may not edit or delete any rule.

4. Perform the desired action.
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* Make changes to the selected rule, and then click Save.

=
m
e Click to remove it.
e To re-sort its order, click or
5. Click Save.

e |Pv4 rules: Make sure you click the Save button in the IPv4 section, or the changes made to IPv4
rules are not saved.

¢ |Pv6 rules: Make sure you click the Save button in the IPv6 section, or the changes made to IPv6
rules are not saved.

Creating Role Based Access Control Rules

Role-based access control rules are similar to IP access control rules, except that they are applied to
members of a specific role. This enables you to grant system permissions to a specific role, based on
their IP addresses.

Same as IP access control rules, the order of role-based access control rules is important, since the rules
are executed in numerical order.

» To create IPv4 role-based access control rules:

1. Choose Device Settings > Security > Role Based Access Control.
2. Select the 'Enable role based access control for IPv4' checkbox to enable IPv4 access control rules.
3. Determine the IPv4 default policy.

e Accept: Accepts traffic when no matching rules are present.

® Deny: Rejects any user's login attempt when no matching rules are present.

4. Create rules. Refer to the tables below for different operations.
ADD a rule to the end of the list

e Click Append.
e Type a starting IP address in the Start IP field.
e Type an ending IP address in the End IP field.
e Select a role in the Role field. This rule applies to members of this role only.
e Select an option in the Policy field.
e Accept: Accepts traffic from the specified IP address range when the user is a member of
the specified role.

e Deny: Rejects the login attempt of a user from the specified IP address range when that
user is a member of the specified role.

INSERT a rule between two rules
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e Select the rule above which you want to insert a new rule. For example, to insert a rule between rules
#3 and #4, select #4.

e Click Insert Above.

e Type a starting IP address in the Start IP field.

e Type an ending IP address in the End IP field.

e Select a role in the Role field. This rule applies to members of this role only.

e Select Accept or Deny in the Policy field. Refer to the above table for details.

The system automatically nhumbers the rule.
5. When finished, the rules are listed on this page.

t ¥

® You can select any existing rule and then click or to change its priority.
IPvd
Enable 1Pvd access oontrol Ld

nbound Rules

Default policy Drop :

& IP/Mask Palicy
1

192.168.8.34/24 Drop | ¢ + |

fad ACCepl

b
]
=]
> |
b
|
¥
o

Appand f3ert ADOVE

Outbound Rules

Default palicy Accept ¥

B IP/Mask Policy

no rules defined

6. Click Save. The rules are applied.

» To configure IPv6 access control rules:

1. Onthe same page, select the 'Enable role based access control for IPv6' checkbox to enable IPv6
access control rules.

Follow the same procedure as the above IPv4 rule setup to create IPv6 rules.

Make sure you click the Save button in the IPv6 section, or the changes made to IPv6 rules are not
saved.
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Editing or Deleting Role Based Access Control Rules

You can modify existing rules to update their roles/IP addresses, or delete them when they are no
longer needed.

» To modify a role-based access control rule:

1. Choose Device Settings > Security > Role Based Access Control.
2. Go to the IPv4 or IPv6 section.
3. Select the desired rule in the list.
e Ensure the IPv4 or IPv6 checkbox has been selected, or you may not edit or delete any rule.
4. Perform the desired action.

e Make changes to the selected rule, and then click Save.

-
m
e Click to remove it.
e To resort its order, click or
5. Click Save.

¢ |Pv4 rules: Make sure you click the Save button in the IPv4 section, or the changes made to IPv4
rules are not saved.

® |Pv6 rules: Make sure you click the Save button in the IPv6 section, or the changes made to IPv6
rules are not saved.

Setting Up a TLS Certificate

» To obtain a CA-signed certificate:

Create a Certificate Signing Request (CSR) in Device Settings > TLS Certificates.

Submit it to a certificate authority (CA). After the CA processes the information in the CSR, it
provides you with a certificate.

3. Install the CA-signed certificate onto the PX3TS.

Note: If you are using a certificate that is part of a chain of certificates, each part of the chain is signed
during the validation process. You can upload active and pending certificates and private keys saved in
PEM format on a flash drive.

» A CSR is not required in either scenario below:
e Make the PX3TS create a self-signed certificate.
e Appropriate, valid certificate and key files are already available, and you only need to import them.

Creating a TLS Certificate or CSR

Follow this procedure to create the CSR.
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» To create a CSR:

1. Choose Device Settings > Security > TLS Certificate.
2. Inthe New CSR section, provide the information requested.

e Subject:
Field Description
Country The country where your company is located. Use the standard ISO country code, which

comprises two uppercase letters. For a list of ISO codes, google ISO 3166 country codes.
State or province | The full name of the state or province where your company is located.
Locality The city where your company is located.
Organization The registered name of your company.
Organizational unit The name of your department.
Common name The fully qualified domain name (FQDN) of your PX3TS.

Email address An email address where you or another administrative user can be reached.

Warning: If you generate a CSR without values entered in the required fields, you cannot obtain third-
party certificates.

e Subject Alternative Names:

If you want a certificate to secure multiple hosts across different domains or subdomains, you can
add additional DNS host names or IP addresses of the wanted hosts to this CSR so that a single
certificate will be valid for all of them.

Click Add Name when there are more than one additional hosts to add.

= Examples of subject alternative names: support.raritan.com, help.raritan.com, help.raritan.net,
and 192.168.77.50.

e Key Creation Parameters:
Field Description

Key Type/Key Length  Key type RSA requires you to select Key Length:
e 2048 bits
e 3072 bits

Key Type/Elliptic Curve ' Key type ECDSA requires you to select the elliptic curve:
e NIST-P-256
e NIST P-384
e NIST P-521

Self-sign For requesting a certificate signed by the CA, ensure this checkbox is NOT selected.
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Field Description

Challenge, Type a password. The password is used to protect the certificate or CSR. The value

Confirm challenge should be 4 to 64 characters long. Case sensitive.

1. Click Create CSR to create both the CSR and private key. This may take several minutes to complete.
2. Click Download Certificate Signing Request to download the CSR to your computer.
a. You are prompted to open or save the file. Click Save to save it onto your computer.
Submit it to a CA to obtain the digital certificate.

If the CSR contains incorrect data, click Delete Certificate Signing Request to remove it, and then
repeat the above steps to re-create it.

1. To store the newly-created private key on your computer, click Download Key in the New TLS
Certificate or CSR section.

Note: The Download Key button in the Active TLS Certificate section is for downloading the private key of
the currently-installed certificate rather than the newly-created one.

* You are prompted to open or save the file. Click Save to save it onto your computer.
Installing a CA-Signed Certificate

To get a certificate from a certificate authority (CA), first create a CSR and send it to the CA. See Creating
a TLS Certificate or CSR (on page 286).

After receiving the CA-signed certificate, install it onto the PX3TS.
» To install the CA-signed certificate:

Choose Device Settings > Security > TLS Certificate.
Click Browse to navigate to the CA-signed certificate file in the New TLS Certificate or CSR section.
Click Upload to upload the certificate.

Ll S

Once complete, do the following:
a. Double check the data shown in the New TLS Certificate or CSR section.
b. If correct, click "Install Key and Certificate" to install the CA-signed certificate and private key.

Tip: To verify whether the certificate has been installed successfully, check the data shown in the
Active TLS Certificate section.

If incorrect, click "Delete Key and Certificate" to remove the CA-signed certificate and private key,
and then repeat the above steps to re-create them.

5. (Optional) To download the CA-signed certificate and/or private key, click Download Certificate or
Download Key in the New TLS Certificate section.

® You are prompted to open or save the file. Click Save to save it onto your computer.
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Note: The Download Key button in the Active TLS Certificate section is for downloading the private
key of the currently-installed certificate rather than the newly-created one.

6. To verify whether the certificate has been installed successfully, check the data shown in the Active
TLS Certificate section.

Creating a Self-Signed Certificate

When appropriate certificate and key files for PX3TS are unavailable, the alternative, other than
submitting a CSR to the CA, is to generate a self-signed certificate.

» To create and install a self-signed certificate:

1. Choose Device Settings > Security > TLS Certificate.

2. Enter information.

Field

Country

State or province
Locality
Organization
Organizational unit
Common name
Email address

Generate Key in Secure
Element

Key Type/Key Length

Key Type/Elliptic Curve

Self-sign

Validity in days
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Description

The country where your company is located. Use the standard ISO country code,
which comprises two uppercase letters. For a list of ISO codes, google ISO 3166
country codes.

The full name of the state or province where your company is located.

The city where your company is located.

The registered name of your company.

The name of your department.

The fully qualified domain name (FQDN) of your PX3TS.

An email address where you or another administrative user can be reached.

e This field appears for supported hardware only. Select this checkbox to allow
the key to be generated within the Secure Element of the controller.

Key type RSA requires you to select Key Length:
e 2048 bits
e 3072 bits

Key type ECDSA requires you to select the elliptic curve:
e NIST-P-256
e NIST P-384
e NIST P-521

Ensure this checkbox is selected, which indicates that you are creating a self-signed
certificate.

This field appears after the Self-sign checkbox is selected.

Type the number of days for which the self-signed certificate will be valid.
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A password is not required for a self-signed certificate so the Challenge and Confirm Challenge fields
disappear.
3. Click Create Self-Signed Certificate to create both the self-signed certificate and private key. This may
take several minutes to complete and saved.
4. Once complete, do the following:
a. Double check the data shown in the New TLS Certificate or CSR section.

b. If correct, click "Install Key and Certificate" to install the self-signed certificate and private key.

Tip: To verify whether the certificate has been installed successfully, check the data shown in the
Active TLS Certificate section.

If incorrect, click "Delete Key and Certificate" to remove the self-signed certificate and private key,
and then repeat the above steps to re-create them.

5. (Optional) To download the self-signed certificate and/or private key, click Download Certificate or
Download Key in the New TLS Certificate section.

® You are prompted to open or save the file. Click Save to save it onto your computer.

Note: The Download Key button in the Active TLS Certificate section is for downloading the private
key of the currently-installed certificate rather than the newly-created one.

Installing or Downloading Existing Certificate and Key

You can download the already-installed certificate and private key from any PX3TS for backup or file
transfer. For example, you can install the files onto a replacement PX3TS, add the certificate to your

browser and so on.

If valid certificate and private key files are already available, you can install them on the PX3TS without
going through the process of creating a CSR or a self-signed certificate.

Note: If you are using a certificate that is part of a chain of certificates, each part of the chain is signed
during the validation process.

» To download active key and certificate files from PX3TS:

1. Choose Device Settings > Security > TLS Certificate.
2. Inthe Active TLS Certificate section, click Download Key and Download Certificate respectively.

Note: The Download Key button in the New TLS Certificate section, if present, is for downloading the
newly-created private key rather than the one of the currently-installed certificate.

3. You are prompted to open or save the file. Click Save to save it onto your computer.
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» To install available key and certificate files onto PX3TS:

Choose Device Settings > Security > TLS Certificate.
Select the "Upload key and certificate" checkbox at the bottom of the page.

The 'Key File' and 'Certificate file' buttons appear. Click each button to select the key and/or
certificate file.

4. Click Upload. The selected files are installed.

5. To verify whether the certificate has been installed successfully, check the data shown in the Active
TLS Certificate section.

Setting Up External Authentication

Important: Make sure your network infrastructure uses TLS rather than SSL.

PX3TS supports the following authentication mechanisms:

e Local user database

e LDAP
e RADIUS
o TACACS+

Local authentication is the default method. If you use this method, you only need to create user
accounts. See User Management (on page 237).

If you prefer external authentication, you must provide information about the external Authentication
and Authorization (AA) server.

If both local and external authentication is needed, create user accounts on the PX3TS in addition to
providing the external AA server data.

When configured for external authentication, all users must have an account on the external AA server.
Local-authentication-only users will have no access to the PX3TS except for the admin, who always can
access.

If the external authentication fails, an "Authentication failed" message is displayed. Details regarding
the authentication failure are available in the event log.

You must have the "Change Authentication Settings" permission to configure or modify the
authentication settings.

Adding LDAP/LDAPS Servers

To use LDAP authentication, enable it in the Device Settings > Authentication page, and enter the
information about the LDAP server in the LDAP page.

Note: If the PX3TS clock and the LDAP server clock are out of sync, the installed TLS certificates, if any,
may be considered expired. To ensure proper synchronization, administrators should configure the
PX3TS and the LDAP server to use the same NTP server(s).
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» To add LDAP/LDAPS servers:

1. Choose Device Settings > Security > LDAP.
2. Click New.
3. Enter information.

Field/setting Description
IP address / The IP address or hostname of your LDAP/LDAPS server.
hostname

e Without the encryption enabled, you can type either the domain name or IP address
in this field, but you must type the fully qualified domain name if the encryption is
enabled.

Copy settings from | This checkbox appears only when there are existing AA server settings on the PX3TS. To

existing LDAP duplicate any existing AA server's settings, refer to the duplicating procedure below.
server

Type of LDAP Choose one of the following options:

server e OpenLDAP

® Microsoft Active Directory.

Security Determine whether you would like to use Transport Layer Security (TLS) encryption, which
allows the PX3TS to communicate securely with the LDAPS server.

Three options are available:

e StartTLS

® TLS

® None
Port (None/ e The default Port is 389. Either use the standard LDAP TCP port or specify another port.
StartTLS)
Port (TLS) Configurable only when "TLS" is selected in the Security field.

The default is 636. Either use the default port or specify another one.

Enable verification ' Select this checkbox if it is required to validate the LDAP server's certificate by the PX3TS
of LDAP server prior to the connection.

certificate If the certificate validation fails, the connection is refused.

CA certificate Consult your AA server administrator to get the CA certificate file for the LDAPS server.
Click Browse to select and install the certificate file.
e Click Show to view the installed certificate's content.

e Click Remove to delete the installed certificate if it is inappropriate.

Note: If the required certificate file is a chain of certificates, and you are not
sure about the requirements of a certificate chain, see TLS Certificate Chain.

Allow expired and e Select this checkbox to make the authentication succeed regardless of the certificate's
not yet valid validity period.
certificates o After deselecting this checkbox, the authentication fails whenever any certificate in

the selected certificate chain is outdated or not valid yet.

Raritan.

292 i brand of Dlegeand



Field/setting

Anonymous bind

Bind DN

Bind password,

Confirm bind
password

Base DN for search

Login Name
Attribute

User entry object
class

User search
subfilter

Group lookup
using memberOf
attribute

Group member
attribute

Support nested
groups
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Description

Use this checkbox to enable or disable anonymous bind.
® To use anonymous bind, select this checkbox.
* When a Bind DN and password are required to bind to the external LDAP/LDAPS
server, deselect this checkbox.
Required after deselecting the Anonymous Bind checkbox.

Distinguished Name (DN) of the user who is permitted to search the LDAP directory in the
defined search base.

Required after deselecting the Anonymous Bind checkbox.

Enter the Bind password.

Distinguished Name (DN) of the search base, which is the starting point of the LDAP
search.

e Example: ou=dev, dc=example, dc=com

The attribute of the LDAP user class which denotes the login name.

e Usuallyitistheuid.

The object class for user entries.

e Usuallyitis inetOrgPerson.

Search criteria for finding LDAP user objects within the directory tree.

e Select this checkbox to determine group membership by consulting the user's
memberOf attribute(s).

e Deselect this checkbox to determine group membership by doing a non-recursive
search for groups containing the user's DN as member.
e Required only when "Group lookup using memberOf attribute" is not selected.

e Required for OpenLDAP only.

e Select this checkbox to support the Active Directory LDAP nested groups.

e Deselect this checkbox means no support.
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Field/setting Description

Group entry object = ® Required only when "Group lookup using memberOf attribute" is not selected.

class e Required for OpenLDAP only.
Group search e Required only when "Group lookup using memberOf attribute" is not selected.
subfilter e Required for OpenLDAP only.

Active Directory The name of the Active Directory Domain.

domain .
e Example: testradius.com

4. Click Add Server. The new LDAP server is listed. To verify, click Test Connection to check whether the
PX3TS can connect to the new server successfully.
To add more servers, repeat the same steps.
In the LDAP page, use the arrow buttons to arrange the servers in the order they should be
accessed, then click Save.

7. Make sure LDAP is enabled: Go to Device Settings > Security > Authentication, and select LDAP as
the Authentication Type.

Authentication

» To duplicate LDAP/LDAPS server settings:

If you have added any LDAP/LDAPS server to the PX3TS, and the server you will add shares identical
settings with an existing one, the most convenient way is to duplicate that LDAP/LDAPS server's data
and then revise the IP address/host name.

Choose Device Settings > Security > LDAP, then click New.
Select the "Copy settings from existing LDAP server" checkbox.
Select the LDAP/LDAPS server whose settings you want to copy.
Modify the IP Address/Hostname field.

Click Add Server.

vk W R

Adding Radius Servers

To use Radius authentication, enable it and enter the information you have gathered.

Note: The RADIUS NAS Identifier is "DPC PDU SN:<device serial number>".
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» To add Radius servers:

1. Choose Device Settings > Security > RADIUS.
2. Click New.
3. Enter information.

Field/setting Description
IP address / hostname The IP address or hostname of your Radius server.

Type of RADIUS Select an authentication protocol.
authentication e PAP (Password Authentication Protocol)

e CHAP (Challenge Handshake Authentication Protocol)

e MS-CHAPv2 (Microsoft Challenge Handshake Authentication Protocol)

CHAP is generally considered more secure because the user name and password
are encrypted, while in PAP they are transmitted in the clear.

MS-CHAPvV2 provides stronger security than the above two. Selecting this option
will support both MS-CHAPv1 and MS-CHAPv2.

Note: All authentication methods are insecure. It is strongly recommended
to use RADIUS only in a secure networking environment. A warning
displays for all methods.

Authentication port,  The defaults are standard ports -- 1812 and 1813.

Accounting port To use non-standard ports, type a new port number.

Accounting Enabled? | Default is enabled.
Accounting allows you to log activity executed on the RADIUS server.
When RADIUS accounting is enabled and the RADIUS server does not support
accounting, then authentication will fail.

Timeout This sets the maximum amount of time to establish contact with the Radius server
before timing out.

Type the timeout period in seconds.
Retries Type the number of retries.

Shared secret, The shared secret is necessary to protect communication with the Radius server.

Confirm shared secret

To verify settings, click Test Connection to check if you can connect to the new server successfully.
Click Add Server. The new Radius server is listed on the RADIUS page.
To add more servers, repeat the same steps.

N o v e

In the RADIUS page, use the arrow buttons to arrange the servers in the order they should be
accessed, then click Save.

8. Make sure RADIUS is enabled: Go to Device Settings > Security > Authentication, and select RADIUS
as the Authentication Type.

Raritan.

A brand of O fpgrarsd

295



Authenticalicn Bype Lo v

Adding TACACS+ Servers

To use TACACS+ authentication, add the server information and enable TACACS+.

Note: You need to create a new custom service attribute called Xerus on the
TACACS+ server. This attribute value will match the role name (case sensitive) on
the PX3TS. In the authorization request to the TACACS+ server, the PX3TS will
send a request for Xerus as a custom service attribute. TACACS+ server then
returns the roles of the authenticated user in the Xerus: roles attribute. Returning
multiple roles separated by a slash, for example, rolel/role2, is supported. See
Cisco ISE Xerus TACACS+ Authentication (on page 660) for configuration.

» To add TACACS+ servers:

1. Choose Device Settings > Security > TACACS+.
2. Click New.
3. Enter information.

Field/setting Description
IP address / hostname The IP address or hostname of your TACACS+ server.

Type of TACACS+ Select an authentication protocol.
authentication ASCII

[ ]

e PAP (Password Authentication Protocol)

e CHAP (Challenge Handshake Authentication Protocol)

e MS-CHAP (Microsoft Challenge Handshake Authentication Protocol)

CHAP is generally considered more secure because the user name and password
are encrypted, while in PAP they are transmitted in the clear.

MS-CHAP provides stronger security than the other options.

Note: All authentication methods are insecure. It is strongly recommended
to use TACACS+ only in a secure networking environment. A warning
displays for all methods.

Port The default port is 49

To use non-standard port, type a new port number.

Enable Accounting? Default is enabled.

Accounting allows you to log activity executed on the TACACS+ server.
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Field/setting Description

Timeout Default is 10 seconds.
Maximum amount of time to establish contact with the server before timing out.

Enter the timeout period in seconds.

Retries Default is 3.

Enter the number of retries.

Shared secret, The shared secret is necessary to protect communication with the server.
Confirm shared secret

Click Add Server or Test Connection to verify the settings.
To add more servers, repeat the same steps.

In the TACACS+ page, use the arrow buttons to arrange the servers in the order they should be
accessed, then click Save.

4. To begin using the configuration, make sure TACACS+ is enabled: Go to Device Settings > Security >
Authentication, and select TACACS+ as the Authentication Type.

Authentication

Configuring Login Settings

Choose Device Settings > Security > Login Settings to open the Login Settings page, where you can:

e Configure the user blocking feature.

Note: The user blocking function applies only to local authentication instead of external
authentication through AA servers.

e Determine the timeout period for any inactive user.

e Prevent simultaneous logins using the same login name.
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» To configure user blocking:

1. To enable the user blocking feature, select the 'Block user on login failure' checkbox.
2. Inthe 'Block timeout' field, select a time option. This setting determines how long the user is
blocked.
¢ If you type a value, the value must be followed by a time unit, such as '4 min.'
3. Inthe 'Maximum number of failed logins' field, type a number. This is the maximum number of login
failures the user is permitted before the user is blocked from accessing the PX3TS.

4. Timeout for Failed Login Attempts: select a time option after which a failed attempt no longer
counts against the user. For example, if "Maximum number of failed logins" is 3, but the "Timeout
for Failed Login Attempts" has passed since the last failed attempt, the counter of failed logins
restarts.

5. Click Save.

Tip: If any user blocking event occurs, you can unblock that user manually by using the "unblock" CLI
command over a local connection. See Unblocking a User.

» To set limitations for login timeout and use of identical login names:

v
1. Inthe "Idle timeout period" field, type a value or click to select a time option. This setting

determines how long users are permitted to stay idle before being forced to log out.

¢ If you type a value, the value must be followed by a time unit, such as '4 min.' See Time Units (on
page 162).

¢ Keep the idle timeout to 20 minutes or less if possible. This reduces the number of idle sessions
connected, and the number of simultaneous commands sent to the PX3TS.

2. Select the 'Prevent concurrent login with same username' checkbox to prevent multiple users from
using the same login name simultaneously.

3. Click Save.

Configuring Password Policy

Choose Device Settings > Security > Password Policy to open the Password Policy page, where you can:

e Force users to use strong passwords.

e Force users to change passwords at a regular interval -- that is, password aging.
» To configure password aging:

1. Select the 'Enabled' checkbox of Password Aging.

2. Inthe 'Password aging interval' field, type a value or select a time option. This setting determines
how often users are requested to change their passwords.

e If you type a value, the value must be followed by a time unit, such as '10 d.'
3. Click Save.
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» To force users to create strong passwords:

1. Select the 'Enabled' checkbox of Strong Passwords to activate the strong password feature. The
following are the default settings:

Minimum length = 8 characters
Maximum length =32 characters
At least one lowercase character = Required

At least one uppercase character = Required

At least one numeric character = Required

At least one special character = Required
Number of forbidden previous passwords =5

2. Make changes to the default settings as needed.
3. Click Save.

Enabling the Restricted Service Agreement

The restricted service agreement feature, if enabled, forces users to read a security agreement when
they log in to the PX3TS. Users must accept the agreement, or they cannot log in. You can configure an
event notifying you if a user has accepted or declined the agreement.

» To enable the service agreement:

1. Click Device Settings > Security > Service Agreement.
2. Select the 'Enforce restricted service agreement' checkbox.
3. Edit or paste the content as needed.

e A maximum of 10,000 characters can be entered.

4. Click Save.
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» Login manner after enabling the service agreement:

After the Restricted Service Agreement feature is enabled, the agreement's content is displayed on the
login screen.

Iy authorized by management ane
i i monitored and logged.
There is no [PIVRRCY D this yalem. Linauthorized
access and sctivitios or any ¢ iménal act ivity will ba
meporied to appropri

H 1 understand and accept the restricled senvice

agreament

To log in when a restricted service agreement appears:

¢ Inthe web interface, select the checkbox labeled "l understand and accept the restricted service
agreement."

e Inthe CLI, type y when the confirmation message "l understand and accept the restricted service
agreement" is displayed.

Setting the Date and Time

Set the internal clock manually, or link to a Network Time Protocol (NTP) server.

PX3TS follows the NTP server sanity check per the IETF RFC.

Note: If you are using Sunbird's” Power IQ°, you must configure Power IQ and the PX3TS to have the
same date/time or NTP settings.

» To set the date and time:

Choose Device Settings > Date/Time.
Click the 'Time zone' field to select your time zone from the list.

If the daylight saving time applies to your time zone, verify the 'Automatic daylight saving time
adjustment' checkbox is selected.

4. Select the method for setting the date and time. Choose settings and click Save.

Customize the date and time
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Select 'User specified time'.

Enter the date or click the calendar icon to select a date.
Click 12H/24H button to toggle time formats.

Click the AM/PM button to toggle.

Enter the time or click the arrows to set it.

Date (M/D/YYYY) WTi20N

Time (hhimm;ss) 2 8 18 § 23 AM m

<

Use the NTP server

Select "Synchronize with NTP server."

The DHCP-assigned NTP servers are available when DHCP is enabled. The IP

address appears as Active NTP Server. To use this server, leave the primary and

secondary server fields blank.

To specify NTP servers, enter the primary NTP server in the "First time server"

field. A secondary NTP server is optional.
Click Check NTP Servers to verify accessibility.

First time server 192.168.56.69
Second time server

Check NTP Servers
Active NTP servers 192.168.56.69
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Windows NTP Server Synchronization Solution

The NTP client on the PX3TS follows the NTP RFC so the PX3TS rejects any NTP servers whose root
dispersion is more than one second. An NTP server with a dispersion of more than one second is
considered an inaccurate NTP server by the PX3TS.

Note: For information on NTP RFC, visit http://tools.ietf.org/htmi/rfc4330 - http://tools.ietf.org/html/
rfc4330 to refer to section 5.

Windows NTP servers may have a root dispersion of more than one second, and therefore cannot
synchronize with the PX3TS. When the NTP synchronization issue occurs, change the dispersion settings
to resolve it.

» To change the Windows NTP's root dispersion settings:

1. Access the registry settings associated with the root dispersion on the Windows NTP server.
HKEY _LOCAL_MACHINE|SYSTEM|CurrentControlSet|Services|W32Time|Config
2. AnnounceFlags must be set to 0x05 or 0x06.

e 0x05 = 0x01 (Always time server) and 0x04 (Always reliable time server)

e 0x06 = 0x02 (Automatic time server) and 0x04 (Always reliable time server)

Note: Do NOT use 0x08 (Automatic reliable time server) because its dispersion starts at a high value
and then gradually decreases to one second or lower.

3. LocalClockDispersion must be set to 0.

Door Access

SmartLock enabled cabinets integrated with PowerlQ or other third party systems authorize door access
remotely. In the event that the remote authorization is not accessible, local rules can be configured as
an alternative or in addition to PIQ rules.

A door access rule can contain the following components:

e Selected door locks: must be configured in advance.
e Authorization via card: specify which card ID and card reader must be used
e Authorization via keypad: specify the PIN and keypad that must be used

e Two-factor authorization: a timeout that requires both card and keypad conditions to be met. For
example: when a certain card is inserted, the correct PIN must be entered in the next 10 seconds.

e Absolute time conditions: grant access for a specific date and time

e Periodic time conditions: grant access on certain days of the week and certain times

Note: In one access rule you can set 2 card IDs as 2-factor authorization.
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» To create a door access rule:

Choose Device Settings > Door Access.
Click New Access Rule.

Door Access Rules + Mew Access Rule
Mo Access Rules Available
3. The New Door Access Rule page opens. Enter a name for the rule. 128 characters maximum.

4. Select the door locks this rule applies to in the Available Door Handle Locks list. Each selected door
lock appears in the Selected Locks section.

Mew Door Access Rule

Marme Arcecs Rule 1

Door Lock Information

Selected Locks Mty PDU (1) Door Lock 1 3 My PDU (1) Door Lock 2 3
oraidable Locks — Select an e - ¥
Select Al Deselect &)

5. To allow authorization via card reader, select the Card Access checkbox, then select the correct Card
Reader and click Read Card to retrieve the Card ID. Card IDs are hidden for security. Click the eyeball
icon to reveal and verify the Card ID.

Authorization via Card

Card Access |2|
Card Reader — Select a Card Reader - L 4
Card ID &

Raritan.

Abrand of O begeand 303



6. To allow Authorization via Keypad, select the Keypad Access checkbox, then select the correct
keypad and enter the PIN. PINs are hidden for security. Click the eyeball icon to reveal and verify the
PIN. PIN length varies by keypad, and a minimum PIN length of 4 is required.

Authorization via Keypad

Keypad Access 4
Keypad - Select a Keypad - r
PIN &

7. When both Card and Keypad authorization are required, the Two-Factor Configuration controls are
required. Enter a Timeout in seconds during which both Card and Keypad authorization must occur.

Two-Factor Configuration

=
i
@

8. To allow authorization with an Absolute Time Condition, select the Absolute Time checkbox, then
use the calendar tool to set the start and end dates, and the clock tools to set the start and end
times during which access is granted. Note: Click the 12H/24H icon to toggle between clock styles.

9. To allow authorization with a Periodic Time Condition, select the Periodic Time checkbox, then
select the Days of Week and range of hours on which access is granted. Note: Click the 12H/24H icon
to toggle between clock styles.
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10. Click Create to save the rule. All rules appear on the main Door Access Rule page.

Event Rules and Actions

Create event rules and actions to notify you of or react to a change in conditions.

An event rule consists of two parts:

e Event: This is the situation where the PX3TS or a device connected to it meets a certain condition.
For example, the inlet's voltage reaches the warning level.

e Action: This is the response to the event. For example, the system administrator is notified of the
event via email.

Some actions can be scheduled at regular intervals instead of occurring in reaction to an event. For
example, you can schedule the emailing of the temperature report every hour.

You must have the Administrator Privileges to configure event rules.
» To create an event rule:

Choose Device Settings > Event Rules.
If the needed action is not available yet, click New Action to create it.
a. Assign a name to this action.
b. Select the desired action and configure it as needed.
C. Click Create.
3. Click New Rule to create a new rule.
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Assign a name to this rule.

Make sure the Enabled checkbox is selected, to make the new rule active.

In the Event field, select the event to react to.

In the 'Available actions' field, select the desired action(s) to respond to the selected event.
Click Create.

(L I

» To create a scheduled action:

1. Click New Scheduled Action to schedule the desired action.
a. Assign a name to this scheduled action.
Make sure the Enabled checkbox is selected to make the scheduled action active.
Set the interval time, which ranges from every minute to yearly.
In the 'Available actions' field, select the desired action(s).
Click Create.

® a0 T

Built-in Rules and Rule Configuration
There are several built-in event rules, which cannot be deleted. If the built-in event rules do not satisfy
your needs, create new rules.

» Built-in rules:

e System Event Log Rule:

This causes ANY event occurred to the PX3TS to be recorded in the internal log. It is enabled by
default.

Note: Default log messages are generated for each event.

e System SNMP Notification Rule:

This causes SNMP traps or informs to be sent to specified IP addresses or hosts when ANY event
occurs to the PX3TS. It is disabled by default.

e System Tamper Detection Alarmed:

This causes alarm notifications if a connected tamper sensor is detected to be in an alarmed state. It
is enabled by default.

e System Tamper Detection Unavailable:

This causes alarm notifications if a previously available tamper sensor is not detected. It is enabled by
default.
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» Event rule configuration illustration:

=

Choose Device Settings > Event Rules > New Rule.

N

Click the Event field to select an event type.
e <Any sub-event> means all events shown on the list.

e <Any Numeric Sensor> means all numeric sensors, including internal and environmental sensors.
<Any Numeric Sensor> is especially useful if you want to receive the notifications when any
numeric sensor's readings pass through a specific threshold.

3. Inthis example, the Peripheral Device Slot is selected, which is related to the environmental sensor
packages. Then a sensor ID field for this event type appears. Click this additional field to specify
which sensor should be the subject of this event.

4. Inthis example, sensor ID 3 (Slot 3) is selected, which is a temperature sensor. Then a new field for
this sensor appears. Click this field to specify the type of event(s) you want.

5. In this example, Numeric Sensor is selected because we want to select numeric-sensor-related
event(s). Then a field for numeric-sensor-related events appears. Click this field to select one of the
numeric-sensor-related events from the list.

6. In this example, 'Above upper critical threshold' is selected because we want the PX3TS to react only
when the selected temperature sensor's reading enters the upper critical range. A "Trigger
condition" field appears, requiring you to define the "exact" condition related to the "upper critical"
event.

7. Select the desired radio button to finish the event configuration. Refer to the following table for
different types of radio buttons.

e See Sample Event Rules (on page 352).

8. Add and/or remove actions to configure the rule. Select actions from the 'Available actions' list to
create the Select actions list.

Selected actions System Event Log Action X System SNMP Notificetion Action X System Tamper Alarm 3

Available ncticna Select an iferr ¥

» Radio buttons for different events:

Some events require you to configure the "Trigger condition".
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Event types

Numeric sensor
threshold-crossing
events, or the
occurrence of the
selected event --
true or false

State sensor state
change

Sensor availability

Network interface
link state

Function enabled
or disabled

Restricted service
agreement

Radio buttons

Asserted: action occurs only when the selected event
occurs. That is, the status of the event transits from FALSE
to TRUE.

Deasserted: action occurs only when the selected event
disappears or stops. That is, the status of the selected event
transits from TRUE to FALSE.

Both: action occurs both when the event occurs (asserts)
and when the event stops/disappears (deasserts).

Alarmed/Open/On: action occurs only when the chosen
sensor enters the alarmed, open or on state.

No longer alarmed/Closed/Off: action occurs only when the
chosen sensor returns to the normal, closed, or off state.

Both: action occurs whenever the chosen sensor switches
its state.

Unavailable: action occurs only when the chosen sensor is
NOT detected and becomes unavailable.

Available: action occurs only when the chosen sensor is
detected and becomes available.

Both: action occurs both when the chosen sensor becomes
unavailable or available.

Link state is up: action occurs only when the network link
state changes from down to up.

Link state is down: action occurs only when the network
link state changes from up to down.

Both: action occurs whenever the network link state
changes.

Enabled: action occurs only when the chosen function is
enabled.

Disabled: action occurs only when the chosen function is
disabled.

Both: action occurs when the chosen function is either
enabled or disabled.

Accepted: action occurs only when the specified user
accepts the restricted service agreement.

Declined: action occurs only when the specified user rejects
the restricted service agreement.

Both: action occurs both when the specified user accepts or
rejects the restricted service agreement.
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Event types Radio buttons

Server monitoring  ®
event

Server reachability ®

Device connection | ®
or disconnection,

Monitoring started: action occurs only when the
monitoring of any specified server starts.

Monitoring stopped: action occurs only when the

monitoring of any specified server stops.

Both: action occurs when the monitoring of any specified

server starts or stops.

Unreachable: action occurs only when any specified server

becomes inaccessible.

Reachable: action occurs only when any specified server

becomes accessible.

Both: action occurs when any specified server becomes

either inaccessible or accessible.

Connected: action occurs only when the selected device is

physically connected to it.

such as a e Disconnected: action occurs only when the selected device
LJSE—cascaded is physically disconnected from it.
evice
e Both: action occurs both when the selected device is
physically connected to it and when it is disconnected.
+12V Supply 1 Available radio buttons include "Fault," "OK" and "Both."
Status

Fault: action occurs only when the selected 12V power

supply to the controller enters the fault state.

OK: action occurs only when the selected 12V power supply

to the controller enters the OK state.

Both: action occurs whenever the selected 12 power

supply's status changes.

Xerus Default Log Messages for All Products

Listed here are all default messages for all Xerus events, including all supported products. Not all
products support all events, and events are marked here with the supported model type.
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. Default message on event Model
Event/context Default message on event assertion . &
deassetion Type

le:jz ':lxiZifieor:ent g Blade extension overflow occurred on strip Blade extension overflow cleared for

[AMSNUMBER] ('[AMSNAME]'). strip [AMSNUMBER] ('[AMSNAME]').
Overflow
é;::)gﬂig?:g:g:;p Composition changed on composite asset
Composition Changed strip [AMSNUMBER] ('[AMSNAMEL]'").
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Asset Management >
Device Config Changed

Config parameter '[CONFIGPARAM]' of asset
strip [AMSNUMBER] ('[AMSNAME]') changed
to '[CONFIGVALUE]' by user '[USERNAME]".

Asset Management >
Firmware Update

Firmware update for asset strip
[AMSNUMBER] ('[AMSNAME]'): status
changed to '[AMSSTATE]'".

Asset Management >
Rack Unit > Blade
Extension Connected

Blade extension with ID '[AMSTAGID]'
connected at rack unit
[AMSRACKUNITPOSITION] of asset strip
[AMSNUMBER] ('[AMSNAMET]').

Blade extension with ID
'[AMSTAGID]' disconnected at rack
unit [AMSRACKUNITPOSITION] of
asset strip [AMSNUMBER]
('[AMSNAME]').

Asset Management >
Rack Unit > Tag
Connected

Asset tag with ID '[AMSTAGID]' connected at
rack unit [AMSRACKUNITPOSITION], slot
[AMSBLADESLOTPOSITION] of asset strip
[AMSNUMBER] ('[AMSNAMET]').

Asset tag with ID '[AMSTAGID]'
disconnected at rack unit
[AMSRACKUNITPOSITION], slot
[AMSBLADESLOTPOSITION] of asset
strip [AMSNUMBER] ('[AMSNAME]').

Asset Management >
Rack Unit Config
Changed

Config of rack unit [AMSRACKUNITPOSITION]
of asset strip [AMSNUMBER] ('[AMSNAME]'")
changed by user '[USERNAME]' to: Name
'[AMSRACKUNITNAME]', LED Operation Mode
'[AMSLEDOPMODE]', LED Color
'[AMSLEDCOLOR]', LED Mode
'[AMSLEDMODE]'

Asset Management >
State

State of asset strip [AMSNUMBER]
('lTAMSNAME]') changed to '[AMSSTATE]'.

Card Reader
Management > Card
Reader > Card inserted

Card of type '[SMARTCARDTYPE]' inserted at
Card Reader
'[FORMATTEDCARDREADERPATH]'.

Card Reader
Management > Card
Reader > Card removed

Card of type '[SMARTCARDTYPE]' removed at
Card Reader
'[FORMATTEDCARDREADERPATH]'.

Card Reader
Management > Card
Reader attached

Card Reader
'[FORMATTEDCARDREADERPATH]' connected.

Card Reader
Management > Card
Reader detached

Card Reader
'[FORMATTEDCARDREADERPATH]'
disconnected.

Card Reader
Management > Card
Reader settings
changed

Settings with name '[CARDREADERNAME]'
and description '[CARDREADERDESCRIPTION]'
set at Card Reader
'[FORMATTEDCARDREADERPATH]' by user
'[USERNAME]' from host '[USERIP]".

Device > Event log
cleared

Event log cleared by user '[USERNAME]' from
host '[USERIP]'.
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Device > Bulk
configuration copied

[LINKIDTAG]Bulk configuration copied by user
'[USERNAME]' from host '[USERIP]'.

Device > Bulk
configuration saved

[LINKIDTAG]Bulk configuration saved by user
'[USERNAME]' from host '[USERIP]'.

Device > Device clock
changed

The device clock was changed from
[OLDDATETIME] to [DATETIME].

Device > Data push
failed

Data push to URL [DATAPUSHURL] failed.
[ERRORDESC]

Device > Device settings
restored

[LINKIDTAG]Device settings restored by user
'[USERNAME]' from host '[USERIP]'.

Device > Device settings
saved

[LINKIDTAG]Device settings saved by user
'[USERNAME]' from host '[USERIP]'.

Device > Firmware
update completed

[LINKIDTAG]Firmware upgraded successfully
from version '[OLDVERSION]' to version
'[VERSION]' by user '[USERNAME]' from host
'[USERIP]".

Device > Firmware
update failed

[LINKIDTAG]Firmware upgrade failed from
version '[OLDVERSION]' to version '[VERSION]'
by user '[USERNAME]' from host '[USERIP]'.

Device > Firmware
update started

[LINKIDTAG]Firmware upgrade started from
version '[OLDVERSION]' to version '[VERSION]'
by user '[USERNAME]' from host '[USERIP]'.

Device > Firmware
validation failed

[LINKIDTAG]Firmware validation failed by user
'[USERNAME]' from host '[USERIP]".

Device > Hardware
failure present

[LINKIDTAG]Failure '[FAILURETYPESTR]'
asserted for component '[COMPONENTID]'.

[LINKIDTAG]Failure
'[FAILURETYPESTR]' deasserted for
component '[COMPONENTID]".

Device > Device
identification changed

Config parameter '[CONFIGPARAM]' changed
to '[CONFIGVALUE]' by user '[USERNAME]'
from host '[USERIP]".

Device > An LDAP error
occurred

An LDAP error occurred: [ERRORDESC].

Device > Network
interface link state is up

The [IFNAME] network interface link is now
up.

The [IFNAME] network interface link
is now down.

Device > Peripheral
Device Firmware
Update

Firmware update for peripheral device
[EXTSENSORSERIAL] from [OLDVERSION] to
[VERSION] [SENSORSTATENAME].

Device > A Radius error
occurred
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A Radius error occurred: [ERRORDESC].
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Device > Raw
configuration
downloaded

[LINKIDTAG]Raw configuration downloaded by
user '[USERNAME]' from host '[USERIP]'.

Device > Raw
configuration updated

[LINKIDTAG]Raw configuration updated by
user '[USERNAME]' from host '[USERIP]".

Device > Sending SMS
message failed

Sending SMS message to '[PHONENUMBER]'
failed. [ERRORDESC]

Device > Sending SMTP
message failed

Sending SMTP message to '[SMTPRECIPIENTS]'
using server '[SMTPSERVER]' failed.
[ERRORDESC]

Device > Sending SNMP
inform failed or no
response

Sending SNMP inform to manager
[SNMPMANAGER]:[SNMPMANAGERPORT]
failed or no response. [ERRORDESC]

Device > Sending Syslog
message failed

Sending Syslog message to server
[SYSLOGSERVER]:[SYSLOGPORT]
(ISYSLOGTRANSPORTPROTO]) failed.
[ERRORDESC]

Device > System reset

[LINKIDTAG]System reset performed by user
'[USERNAME]' from host '[USERIP]".

Device > System started

[LINKIDTAG]System started.

Device > A TACACS+
error occurred

A TACACS+ error occurred: [ERRORDESC].

Device > Unknown
peripheral device
attached

An unknown peripheral device with rom code
'[ROMCODE]' was attached at position
'[PERIPHDEVPOSITION]'".

Device > Expansion unit
connected

Expansion unit connected.

Expansion unit disconnected.

Device > Wired network
authentication result

The network authentication on interface
[IFNAME] [NETAUTHRESULTSTR].

Door Access Control >
Door access denied

Door access was denied:
[DOORACCESSDENIALREASON]

Door Access Control >
Door access granted

Door access was granted, rule
'[DOORACCESSRULENAME]'
(IDOORACCESSRULEID])

Door Access Control >
Door access rule added

Door access rule '[DOORACCESSRULENAME]'
([IDOORACCESSRULEID]) was added by user
'[USERNAME]' from host '[USERIP]'

Door Access Control >
Door access rule
changed

Door access rule [DOORACCESSRULENAME]'
([IDOORACCESSRULEID]) was changed by user
'[USERNAME]' from host '[USERIP]'
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Door Access Control >
Door access deleted

Door access rule [DOORACCESSRULENAME]'
(IDOORACCESSRULEID]) was deleted by user
'[USERNAME]' from host '[USERIP]'

Door Access Control >
Door Handle > (handle
name) > Door Forced
Open

[LINKIDTAG]Door '[DOORSTATENAME]' was
opened without unlocking the door handle.

Door Access Control >
Door Handle > (handle
name) > Mechanically
Unlocked

[LINKIDTAG]Door handle
'[DOORHANDLENAME]' was opened without
being electronically unlocked.

Peripheral Device Slot >
Numeric Sensor >
Above upper critical
threshold

Peripheral device '[EXTSENSORNAME]'" in
[FORMATTEDEXTSENSORSLOT] asserted
'above upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT]
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
Numeric Sensor >
Above upper warning
threshold

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] asserted
'above upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT]
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
Numeric Sensor >
Below lower critical
threshold

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] asserted
'below lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT]
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
Numeric Sensor >
Below lower warning
threshold

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] asserted
'below lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT]
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
Numeric Sensor >
Unavailable

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] has become
unavailable.

Peripheral device
'[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] is no
longer unavailable; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
State Sensor / Actuator
> Alarmed
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Peripheral device '[EXTSENSORNAME]'" in
[FORMATTEDEXTSENSORSLOT] is
[SENSORSTATENAME].

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT] is
[SENSORSTATENAME].
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Peripheral Device Slot >
State Sensor / Actuator
> Switched by user

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] has been
switched to [SENSORSTATENAME] by user
'[USERNAME]' from host '[USERIP]'.

Peripheral Device Slot >
State Sensor / Actuator
> Unavailable

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] has become
unavailable.

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT] is
longer unavailable; it is now
[SENSORSTATENAME].

no

Keypad Management >
Keypad > PIN entered

PIN entered at Keypad
'[FORMATTEDKEYPADPATH]'.

Keypad Management >
Keypad attached

Keypad '[FORMATTEDKEYPADPATH]'
connected.

Keypad Management >
Keypad detached

Keypad '[FORMATTEDKEYPADPATH]'
disconnected.

Keypad Management >
Keypad settings
changed

Settings with name '[KEYPADNAME]' and
description '[KEYPADDESCRIPTION]' set at
Keypad '[FORMATTEDKEYPADPATH]' by user
'[USERNAME]' from host '[USERIP]".

Linking > Link unit
added

Link unit [LINKID] ([LINKUNITHOST]) has been
added by user '[USERNAME]' from '[USERIP]".

Linking > Link unit
communication failed

Communication with link unit [LINKID]
([LINKUNITHOST]) failed.

Communication with link unit
[LINKID] ([LINKUNITHOST]) is OK.

Linking > Link unit
released

Link unit [LINKID] ([LINKUNITHOST]) has been
released by user '[USERNAME]' from
'[USERIP]".

Outlet Grouping >
Outlet Group > Outlet
Group Modified

Outlet group '[OUTLETGROUPID]' was
modified.

Outlet Grouping >
Outlet Group > Power
control > Power cycled

Outlet group '[OUTLETGROUPID]' power cycle
initiated by user '[USERNAME]' from host
'[USERIP]".

Outlet Grouping >
Outlet Group > Power
control > Powered off

Outlet group '[OUTLETGROUPID]' has been
powered off by user '[USERNAME]' from host
'[USERIP]'.

Outlet Grouping >
Outlet Group > Power
control > Powered on

Outlet group '[OUTLETGROUPID]' has been
powered on by user '[USERNAME]' from host
'[USERIP]".

Outlet Grouping >
Outlet Group > Sensor >
Above upper critical
threshold

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on

outlet group '[OUTLETGROUPID]'
deasserted 'above upper critical'
[SENSORREADING]

[SENSORREADINGUNIT]; it is now

[SENSORSTATENAME].

at
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Outlet Grouping >
Outlet Group > Sensor >
Above upper warning
threshold

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'above
upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]'
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group > Sensor >
Below lower critical
threshold

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]'
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group > Sensor >
Below lower warning
threshold

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group > Sensor >
Reset

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' has been reset by
user '[USERNAME]' from host '[USERIP]'.

Outlet Grouping >
Outlet Group > Sensor >
Unavailable

Sensor '[OUTLETGROUPSENSOR]' of outlet
group '[OUTLETGROUPID]' has become
unavailable.

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]' is
no longer unavailable; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group Created

Outlet group '[OUTLETGROUPID]' was created.

Outlet Grouping >
Outlet Group Deleted

Outlet group '[OUTLETGROUPID]' was deleted.

PDU > Controller >
Communication failed

Communication with PDU [PDUNUMBER]
controller '[CONTROLLER]' (board ID
[BOARDID]) failed

Communication with PDU
[PDUNUMBER] controller
'[CONTROLLER]' (board ID
[BOARDID]) restored

PDU > Controller >
Firmware update

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID [BOARDID] has
started firmware update

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID
[BOARDID] has completed firmware
update

PDU > Controller >
Incompatible

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID [BOARDID] is
incompatible

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID
[BOARDID] is no longer incompatible

PDU > Controller > OK

PDU [PDUNUMBER] controller
'[CONTROLLER]" with board ID [BOARDID] is
OK

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID
[BOARDID] is no longer OK

PDU > Inlet > Dip
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A dip event occurred on PDU [PDUNUMBER]
inlet '[INLET]' for [DIPSWELLDURATION] s with
a minimum voltage of [DIPSWELLVOLTAGE] V.

PX4 or
PRO4X
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The dip/swell event list for PDU

ZVDEL:,:ﬂ:t'itlZaZZ/SWQH [PDUNUMBER] inlet '[INLET]' was cleared by E)égz;
user '[USERNAME]' from host '[USERIP]".
PDU [PDUNUMBER] inlet '[INLET]' has been | PDU [PDUNUMBER] inlet '[INLET]'
PDU > Inlet > Enabled enabled by user '[USERNAME]' from host has been disabled by user
'[USERIP]". '[USERNAME]' from host '[USERIP]".
Sensor '[PDULINEPAIRSENSOR]' on
PDU > Inlet > Line Pair > | 25N '[PDULINEPAIRSENSOR]' on line I[IFr’];U[II\l'\:JLI\E/I-II;LéI;]E;AILFi]'[IONfLPEI?r'i{
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet | S
Sensor > Above upper |, \ , . deasserted 'above upper critical' at
critical threshold [INLET]" asserted 'above upper critical' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDULINEPAIRSENSOR]' on
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet , .
Sensor > Above upper |, \ , o deasserted 'above upper warning' at
warning threshold [INLET]' asserted 'above upper warning' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDULINEPAIRSENSOR]' on
PDU > Inlet > Line Pair > | 250" [PDULINEPAIRSENSOR]' on line I[IFT;U[II\II\:JLI\E/ILLILE]E;AIE]'[:JI:LPE?'[]J'
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet \ T
Sensor > Below lower , \ , e deasserted 'below lower critical' at
critical threshold [INLET]" asserted 'below lower critical' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDULINEPAIRSENSOR]' on
PDU > Inlet > Line Pair > | 25ns0 '[PDULINEPAIRSENSOR]' on line I[IFT;U[II\I’\:JLI\E/ILLI;E]E;AIL?]'[Iol\]:LPE?'l]J'
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet \ .
Sensor > Below lower , \ \ . deasserted 'below lower warning' at
warning threshold [INLET]" asserted 'below lower warning' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDULINEPAIRSENSOR]' on
PDU > Inlet > Line Pair > Sensor '[PDULINEPAIRSENSOR]' on line line '[INLETLINEPAIR]' of PDU
) '[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet | [PDUNUMBER] inlet '[INLET]' is no
Sensor > Unavailable , \ . . o
[INLET]' has become unavailable. longer unavailable; it is now
[SENSORSTATENAME].
A dip event occurred on pole '[INLETPOLE]' of
. PDU [PDUNUMBER] inlet '[INLET]' for PX4 or
PDU > Inlet > Pole > Dib | 11y oo\ | DURATION] s with a minimum PROA4X
voltage of [DIPSWELLVOLTAGE] V.
The dip/swell event list for pole '[INLETPOLE]'
E?L;N';'Ie;vz:to:ii: of PDU [PDUNUMBER] inlet '[INLET]' was PX4 or
P. cleared by user '[USERNAME]' from host PRO4X

cleared

'[USERIP]".
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PDU > Inlet > Pole >
Sensor > Above upper
critical threshold

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]" asserted 'above upper critical' at

[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' deasserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Above upper
warning threshold

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]" asserted 'above upper warning' at

[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' deasserted 'above
upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Below lower
critical threshold

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' asserted 'below lower critical' at

[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' deasserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Below lower
warning threshold

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]" asserted 'below lower warning' at

[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' deasserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Critical

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered critical state.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited critical state; it
is now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Failed

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered failed state.

Sensor '[PDUPOLESENSOR]' on pole

'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited failed state; it is
now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Normal

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered normal state.

Sensor '[PDUPOLESENSOR]' on pole

'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited normal state; it
is now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Self-Test

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' started self test.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' finished self test; it is
now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Unavailable
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Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' has become unavailable.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' is no longer
unavailable; it is now
[SENSORSTATENAME].
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PDU > Inlet > Pole >
Sensor > Warning

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered warning state.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited warning state; it
is now [SENSORSTATENAME].

PDU > Inlet > Pole >
Swell

A swell event occurred on pole '[INLETPOLE]'
of PDU [PDUNUMBER] inlet '[INLET]' for
[DIPSWELLDURATION] s with a maximum
voltage of [DIPSWELLVOLTAGE] V.

PX4 or
PRO4X

PDU > Inlet > Sensor >
Above upper critical
threshold

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' asserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Above upper warning
threshold

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]" asserted 'above
upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Below lower critical
threshold

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]" asserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Below lower warning
threshold

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' asserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Critical

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered critical
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
critical state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Failed

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered failed
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
failed state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Fault

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered fault
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
fault state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Normal

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered normal
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
normal state; it is now
[SENSORSTATENAME].
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PDU > Inlet > Sensor >
OK

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered OK
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
OK state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Reset

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' has been reset
by user '[USERNAME]' from host '[USERIP]'.

PDU > Inlet > Sensor >
Self-Test

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' started self test.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
finished self test; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Unavailable

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' has become
unavailable.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]" is no
longer unavailable; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Warning

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered warning
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
warning state; it is now

Raritan

[SENSORSTATENAME].
A swell event occurred on PDU [PDUNUMBER] PX4 or
PDU > Inlet > Swell inlet '[INLET]' for [DIPSWELLDURATION] s with PROAX
a maximum voltage of [DIPSWELLVOLTAGE] V.
. PDU [PDUNUMBER] placed in Load Shedding | PDU [PDUNUMBER] removed from
:gl:t:dLoad Shedding > Mode by user '[USERNAME]' from host Load Shedding Mode by user
'[USERIP]". '[USERNAME]' from host '[USERIP]'.
Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU
Sensor '[PDUPOLESENSOR]' on pole , ,
PDU > Outlet > Pole > '[OUTLETPOLE]' of PDU [PDUNUMBER] outlet [PDUNUMB‘ER] outlet [OU'.FL'ET]'
Sensor > Above upper |, , , T deasserted 'above upper critical' at
critical threshold [OUTLET]' asserted 'above upper critical' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
, . '[OUTLETPOLE]' of PDU
Sensor '[PDUPOLESENSOR]' on pole \ ,
PDU > Outlet > Pole > {OUTLETPOLE]' of PDU [PDUNUMBER] outlet [PDUNUMB|ER] outlet '[OUTLET] .
Sensor > Above upper |, , , o deasserted 'above upper warning' at
warning threshold [OUTLET]' asserted 'above upper warning' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU
Sensor '[PDUPOLESENSOR]' on pole \ ,
PDU > Outlet > Pole > '[OUTLETPOLE]' of PDU [PDUNUMBER] outlet [PDUNUMB‘ER] outlet [OUTITET].
Sensor > Below lower , , , s deasserted 'below lower critical' at
critical threshold [OUTLET]" asserted 'below lower critical' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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PDU > Outlet > Pole >
Sensor > Below lower
warning threshold

Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU [PDUNUMBER] outlet
'[OUTLETY]' asserted 'below lower warning' at
[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Pole >
Sensor > Unavailable

Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU [PDUNUMBER] outlet
'[OUTLET]' has become unavailable.

Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU
[PDUNUMBER] outlet '[OUTLET]' is
no longer unavailable; it is now
[SENSORSTATENAME].

PDU > Outlet > Power
control > Power cycled

PDU [PDUNUMBER] outlet '[OUTLET]' power
cycle initiated by user '[USERNAME]' from
host '[USERIP]".

PDU > Outlet > Power
control > Powered off

PDU [PDUNUMBER] outlet '[OUTLET]' has
been powered off by user '[USERNAME]' from
host '[USERIP]'.

PDU > Outlet > Power
control > Powered on

PDU [PDUNUMBER] outlet '[OUTLET]' has
been powered on by user '[USERNAME]' from
host '[USERIP]'.

PDU > Outlet > Sensor >
Above upper critical
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' asserted
'above upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Sensor >
Above upper warning
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' asserted
'above upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Qutlet > Sensor >
Below lower critical
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]" asserted
'below lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Sensor >
Below lower warning
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]" asserted
'below lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Sensor >
On

PDU [PDUNUMBER] outlet '[OUTLET]' state
sensor changed to on.

PDU [PDUNUMBER] outlet
'[OUTLET]' state sensor is no longer
on; it is now [SENSORSTATENAME].
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PDU > Outlet > Sensor >
Reset

Sensor '[OUTLETSENSOR]' on outlet
'[OUTLET]' has been reset by user
'[USERNAME]' from host '[USERIP]'.

PDU > Qutlet > Sensor >
Unavailable

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' has become
unavailable.

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' is
no longer unavailable; it is now
[SENSORSTATENAME].

PDU > Outlet >
Suspended

PDU [PDUNUMBER] outlet '[OUTLET]' was
suspended after being suspected of having
caused an OCP trip event.

PDU > Overcurrent
Protector > Sensor >
Above upper critical
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Above upper warning
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'above
upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'above
upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Below lower critical
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Below lower warning
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Critical

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered critical
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited critical state;
it is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Failed

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered failed
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited failed state;
it is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Normal

Raritan
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Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered normal
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited normal
state; it is now
[SENSORSTATENAME].

321



PDU > Overcurrent
Protector > Sensor >
Open

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]" is open.
[OCPTRIPCAUSEINFO]

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' is no longer open;
it is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Self-Test

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' started self test.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' finished self test; it
is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Unavailable

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' has become
unavailable.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' is no longer
unavailable; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Warning

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered warning
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited warning
state; it is now
[SENSORSTATENAME].

PDU > Sensor > Above
upper critical threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'above upper critical' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Above
upper warning
threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'above upper warning' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'above
upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Below
lower critical threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'below lower critical' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Below
lower warning
threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'below lower warning' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Fault

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
entered fault state.

PDU [PDUNUMBER] sensor
'[PDUSENSORY]' exited fault state; it
is now [SENSORSTATENAME].

PDU > Sensor > Reset

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
has been reset by user '[USERNAME]' from
host '[USERIP]".

Raritan

& brand of O fgrarad



PDU > Sensor >
Unavailable

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
has become unavailable.

PDU [PDUNUMBER] sensor
'[PDUSENSOR]'" is no longer
unavailable; it is now
[SENSORSTATENAME].

Active inlet on PDU [PDUNUMBER] transfer

Raritan

PDU > Transfer Switch > | switch '[TRANSFERSWITCH]' changed to Transfer
Active inlet changed '[ACTIVEINLET]' due to switch
[TRANSFERSWITCHREASON].
Sensor '[TRANSFERSWITCHSENSOR]'
Sensor '[TRANSFERSWITCHSENSOR]' on PDU | on PDU [PDUNUMBER] transfer
PDU > Transfer Switch > | [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' Transfer
Sensor > Above upper | '[TRANSFERSWITCH]' asserted 'above upper deasserted 'above upper critical' at .
critical threshold critical' at [SENSORREADING] [SENSORREADING] switch
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
Sensor '[TRANSFERSWITCHSENSOR]' on PDU on PDU [PDUNUMBER] transfer
PDU > Transfer Switch > | [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' Transfer
Sensor > Above upper | '[TRANSFERSWITCH]' asserted 'above upper deasserted 'above upper warning' at switch
warning threshold warning' at [SENSORREADING] [SENSORREADING]
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
Sensor '[TRANSFERSWITCHSENSOR]' on PDU | on PDU [PDUNUMBER] transfer
PDU > Transfer Switch > | [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' Transfer
Sensor > Below lower '[TRANSFERSWITCH]' asserted 'below lower deasserted 'below lower critical' at switch
critical threshold critical' at [SENSORREADING] [SENSORREADING]
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
Sensor '[TRANSFERSWITCHSENSOR]' on PDU | on PDU [PDUNUMBER] transfer
PDU > Transfer Switch > | [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' Transfer
Sensor > Below lower '[TRANSFERSWITCH]' asserted 'below lower deasserted 'below lower warning' at .
warning threshold warning' at [SENSORREADING] [SENSORREADING] switch
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
_ Sensor '[TRANSFERSWITCHSENSOR] on DU | >&"50F [TRANSFERSWITCHSENSOR]
PDU > Transfer Switch > . on PDU [PDUNUMBER] transfer Transfer
Sensor > Fault [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' is switch
[TRANSFERSWITCH]' is [SENSORSTATENAME]. [SENSORSTATENAME].
Operational state of PDU
PDU > Transfer Switch > | Operational state of PDU [PDUNUMBER] [PDUNUMBER] transfer switch Transfer
Sensor > Non- transfer switch '[TRANSFERSWITCH]' is now '[TRANSFERSWITCH]'" is no longer switch
redundant non-redundant. non-redundant; it is now
[SENSORSTATENAME].
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Operational state of PDU [PDUNUMBER]

Operational state of PDU
[PDUNUMBER] transfer switch

PDU > Transfer Switch > |\ ceo - cwitch '[TRANSFERSWITCH]' is now | '[TRANSFERSWITCH]'is no longer | " 2nser
Sensor > Normal . switch
normal. normal; it is now
[SENSORSTATENAME].
. Operational state of PDU
PDU > Transfer Switch > '?rzi?:rosr\];ilti;a:[[eT ;fAPNzl;E[;S?AL/J#g_'\I/]I 'Biii]ow [PDUNUMBER] transfer switch Transfer
Sensor > Off off '[TRANSFERSWITCH]' is no longer switch
’ off; it is now [SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
. Sensor '[TRANSFERSWITCHSENSOR]' on PDU on PDU [PDUNUMBER] transfer
:eDr:ing:agj‘:e;fS:V:zh > | [P DUNUMBER] transfer switch switch '[TRANSFERSWITCH]' is no Iﬁfﬁier
4 '[TRANSFERSWITCH]' is out of sync. longer out of sync; it is now
[SENSORSTATENAME].
Operational state of PDU
. Operational state of PDU [PDUNUMBER] [PDUNUMBER] transfer switch
PDU > Transfer Switch > transfer switch '[TRANSFERSWITCH]' is now '[TRANSFERSWITCH]'" is no longer Tra.nsfer
Sensor > Standby . switch
standby. standby; it is now
[SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
. Sensor '[TRANSFERSWITCHSENSOR]' on PDU | on PDU [PDUNUMBER] transfer
EeDri:rT:aJrf;i;ﬁ‘:JZh > | IPDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' is no :\r,ji't’ier
'[TRANSFERSWITCH]' has become unavailable. | longer unavailable; it is now
[SENSORSTATENAME].
Port Fuse > Tripped Fuse of [FORMATTEDEXTPORT] is Fuse of [FORMATTEDEXTPORT] is
PP [FUSESTATENAME]. [FUSESTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel
Controller > Power '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]' BCM2 /
Meter > Circuit > Pole > | circuit '[CIRCUIT]" asserted 'above upper deasserted 'above upper critical' at PMC
Sensor > Above upper | critical' at [SENSORREADING] [SENSORREADING]
critical threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel
Controller > Power '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]' BCM2 /
Meter > Circuit > Pole > | circuit '[CIRCUIT]' asserted 'above upper deasserted 'above upper warning' at PMC
Sensor > Above upper | warning' at [SENSORREADING] [SENSORREADING]
warning threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel
Controller > Power '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]'
L L , , \ T BCM2 /
Meter > Circuit > Pole > | circuit '[CIRCUIT]' asserted 'below lower deasserted 'below lower critical' at PMC

Sensor > Below lower
critical threshold

critical' at [SENSORREADING]
[SENSORREADINGUNIT].

[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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Power Metering
Controller > Power

Sensor '[PDUPOLESENSOR]' on pole
'[CIRCUITPOLE]' of panel '[POWERMETER]'

Sensor '[PDUPOLESENSOR]' on pole
'[CIRCUITPOLE]' of panel
'[POWERMETER]' circuit '[CIRCUIT]'

Raritan

Meter > Circuit > Pole > | circuit '[CIRCUIT]' asserted 'below lower deasserted 'below lower warning' at Efﬂl\gz /
Sensor > Below lower warning' at [SENSORREADING] [SENSORREADING]
warning threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[PDUPOLESENSOR]' on pole
Controller > Power Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel BCM2 /
. '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit >Pole> | .~ """ j . . . o PMC
Sensor > Unavailable circuit '[CIRCUIT]" has become unavailable. is no longer unavailable; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSENSOR]' on panel
Controller > Power Sensor '[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit > Sensor '[POWERMETER]' circuit '[CIRCUIT]" asserted deasserted 'above upper critical' at | BCM2 /
> Above upper critical 'above upper critical' at [SENSORREADING] [SENSORREADING] PMC
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSE!VSQR]' on panel
Controller > Power Sensor '[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit > Sensor '[POWERMETER]' circuit '[CIRCUIT]" asserted deasserted 'above upper warning' at | BCM2 /
> Above upper warning 'above upper warning' at [SENSORREADING] [SENSORREADING] PMC
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSE!\ISQR]' on panel
Controller > Power Sensor '[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]'
- '[POWERMETER]' circuit '[CIRCUIT]" asserted deasserted 'below lower critical'at | BCM2 /
Meter > Circuit > Sensor | , o
> Below lower critical below lower critical' at [SENSORREADING] [SENSORREADING] N PMC
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSENSOR]' on panel
Controller > Power Sensor '[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit > Sensor '[POWERMETER]' circuit '[CIRCUIT]' asserted deasserted 'below lower warning' at | BCM2 /
> Below lower warning 'below lower warning' at [SENSORREADING] [SENSORREADING] PMC
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSENSOR]' on panel
Controller > Power '[POWERMETER]' circuit '[CIRCUIT]" has been BCM2 /
Meter > Circuit > Sensor | reset by user '[USERNAME]' from host PMC
> Reset '[USERIP]".
Power Metering , , Sensor '[CIRCUITSENSOR]' on panel
Controller > Power sensor ‘[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]' | BCM2 /
- [POWERMETER]' circuit '[CIRCUIT]' has . . o
Meter > Circuit > Sensor become unavailable is no longer unavailable; it is now PMC
> Unavailable ’ [SENSORSTATENAME].
Power Metering S , , ,
Controller > Power Circuit '[CIRCUIT]' on panel '[POWERMETER] BCM2 /
Meter > Circuit Created | 2> created. PMC
325
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Power Metering

Circuit '[CIRCUIT]' on panel '[POWERMETER]' BCM2 /
Controller > Power
Meter > Circuit Deleted | %° deleted. PMC
Power Metering
Controller > Power Circuit '[CIRCUIT]' on panel '[POWERMETER]' BCM2 /
Meter > Circuit was modified. PMC
Modified
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'above upper ‘above upper critical' at PMC
Above upper critical critical' at [SENSORREADING] [SENSORREADING]
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'above upper ‘above upper warning' at PMC
Above upper warning warning' at [SENSORREADING] [SENSORREADING]
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'below lower 'below lower critical' at PMC
Below lower critical critical' at [SENSORREADING] [SENSORREADING]
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'below lower 'below lower warning' at PMC
Below lower warning warning' at [SENSORREADING] [SENSORREADING]
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[PDUPOLESENSOR]' on pole
Controller > Power Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power BCM2 /
Meter > Pole > Sensor > '[POWERMETERPOLE]' of power meter meter '[POWERMETER]'" is no longer PMC
Unavailable '[POWERMETER]' has become unavailable. unavailable; it is now
[SENSORSTATENAME].
Sensor '[POWERMETERSENSOR]' on
Power Metering Sensor '[POWERMETERSENSOR]' on power power meter '[POWERMETER]'
Controller > Power meter '[POWERMETER]' asserted 'above deasserted 'above upper critical' at | BCM2 /
Meter > Sensor > Above | upper critical' at [SENSORREADING] [SENSORREADING] PMC

upper critical threshold

[SENSORREADINGUNIT].

[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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Power Metering
Controller > Power

Sensor '[POWERMETERSENSOR]' on power

Sensor '[POWERMETERSENSOR]' on
power meter '[POWERMETER]'

Raritan

Meter > Sensor > Above meter '[POWERMETER]' asserted 'above deasserted 'above upper warning' at | BCM2 /
Upper warnin upper warning' at [SENSORREADING] [SENSORREADING] PMC
t:rzshold g [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[POWERMETERSENSOR]' on
Power Metering Sensor '[POWERMETERSENSOR]' on power power meter '[POWERMETER]'
Controller > Power meter '[POWERMETER]' asserted 'below lower | deasserted 'below lower critical' at | BCM2 /
Meter > Sensor > Below | critical' at [SENSORREADING] [SENSORREADING] PMC
lower critical threshold | [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Meterin Sensor '[POWERMETERSENSOR]' on
Controller > Posver Sensor '[POWERMETERSENSOR]' on power power meter '[POWERMETER]'
Meter > Sensor > Below meter '[POWERMETER]' asserted 'below lower | deasserted 'below lower warning' at | BCM2 /
lower warnin warning' at [SENSORREADING] [SENSORREADING] PMC
threshold J [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[POWERMETERSENSOR]' on power BCM2 /
Controller > Power meter '[POWERMETER]' has been reset by PMC
Meter > Sensor > Reset | user '[USERNAME]' from host '[USERIP]'.
Power Metering Sensor '[POWERMETERSENSOR]' on power Sensor [POWIERMETERSENSOFl{]. on
Controller > Power , ) power meter '[POWERMETER]' isno | BCM2 /
meter '[POWERMETER]' has become . L
Meter > Sensor > unavailable longer unavailable; it is now PMC
Unavailable ’ [SENSORSTATENAME].
Power Metering BCM2 /
Controller > Power Power meter '[POWERMETER]' was created.
PMC
Meter Created
Power Metering BCM2 /
Controller > Power Power meter '[POWERMETER]' was deleted.
PMC
Meter Deleted
Power Metering BCM2 /
Controller > Power Power meter '[POWERMETER]' was modified. PMC
Meter Modified
Server Monitoring > Error monitoring server '[MONITOREDHOST]": BCM2 /
Error [ERRORDESC] PMC
Server Monitoring > Server '[MONITOREDHOST]' is now being Server '[MONITOREDHOST]" is no BCM2 /
Monitored monitored. longer being monitored. PMC
Server Monitoring > Power control operation for BCM2 /
Power control '[MONITOREDHOST]' finished with result: PMC
completed [SERVERPOWERRESULT]
Server Monitoring > User [.USERNéME] initiated a pOV\I/er control BCM2 /
Power control initiated operation for '[MONITOREDHOST]": PMC
[SERVERPOWEROPERATION]
327
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Server Monitoring >

Server '[MONITOREDHOST]' is unreachable.

Server '[MONITOREDHOST]' is BCM2 /

Unreachable reachable. PMC
Server Monitoring > Connection to server '[MONITOREDHOST]' BCM2 /
Unrecoverable could not be restored. PMC

Test > Test Event

A test event was triggered by user
'[USERNAME]'".

Timer Event > Occurred

Timer event '[EVENTRULENAME]' occurred.

User Activity > User
accepted the Restricted
Service Agreement

User '[USERNAME]' from host '[USERIP]'
accepted the Restricted Service Agreement.

User '[USERNAME]' from host
'[USERIP]' declined the Restricted
Service Agreement.

User Activity >
Authentication failure

Authentication failed for user '[USERNAME]'
from host '[USERIP]".

User Activity > User
logon state

User '[USERNAME]' from host '[USERIP]'
logged in.

User '[USERNAME]' from host
'[USERIP]' logged out.

User Activity > Session
timeout

Session of user '[USERNAME]' from host
'[USERIP]' timed out.

User Activity > User
blocked

User '[USERNAME]' from host '[USERIP]' was
blocked.

User Administration >
Password changed

Password of user '[UMTARGETUSER]' changed
by user '[USERNAME]' from host '[USERIP]'.

User Administration >
Password settings
changed

Password settings changed by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
Role added

Role '[UMTARGETROLE]' added by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
Role deleted

Role '[UMTARGETROLE]' deleted by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
Role modified

Role '[UMTARGETROLE]' modified by user
'[USERNAME]' from host '[USERIP]".

User Administration >
User added

User '[UMTARGETUSER]' added by user
'[USERNAME]' from host '[USERIP]".

User Administration >
User deleted

User [UMTARGETUSER]' deleted by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
User modified

User [TUMTARGETUSER]' modified by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
User renamed

User '[UMTARGETUSER]' renamed to
'[INEWUMTARGETUSER]' by user
'[USERNAME]' from host '[USERIP]'.
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Webcam Management
> Image upload started

A snapshot upload of webcam
'[WEBCAMNAME]' to folder

[WEBCAMSNAPSHOTFOLDERURL] was started.

Webcam Management
> Webcam attached

Webcam '[WEBCAMNAME]'
('[WEBCAMMODEL]') added to port
'[WEBCAMUSBPORT]'.

Webcam Management
> Webcam detached

Webcam '[WEBCAMNAME]'
('[WEBCAMMODEL]') removed from port
'[WEBCAMUSBPORT]'.

Webcam Management
> Webcam settings
changed

Webcam '[WEBCAMNAME]' settings changed
by user '[USERNAME]'

Available Actions

There are several built-in actions, which cannot be deleted. You can create additional actions for

responding to different events.

Some actions have messages that you can customize using placeholders that will populate with specific
information when the message is generated. Custom messages with placeholders can be used in these

actions: Log event message, Send SMS, Send email (subject+body), Send webcam image (subject+body).

» To test an action:

e C(lick the Test button next to the Action. The action is triggered and you can verify it.

Scheduled Actions

» Built-in actions:

e System Event Log Action:

= New Action
Type
Log Eie meRage »Te
" P notific |
s »Te
+ Mew Scheduled Action

This action records the selected event in the internal log when the event occurs.

e System SNMP Notification Action:

This action sends SNMP notifications to one or multiple IP addresses after the selected event occurs.
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Note: No IP addresses are specified for this notification action by default so you must enter IP
addresses before applying this action to any event rule. Any changes made to the 'SNMP

Notifications' section on the SNMP page will update the settings of the System SNMP Notification
Action, and vice versa.

e System Tamper Alarm:

This action causes the PX3TS to show the alarm for the tamper sensor, if any, on the Dashboard page

until a person acknowledges it. By default, this action has been assigned to the built-in tamper
detection event rules.

» Actions you can create:

1. Choose Device Settings > Event Rules > New Action.
2. Click the Action field to select an action type from the list.

Mew Action

3. Available actions depend on your model. See next sections for details on each action you can
configure.

4. Click Create to save an action, then you can include it in an event rule.

Alarm

The Alarm is an action that requires users to acknowledge an alert. This helps ensure that the user is
aware of the alert.

If the Alarm action has been included in a specific event rule and no one acknowledges that alert after it
occurs, the PX3TS resends or regenerates an alert notification regularly until the alert is acknowledged
or the maximum number of alert notifications is sent. You can acknowledge an alert in the Dashboard.

» Operation:

== New Action _

Choose Device Settings > Event Rules >
Select Alarm from the Action list.

In the Alarm Notifications list box, specify one or multiple ways to issue the alert notifications.
Available methods vary, depending on how many notification-based actions have been created.
Notification-based action types include:
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= External beeper
= Syslog message
= Send email
= Send SMS message
= Internal beeper

If no appropriate actions are available, create them first.

a. To select any methods, select them one by one in the Available field.
To add all available methods, simply click Select All.

b. To delete any methods, click a method's x in the Selected field.
To remove all methods, simply click Deselect All.

4. To enable the notification-resending feature, select the 'Enable re-scheduling of alarm notifications'
checkbox.

5. Inthe 'Re-scheduling period' field, specify the time interval (in minutes) at which the alert
notification is resent or regenerated regularly.

6. Inthe 'Re-scheduling limit' field, specify the maximum number of times the alert notification is
resent. Values range from 1 to infinite.

7. (Optional) You can instruct the PX3TS to send the acknowledgment notification after the alarm is
acknowledged in the 'Acknowledgment notifications' field. Available methods are identical to those
for generating alarm notifications.

a. In the Available field, select desired methods, or click Select All.

X

b. In the Selected field, click any method's to remove unnecessary ones, or click Deselect All.
Action Group

You can create an action group that performs up to 32 actions. After creating such an action group, you
can easily assign this set of actions to any event rule rather than selecting all needed actions one by one
per rule.

If the needed action is not available yet, create it first.
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» Operation:

== New Action _

1. Choose Device Settings > Event Rules >
2. Select 'Execute an action group' from the Action list.
3. Select the actions to include in group from the 'Available actions' list, or click Select All.
4. To remove any action(s) from the 'Selected actions' field, click it's X.
5. Click Create to save the action.
MNew Action
Aclign I e Action
Action Indenal beeper -
Jperation Turn beeper aff v
Selecied PDUS My FOU [T} X
Available PDUs = Select an e T
Select A Deselect A

:-‘"-:r

Change Load Shedding State

The "Change load shedding state" action is available only when your PX3TS is able to control outlet
power. Use this action to activate or deactivate the load shedding mode for responding to a specific

event.

» Operation:

1. Choose Device Settings > Event Rules > + New Action .

2. Select 'Change load shedding state' from the Action list.

3. Inthe Operation field, select either one below:
e Start load shedding: Enters the load shedding mode when the specified event occurs.
¢ Stop load shedding: Quits the load shedding mode when the specified event occurs.

External Beeper

If an external beeper is connected, you can change the beeper's behavior or status to respond to a
certain event.
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» To control the connected external beeper:

== New Action _

Select 'External beeper' from the Action list.

Choose Device Settings > Event Rules >

In the 'Beeper port' field, select the port where the external beeper is connected.

W nN e

In the 'Beeper action' field, select an action for the external beeper to carry out.

e Alarm: Causes the external beeper to sound an alarm cycle every 20 seconds - stays on for 0.7
seconds and then off for 19.3 seconds.

e On: Turns on the external beeper so that it buzzes continuously.

e Off: Turns off the external beeper so that it stops buzzing.

Warning: If you create an event rule for the external beeper but disconnect it when an event causes it
to beep, the beeper no longer beeps after it is re-connected even though the event triggering the
beeping action remains asserted.

Internal Beeper

You can have the built-in beeper of the PX3TS turned on or off when a certain event occurs.

» Operation:

== New Action _

2. Select 'Internal beeper' from the Action list.

1. Choose Device Settings > Event Rules >

3. Select an option from the Operation field.
e Turn beeper on: Turns on the internal beeper to make it buzz.

e Turn beeper off: Turns off the internal beeper to make it stop buzzing.
Log an Event Message

The option 'Log event message' records the selected events in the internal log.

A default log message will be generated for each type of event, or you can create a custom log message.

» Operation:

Choose Device Settings > Event Rules > New Action.
Select 'Log an event message' from the Action list.

Select the 'Use custom log message' checkbox, and then create a custom message in the provided
text box.

e To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

4. Click Create.
Shut down a Server and Control its Power

The "Power control server" action is available only when your PX3TS is outlet-switching capable.
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You can configure the PX3TS to shut down a specific server and then turn off its outlet(s), or turn on
that server's outlet(s) after a certain event occurs.

The server must be one of the servers being monitored by your PX3TS and the same PX3TS supplies
power to it. See Monitoring Server Accessibility (on page 365) .

Tip: If the server has multiple power cords, make sure all of its power cords are connected to the same
PX3TS and you have created an outlet group for controlling all outlets simultaneously.

» Operation:

== New Action _

2. Select 'Power control server' from the Action list.

1. Choose Device Settings > Event Rules >

3. Inthe Operation field, select an action for the server.
e Power up: Turns on the outlet or outlet group associated with the selected server.

e Graceful shutdown: Shuts down the selected server first and then turn off its associated outlet or
outlet group.

4. Select the server you want in the Server field.

e If PX3TS cannot power control any server, a message 'Power control not configured' is shown in the
end of the server's host name or IP address.

Push Out Sensor Readings

You can configure the PX3TS to push sensor log to a remote server after a certain event occurs,
including logs of internal sensors, environmental sensors and actuators.

If you have connected asset strips, you can also configure the PX3TS to push the data to a server.

Before creating this action, make sure that you have properly defined the destination servers and the
data to be sent on the Data Push page.

Tip: To send the data at a regular interval, schedule this action. Note that the "Asset management log" is

generated only when there are changes made to any asset strips or asset tags, such as connection or
disconnection events.

» Operation:

== New Action '

2. Select 'Push out sensor readings' from the Action list.

1. Choose Device Settings > Event Rules >

3. Select a server or host which receives the data in the Destination field.

¢ If the desired destination is not available yet, go to the Data Push page to specify it.
Record Snapshots to Webcam Storage

This option allows you to define an action that starts or stops a specific webcam from taking snapshots.
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Per default the snapshots are stored on the PX3TS. It is recommended to specify a remote server to
store as many snapshots as possible.

» Operation:
1. Choose Device Settings > Event Rules > + New Action .
2. Select 'Record snapshots to webcam storage' from the Action list.
3. Select a webcam in the Webcam field.
4. Select the action to perform - 'Start recording' or 'Stop recording.'

If 'Start recording' is selected, adjust the values of the following:
e Number of snapshots - the number of snapshots to be taken when the event occurs.

The maximum amount of snapshots that can be stored on the PX3TS is 10. If you set it for a number
greater than 10 and the storage location is on the PX3TS, after the 10th snapshot is taken and
stored, the oldest snapshots are overwritten. Storing snapshots on a remote server does not have
such a limitation.

¢ Time before first snapshot - the amount of time in seconds between when the event is triggered
and the webcam begins taking snapshots.

e Time between snapshots - the amount of time in seconds between when each snapshot is taken.

e Folder - names of the folders that will be automatically created to store webcam snapshots after
the recording action is triggered by the rule you will configure.

Note that the Folder field is available only when the selected webcam has been configured to store
its snapshots on an "FTP" server.

Folder name Definition
options
Serial number / Two folders will be created.

Webcam name e The parent folder's name is the serial number of PX3TS.

e The subfolder's name is the selected webcam's name.

Serial number / Three folders will be created.
Webcam name / Rule e Definitions of the parent folder and first subfolder are the same as the first row.
name
e The final subfolder's name is the name of event rule that triggers this recording action.
Serial number / Three folders will be created.
_\I{\_/ebcim name / e Definitions of the parent folder and first subfolder are the same as the first row.
imestamp
e The final subfolder's name is the time when the recording event occurs, which is the
accumulated time in seconds since 1970/1/1.
Serial number / Four folders will be created.

Webcam name / Rule

. o Definitions of the parent folder and first subfolder are the same as the first row.
name / Timestamp

e The second subfolder's name is the name of event rule that triggers this recording action.

e The final subfolder's name is the time when the recording event occurs, which is the
accumulated time in seconds since 1970/1/1.
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Folder name Definition
options

Serial number / Three folders will be created.
Webcam name /

. e Definitions of the parent folder and first subfolder are the same as the first row.
Formatted timestamp

e The final subfolder's name is the time when the recording event occurs, which is a format
comprising year, month, date, hour, minute, second and timezone.

Serial number / Four folders will be created.
Webcam name / Rule

name / Formatted
timestamp e The second subfolder's name is the name of event rule that triggers this recording action.

e Definitions of the parent folder and first subfolder are the same as the first row.

e The final subfolder's name is the time when the recording event occurs, which is a format
comprising year, month, date, hour, minute, second and timezone.

The timestamp is based on the time you have configured on the PX3TS.
To find the serial number of your PX3TS, go to Maintenance > Device Information.

Send Email
You can configure emails to be sent when an event occurs and can customize the message.

Messages consist of a combination of free text and placeholders. The placeholders represent
information which is pulled from the PX3TS and inserted into the message.

For example:

[USERNAME] logged into the device on [DATETIME]

translates to

Mary logged into the device on 2022-January-30 21:00

» Operation:

== New Action _

Choose Device Settings > Event Rules >
Select 'Send email' from the Action list.

In the 'Recipient email addresses' field, specify the email address(es) of the recipient(s). Use a
comma to separate multiple email addresses.

4. By default, the SMTP server specified on the SMTP Server page will be the SMTP server for
performing this action.

To use a different SMTP server, select the 'Use custom settings' radio button.
Default messages are sent based on the event.
5. If needed, you can customize the subject and messages sent via this email.
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e Select the 'Custom subject' checkbox, and enter the text you prefer as this email's subject.

e Select the 'Use custom log message' checkbox, and then create a custom message up to 1024
characters in the provided field.

¢ To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

6. Click Create.
Send Sensor Report

You may set the PX3TS so that it automatically reports the latest readings or states of one or multiple
sensors by sending a message or email or simply recording the report in a log. These sensors can be
either internal or environmental sensors listed below.

e Inlet sensors, including RMS current, RMS voltage, active power, apparent power, power factor and
active energy.

e Qutlet sensors, including RMS current, RMS voltage, active power, apparent power, power factor,
active energy and outlet state (for outlet-switching capable PDUs only).

e Qvercurrent protector sensors, including RMS current and tripping state.

e Peripheral device sensors, which can be any environmental sensor packages connected to the
PX3TS, such as temperature or humidity sensors.

SeeSend Sensor Report Example (on page 344).

» Operation:

== New Action '

Select 'Send sensor report' from the Action list.

Choose Device Settings > Event Rules >

In the 'Destination actions' section, select the method(s) to report sensor readings or states. The

number of available methods varies, depending on how many messaging actions have been created.

The messaging action types include:
¢ Log event message
® Syslog message
e Send email
e Send SMS message
4. If no messaging actions are available, create them now.

5. Inthe 'Available sensors' field, select the desired target's sensor.
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a. Click the first |E| to select a target component from the list.

5 Peripheral Devices 3 Temperature1 @

h

b. Click the second |E| to select the specific sensor for the target from the list.

s Peripheral Devices 3 Temperawrel ©

L]

o

C. Click to add the selected sensor to the Report Sensors list box.

For example, to monitor the current reading of the Inlet 1, select Inlet 1 from the left field, and then
select RMS Current from the right field.

6. To report additional sensors simultaneously, repeat the above step to add more sensors.

E

e To remove any sensor from the 'Report sensors' list box, select it and click

. To make
multiple selections, press Ctrl+click or Shift+click to highlight multiple ones.

Report gengony

! B i A M PD A A PD
Available sensors v MyPFDU Wy F

7. Toimmediately send out the sensor report, click Send Report Now.

Tip: When intending to send a sensor report using custom messages, use the placeholder
[SENSORREPORT] to report sensor readings.

Send SMS Message

You can configure SMS messages to be sent when an event occurs and can customize the message.
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A supported modem, such as the Cinterion® GSM MC52i modem, must be plugged into the PX3TS in
order to send SMS messages.

Note: The PX3TS cannot receive SMS messages.

Only the 7-bit ASCII charset is supported for SMS messages. Messages consist of a combination of free
text and placeholders. The placeholders represent information retrieved from the device and inserted
into the message. For example:

[USERNAME] logged into the device on [TIMESTAMP]

translates to

Mary logged into the device on 2012-January-30 21:00

» Operation:
1. Choose Device Settings > Event Rules > + New Action .
2. Select 'Send SMS message' from the Action list.
3. Inthe 'Recipient phone number' field, specify the phone number of the recipient.
4. Select the 'Use custom log message' checkbox, and then create a custom message in the provided

text box.

¢ To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

5. Click Create.
Send Snapshots via Email

This option notifies one or multiple persons for the selected events by emailing snapshots or videos
captured by a connected Logitech® webcam.

» Operation:

== New Action _

Select 'Send snapshots via email' from the Action list.

Choose Device Settings > Event Rules >

In the 'Recipient email addresses' field, specify the email address(es) of the recipient(s). Use a
comma to separate multiple email addresses.

4. By default, the SMTP server specified on the SMTP Server page will be the SMTP server for
performing this action.

To use a different SMTP server, select the 'Use custom SMTP server' checkbox. The fields for customized
SMTP settings appear.

5. Select the webcam that is capturing the images you want sent in the email.
6. Adjust the values of the following:
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e Number of snapshots - the number of snapshots to be taken when the event occurs. For example,
you can specify 10 images be taken once the event triggers the action.

e Snapshots per mail - the number of snapshots to be sent at one time in the email.

¢ Time before first snapshot - the amount of time in seconds between when the event is triggered
and the webcam begins taking snapshots.

e Time between snapshots - the amount of time in seconds between when each snapshot is taken.
7. If needed, you can customize the subject and messages sent via this email.
e Select the 'Custom subject' checkbox, and enter the text you prefer as this email's subject.

e Select the 'Use custom log message' checkbox, and then create a custom message up to 1024
characters in the provided field.

¢ To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

8. Click Create.
Send an SNMP Notification

This option sends an SNMP notification to one or multiple SNMP destinations.
» Operation:
1. Choose Device Settings > Event Rules > + New Action .

2. Select 'Send SNMP notification' from the Action list.

3. Select the type of SNMP notification. See either procedure below according to your selection.

» To send SNMP v2c notifications:

=

In the 'Notification type' field, select 'SNMPv2c trap' or 'SNMPv2c inform.'

For SNMP INFORM communications, leave the resend settings at their default or do the following:

N

a. In the Timeout field, specify the interval of time, in seconds, after which a new inform
communication is resent if the first is not received. For example, resend a new inform
communication once every 3 seconds.

b. In the 'Number of retries' field, specify the number of times you want to re-send the inform
communication if it fails. For example, inform communications are re-sent up to 5 times when
the initial communication fails.

3. Inthe Host fields, enter the IP address of the device(s) you want to access. This is the address to
which notifications are sent by the SNMP system agent.

&

In the Port fields, enter the port number used to access the device(s).

5. In the Community fields, enter the SNMP community string to access the device(s). The community
is the group representing the PX3TS and all SNMP management stations.

Tip: An SNMP v2c notification action permits only a maximum of three SNMP destinations. To assign
more than three SNMP destinations to a specific rule, first create several SNMP v2c notification actions,
each of which contains completely different SNMP destinations, and then add all of these SNMP v2c
notification actions to the same rule.
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» To send SNMP v3 notifications:

1. Inthe 'Notification type' field, select 'SNMPv3 trap' or 'SNMPv3 inform.'
2. For SNMP TRAPs, the engine ID is prepopulated.
3. For SNMP INFORM communications, leave the resend settings at their default or do the following:

a. In the Timeout field, specify the interval of time, in seconds, after which a new inform
communication is resent if the first is not received. For example, resend a new inform
communication once every 3 seconds.

b. Inthe 'Number of retries' field, specify the number of times you want to re-send the inform
communication if it fails. For example, inform communications are re-sent up to 5 times when
the initial communication fails.

4. For both SNMP TRAPS and INFORMS, enter the following as needed and then click OK to apply the
settings:

a. Host name
b. Port number
C. User ID for accessing the host -- make sure the User ID has the SNMPv3 permission.

d. Select the host security level

Security level  Description

"noAuthNoPriv" Select this if no authorization or privacy protocols are
needed.

"authNoPriv" Select this if authorization is required but no privacy
protocols are required.

e Select the authentication protocol - MD5 or SHA

e Enter the authentication passphrase and then confirm
the authentication passphrase

"authPriv" Select this if authentication and privacy protocols are
required.

e Select the authentication protocol - MD5 or SHA

e Enter the authentication passphrase and confirm the
authentication passphrase

e Select the Privacy Protocol - DES or AES

e Enter the privacy passphrase and then confirm the
privacy passphrase

Start or Stop a Lua Script

If you have created or loaded a Lua script file into the PX3TS, you can have that script automatically run
or stop in response to a specific event.

See Lua Scripts (on page 374).
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» To automatically start or stop a Lua script:

Choose Device Settings > Event Rules > + New Action .

Select 'Start/stop Lua script' from the Action list.

In the Operation field, select 'Start script' or 'Stop script."'

In the Script field, select the script that you want it to be started or stopped when an event occurs.
Scripts must be pre-loaded.

5. To apply different arguments than the default, do the following. Note that the newly-added
arguments will override this script's default arguments.

a. Click Add Argument.

b. Type the key and value.

pwnN e

* To remove any existing argument, click adjacent to it.

Switch Outlet Group

The "Switch outlet group" action is available only when your PX3TS is outlet-switching capable. This
action turns on, off or power cycles a specific outlet group.

» Operation:

== New Action _

Select 'Switch outlet group' from the Action list.
To specify the outlet group where this action will be applied, select it from the 'Group to switch' list.

Choose Device Settings > Event Rules >

P w e

In the Operation field, select an operation for the selected outlet group.
e Turn on all outlets in group: Turns on the selected outlet group.
e Turn off all outlets in group: Turns off the selected outlet group.

e Cycle all outlets in group: Cycles power to the selected outlet group.

Switch Outlets

The "Switch outlets" action is available only when your PX3TS is outlet-switching capable. This action
turns on, off or power cycles a specific outlet.

» Operation:

1. Choose Device Settings > Event Rules > + New Action .

2. Select 'Switch outlets' from the Action list.

3. Inthe Operation field, select an operation for the selected outlet(s).
e Turn outlet on: Turns on the selected outlet(s).
e Turn outlet off: Turns off the selected outlet(s).

e Cycle outlet: Cycles power to the selected outlet(s).
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4. To specify the outlet(s) where this action will be applied, select them one by one from the 'Available
outlets' list.

e To add all outlets, click Select All.

5. Toremove any outlets from the 'Selected outlets' field, click that outlet's 5 .

6. If 'Turn outlet on' or 'Cycle outlet' is selected, choose to select the 'Use sequence order and delays'
checkbox so that all selected outlets will follow the power-on sequence defined on the Outlets page.

Switch Peripheral Actuator

If you have any actuator connected to the PX3TS, you can set up the PX3TS so it automatically turns on
or off the system controlled by the actuator when a specific event occurs.

» Operation:

== New Action '

2. Select 'Switch peripheral actuator' from the Action list.

1. Choose Device Settings > Event Rules >

3. Inthe Operation field, select an operation for the selected actuator(s).
e Turn on: Turns on the selected actuator(s).
e Turn off: Turns off the selected actuator(s).

4. To select the actuator(s) where this action will be applied, select them one by one from the
'Available actuators' list.

e To add all actuators, click Select All.

5. Toremove any selected actuator from the 'Selected actuators' field, click that actuator's 5 .
Syslog Message

Use this action to automatically forward event messages to the specified syslog server. Determine the
syslog transmission mechanism you prefer when setting it up - UDP, TCP or TLS over TCP.

PX3TS may or may not detect the syslog message transmission failure. If yes, it will log this syslog failure
as well as the failure reason in the event log.

» Operation:

1. Choose Device Settings > Event Rules > New Action.

2. Select 'Syslog message' from the Action list.

3. Inthe 'Syslog server' field, specify the IP address to which the syslog is forwarded.

4. Inthe 'Transport protocol' field, select one of the syslog protocols: TCP, UDP or TCP+TLS. The default
is UDP.

Transport  Next steps

protocols

UDP ® In the 'UDP port' field, type an appropriate port number. Default is 514.

e Select the 'Legacy BSD syslog protocol' checkbox if applicable.
TCP NO TLS certificate is required. Type an appropriate port number in the 'TCP port' field.
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Transport  Next steps
protocols

A TLS certificate is required. Do the following:

a. Type an appropriate port number in the 'TCP port' field. Default is 6514.

b. In the 'CA certificate' field, click Browse to select a TLS certificate. After importing the
certificate, you may:
e Click Show to view its contents.
TCP4TLS e Click Remove to delete it if it is inappropriate.
C. Determine whether to select the 'Allow expired and not yet valid certificates' checkbox.
¢ To always send the event message to the specified syslog server as long as a TLS
certificate is available, select this checkbox.

¢ To prevent the event message from being sent to the specified syslog server when any
TLS certificate in the selected certificate chain is outdated or not valid yet, deselect this
checkbox.

Scheduling an Action

An action can be regularly performed at a preset time interval instead of being triggered by a specific
event. For example, you can make the PX3TS report the reading or state of a specific sensor regularly by
scheduling the "Send sensor report" action.

When scheduling an action, make sure you have a minimum of 1-minute buffer between this action's
creation and first execution time. Otherwise, the scheduled action will NOT be performed at the

specified time when the buffer time is too short. For example, if you want an action to be performed at
11:00 am, you should finish scheduling it at 10:59 am or earlier.

» Operation:

4 New Scheduled Action

2. To select any action(s), select them one by one from the 'Available actions' list.

1. Choose Device Settings > Event Rules >

¢ To select all available actions, click Select All.

x .

3. Toremove any action(s) from the 'Selected actions' field, click that action's
e To remove all actions, click Deselect All.

4. Select the desired frequency in the 'Execution time' field, and then specify the time interval or a
specific date and time in the field(s) that appear. Use the clock and calendar tools to choose the
schedule. Use the AM/PM button to toggle time settings.

Send Sensor Report Example

To create a scheduled action for emailing a temperature sensor report hourly, it requires:

e A'Send email' action
e A'Send sensor report' action
e Atimer - thatis, the scheduled action
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» Steps:

L Click == New Action

recipient(s).

to create a 'Send email' action that sends an email to the desired

¢ |n this example, this action is named Email a Sensor Report.

e The subject and content of this email can be customized.

Raritan.

& brand of O logeand 345



Click

== New Action

e Acticn

Arssn e

P! =il B3055H

BUTF saren

Eeamem nadpact

VTV G TR

Coansm by ki

Report' action as its destination action.

Emas 3 Sards Bapon

T e

Co Lt LT

L U E

Sarvar ramar apn corl gurng
Eaeoen gmas BEIMIL R21 CoRigLmT

S g e Ea chamgad o SUTE bemar g

W DT WG

[ {SEMSORREFOAT]

Cuntaem Loy Misanags Hels

-

T Soloming i Tae DorTEiEbY BT Tpor

[SEMEORPEFORT]

Py

Tumom Log Hasrage Halo

WErw s

to create a 'Send sensor report' action that includes the 'Email a Sensor

® In this example, this action is named Send Temperature Sensor Readings.

® You can specify more than one temperature sensor as needed in this action.

MNew Action

Action name

Deatination sgtagny

Report sensars

Bvailable sensors

346

Send Temperature Sensor Readings

Send sensor report ¥
Selected Systern Event Log Action 3
Mwallable = Select an item = L
Desslect All

Peripheral Devices - My PO {1) Temperaturne 1
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Sensor Readings' action hourly.
® |nthis example, the timer is named Hourly Temperature Sensor Reports.

e To perform the specified action at 12:30 pm, 01:30 pm, 02:30 pm, and so on, select Hourly, and set
the Minute to 30.

Wew Scheduled Action
Timer name Hourly Temperature Sensor Reports
Enabled +
Exscution time Howrly v
Minste a0
Selacied actions Send Temperature Sensor Readings
Available actions = Sabect an ifem - ¥

Sefect All Deselect Al

¥Cancel o Creale

* An email containing the specified temperature sensor readings will be sent hourly every day. If you
no longer need the report, you can disable the timer by clearing the Enabled checkbox.

Placeholders for Custom Messages
Actions that include messages allow you to customize text and include placeholders that retrieve system
information and include it in the message.

Supported actions:

e Send email

e Send snapshots via email

e Send SMS

e Log event message

The following are placeholders that can be used in custom messages. Because the placeholders employ

square brackets, you must precede with a backslash any other square brackets that must be included in
your message. For example, \[ \].

If a placeholder is used in a situation where the information cannot be retrieved, it will be shown as
"unknown" in the message.

Placeholder Definition

[AMSBLADESLOTPOSITION] The (horizontal) slot position inside a blade extension
[AMSLEDCOLOR] The RGB LED color

[AMSLEDMODE] The LED indication mode
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Placeholder
[AMSLEDOPMODE]
[AMSNAME]

[AMSNUMBER]
[AMSRACKUNITPOSITION]
[AMSSTATE]

[AMSTAGID]
[CARDREADERCHANNEL]
[CARDREADERDESCRIPTION]
[CARDREADERID]
[CARDREADERMANUFACTURER]
[CARDREADERNAME]
[CARDREADERPRODUCT]
[CARDREADERSERIALNUMBER]
[COMPONENTID]
[CONFIGPARAM]
[CONFIGVALUE]

[DATETIME]

[DEVICEIP]

[DEVICENAME]
[DEVICESERIAL]
[DIPSWELLDURATION]

[DIPSWELLVOLTAGE]

[DOORACCESSDENIALREASON]
[DOORACCESSRULEID]
[DOORACCESSRULENAME]
[ERRORDESC]
[EVENTRULENAME]

[EXTPORTNAME]

Definition

The LED operating mode

The name of an asset strip

The numeric ID of an asset strip

The (vertical) rack unit position

The human-readable state of an asset strip

The asset tag ID

The channel number of a card reader

The custom description of a card reader

The id of a card reader

The manufacturer of a card reader

The custom name of a card reader

The product name of a card reader

The serial number of a card reader

The ID of a hardware component

The name of a configuration parameter

The new value of a parameter

The human readable timestamp of the event occurrence
The IP address of the device the event occurred on

The name of the device the event occurred on

The unit serial number of the device the event occurred on
The formatted duration of the dip/swell event in seconds

The formatted minimum/maximum voltage during the dip/swell event in
volts

The reason for the door access being denied
The id of a door access rule

The name of a door access rule

The error message

The name of the matching event rule

The name of an external port

Raritan.

& brand of O fgrarad



Placeholder
[EXTSENSOR]
[EXTSENSORNAME]
[EXTSENSORSLOT]
[FAILURETYPE]
[FAILURETYPESTR]
[FUSESTATENAME]
[IFNAME]

[INLET]
[INLETLINEPAIR]
[INLETPOLE]
[INLETSENSOR]
[ISASSERTED]
[KEYPADCHANNEL]
[KEYPADDESCRIPTION]
[KEYPADID]
[KEYPADMANUFACTURER]
[KEYPADNAME]
[KEYPADPIN]
[KEYPADPRODUCT]
[KEYPADSERIALNUMBER]
[LINKIDTAG]

[LINKID]
[LINKUNITHOST]
[LOGMESSAGE]
[MONITOREDHOST]
[NETAUTHRESULTSTR]
[NEWUMTARGETUSER]

[OCP]
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Definition

The peripheral device identifier
The name of a peripheral device
The ID of a peripheral device slot
The numeric hardware failure type
The textual hardware failure type
The human readable state of a fuse
The human readable name of a network interface
The inlet label

The inlet line pair identifier

The inlet power line identifier

The inlet sensor name

Boolean flag whether an event condition became true (1) or false (0)

The channel number of a keypad

The custom description of a keypad

The id of a keypad

The manufacturer of a keypad

The custom name of a keypad

The PIN entered at a keypad

The product name of a keypad

The serial number of a keypad

Link ID prefix for link unit events, empty otherwise
The link ID of a link unit

The host name or IP address of a link unit

The original log message

The name or IP address of a monitored host

The network authentication result string (‘succeeded' or 'failed')
The new target user of a user rename operation

The overcurrent protector label
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Placeholder
[OCPSENSOR]
[OCPTRIPCAUSELABEL]
[OCPTRIPCURRENT]
[OLDDATETIME]
[OLDVERSION]

[OUTLET]
[OUTLETGROUPID]
[OUTLETGROUPNAME]
[OUTLETGROUPSENSOR]

[OUTLETNAME]

[OUTLETPOLE]
[OUTLETSENSOR]
[PDULINEPAIRSENSOR]
[PDUNUMBER]
[PDUPOLESENSOR]
[PDUSENSOR]
[PERIPHDEVPOSITION]
[PHONENUMBER]
[PORTID]

[PORTTYPE]

[RADIUSERRORDESC]
[ROMCODE]
[SENSORREADING]

[SENSORREADINGUNIT]

Definition

The overcurrent protector sensor name

The label of the outlet that likely caused the OCP trip
The current flow before the trip event

The device date and time before a clock change

The firmware version the device is being upgraded from
The outlet label

The outlet group ID

The outlet group name

The outlet group sensor name

The outlet name

Note: If any outlet does not have a name, neither an outlet name
nor an outlet number will be shown in the custom message for it.
Therefore, it is recommended to check the availability of all outlet
names if intending to use this placeholder.

The outlet power line identifier

The outlet sensor name

The sensor name for a certain line pair

The PDU number in a cascade

The sensor name for a certain power line

The PDU sensor name

The position of an attached peripheral device

The destination phone number of an outgoing SMS message

The label of the external port the event-triggering device is connected to

The type of the external port (e.g. 'feature' or 'auxiliary') the event-
triggering device is connected to

The Radius error message
The romcode of an attached peripheral device
The value of a sensor reading

The unit of a sensor reading
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Placeholder

[SENSORREPORT]

[SENSORSTATENAME]

[SENSORTHRESHOLDNAME]
[SENSORTHRESHOLDVALUE]
[SERVERPOWEROPERATION]

[SERVERPOWERRESULT]

[SMARTCARDID]
[SMARTCARDTYPE]
[SMTPRECIPIENTS]
[SMTPSERVER]
[SYSCONTACT]
[SYSLOCATION]
[SYSNAME]

[TIMEREVENTID]

[TIMESTAMP]

[UMTARGETROLE]
[UMTARGETUSER]
[USERIP]
[USERNAME]

[VERSION]

Definition

The formatted sensor report contents

The human readable state of a sensor

The name of the threshold being crossed
The value of the threshold being crossed
The power control operation that was initiated on a server (on/off)
The result of a power control operation
The id of a smart card

The type of a smart card

The list of recipients of an outgoing mail
The name or IP address of an SMTP server
SNMP MIB-II sysContact field

SNMP MIB-II sysLocation field

SNMP MIB-II sysName field

The id of a timer event

The timestamp of the event occurrence

The target role of a user management operation
The target user of a user management operation
The IP address a user connected from
The user who performed an operation

The firmware version the device is upgrading to

Editing or Deleting a Rule/Action

You can change the settings of an event rule, action or scheduled action, or delete them.

Exception: Some settings of the built-in event rules or actions are not user-configurable. You cannot
delete built-in rules and actions.

Raritan.

A brand of O fpgrarsd

351



» To edit or delete an event rule, action or scheduled action:

1. Choose Device Settings > Event Rules.
2. Click an item in the list of rules, actions or scheduled actions to open its page.
¢ To modify settings, make changes and then click Save.

e To delete it, click the Delete icon then confirm.
Sample Event Rules

Sample PDU-Level Event Rule

In this example, we want the PX3TS to record the firmware upgrade failure in the internal log when it
happens.

The event rule involves:

e Event: Device > Firmware update failed

e Action: System Event Log Action

» To create this PDU-level event rule:

1. Foran event at the PDU level, select "Device" in the Event field.
2. Select "Firmware update failed" so that the PX3TS responds to the event related to firmware
upgrade failure.

3. To make PX3TS record the firmware update failure event in the internal log, select "System Event Log
Action" in the 'Available actions' field.

Mew Rule

fhube name Mo Rule 1

Enabled e

Event Device ﬂ. ¥
Finmrwane update Tadled q‘ b

Selected aclions System Ewent Log Action X E!

Axailable actions Select an item v

Sefect Al Deselect Al

Sample Outlet-Level Event Rule

In this example, we want the PX3TS to send SNMP notifications to the SNMP manager for any sensor
change event of outlet 3.
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The event rule involves:

e Event: Outlet > Outlet 3 > Sensor > Any sub-event
e Action: System SNMP Notification Action

» To create this outlet-level event rule:

For an event at the outlet level, select "Outlet" in the Event field.
Select "Outlet 3" because that is the desired outlet.

Select "Sensor" to refer to sensor-related events.

W e

Select "Any sub-event" to include all events related to all sensors of this outlet and all thresholds,
such as current, voltage, upper critical threshold, upper warning threshold, lower critical threshold,
lower warning threshold, and so on.

5. To make PX3TS send SNMP notifications, select "System SNMP Notification Action" in the 'Available
actions' field.

Note: The SNMP notifications may be SNMP v2c or SNMP v3 traps/informs, depending on the settings for
the System SNMP Notification Action. See Enabling and Configuring SNMP.

Evant Oustat 1 v
Outlet 3 2 v
Sensof 3 v
<y sub-gvent> 4 T

Sefected actions 5 System SHNMP Notification Action X

Avallable actions - Sedect an item - v

Select All Deselect All

M Cancel o Cregla

Then the SNMP notifications are sent when:
® Any numeric sensor's reading enters the warning or critical range.
e Any sensor reading or state returns to normal.
® Any sensor becomes unavailable.
e The active energy sensor is reset.
® Any state sensor changes its state.

For example, when the outlet 3's voltage exceeds the upper warning threshold, the SNMP notifications are
sent, and when the voltage drops below the upper warning threshold, the SNMP notifications are sent
again.
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Sample Inlet-Level Event Rule

In this example, we want the PX3TS to send SNMP notifications to the SNMP manager for any sensor
change event of the Inlet I1.

The event rule involves:

e Event: Inlet > Sensor > Any sub-event
e Action: System SNMP Notification Action

» To create the above event rule:

1. Foran event at the inlet level, select "Inlet" in the Event field.
2. Select "Sensor" to refer to sensor-related events.
3. Select "Any sub-event" to include all events related to all sensors of this inlet and all thresholds,

such as current, voltage, upper critical threshold, upper warning threshold, lower critical threshold,
lower warning threshold, and so on.

4. To make the PX3TS send SNMP notifications, select "System SNMP Notification Action" in the
'Available actions' box.

Note: The SNMP notifications may be SNMP v2c or SNMP v3 traps/informs, depending on the settings for
the System SNMP Notification Action. See Enabling and Configuring SNMP.

Event et 1 v
Sensor 2 v
<Ay Sub-ivint 3 L

Selected actions 4 System SHMFP Notification Action X

Available actions — Select an item — -
Select ANl Dezelect All

X Cancel o Craale

Then the SNMP notifications are sent when:
* Any numeric sensor's reading enters the warning or critical range.
¢ Any sensor reading or state returns to normal.
® Any sensor becomes unavailable.

® The active energy sensor is reset.

For example, when the Inlet I1's voltage exceeds the upper warning threshold, the SNMP natifications are
sent, and when the voltage drops below the upper warning threshold, the SNMP notifications are sent
again.
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Sample Environmental-Sensor-Level Event Rule

This section applies to outlet-switching capable models only.

In this example, we want PX3TS to activate the load shedding function when a contact closure sensor
enters the alarmed state. This event rule requires creating a new action before creating the rule.

» Step 1: create a new action for activating the load shedding

Choose Device Settings > Event Rules > + New Action .

In this illustration, assign the name "Activate Load Shedding" to the new action.
In the Action field, select "Change load shedding state."
In the Operation field, select "Start load shedding."

W nN e

Mew Action

Aclion name Actvate Load Shedding 9
Action Change load shedding stale 6 L
-,

(Chps Ao S1art load shedding | ¥
Opstral i _:-I sad 5 dl"@_{

Selecied PDUs ey POU (7] 3

Available PDUs Selecl an ibem - ¥

m -Iie I-.I:!. -I.l'!
MCancel »Creale

5. Click Create.

After the new action is created, follow the procedure below to create an event rule that triggers the

load shedding mode when the contact closure sensor enters the alarmed state. This event rule involves
the following:

Event: Peripheral Device Slot > Slot 1 > State Sensor/Actuator > Alarmed/Open/On
e Trigger condition: Alarmed

e Action: Activate Load Shedding
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» Step 2: create the contact closure-triggered load shedding event rule

aia I New Rule

In this illustration, assign the name "Contact Closure Triggered Load Shedding" to the new rule.

on the Event Rules page.

In the Event field, select "Peripheral Device Slot" to indicate we are specifying an event related to
the environmental sensor package.

4. Select the ID number of the desired contact closure sensor. In this illustration, the ID number of the
desired contact closure sensor is 1, so select Slot 1.

Note: ID numbers of all sensors/actuators are available on the Peripherals page.

Select "State Sensor/Actuator" because the contact closure sensor is a state sensor.

6. Select "Alarmed" since we want the PX3TS to respond when the selected contact closure sensor
changes its state related to the "alarmed" state.

7. Inthe 'Trigger condition' field, select the Alarmed/Open/On radio button so that the action is taken
only when the contact closure sensor enters the alarmed state.

8. Select "System Event log Action" from the 'Available actions' list.

Mew Rule
Rule name Mew Kule 1
Enabled -

Event Peripheral Device Slhot 94‘]. v
My PDU (1) On/of 1 9 i

Slale Sensof /) ACiUator @ ¥

Alarmed / Open / On @J ¥
Trigger condition Q ® Alarmed / open / on
No longer atarmed / chosed / off
Both
Selecled actions @_J System Event Log Action X
Available actions = Sebect an item - v

X Cancel ~'Create

A Note about Infinite Loop

You should avoid building an infinite loop when creating event rules.
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The infinite loop refers to a condition where the PX3TS keeps busy because the action or one of the
actions taken for a certain event triggers an identical or similar event which will result in an action
triggering one more event.

» Example 1

This example illustrates an event rule which continuously causes the PX3TS to send out email messages.

Event selected Action included
Device > Sending SMTP message failed Send email
» Example 2

This example illustrates an event rule which continuously causes the PX3TS to send out SMTP messages
when one of the selected events listed on the Device menu occurs. Note that <Any sub-event> under
the Device menu includes the event "Sending SMTP message failed."

Event selected Action included
Device > Any sub-event Send email
» Example 3

This example illustrates a situation where two event rules combined regarding the outlet state changes
causes the PX3TS to continuously power cycle outlets 1 and 2 in turn.

Event selected Action included

Outlet > Outlet 1 > Sensor > Outlet State > On/Off >  Cycle Outlet 2

Both (trigger condition) (Switch outlets --> Cycle Outlet --> Outlet 2)

Outlet > Outlet 2 > Sensor > Outlet State > On/Off >  Cycle Outlet 1

Both (trigger condition) (Switch outlets --> Cycle Outlet --> Outlet 1)

A Note about Untriggered Rules

In some cases, a measurement exceeds a threshold causing an alert. The measurement then returns to
a value within the threshold, but the PX3TS does not generate an alert message for the Deassertion
event. Such scenarios can occur due to the hysteresis tracking the PX3TS uses. See "To De-assert" and
Deassertion Hysteresis.

Setting Data Logging

The data log stores records of each internal sensor's readings. You can configure the log capacity and
the frequency that measurements are taken and stored. The total size of the data log is limited due to
memory constraints. For example, for a PDU with 500 sensors, the effective log size cannot be more
than 200 records. A log capacity warning appears if the desired log capacity is higher than the effective
log capacity.
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You can configure how often measurements are written into the data log using the Measurements Per
Log Entry field. Since the internal sensors are measured every second, specifying a value of 60, for
example, would cause measurements to be written to the data log once every minute. Whenever
measurements are written to the log, three values for each sensor are written: the average, minimum
and maximum values. For example, if measurements are written every minute, the average of all
measurements that occurred during the preceding 60 seconds along with the minimum and maximum
measurement values are written to the log.

The device's SNMP agent must be enabled. In addition, using an NTP time server ensures accurately
time-stamped measurements.

By default, data logging is enabled. You must have the "Administrator Privileges" or "Change Pdu, Inlet,
Outlet & Overcurrent Protector Configuration" permissions to change the setting.

Important: The third-party management solutions like PowerlQ rely on the data logging feature, and the
settings should be changed only in accordance with those systems' requirements.

» To configure the data logging feature:

Choose Device Settings > Data Logging.
To enable the data logging feature, select the "Enable" checkbox in the General Settings section.

Measurements Per Log Entry: Valid range is from 1 to 600. The default is 60.

P w N e

Log capacity: Valid range varies, from 60 to 20,000.
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5. Enable data log backup: Select this checkbox to enable an automatic USB backup of your data log.
USB stick with specially configured file required, see procedure below.

6. Verify that all sensor logging is enabled. If not, click Enable All at the bottom of the page to have all
sensors selected.

7. Click Save.

Data Logging

Enable data logging L

Measurements per log entry 60

Desired log capacity 120

Enable data log backup v

+ My PDU (1) Logged Sensors o Enable All X Disable Al

Unit Sensors {1 of 1 enabled) b4
Inlet Sensors (15 of 15 enabled) v
Outlet Sensors (612 of 612 enabled) b
Outlet Group Sensors (8 of B enabled) W
Overcurrent Proteclor Sensors (4 of 4 enabled) W
Peripheral Device Sensors (64 of 64 enabled) W

» Enable Data Log Backup:

This feature allows backup of the data log on a USB drive. When the PX3TS reboots, e.g because of a
power outage, it will repopulate the data log from the backup on the USB Stick.

To Prepare USB:
Before connecting a USB drive to the PX3TS, configure a file with these details:

1. Create a text file containing:
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e user=<admin_username>

e password=<admin_user_password>

e destroy_and_format_for_storage=true
2. Save the file as "fwupdate.cfg" on the USB drive.
3. Make sure the Enable Data log backup checkbox is selected in Device Settings > Data Logging.
4. Connect the USB drive to the device.

On the console of the PX3TS, you will see the USB drive is reformatted and existing contents are removed.
Once formatting is done, data is started to be backed up on the USB.

Note: Backed up data on the USB is in encrypted form.

Configuring Data Push Settings

You can push the sensor or asset strip data to a remote server for data synchronization. The destination
and authentication for data push have to be configured properly on the PX3TS.

HTTP/HTTPS Destinations: The data will be sent in JSON format using HTTP POST when you select HTTP
or HTTPS as the destination URL. Each push message contains exactly one JSON object. The data format
is formally defined in IDL files, sharing several definitions from the JSON-RPC data model. IDL files are
available by launching JSSON-RPC online help, which is available on the Support site for your product.

After configuring the destination and authentication settings, do either or both of the following:

e To perform the data push after the occurrence of a certain event, create the data push action and
assign it to an event rule.

e To push the data at a regular interval, schedule the data push action.

» To configure data push settings:

1. Choose Device Settings > Data Push.
2. To specify a destination, click New Destination.
3. Set up the URL field.

a. Select http or https.
b. Type the URL or host name in the accompanying text box.

4. |If selecting https, a CA certificate is required for making the connection. Click Browse to install it.
Then you can:

e Click Show to view the certificate's content.
e Click Remove to delete the installed certificate if it is inappropriate.

5. If the destination server requires authentication, select the 'Use authentication' checkbox, and enter
the following data.

e User name comprising up to 64 characters
e Password comprising up to 128 characters
6. Inthe 'Entry type' field, determine the data that will be transmitted.
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® Asset management tag list: Transmit the information of the specified asset strip(s), including the
general status of the specified strip(s) and a list of asset tags. The asset tags list also includes the
tags on blade extension strips, if any.

* Asset management tag log: Transmit the log of all asset strips, which is generated when there are
changes made to asset tags and asset strips, including asset tag connection or disconnection
events.

e Sensor log: Transmit the record of all logged sensors, including their sensor readings and/or status.
Logged sensors refer to all internal and/or environmental sensors/actuators that you have selected
on the Data Logging page.

7. If 'Asset management tag list' is selected in the above step, specify the asset strip(s) whose
information to send. Depending on your PDU model, only one strip may be available.

¢ To specify the asset strip(s), select them one by one from the Available AMS Ports list. Or click
Select All to add all.

e To remove the asset strip(s), click that asset strip's X in the Selected AMS Ports field. Or click
Deselect All to remove all.

8. Click Create.
9. Repeat the same steps for additional destinations. Up to 64 destinations are supported.

» To immediately push out the data:

1. Onthe Data Push page, choose the data source you want to push out.
2. Click the Push Now button.

» To cancel a data push:
® You can cancel the push in progress: Click Cancel.

» To modify or delete data push settings:

1. Onthe Data Push page, click the one you want in the list.
2. Perform either action below.
¢ To modify settings, make necessary changes and then click Save.
e To delete it, click Delete, and then confirm it on the confirmation message.

Data Push Format Examples

Sensor Log

The root object of the message is a SensorLogPushMessage structure. It comprises a list of sensor
descriptors and a list of log rows.

» Sensor descriptors:

The sensor descriptor vector contains static information of all logged sensors, including:
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e The electrical component a sensor is associated with. For example, an inlet pole or an overcurrent

protector.

e The sensor's type. For example, RMS current or active energy.

e Unit and range of the sensor's readings.

» Log rows:

362

Each log row consists of a time stamp (accumulated seconds since 1/1/1970) and a list of log records --

one for each logged sensor.

The length and order of the record list is the same as the sensor descriptor vector.

Sensor Descriptors for Inlet Active Power

The following illustrates a descriptor for an inlet active power sensor.

The metadata field is relevant only to numeric sensors so the readingtype field is displayed twice

in the illustration.

The comment beginning with // in each line, is added to the following illustration to help explain it.

Hdayica®: |
"eypat: 0,
"labeal™: “YI1v,
"lina": O

P

"id": "activePower",

"readingtype™: 0,

“metadata™: |
neypats |

"type": 5§,
"ndr™: 3
I
"decdigita™: 0,
"accuracy": 1.0,
"resslotien™: 1.0,
“tolerance”; 1.5,
“range®: |
"lower®: 0.0,
"upper”: I0000.0

"readingtype": 0,

i
I
i

fr
£

I
i
I

i
rf
i
iy

I
i

Inlet sensor (see DeviceType anumsration)
Inlec labal: Il
Power line; nor applicable for inlert Senssrs

Sens3or identificaticn
Faading Type: momeric

redding type: mmaric
Sensor type: Active power
peading unit: watt

Ho decimal digita

Aocuracy: 1 parcant

Reading resolucicn: 1 W
reading tolerance: +/- 1.5 W

Minimm reading: O W
Maximem= peading: 30 kW

Log Rows

The following illustrates log rows with only one sensor record shown.

The actual length and order of log rows will be the same as those of sensors descriptors.
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The comment beginning with // in each line, is added to the following illustration to help explain it.

[
"rimmscamp™: 1334052832, ff Tima scwmp (secords sincs 1/1/1970)
"pecorda™; |
i
"available™: true, #/ This pecord is availabls
=cakenValidSarplea™: &0, f Puxber of valid samples in chis log peried
=stace™: 5, ff Senszor was in normal range
=mipValue™: S800.0, A Minimes sensor wvaloe: 5.8 kW
=awgWalue™: 5500.0, ! Awerage sensor value: 5.9 ki
"maxValue™: 6100.0 ff Mawimom sensor value: 6.1 kW
1.
|
£ f...] record for next sensor
}
1
¥
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Asset Management Tag List

The root object of the asset management tag list message is an AssetStripsMessage structure. It
contains current data about all connected asset management strips and tags, which is similar to the
illustration below.

"agsatScripa™: [
{
"scripInfo®: |
“bladetverflow®: falss,
"bladeTagCount™: 0,
"caschdesStare”: 0,
"componentCount™: 1,
"mainTagCount": 2,
"maxBladeTagCount™: 128,
“maxMainTaglount"”: &4,
"rackUnitCount™: 48
}F
"devicaInfo™: {
appVersicn®: 24,
"bootVersicn™: &,
“deviceId™: 48,
"hardwareld™: 2,
=isCascadable": falss,
"orientaticnSenafvailabls™: trus,
“protocolversion®: 257,
"rackinicCountConfigurable™: Ttrue
1.
"satringa: |
"rackinicCount™: 48,
"name™: "Asset Strip 1",
"scanMode™: 0,
"defaultColorConnected™: { "g™: 0, "g": 255, "b™: Q },
mdafaultcolorbisconnected™: { "=: 255, "g": 0, "B": 0 },
“"mmberingMode™: 1,
*mumberingOffaec”: 1,
"orientaticm™: O
]i

(Continued)

"cags®: [

"rackiniciumber": 4,
"slotNumber™: O,
“familyDesc™: "Unbknown®,
"rawld": "DEADSEEFQO00",
"programmable”: 0

“rackUnitiuamber®: 5,
“slotHumber™: O,
"familyDesc™: “Unknown™,
"rawlId”: "DEADBEEFQIS00™,
"programmabla™: 0
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Asset Management Tag Log

The root object of the asset management log message is an AssetLogPushMessage structure. It
contains a list of tag or strip events since the last successful push.

The comment beginning with // in each line, is added to the following illustration to help explain it.

i
Arecords®;: [

[
=timeatamp®: 1334052852, fF Time stamp [secocds since 151719T4)
"eypaT: 1, 00 empty, 1: tag conmected, 2: tag disconpactad,

#f 3: asset strip scate changed
“asserCStripdumbart: 0O, #f maset strip number
"rackimiciesber™ @ 10, J/F Rack unit namber
“rackimitPosition® 1 12, #f Rack wnit position
“alotiasher=, /f Blade extension slot nuosher
“tagId®, {f Tha ID of the Asset management tag
“atate™: 5, Jf Sensor was in pormal raege
“parentBladeTd", #f ID of the parent blade sxtension tag
“state®: O AF 0 disconnectsd, 1: fiomars gpdate,
£ 2: unsupported, 3 availakle

ke

i
A [...] mase pecord

l

1
]

Monitoring Server Accessibility

You can monitor whether specific IT devices are alive by having the PX3TS continuously ping them. An IT
device's successful response to the ping commands indicates that the IT device is still alive and can be
remotely accessed.

This function is especially useful when you are not located in an area with Internet connectivity.

PX3TS can monitor any IT device, such as database servers, remote authentication servers, power
distribution units (PDUs), and so on. It supports monitoring a maximum of 64 IT devices.

To perform this feature, you need the Administrator Privileges.

The default ping settings may not be suitable for monitoring devices that require high connection
reliability so it is strongly recommended that you should adjust the ping settings for optimal results.

In addition, if your PX3TS is outlet switching capable, you can even connect a monitored IT device to
one or multiple outlets of PX3TS and then have PX3TS perform the following two actions as needed, in
addition to monitoring its status:

®  First shut down the monitored IT device.

e After the IT device is shut down, power off the outlet(s) where that device is connected.

Important: Not every IT device can be shut down by PX3TS so it is suggested to
verify whether the device can be shut down using a shutdown command. For
example, PX3TS cannot shut down a PDU with a shutdown command.
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» To add IT equipment for ping monitoring:

1. Choose Device Settings > Server Reachability.

Click

== Monitor New Server

By default, the "Enable ping monitoring for this server" checkbox is selected. If not, select it to

enable this feature.

4. Configure the following.

Field

IP address/hostname

Number of successful
pings to enable feature

Wait time after
successful ping

Wait time after
unsuccessful ping

Number of consecutive
unsuccessful pings for
failure

Wait time before
resuming pinging after
failure

Number of consecutive
failures before disabling
feature (0 = unlimited)

Description

IP address or host name of the IT equipment which you
want to monitor.

The number of successful pings required to declare
that the monitored equipment is "Reachable." Valid
range is 0 to 200.

The wait time before sending the next ping if the
previous ping was successfully responded. Valid range
is 5 to 600 (seconds).

The wait time before sending the next ping if the
previous ping was not responded. Valid range is 3 to
600 (seconds).

The number of consecutive pings without any response
before the monitored equipment is declared
"Unreachable." Valid range is 1 to 100.

The wait time before the PX3TS resumes pinging after
the monitored equipment is declared "Unreachable."
Valid range is 1 to 1200 (seconds).

The number of times the monitored equipment is
declared "Unreachable" consecutively before the
PX3TS disables the ping monitoring feature for it and
shows "Waiting for reliable connection." Valid range is
0 to 100.

5. On a PDU with outlet switching capability, there is one more checkbox available -- Power control

enabled.

To be able to shut down and power control the monitored IT device via the Server Reachability page,
enable this checkbox and configure related settings, which are explained in the following table.

6. Click Create.

7. To add more IT devices, repeat the same steps.

» To configure the shutdown and power control settings:

Restriction: To make the power control feature work properly, the power cord(s) of the monitored IT
device must be connected to the same PDU which is monitoring the IT device.
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Field

Shutdown
command

User name,

Password

SSH port

Power target
to switch

Method of
checking

successful
shutdown

Timer delay

Raritan.
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Description

This is the command which is sent to the monitored IT device via
SSH for shutting it down after you press the Shutdown button on
PX3TS.
e  GNU/Linux:

This option sends the GNU/Linux shutdown command.
e Windows:

This option sends the Windows shutdown command.
e Custom:

If the monitored device's system is neither GNU/Linux
nor Windows, choose this option to specify a proper
shutdown command, which can comprise a maximum of
1024 ASCII characters.

Specify user credentials for logging in to the monitored device via
SSH.
e User name:

The name comprises up to 128 non-empty ASCII
characters.
e Password:

The password comprises up to 128 ASCII characters.

The monitored device's SSH port.

e Defaultis 22.

Select the outlet or outlet group that is powering the monitored
device.

This field determines when PX3TS will power off the outlet(s) that
supplies power to the monitored device, after PX3TS issues the
shutdown command to that device.

e Timer:

e PX3TS will power off the selected outlet or outlet group after
the time specified in the 'Timer delay' field expires.Active
power drop:

PX3TS will power off the selected outlet(s) after the
active power value of the selected outlet or outlet group
drops below the value specified in the 'Active power
threshold' field.

Note: Number of available methods is model dependent.
The 'Active power drop' method is available only on
models with outlet metering capability.

This field appears for the 'Timer' method.

Valid values range between 5 and 10,000 seconds.
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Field Description

Active power

threshold The field appears for the 'Active power drop' method.
Valid values range between 0 and 21,000 W.

Timeout for

SE“tiown This field appears for the 'Active power drop' method.

chec

Valid values range between 5 and 10,000 seconds.

The power-off operation is performed only when the active
power value of the selected outlet or outlet group drops below
the 'Active power threshold' within the period of time specified in
this field.

If the active power value drops below the 'Active power
threshold' after the specified time expires, the power-off
operation will NOT be performed.

Server Status Checking or Power Control

Not all models supports the shutdown and power control features via the Server Reachability page.

After adding IT equipment for monitoring, all IT devices are listed on the Server Reachability page.

Server Reachability (O Power Up (D Shutdown B Delete 4 Monitor Mew Server
P Address/Hostname & Fing Enabled Status Power Cantrol
yes Waiting for reliable connection disablad
+ woww begrand cony yes Ermor Servet pawer is off

In the beginning, the status of the added IT equipment shows "Waiting for reliable connection," which
means the requested number of consecutive successful or unsuccessful pings has not reached before
PX3TS can declare that the monitored device is reachable or unreachable.

» To check the server monitoring states and results:

368

1. The column labeled "Ping Enabled" indicates whether the monitoring for the corresponding IT
device is activated or not.

2. The column labeled "Status" indicates the accessibility of monitored equipment.

Status Description
Reachable The monitored equipment is accessible.
Unreachable The monitored equipment is inaccessible.

Raritan.

& brand of O fgrarad



Status

Waiting for reliable
connection

3. If your model supports outlet switching, one more column displays -- Power Control.

Power control
status

(disabled)

Server power is
on

Server power is
off

Server is shutting
down

Power state
unknown

Description

The connection between the device and the monitored
equipment is not reliably established yet.

Description

Power control is not enabled for the monitored equipment.

The outlet or outlet group associated with the monitored
equipment is being powered on.

e In the scenario where an 'outlet group' is associated with the
equipment, the message 'Server power is on' is shown as long
as one of the outlets in the outlet group remains powered on.

The outlet or all outlets of the outlet group associated with the
monitored equipment are being powered off.

The shutdown command was sent to the monitored equipment,
but the shutdown operation has not completed or succeeded yet.

Cannot determine the power state of the outlet(s) associated
with the monitored device.

For example, maybe the outlet group associated with the
monitored device has been deleted.

» To shut down a monitored device:

bl S

succeeds.

Select the IT device that you want to shut down.
Click Shutdown.
Confirm the operation when prompted.

Observe the Power Control status of the monitored device to make sure the shutdown operation

» To power on a monitored device:

Select the IT device that you want to turn on.

Click Power Up.

1
2
3. Confirm the operation when prompted.
4

Observe the Power Control status of the monitored device to make sure the power-on operation

succeeds.

Editing or Deleting Ping Monitoring Settings

You can edit the ping monitoring settings of any IT device or simply delete it if no longer needed.
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» To modify or delete any monitored IT device:

1. Choose Device Settings > Server Reachability.
2. Click the desired one in the list.
3. Perform the desired action.

ﬁﬁ Delete

¢ To modify settings, make necessary changes and then click Save. To delete it, click
on the top-right corner.

Example: Ping Monitoring and SNMP Notifications

In this illustration, it is assumed that a significant PDU (IP address: 192.168.84.95) shall be monitored by
your PX3TS to make sure that PDU is properly operating all the time, and the PX3TS must send out
SNMP notifications (trap or inform) if that PDU is declared unreachable due to power or network
failure. The prerequisite for this example is that the power sources are different between your PX3TS
and the monitored PDU.

This requires the following two steps.

» Step 1: Set up the ping monitoring for the target PDU

1. Choose Device Settings > Server Reachability.

aie T Monitor New Server

Ensure the "Enable ping monitoring for this server" checkbox is selected.
4. Enter the data shown below.

e Enter the server's data.

Field Data entered
IP address/hosthame 192.168.84.95

e To make the PX3TS declare the accessibility of the monitored PDU every 15 seconds (3 pings * 5
seconds) when that PDU is accessible, enter the following data.

Field Data entered
Number of successful pings to enable feature 3
Wait time after successful ping 5

* To make the PX3TS declare the inaccessibility of the monitored PDU when that PDU becomes
inaccessible for around 12 seconds (4 seconds * 3 pings), enter the following data.

Field Data entered

Wait time after unsuccessful ping 4
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Field Data entered

Number of consecutive unsuccessful pings for failure 3

* To make the PX3TS stop pinging the target PDU for 60 seconds (1 minute) after the PDU
inaccessibility is declared, enter the following data. After 60 seconds, the PX3TS will re-ping the

target PDU,
Field Data entered
Wait time before resuming pinging after failure 60

¢ The "Number of consecutive failures before disabling feature (0 = unlimited)" can be set to any
value you want.

5. Click Create.

» Step 2: Create an event rule to send SNMP notifications for the target PDU

1. Choose Device Settings > Event Rules.

aio I New Rule

Select the Enabled checkbox to enable this new rule.
Configure the following.

Field/setting  Data specified

Rule name Send SNMP notifications for PDU (192.168.84.95)
inaccessibility

Event Choose Server Monitoring > 192.168.84.95 > Unreachable

Trigger condition  Select the Unreachable radio button

This will make the PX3TS react only when the target PDU becomes inaccessible.
5. Select the System SNMP Notification Action.

Front Panel Settings

You can set up the default mode of the front panel display, and front panel functions for outlet
switching, actuator control, beeper mute or RCM self-test.

Note that available front panel settings are model dependent.

e Qutlet switching -- available on outlet-switching capable models only.
e Actuator control -- available on all models.
¢ Internal beeper's mute function -- available on all models

e Default front panel mode setup -- available on all models, except for the PX3-3000 series, which
does NOT provide inlet sensor information.

e RCM self-test -- available on those models which support residual current monitoring.
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» To configure the front panel settings:

1. Choose Device Settings > Front Panel.
2. Configure the following:

¢ To configure the default view of the LCD display, select one mode below.

Note: The default view is shown in the automatic mode.

Mode Data entered
Automatic mode  The LCD display cycles through both the inlet and
overcurrent protector information. This is the default.

Overcurrent protector information is available only when
your PX3TS has overcurrent protectors.

Transfer switch Shows the "Transfer Switch" page.
overview
Inlet overview The LCD display cycles through the inlet information only.

¢ To enable the front panel outlet-switching function, select the 'Outlet switching' checkbox.

¢ To enable the front panel actuator-control function, select the 'Peripheral actuator control'
checkbox.

e The built-in beeper's mute control function is enabled per default. To disable it, deselect the 'Mute
beeper' checkbox.

e By default the front panel RCM self-test function, if available, is enabled.
3. Click Save.
If the 'Mute beeper' feature is enabled, you can operate the front panel to mute it whenever it beeps.
Or you can turn on or off outlets/actuators by operating the front panel.

Configuring the Serial Port
You can change the bit rate of the serial port labeled CONSOLE / MODEM that is present on some
models. The default bit rate for console and modem operation is 115200 bps.

The following devices are supported via the serial interface:

e A computer for console management.
e A Raritan KVM product.
e Ananalog modem for remote dial-in and access to the CLI.

e A GSM modem for sending out SMS messages to a cellular phone.

Bit-rate adjustment may be necessary. Change the bit rate before connecting the supported device to
the PX3TS through the serial port, or there are communication problems.

You can set diverse bit-rate settings for console and modem operations. Usually the PX3TS can detect
the device type, and automatically apply the preset bit rate.

The PX3TS will indicate the detected device in the Port State section of the Serial Port page.
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To configure serial port and modem settings, choose Device Settings > Serial Port.

» To change the serial port's baud rate settings:

1. Click the 'Connected device' field to make the serial port enter an appropriate state.

Options Description
Automatic The PX3TS automatically detects the type of the device connected to the
detection serial port.

Select this option unless your PX3TS cannot correctly detect the device
type.

Force console The PX3TS attempts to recognize that the connected device is set for the
console mode.

Force analog The PX3TS attempts to recognize that the connected device is an analog
modem modem.

Force GSM modem | The PX3TS attempts to recognize that the connected device is a GSM
modem.

2. Click the 'Console baud rate' field to select the baud rate intended for console management.

Note: For a serial RS-232 or USB connection between a computer and the PX3TS, leave it at the default
(115200 bps).

3. Click the 'Modem baud rate' field to select the baud rate for the modem connected to the PX3TS.

The following modem settings/fields appear in the web interface after the PX3TS detects the connection
of an analog or GSM modem.
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» To configure the analog modem:

1. Select the 'Answer incoming calls' checkbox to enable the remote access via a modem. Otherwise,
deselect it.

2. Type avalue in the 'Number of rings before answering' field to determine the number of rings the
PX3TS must wait before answering the call.

» To configure the GSM modem:

1. Enter the SIM PIN code.
2. Select the 'Use custom SMS center number' checkbox if a custom SMS center will be used.

e Enter the SMS center number in the 'SMS center' field.

3. If needed, click Advanced Information to view detailed information about the modem, SIM and
mobile network.
4. To test whether the PX3TS can successfully send out SMS messages with the modem settings:

a. Enter the number of the recipient's phone in the Recipient Phone field.
b. Click Send SMS Test to send a test SMS message.

Lua Scripts

If you can write or obtain any Lua scripts, you can create or load them into the PX3TS to control its
behaviors.

Some Lua scripts examples are provided, which you can load as needed.

Note: Not all Lua script examples can apply to your PX3TS model. You should read each example's
introduction before applying them.

You must have the Administrator Privileges to manage Lua scripts.

Writing or Loading a Lua Script

You can enter or load up to 4 scripts.

» To write or load a Lua script:

4= Create New Script

1. Choose Device Settings > Lua Scripts >
2. Type a name for this script. Its length ranges between 1 to 63 characters.
The name must contain the following characters only.

e Alphanumeric characters

e Underscore (_)

e Minus (-)

Note: Spaces are NOT permitted.

3. Determine whether and when to automatically execute the loaded script.
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Checkbox Behavior when selected

Start automatically at system  Whenever the PX3TS reboots, the script is automatically executed.
boot

Restart after termination The script is automatically executed each time after 10 seconds
since the script execution finishes.

4. (Optional) Determine the arguments that will be executed by default.

== Add argument
a. Click

b. Type the key and value.

C. Repeat the same steps to enter more arguments as needed.

= To remove any existing argument, click adjacent to it.

Note: The above default arguments will be overridden by new arguments specified with the
"Start with Arguments" command or with any Lua-script-related event rule.

5. Inthe Source Code section, do one of the following. It is recommended to leave the Enable Syntax

Highlighting checkbox selected unless you do not need different text colors to identify diverse code
syntaxes.

e To write a Lua script, type the codes in the Source Code section.
Source Code
Bl Load Local File W Load Example

¥ Enable syntax highlighting

-- Type vour codes here.

¢ To load an existing Lua script file, click Load Local File.

¢ To use one of the default Lua script examples, click Load Example.

Warning: The newly-loaded script will overwrite all existing codes in the Source Code section.
Therefore, do not load a new script if the current script meets your needs.

6. If you chose to load a script or the example in the previous step, its codes are then displayed in the
Source Code section. Double check the codes. If needed, modify the codes to meet your needs.

7. Click Create.
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Manually Starting or Stopping a Script

You can manually start or stop an existing Lua script at any time.

When starting a script, you can choose to start it either with its default arguments or with new
arguments.

Tip: To have the PX3TS automatically start or stop a script in response to an event, create an event rule.

» To manually start a script:

1. Choose Device Settings > Lua Scripts. The Lua scripts list displays.

<+ Create New Script

Hame State Auatostary FRestart

2. Click the desired script whose state is either 'Terminated' or 'New.'

P> Start

3. To start with default arguments, clic

.
To start with new arguments, click * > Start With Arguments. Newly-assigned arguments will override
default ones.
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4. If you chose "Start With Arguments" in the above step, enter the key and value in the Start Lua
Script dialog.

== Add argument

e Click if needing additional arguments.

€ Lua Scripts | New Script

Sattings
s
it i art automatically o 2 e
Restart after fermination
Default arguments Koy Valus
e Add A -
5. Click Start.
6. The script output will be shown in the Script Output section.
<& Clear

¢ If needed, click = to delete the existing output data.

» To manually stop a script:

Choose Device Settings > Lua Scripts.

2. Click the desired script whose state is either 'Running' or 'Restarting.’
M Sto
3. Click P

4. Click Stop on the confirmation message.

on the top-right corner.

Checking Lua Scripts States

Choose Device Settings > Lua Scripts to show the scripts list, which indicates the current state and
settings of each script.

Lua Secripts + Create Mew Script
Hame State Autostart Restart

Terminated e no
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» State:

State Description

New The script is never executed since the device boot.
Running  The script is currently being executed.
Terminated The script was once executed, but stops now.

Restarting  The script will be executed. Only the scripts with the "Restart"
column set to "yes" will show this state.

» Autostart:
This column indicates whether the checkbox labeled "Start automatically at system boot" is enabled. .
» Restart:
This column indicates whether the checkbox labeled "Restart after termination" is enabled.
Modifying or Deleting a Script
» To modify or replace a script:

1. Choose Device Settings > Lua Scripts.
2. Click the desired one in the scripts list.

L]
3. Click * > Edit Script.
4. Make changes to the information shown, except for the script's name, which cannot be revised.

¢ To replace the current script, click Load Local File or Load Example to select a new script.
» To delete a script:

1. Choose Device Settings > Lua Scripts.

2. Click the desired one in the scripts list.

L ]
3. Click * > Delete.
4. Click Delete on the confirmation message.

Miscellaneous

The Miscellaneous page contains some assorted settings.
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» Enable USB Host Ports:

¢ |If you want to enable/disable your PX3TS USB host ports, use this checkbox.

When disabled, the following features are unavailable:

e Wireless networking

e USB cascading

e USB configuration and firmware update
e Webcam support

e USB card reader support

e PDView mobile app for iOS

» Enable Crestron XiO Connection:

¢ |f the Crestron XiO connection is part of your configuration, you can enable/disable it here.

Miscellaneous

USE Host Posts

= o® o= o o

Erectron it Connaction
LPESoE X0 Lo Clex

Enable Creatron Xil Connection

Using Prometheus and Grafana

You can use the open-source tools Prometheus and Grafana to collect sensor data and visualize it. In
Prometheus, the sensor readings are stored locally as time series data, which can be visualized in graphs
created by Grafana or similar tools This information is displayed on dashboards, and you can create
multiple dashboards as needed.
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Requirements for Prometheus and Grafana

» Prometheus Requirements:

e Prometheus v2.0 or higher
e Install on a computer in the PX3TS network.

e Reference: https://prometheus.io/docs/introduction/first_steps/
» Grafana requirements:

e Grafana v8.1.5 or higher
e |Install on a computer in the network of the Prometheus instance.

e Reference: https://grafana.com/grafana/download?pg=get&plcmt=selfmanaged-box1-ctal

Collected Data

For integration into a Prometheus system, the PDU can output all measurements in a Prometheus-
compatible format that can be queried from the URL: 'https://<PDU_IP>/cgi-bin/
dump_prometheus.cgi'. The URL has one optional parameter, "include_names=1", to include PDU,
names for Inlet, Outlet, OCP, TransferSwitch,and Sensors as metric labels.

You can use cURL as follows to retrieve the data:

1. curl -k https://username:password@[PDU_IP]/cgi-bin/dump_prometheus.cgi

2. curl -k https://username:password@[PDU_IP]/cgi-bin/dump_prometheus.cgi?include_names=1
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Maintenance

Click 'Maintenance' in the Menu to view the options.

Maimtenance

Durvice Information

Comnected Users

Event Log

Update Firmware

Firmware History

iguration

iip [ Resiang

Network Diagnostics

Download Disgnostic

Hardware Failures

Unit Reset

Abeust PDU

Device Information

The Device Information page displays hardware and software information of components or connected

peripheral devices.

Tip: If the information shown on this page does not match the latest status, press F5 to reload it.

» To display device information:

1. Choose Maintenance > Device Information. Click any header to expand the information. Available
sections depend on your model.

Section title

Information

Network
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Information shown

General device information, such as model name, serial number,
firmware version, board ID and revision, MIB download link(s) and so
on.

iX7-G1 hardware or newer shows both Board ID and revision.

The network information, such as the current networking mode, I1Pv4
and/or IPv6 addresses and so on.

Information on cascading configurations also shows here.
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Section title Information shown

Port Forwarding If the port forwarding mode is activated, this section shows a list of
port numbers for all cascaded devices.

Outlets Each outlet's receptacle type, operating voltage and rated current.
Overcurrent Each overcurrent protector's type, rated current and the outlets that it
Protectors protects.

Controllers Each inlet or outlet controller's serial number, Device ID,Hardware ID,

Firmware Version and Status.

Peripheral Devices Serial numbers, model names, position and firmware-related
information of connected environmental sensor packages.

Note: Serial number when clicked provides the detail
information of the peripheral device.

Asset Each asset strip's ID, boot version, application version and protocol
Management version.
Security SSH host keys.

Viewing Connected Users

You can check which users are logged in and their status. If you have administrator privileges, you can
terminate any user's connection.

» To view and manage connected users:

382

1. Choose Maintenance > Connected Users. A list of logged-in users displays.

Connected Users

User Name & I Address Client Type Idie Time

Column  Description
User Name The login name of each connected user.

IP Address | The IP address of each user's host.

For the login via a local connection (serial RS-232 or USB), <local> is
displayed instead of an IP address.
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Column  Description

Client Type The interface through which the user is being connected to the PX3TS.
e Web GUI: Refers to the web interface.
e CLI: Refers to the command line interface (CLI).

The information in parentheses following "CLI" indicates how
this user is connected to the CLI.

- Serial: The local connection, such as the serial RS-232 or
USB connection.

- SSH: The SSH connection.

- Telnet: The Telnet connection.

® Webcam Live Preview: Refers to the live webcam image sessions.
See below.

Idle Time  The length of time for which a user remains idle.

Disconnect
2. Todisconnect any user, click the corresponding
a. Click Disconnect on the confirmation message.

b. The disconnected user is forced to log out.

» If there are live webcam sessions:

All Live Preview window sessions sharing the same URL, including one Primary Standalone Live Preview
window and multiple Secondary Standalone Live Preview windows, are identified as one single
"<webcam>" user in the Connected Users list. You can disconnect a "<webcam>" user to terminate all
sessions sharing the same URL.

Usar Name & IP Adress Cliant Typa Idla Tima

<webcams 192.168.84.22 Webcam Live Previeww 0 min Disconnect

The IP address refers to the IP address of the host where the Primary Standalone Live Preview window
exists, NOT the IP address of the other two associated sessions.

Viewing, Pausing, Resuming or Clearing the Local Event Log
By default, certain system events are captured and saved in a local event log.

You can view over 2000 historical events in the local event log. When the log size exceeds 256KB, each
new entry overwrites the oldest one.

» To display the local event log:

1. Choose Maintenance > Event Log.
Each event entry consists of:
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ID number of the event

Date and time of the event

e Event type
e A description of the event

2. Tofilter the list, select the desired event type in the 'Filter event class' field, or enter keywords in the
'Filter by log message' field.

3. Thelogis refreshed automatically at a regular interval of five seconds. To avoid any new events'
interruption during data browsing, you can suspend the automatic update by clicking Pause.

¢ To restore automatic update, click Resume. Those new events that have not been listed yet due to
suspension will be displayed in the log now.

» To Pause & Resume the local log:

1. Click Pause on the top right corner.

—_

| Clear Log : Export s CSY

Event Log Il Pause

ey I et s
Filter by log message

GUI temporarily stops displaying Event Log updates and button label shows 'Resume’.
2. Click Resume on the top right corner.

GUI continues displaying Event Log updates and shows also messages which were skipped when paused.
The Button label shows 'Pause’.

Note: After page change, Event Log list is automatically in 'Resumed' state again.
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» To clear the local log:

1. Click Clear Log on the top-right corner.
2. Click Clear Log on the confirmation message.

Event Log N Pause [B Clear Log| & Exportas CSV
Filimr mya A% %51 3
Fifter by log message

» To export the log:

Click Export as CSV on top right corner.

CSV file gets downloaded to local machine.

Bl
0

Event Log Nl Pause lear Log 2 Export as CSV

ey I et s
ter by log message

Updating the Firmware

When performing the firmware update, the PX3TS keeps each outlet's power status unchanged so no
server operation is interrupted. During and after the firmware update, outlets that have been powered
on prior to the update remain powered ON and outlets that have been powered off remain powered
OFF.

You must be the administrator or a user with the Firmware Update permission to update the firmware.

Before starting, read the release notes. If you have any questions or concerns, contact Technical Support
BEFORE updating.

On a multi-inlet PDU, all inlets must be connected to power for the PDU to successfully update its
firmware.

Note that firmware update via iOS mobile devices, such as iPad, requires the use of iCloud Drive or a file
manager app.

Firmware update can also be completed using methods other than the web interface. See Special
Configuration and Upgrade Methods (on page 594).

Warning: Do NOT perform the firmware update over a wireless network connection.
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» To update the firmware:

Choose Maintenance > Update Firmware.

Click Browse to select an appropriate firmware file.

Click Upload. A progress bar appears to indicate the upload process.
Select Free memory before upload to clear up the memory.

vk wNn e

Once complete, information of both installed and uploaded firmware versions as well as
compatibility and signature-checking results are displayed.

e The expected firmware platform and product category is displayed in case the uploaded file is
incorrect.

e If anything is incorrect, click Discard Upload.
6. To proceed with the update, click Update Firmware.

Warning: Do NOT power off the PX3TS during the update.

7. During the firmware update:
e A progress bar appears on the web interface, indicating the update status.
¢ The front panel display shows the firmware upgrade message.

¢ The outlet LEDs flash if the relay boards are being updated. If the firmware update does not include
the update of the relay board firmware, outlet LEDs do NOT flash.

e No users can log in.
e Other users' operation, if any, is forced to suspend.

8. When the update is complete, the unit resets, and the Login page re-appears.

Important: If you are using the PX3TS with an SNMP manager, download its MIB
again after the firmware update to ensure your SNMP manager has the correct MIB
for the latest release you are using.

Upgrade Matrix

In Xerus 4.0.x, the following upgrade paths must be followed

Firmware Version Upgrade Steps

3.0.x, 3.1.x,3.2.x >>3.4.0>>3.5.0>>4.3
3.3.x,3.4.x >>3.5.0>>43

3.5.x, 3.6.x >>4.3

4.0.x >>4.3

4.1.x,4.2.x >>4.3
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Firmware Version Upgrade Steps

4.2.x >>4,3.x

Note: Due to file system changes in Xerus 4.0.x, the upgrade paths must be followed, or the Xerus-based
device may become inoperable and require manual recovery.

Upgrade Guidelines for Existing Cascading Chains

There are additional concerns when upgrading devices in a cascading chain. See Firmware Upgrade for
Cascading Chains

A Note about Firmware Upgrade Time

The PDU firmware upgrade time varies from unit to unit, depending on various external and internal
factors.

External factors include, but are not limited to: network throughput, firmware file size, and speed at
which the firmware is retrieved from the storage location. Internal factors include: the necessity of
upgrading the firmware on the microcontroller and the number of microcontrollers that require
upgrade (which depends on the number of outlets). The microcontroller is upgraded only when
required. Therefore, the length of firmware upgrade time ranges from approximately 3 minutes
(without any microcontroller updated) to almost 7 minutes (with all microcontrollers for 48 outlets
updated). Take the above factors into account when estimating the PDU's firmware upgrade time.

The time indicated in this note is for PX3TS web-interface-based upgrades. Upgrades through other
management systems, such as Sunbird's Power 1Q, may take additional time beyond the control of the
PDU itself. This note does not address the upgrades using other management systems.

Full Disaster Recovery

If the firmware upgrade fails, causing the PX3TS to stop working, you can recover it by using a special
utility rather than returning the device.

Contact Raritan Technical Support for the recovery utility. You will also need an appropriate firmware
file in the recovery procedure.

Viewing Firmware Update History

The firmware upgrade history is permanently stored. It remains available even though you perform a
device reboot or any firmware update.

» To view the firmware update history:

1. Choose Maintenance > Firmware History.
Each firmware update event consists of:
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e Update date and time
e Previous firmware version
e Update firmware version

e Update result

Bulk Configuration

The Bulk Configuration feature lets you save generic settings of a configured PX3TS device to your
computer. You can use this configuration file to copy settings to other devices of the same model and
firmware version.

A source device is the PX3TS device where the configuration file is downloaded/saved. A target device is
the PX3TS device that loads the configuration file.

By default the configuration file downloaded from the source device contains settings based on the
built-in bulk profile. The built-in bulk profile defines that all settings should be saved except for
device-specific settings, such as IP address or environmental sensor settings. If you need to load these
device-specific settings, you should use the Backup/Restore feature instead.

You can decide which settings are downloaded by creating your own bulk configuration profile.

When the date and time settings are included in the bulk configuration file, exercise caution when
distributing that file to target devices located in a different time zone than the source device.

This bulk configuration method can be employed through the web interface, USB, or SCP. See Special
Configuration and Upgrade Methods (on page 594).

» Bulk configuration overview:

1. A built-in configuration profile is available, or you can customize your own bulk configuration profile.
2. Select and download the file from the source device.

3. Upload the file to perform the configuration on the target device.

Bulk Configuration Restrictions

Before performing bulk configuration, make sure your source and target devices are compatible devices
for sharing general settings.

» Restrictions for bulk configuration:

e The target device must be running the same firmware version as the source device.
e The target device must be of the same model type as the source device.

e Bulk configuration is permitted if the differences between the target and source devices are only
"mechanical" designs which are indicated in the model name's suffix.
For example, you can perform bulk configuration between PX3-4724-E2N1K2 and PX3-4724-E2N1K9

since the only difference between the two models is their chassis colors represented by K2 (blue) and
K9 (gray).
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» Mechanical design codes in model numbers:

These mechanical designs are represented by suffixes added to the model name. In the table, x

represents a number. For example, Ax can be A1, A2, A3, and so on.

Suffix Mechanical design Example

Ax

Bx

Cx

Dx

Ex

Gx

Nx

Ox

Px

Qx

Rx

Ux

The line cord's length in meters A20 = 3.3 meters

Note: For an inline monitor, it is likely two
Ax's are added to the model name for
indicating the lengths of its inlets' and

outlets' line cords.

The line cord's color

Cord types or options

Plug types or options

Outlet types or options

Controller options

Chassis colors

B501 = bright red orange

C4 = power cord with
the standard gauge

D1 = IP67 watertight
plug

E2 = Locking C13 or
Locking C19

GO = no controller

K6 = yellow

The line cord's length in centimeters

Chassis dimensions or other mechanical changes
OCP brand options

Special requests for device painting or printing

Special requests for physical placement
arrangements

Custom logo

Different power plug brands

Customizing Bulk Configuration Profiles

A bulk profile defines which settings are downloaded/saved from the source device and which are not.
The default is to apply the built-in bulk profile, which downloads all settings from the source device

except for device-specific data.

If the built-in profile does not meet your needs, you can create your own profiles.
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» To create new bulk configurations profiles:

390

Log in to the source device whose settings you want to download.
Choose Maintenance > Bulk Configuration.
Click New Profile, then enter a Profile name and Description.

W N e

as default profile' checkbox.
5. Now decide which settings to include or exclude.

¥
a. Click of the setting which you want to configure.

b. When the pop-up menu appears, select one of the options.
Note that the two options 'Inherited' and 'Built-in' are mutually exclusive.

Option Description
Excluded ' The setting will not be downloaded.
Included The setting will be downloaded.

Inherited The setting will follow its parent setting (that is, the upper-level setting).

e |f you select 'Excluded' for its upper-level setting, this setting will be also
excluded.

¢ If you select 'Included' for its upper-level setting, this setting will be also
included.

The option inherited from its parent setting will be enclosed in parentheses.

Built-in  The setting will follow the same setting of Raritan's built-in profile.
e If 'Excluded' is selected in the built-in profile, this setting will be also excluded.
e If 'Included' is selected in the built-in profile, this setting will be also included.

The option inherited from the built-in profile will be enclosed in parentheses.

Note: The option 'Built-in' is available in those settings whose
corresponding settings in the built in profile have been set to a non-
inherited option -- Excluded or Included.

6. Click Save.

Performing Bulk Configuration

To perform the bulk configuration using the web interface, first select and download the bulk
configuration file, then upload it to the target device to configure it.

Step 1: Save a bulk configuration file

To make this new profile the default one for future bulk configuration operations, select the 'Select

You must have the Administrator Privileges or "Unrestricted View Privileges" to download the
configuration.
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Log in to the source device.

Choose Maintenance > Bulk Configuration.

Select the profile of the configuration you want to use in the Bulk Profile field.

In the 'Bulk format' field select Encrypted or Cleartext, to specify the security of the file.

W nN e

Option Description

Encrypted e Partial content is base64 encoded.
e |ts content is encrypted using the AES-128 encryption algorithm.
e The file is saved to the TXT format

Cleartext e Content is displayed in clear text.
The file is saved to the TXT format.

5. In Encrypted mode, you can password protect the file. Select the Use Password checkbox, then
enter a password. A password will be required when the file is uploaded on the target device.

6. Click Download Bulk Configuration. The file is named "bulk_config" with the source device serial
number and a creation date/time stamp, such as "bulk_config_1BZ31B603C_20210927". Your
browser's file download method determines download location. Save the file so that it's available to
be uploaded to the target device.

» Step 2: Upload the file to configure the target

You must have the Administrator Privileges to upload the configuration.

1. Login to the target device, which is of the same model and runs the same firmware as the source
device.

Choose Maintenance > Bulk Configuration.

In the Restore Bulk Configuration section, click Browse to select the configuration file.
Click 'Upload & Restore Bulk Configuration'.

Confirm the operation and enter the administrator password, then click Restore.

o vk wnN

Wait until the login page reappears.

Modifying or Deleting Bulk Configuration Profiles

You can modify or delete any bulk profile except for the built-in one.

Note that a profile that has been set as the default cannot be deleted. To remove it, you have to remove
its default setting first.

Choose Maintenance > Bulk Configuration. A list of profiles displays and then do one of the following.

» To modify an existing profile:

1. Click on the row of the wanted profile in the list.
2. Change the settings you want.
3. Click Save.
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» To delete profiles

392

o

1. Select one or multiple profiles, then click the Delete icon

2. Click Delete in the confirmation message.

Backup and Restore of Device Settings

Unlike the bulk configuration file, the backup file contains ALL device settings, including device-specific
data like device names and all network settings. To back up or restore the device settings, you should
use the Backup/Restore feature. To perform bulk configuration among multiple PX3TS devices, use the
Bulk Configuration feature instead.

All PX3TS information is captured in the plain-TEXT-formatted backup file except for the device logs and
TLS certificate.

Backup/Restore can also be completed using other methods. See Special Configuration and Upgrade
Methods (on page 594).

To download a backup file:

You must have the Administrator Privileges or "Unrestricted View Privileges" to download a backup file.

1. Choose Maintenance > Backup/Restore.
2. Check the 'Backup format' field. If the chosen value does not match your need, change it.
Option Description

Encrypted e Partial content is base64 encoded.
e |ts content is encrypted using the AES-128 encryption algorithm.
The file is saved to the TXT format

Cleartext e Content is displayed in clear text.
The file is saved to the TXT format.

3. Click Download Device Settings. Save the file onto your computer.

To restore using a backup file:

You must have the Administrator Privileges to restore the device settings.

1. Choose Maintenance > Backup/Restore.
2. Click Browse to select the backup file.
3. Click 'Upload & Restore Device Settings' to upload the file.

* A message appears, prompting you to confirm the operation and enter an administrator password.

4. Enter the password, then click Restore.
5.  Wait until the PX3TS resets and the Login page re-appears, indicating that the restore is complete.
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Network Diagnostics
PX3TS provides the following tools in the web interface for diagnosing potential networking issues.
e Ping: The tool is useful for checking whether a host is accessible through the network or Internet.

* Trace Route: The tool lets you find out the route over the network between two hosts or systems.

e List TCP Connections: You can use this function to display a list of TCP connections.

Tip: These network diagnostic tools are also available through the CLI.

Choose Maintenance > Network Diagnostics, and then perform any function below.
» Ping:

1. Type values in the following fields.
Field Description

Network host The name or IP address of the host that you want to check.

Number of requests A number up to 20.

This determines how many packets are sent for pinging the host.

2. Click Run Ping to ping the host. The Ping results are then displayed.

» Trace Route:

1. Type values in the following fields.
Field/setting Description
Hostname The IP address or name of the host whose route you want to check.
Timeout(s) A timeout value in seconds to end the trace route operation.

Use ICMP packets To use the Internet Control Message Protocol (ICMP) packets to
perform the trace route command, select this checkbox.

2. Click Run. The Trace Route results are then displayed.
» List TCP Connections:
1. Click the List TCP Connections title bar to show the list.

Downloading Diagnostic Information

Important: Use this function only when you are directed by Technical Support.

You can download the diagnostic file to a client machine. The file is compressed into a .tgz file and
should be sent to Technical Support.

This feature is accessible only by users with Administrative Privileges or Unrestricted View Privileges.
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» To retrieve a diagnostic file:

1. Choose Maintenance > Download Diagnostic > Download Diagnostic.
2. The system prompts you to save or open the file. Save the file.

Hardware Issue Detection

This page lists any internal hardware issues PX3TS has detected, including current events and historical
records.

Choose Maintenance > Hardware Failures, and the page similar to either of the following diagrams
opens.

Current hardware failure events, if any, will also display on the Dashboard.

» NO hardware failures detected:

s My PDU (1) Hardware Failures
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» Hardware failure(s) detected:

Haedware Failures

Curtpal Hardmare Failies

Fabure Mopiage

Pand Hardware Fadures

Faikire Message

retmdh, devee ETHD i il et e

» Hardware failure types:

Hardware issues

Network device not detected

12C Bus stuck

Sub controller not reachable
Sub controller malfunction

Outlet power state inconsistent

Sub controller incompatible

Rebooting

Last Avperied & Law! Deaveeried MNumber of Jcogrences
FTFITRE 1 TR AM UTCHH DD TR, 1 0000 AM UTC+0L00
Last Asseried & Lawt Deasseried Mumnbser of Doourrences
RS, Ao P LT G 00 ACREEAE, B 1S Pl UG s
Description

A specific networking interface is NOT detected.

A specific 12C bus is stuck, which affects the communication with
sensors.

Communication with a specific sub unit controller fails.
A specific sub unit controller does not work properly.

The physical power state of a specific outlet is different from the chosen
power state set by the software.

A specific sub unit controller is incompatible with the firmware.

You can remotely reboot the PX3TS via the web interface.

Resetting/rebooting does not interrupt the operation of connected servers because there is no loss of
power to outlets. During and after the reboot, outlets that have been powered on prior to the reboot
remain powered on, and outlets that have been powered off remain powered off.

Warning: Rebooting deletes all webcam snapshots that are saved locally. If needed, download
important snapshots before rebooting the device.
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» To reboot the device:

1. Choose Maintenance > Unit Reset > Reboot Unit.

Do you really want to reboot the selected devices?

:"--.¢ m

Click Reboot.

A message appears, with a countdown timer showing the remaining time of the operation. It takes
about one minute to complete.

4. When the restart is complete, the login page opens.

Tip: If you are not redirected to the login page after the restart is complete, click the text "this link" in
the countdown message.

Note: Device reset will cause CLI communications over an "USB" connection to be lost. Therefore, re-
connect the USB cable after the reset is complete.

Resetting All Settings to Factory Defaults

You must have the Administrator Privileges to reset all settings to factory defaults.

Resetting to factory default can also be completed in the CLI or with a Reset button on the unit. See
Resetting to Factory Defaults (on page 638)

Important: Exercise caution before resetting to factory defaults. This erases
existing information and customized settings, such as user profiles, threshold
values, and so on. Only active energy data and firmware upgrade history are
retained.

If your PDU is in a Linking configuration, you can reset expansion units through the primary unit.
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» To reset the device to factory defaults:

1. Choose Maintenance > Unit Reset

e If your PDU is in a cascaded configuration, select the units you want to reset. If you do not have
cascaded devices listed, move to step 2.

Unit Reset

Cascade Devices

v Host
i 192.168.6.28
e 2 192.168.6.29

2. Click Reset to Factory Defaults.

Reset to Factory Defaults

Do you réally want to reset the selected devices to factory

¥ )
defaults?

Saying yes will clear all settings, incleding the network setup

Please confirm with your password

Passwaord:

3. Type your password and then click Factory Reset.

A message appears, with a countdown timer showing the remaining time of the operation. It takes
about two minutes to complete.

5. When the reset is complete, the login page opens.

Tip: If you are not redirected to the login page after the reset is complete, click the text "this link" in the
countdown message.

Note: Device reset will cause CLI communications over an "USB" connection to be lost. Therefore, re-
connect the USB cable after the reset is complete.

Webcam Management

With a Logitech® webcam connected, you can visually monitor the environment around the PX3TS via
snapshots or videos captured by the webcam.
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The 'Webcams' menu item appears when there is any webcam connected to the PX3TS, or when there
are snapshots saved onto already.

Dashisoard

Webcams

User Monagement

Device Settings

Maintenance

» Permissions required:

To do... Permission(s) required

View snapshots and videos Either permission below:
e Change Webcam Configuration

e View Webcam Snapshots and Configuration

Configure webcam settings Change Webcam Configuration

Configuring Webcams and Viewing Live Images

To configure a webcam or view live snapshot/video sessions, choose Webcams in the Menu. Then click
the desired webcam to open that webcam's page.

Note that default webcam names are determined by the detection order. The one that is detected first
is named Webcam, and a second webcam detected later is named Webcam 2.

Webcams
Hama & Location Resclution Maoda
Webcam h 3522288 Snapshol

The Webcam page consists of three sections -- Live Preview, Image Controls and Settings.
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» Live Preview:

1. By default the Live Preview section is opened, displaying the live snapshot/video session captured
by the webcam.

¢ The default is to show live snapshots. Interval time and capture date/time of the image are
displayed on the top of the image. In video mode, the number of frames per second (fps) and the
video capture date/time are displayed.

M Syt Snapshat

[ L L R T -

Tip: The date and time shown on the PX3TS web interface are automatically converted to your
computer's time zone.

2. To save the current image onto PX3TS or a remote server, click Save Snapshot.

¢ The default storage location for snapshots is the PX3TS device. To save them onto a remote server,
you can change the storage settings.

¢ To download an image onto your computer, you can right-click it and save.
3. To have the same live session displayed in a separate window, click New Live Preview Window.

¢ A separate window appears, which is called the Primary Standalone Live Preview window in this
User Guide.

® You can send out this window's URL to share the live image with others.

¢ Note that your browser may block the pop-up window
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» Image Controls:
Image Controls Q «

1. Adjust the brightness, contrast, saturation and gain by modifying their values or adjusting the
corresponding slide bar.

¢ To customize the gain value, you must deselect the Auto Gain checkbox first.

* To restore all settings to this webcam's factory defaults, click Set to Webcam Defaults.

» Settings:

1. Click Edit Settings.
2. Enter a name for the webcam. Up to 64 ASCII printable characters are supported.
¢ If configured to store snapshots on a remote server, the webcam's name determines the name of
the folder where snapshots are stored.

e |tis suggested to customize a webcam's name before saving snapshots on the remote server. In
case you change the webcam's name after saving any snapshots, PX3TS will create a new folder
with the new webcam name while keeping the old folder with the old name.

3. Type the location information in each location field as needed. Up to 63 ASCII printable characters
are supported.

¢ Note that the location data you enter is not available in those snapshots stored on remote servers.

Tip: If the webcam's location is important, you can customize the webcam's name based on its
location.

4. Select a resolution for the webcam.

¢ If you connect two webcams to one USB-A port using a powered USB hub, set the resolution to
352x288 or lower for optimal performance.

5. Select the webcam mode.
Mode Description

Video The webcam enters the video mode.

e Set the 'Framerate' (frames per second) as needed.

Snapshot The webcam shows static images captured by the webcam at a regular
interval.

® To determine the interval, set the 'Time Between Snapshots'
(seconds).

6. Click Save. The changes made to the settings are applied to the live session in the above Live Preview
section immediately.
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Sending Links to Snapshots or Videos

When opening a Primary Standalone Live Preview window, a unique URL is generated for this window
session. You can email or instant message this URL to as many people as possible as long as your system
resources permit. Recipients can then click on the provided link and view live snapshots or videos
simultaneously in the Secondary Standalone Live Preview window(s).

Tip: All Live Preview window sessions sharing the same URL, including one Primary Standalone Live
Preview window and multiple Secondary Standalone Live Preview windows, are identified as one single
"<webcam>" user in the Connected Users list. You can disconnect a "<webcam>" user to terminate all
sessions sharing the same URL.

» Best practice:

1. The sender opens the Primary Standalone Live Preview window, and sends the link to one or
multiple recipients.

2. The sender must wait until at least one recipient opens the Secondary Standalone Live Preview
window.

3. The recipient(s) should inform the sender that the link has been opened.

4. Now the sender can close the Primary Standalone Live Preview window.

» To send a snapshot or video link via email or instant message:

1. Choose Webcams in the Menu.
2. Click the desired webcam to open the Webcam page.

3. Click New Live Preview Window in the Live Preview section. The live snapshot or video in a
standalone window opens.
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4. Copy the URL from that live preview window.

a. Select the URL shown on the top of the image.

Webicam Live Provbes - Webcuen - m | ks

A Not secure | hitpsy//192.168.3.23 /webcam/ve...

-
= Interval 5s f /282023, 1:00:31 PM
-

b. Right click to copy the URL, or press CTRL+ C.
5. Send the URL link through an email or instant message application to one or multiple persons.
6. Leave the live preview window open until the recipient(s) opens the snapshot or video via the link.

How Long a Link Remains Accessible

For documentation purposes, the one who opens and sends the URL of the Primary Standalone Live
Preview window is called User A and the two recipients of the same URL link are called User B and C.

User Cis able to access the snapshot or video image via the link when the URL link remains valid, which
can be one of these scenarios:

e The Primary Standalone Live Preview window remains open on User A's computer. If so, even
though User A logs out of the PX3TS or the login session times out, the link remains accessible.

e User B's Secondary Standalone Live Preview window remains open. If so, even though User A
already closes the Primary Standalone Live Preview window, the link remains accessible.

e Neither User A's Primary Standalone Live Preview window nor User B's Secondary Standalone Live
Preview window remains open, but it has not exceeded two minutes yet after the final live preview
window session was closed.

Note: The link is no longer valid after two minutes since the final live preview window is closed.

Viewing, Downloading, Deleting Locally-Saved Snapshots

This section describes the operation for snapshots saved onto the PX3TS device only.
When saving a snapshot, it is stored locally on the PX3TS device by default. Up to 10 snapshots can be

stored locally. The oldest snapshot is automatically overridden by the newest one when the total of
snapshots exceeds 10, if no snapshots are deleted manually.
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When there is more than one webcam connected, then the oldest snapshot of the webcam with the
most snapshots is overwritten.

Snapshots are saved as JPG files, and named with sequential numbers, such as 1.jpg, 2.jpg, 3.jpg.

Warning: Rebooting the PX3TS deletes all webcam snapshots that are saved locally.
If needed, download important snapshots before rebooting the device.

» To view, refresh, download or delete saved snapshots:

1. Choose Webcams > Browse Snapshots. The Snapshots page opens.

e To view a snapshot, click the link in the list. The image, capture time and resolution is displayed on
the same page.

e To refresh the list, click the Refresh icon.
¢ To download an image file, click the Download icon.

¢ To delete an image, select the checkbox of the image and click the Delete icon.

£ Webcam Management | Snapshots o8B X
L Snapshot Size Timse ¥ Webcam
| Lipg 19,157 ki B/2BF2073. 10439 PM UTC-0200 Webcam
« | 1jpg 21608 KB 8282023, 110434 PM UTC-0400 Webcam

Changing Storage Settings

Important: The PX3TS web interface only lists the snapshots stored locally on the PX3TS device, but
does NOT list those saved onto remote servers. You must launch appropriate third-party applications,
such as an FTP client, to access and manage the snapshots stored on remote servers.

The default is to store snapshots locally on the device, which has a limitation of 10 snapshots. Note that
any operation involving device reboot, such as firmware upgrade, will remove the locally saved
snapshots.

If you need to keep more than 10 images or need to keep them permanently, configure the settings to
move images onto a remote FTP server.
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» To configure the storage settings:

1. Choose Webcams > Edit Settings.

Snapshol Storage
==l Edlit Settings

Shorage type Local

Browse Snapshots

2. Click the Storage Type field to select the desired storage location and configure as needed.

Note: When entering user credentials for remote servers, make sure the user credentials you enter have
the write permission, or NO snapshots can be successfully saved onto remote servers.

Storage Description
location

Local 'Local' means the PX3TS. This is the default.
e |t can store a maximum of 10 snapshots only.

e The web interface can list and display all snapshots stored on the
PX3TS.

e All snapshots are CLEARED when the PX3TS is rebooted.

FTP Snapshots are saved onto a FTP server.
e Total number of saved snapshots depends on the server's capacity.
e Saved snapshots are not affected by reboots of the PX3TS.
e Configure the following fields:
* Server URL - the FTP server's path
* Username - for server access
* Password - for server access

1. Click Save.

Warning: Before disconnecting or powering off any remote server where the
webcam snapshots are being stored, you must first change the storage settings, or
the connectivity issue of the remote server may degrade the performance of the
PX3TS web interface. If this issue occurs, first restore the connectivity of the
remote server and then change the storage settings of the webcam snapshots.

» Tip for notifications showing the snapshots path on FTP:

If you are using SNMP to retrieve data, you can make PX3TS automatically send a notification containing
the full path or URL to the snapshots saved onto FTP with this SNMP code:
webcamStorageUploadStarted.
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Identifying Snapshots Folders on Remote Servers

If saving snapshots onto a remote server, you can access those snapshots via an appropriate third-party
application, such as an FTP client.

All snapshots are saved as JPEG and named according to the date and time when saving the snapshots.
Note that the date and time of the filename are based on the time zone of the PX3TS rather than that of
the computer or mobile device you are operating.

Tip: To check the time zone, choose Device Settings > Date/Time.

The structure of a snapshots folder looks similar to the diagram below.

----- 1. PHB3650005 —_9
= PH85350018 —
? Webcam ©
. 2 Webcam2—@

Number Folder name description

o User-defined parent directory, whose name depends your server settings, such as
your FTP configuration.

9 Serial number of your PX3TS device where the webcam is connected. For
example, PH85350018.

e View your serial number in Device Information.

6 The name of the webcam that your PX3TS detects first.
This is the folder where the snapshots captured by the first webcam are stored.
e The first webcam's default name is "Webcam".

®  You can customize the webcam's name, which will change the snapshots
folder's name.

e [|fthe webcam's location is important, you can customize the webcam's name
based on its location when configuring PX3TS to save snapshots onto a
remote server.

6 The name of the webcam that your PX3TS detects later, if an additional webcam is
connected.

This is the folder where the snapshots captured by the second webcam are
stored.

e The second webcam's default name is "Webcam 2".

e Changing this webcam's name also changes the second snapshots folder's
name.

e [fthe webcam's location is important, you can customize the webcam's name
based on its location when configuring PX3TS to save snapshots onto a
remote server.
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Note: It is suggested to customize a webcam's name "prior to" saving snapshots on the remote server.
In case you change the webcam's name after saving any snapshots, PX3TS will create a new folder with
the new webcam name while keeping the old folder with the old name.

SmartLock and Card Reader
Raritan's SmartLock kits provide several cabinet access control solutions.
If you have purchased a SmartLock kit with the door handle controller "DX2-DH2C2", both menu items

"SmartLock" and "Card Readers" will appear in the menu after connecting and configuring properly
DX2-DH2C2 and the door handles included in the kit.

Note that "SmartLock" appears only when your door handles are connected via DX2-DH2C2, but "Card
Readers" appears as long as any card reader is detected, whether standalone USB card reader or a card
reader integrated with the door handles.

SmartLock

Card Readers

User Management

Devion Settings

Maintenance

SmartLock

To open the SmartLock page, choose SmartLock in the Menu.
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The page shows information of all DX2-DH2C2 modules connected, including its serial number, position
and its door configuration. When primary units and/or link units have SmartLock controllers connected,
this page includes all door information for both.

On this page you can:

e \iew the status of the cabinet door and card reader.

Note: Data of "external" USB card readers is shown on the Card Readers page.

e Configure the doors connected to DX2-DH2C2. You must set this because the types of connected
door handles are not automatically detected.

e Control the doors connected to DX2-DH2C2.

e Manage the door access.

Raritan.

& brand of O logeand 407



» To configure the doors:

408

There are two door sections per DX2-DH2C2 because a DX2-DH2C2 has two door handle ports.

Card Pander

Setiinga

Diooe
SEaL
Ko
o
ard Fpade
Barings
~anw g

Sl
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Click Edit Settings in the Settings section.

In the 'Door handle type' field, select the door handle type you are using.

e If your specific Southco H3-EM model is listed, select it. For all other supported Southco H3-EM
models, select "Southco H3-EM".

Door 1 O open O Cloge
Status o~
Mlarme Slate Type

a N cloasd Door State
Handla e [Dhoor Handle
C [= '{l:l‘_ r OO | O
Card Reader W
Settings
Deor handle type SouthCo H3-EM-60 L
Mone
Ao relock time EMEA-1T150

| EMIEA Agent-E
| SouthCo HI-EM
SouthCo H3-EM-66
Relock on handie close Dirak eline MLAT000
| Dieak eline MLA25]
Dirak elina MLR2 500KP
| Legrand SML-UNIV-ADPT

Dicaor senaor polarity

Connected device

3. Make changes to the remaining fields as needed, then click Save.

Section

Auto Relock
Time

Door sensor
polarity
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Description

Specify how long the lock can remain open after someone opens
the door handle lock via smart card or remote control without the
handle being opened during that period. When the timeout
expires, the lock will be automatically closed. Default is 600
seconds (that is, 10 minutes).

Choose the correct setting based on the type of contact closure
sensors used to monitor the door:

Normally closed: The contact is closed (conducting) when the
door is closed and open (not conducting) when the door is open.
Default.

Normally open: The contact is not conducting when the door is
closed and is conducting when the door is open.

Note: For both normally closed and normally open sensors, the
reported state is "open" when the door is open and "closed"
when the door is closed.
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410

Section Description

Relock on e This setting controls auto-locking. Select "Only if door closed" to
Handle Close delay auto-locking until "Door State" and "Door Handle State" are
both verified as "Closed". Select "Always" to relock automatically.

Connected e [f your door handle has a connected device, such as a keypad,
Device select it from the list.

To manage the door access:

"Managed Door Access" link provides access to "Door Access Rules" where you can create new rules.

Door Access (on page 302)

SmartLock Controller (1GEDOO000E) 3 Maraged Boor Aocess

Door Status and Control

After configuring the door handle type properly, you can see the Status and Card Reader sections.

Door 1 O 0open O Close
MName State Type
Doaor State 1 closed Door State
Door Handle 1 open Door Handle
Door Lock 1 closed Door Lock

Manufacturer/model  Raritan SML-READER-1
Card type i

Card ID B
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» To view the status of the door and card reader:

Section

Status

Card
Reader

Description

Shows all sensor states detected by DX2-DH2C2, including:

e Door State: States of contact closure sensors connected to DX2-DH2C2.
Contact closure sensors detect whether the door is physically opened or
closed.

e Door Handle: States of door locks integrated with the door handles.
e Door Lock: States of the door handle locks.

Door locks and door handle locks are interrelated so their states are
changed one after another. The door handle lock is opened first and
then the door lock.

Exception: If you manually open the door lock with the key shipped
with your door handle, the Door Lock state will enter the open state
while the Door Handle Lock state remains closed.

Shows the data of the smart card scanned by the internal or external card
reader accompanying each door handle connected to DX2-DH2C2.

Tip: All sensors of the connected door handles are also listed on the Peripherals page. The same Card

Reader information is also available on the Card Reader page.

» To control the door:

Per default, only one door handle can be opened at the same time so you must close one door before
opening another. To increase the upper limit of concurrently opened doors, go to the Peripherals page.

1. Go to the proper door section, and click Open or Close.

Door 1 O open O Close

2. Confirm the operation when prompted.

3. Now you can physically open or close the door.

» Door Terms:

The following terms and definitions are helpful when discussing doors, door handles, and locks. Note

that all door sensors also display in the Peripherals page.
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e SmartLock Controllers: DX2-DH2C2

e Door Handle Assembly: Door Handle and Door Lock which are connected to the SmartLock
controller 8 pin connector, for example "door handle 1".

e Door: Door is the same as "Door Handle Assembly", but with optional contact closure sensor that is
connected to the SmartLock controller connector. The contact closure sensor status describes
whether the cabinet door is open or closed.

e Door Handle: The small grip on the front of the Door Handle Assembly, which is used to
mechanically open the door by hand if it's unlocked. Sensor status describes if the Door Handle is
pulled out (open) or closed.

e Door Lock: The small lock actuator inside of the Door Handle Assembly which locks or unlock the
Door Handle. Sensor status describes if the Door Handle is unlocked or locked.

Card Readers
To open the Card Readers page, choose Card Readers in the Menu.
This page lists all card readers connected, including:

e Standalone USB card readers

e (Card readers integrated with door handles

Card Readers

F & Manufacturer/Model Swrial Mumbaer Channel Card Type Card ID
1 EMEA Agent-E 1GER2000%8 1

2 EMEA Agent-E 1GES2000%8 2

When a user scans a smart card with the card reader, the card's type and ID are retrieved and shown in
the corresponding Card Type and Card ID column. If no data is shown in the two columns, it means the
scanned card may not be supported by the card reader.

Tip: You can use a third-party application, such as Power 1Q, to retrieve the card's data to perform
security features like cabinet access control. Refer to that application's user documentation for more
information.

» Door handle-integrated card readers:

e This type of card reader is integrated in the door handle, which is any series below:
e Emka Agent E
e SouthCo H3-EM
e Dirak eLine MLR 2500
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Note: Not every SouthCo H3-EM door handle has a card reader integrated.

e [tis connected via the DX2-DH2C2 module.
e The Channel column indicates which door handle port (channel) it is connected to.

* Note that the serial number displayed for this card reader is the same as DX2-DH2C2's serial
number.

Each DX2-DH2C2 module can show two card readers because they have two ports for connecting two
door handles with card readers integrated.

» Standalone USB card readers:

e |tis directly connected to PX3TS.

e The Channel column does not show any data.
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Using SNMP

This SNMP section guides you in configuring PX3TS for integration with an SNMP manager. PX3TS can be
set up to send traps or informs to the SNMP manager, enabling real-time notifications. Additionally, it
can receive GET and SET commands to retrieve status updates and adjust basic settings efficiently.

In This Chapter

Enabling and Configuring SNMP. . .. ... .. i e e 414
SNMPV3 NoOtifications. . . ..o vt e e e 415
SNMPV2c Notifications. . . ..o vt e e 417
Downloading SNMP MIB. . .. ..ot e e e e 418
SNMP Gets and Sets. . ..ottt e 418

Enabling and Configuring SNMP

To enable communication with an SNMP manager, you must activate SNMP protocols on PX3TS. By
default, SNMP functionality is disabled.

SNMP v3 protocol supports encrypted communication to enhance security. To utilize this feature,
configure users with SNMP v3 access permissions and specify both an Authentication Pass Phrase and a
Privacy Pass Phrase. These pass phrases serve as shared secrets between SNMP and PX3TS, ensuring
secure communication.

Important: You must download the SNMP MIB for your PX3TS to use with your
SNMP manager.

Raritan.

414 i brand of O legrand



» To enable SNMP v1/v2c and/or v3 protocols:

1. Choose Device Settings > Network Services > SNMP.

2. Inthe SNMP Agent section, enable SNMP v1/v2c or SNMP v3, and configure related fields, such as
the community strings.

e If SNMP v3 is enabled, you must determine which users shall have the SNMP v3 access permission.

» To configure users for SNMP v3 access:

1. Choose User Management > Users.
2. Create or modify users to enable their SNMP v3 access permission.

¢ |f authentication and privacy is enabled, configure the SNMP password(s) in the user settings.

SNMPv3 Notifications

1. Choose Device Settings > Network Services > SNMP.
2. Inthe SNMP Agent, make sure the Enable SNMP v1/v2c checkbox is selected.
3. Inthe SNMP Notifications section, make sure the 'Enable SNMP notifications' checkbox is selected.

SHMP Notifications

Enable SNMP notifications L

Hatiieation pe SHMPYI nflgem w

Haat | isciced

Pori 162

User IDx | requined |

Temeout 3 8

6

Mumber of retries

Security bevel authPriv v

Authentication protaccd SHA v

Apthentication passphrane requined

Conlem suthentication pa ssphease

Privaty profocol AES r

Privacy passphrase regquined

Confiem privacy passphrase

4. Select 'SNMPv3 trap' or 'SNMPv3 inform' as the notification type.
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5.

For SNMP TRAPs, the engine ID is prepopulated.

6. Type values in the following fields.

Field

Host

Port

User ID

Timeout

Number of retries

Security level

Authentication
protocol,

Authentication
passphrase,

Confirm authentication

passphrase

Privacy protocol,
Privacy passphrase,

Confirm privacy
passphrase

7. Click Save.

Description

The IP address of the device(s) you want to access.

This is the address to which notifications are sent by the SNMP agent.
The port number used to access the device(s).

User name for accessing the device.

® Make sure the user has the SNMP v3 access permission.
The interval of time, in seconds, after which a new inform communication is resent if the first
is not received.

® For example, resend a new inform communication once every 3 seconds.

Specify the number of times you want to resend the inform communication if it fails.
e For example, inform communications are resent up to 5 times when the initial
communication fails.
Three types are available.
e noAuthNoPriv - neither authentication nor privacy protocols are needed.
e authNoPriv - only authentication is required.

e authPriv - both authentication and privacy protocols are required.

The three fields are available when the security level is set to AuthNoPriv or authPriv.
e Select the authentication protocol - MD5 or SHA
e Enter the authentication passphrase

The three fields are available when the security level is set to authPriv.
e Select the Privacy Protocol - DES or AES
e Enter the privacy passphrase and then confirm the privacy passphrase
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SNMPv2c Notifications

1. Choose Device Settings > Network Services > SNMP.

2. Inthe SNMP Agent, make sure the Enable SNMP v1/v2c checkbox is selected.
3. Inthe SNMP Notifications section, make sure the 'Enable SNMP notifications' checkbox is selected.

SNMP Hotfications

Enable SHMP notifications

Naotification type

Tirmeout

Numbser of retries

¥ Heat

162

142

162

b

Y

SHNMPvie inform

Coenmnunity

4. Select 'SNMPv2c trap' or 'SNMPv2c inform' as the notification type.

5. Type values in the following fields.

Field

Timeout

Number of
retries

Host

Port

Community

6. Click Save.
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Description

The interval of time, in seconds, after which a new inform
communication is resent if the first is not received.

e For example, resend a new inform communication once every 3

seconds.

The number of times you want to resend the inform communication if

it fails.

e For example, inform communications are resent up to 5 times
when the initial communication fails.

The IP address of the device(s) you want to access. This is the address

to which notifications are sent by the SNMP agent.

You can specify up to 3 SNMP destinations.

The port number used to access the device(s).

The SNMP community string to access the device(s). The community
is the group representing the PX3TS and all SNMP management

stations.

417



Downloading SNMP MIB

You must download an appropriate SNMP MIB file for successful SNMP communications. Always use the
latest SNMP MIB downloaded from the current firmware of your PX3TS.

You can download the MIBs from two different pages of the web interface.

» MIB download via the SNMP page:

1. Choose Device Settings > Network Services > SNMP.
2. Click the Download MIBs title bar.

Download MIBs »

3. Select the desired MIB file to download.
e PDU2-MIB: The SNMP MIB file for PX3TS management.
e ASSETMANAGEMENT-MIB: The SNMP MIB file for asset management.

4. Click Save to save the file onto your computer.

» MIB download via the Device Information page:

1. Choose Maintenance > Device Information.

2. Inthe Information section, click the desired download link:
e PDU2-MIB
e ASSETMANAGEMENT-MIB

3. Click Save to save the file onto your computer.

SNMP Gets and Sets

In addition to sending notifications, the PX3TS is able to receive SNMP get and set requests from third-
party SNMP managers.

e Get requests are used to retrieve information about the PX3TS, such as the system location, and the
current on a specific outlet.

e Set requests are used to configure a subset of the information, such as the SNMP system name.

Note: The SNMP system name is the PX3TS device name. When you change the SNMP system name,
the device name shown in the web interface is also changed.

The PX3TS does NOT support configuring IPv6-related parameters using the SNMP set requests.

Valid objects for these requests are limited to those found in the SNMP MIB-II System Group and the
custom PX3TS MIB.
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The MIB File

An SNMP MIB file describes the SNMP functions.

Opening the MIB reveals the custom objects that describe the PX3TS system at the unit level as well as
at the individual-outlet level.

As standard, these objects are first presented at the beginning of the file, listed under their parent
group. The objects then appear again individually, defined and described in detail.

B B - Mstepad
fin [t Format Wow bk

| e s neat yOreap DRICCT-CROUP

BRALETS |
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reasurenentsinletPolelensorTineStang,
BRAsUreRenTS0uTletientar [Saval lanle,
measurerentslutletZensorState,
reagurerentilutlet SendorPaloe,
reasurerentslutletSensorTimeStang,
meafuresentilutletPolesentor [Saesilanle,
measurerentsiutletPolelensaritate,
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measurerentsExternal SensorWalee,
neasurerentsixternalSensorTineitang

¥
ETRTUE  current
BCLCRIPTIOH
“h collection of objects prowiding the lepging capabilities
about the pdu."

For example, the measurementsGroup group contains objects for sensor readings of PX3TS as a whole.
One object listed under this group, measurementsUnitSensorValue, is described later in the MIB as "The
sensor value". pduRatedCurrent, part of the configGroup group, describes the PDU current rating.

SNMP Sets and Thresholds

Some objects can be configured from the SNMP manager using SNMP set commands. Objects that can
be configured have a MAX-ACCESS level of "read-write" in the MIB.

These objects include threshold objects, which cause the PX3TS to generate a warning and send an
SNMP notification when certain parameters are exceeded. See Sensor Threshold Settings for a
description of how thresholds work.

Note: When configuring the thresholds via SNMP set commands, ensure the value of upper critical
threshold is higher than that of upper warning threshold.

Configuring NTP Server Settings

Using SNMP, you can change the following NTP server-related settings in the unitConfigurationTable:
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e Enable or disable synchronization of the device's date and time with NTP servers
(synchronizeWithNTPServer)

e Enable or disable the use of DHCP-assigned NTP servers if synchronization with NTP servers is
enabled (useDHCPProvidedNTPServer)

e Manually assign the primary NTP server if the use of DHCP-assigned NTP servers is disabled
(firstNTPServerAddressType and firstNTPServerAddress)

e Manually assign the secondary NTP server (optional) (secondNTPServerAddressType and
secondNTPServerAddress)

Tip: To specify the time zone, use the CLI or web interface instead.

When using the SNMP SET command to specify or change NTP servers, it is required that both the NTP
server's address type and address be set in the command line simultaneously.

For example, the SNMP command to change the primary NTP server's address from IPv4
(192.168.84.84) to host name looks similar to the following:

snmpset -v2c -c private 192.168.84.84 firstNTPServerAddressType = dns
firstNTPServerAddress = "angu.pep.com"
Retrieving Energy Usage

You can discover how much energy an IT device consumes by retrieving the Active Energy for the outlet
this IT device is plugged into. The Active Energy values are included in the
outletSensorMeasurementsTable, along with other outlet sensor readings.
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Using the Command Line Interface

This section explains how to use the command line interface (CLI) to administer the PX3TS.
Note that available CLI commands are model dependent.

CLI commands are case sensitive.

The CLI can be used to:

® Reset

e Display the device and network information, such as the device name, firmware version, IP address,
and so on

e Configure the device and network settings
e Troubleshoot network problems

You can access the interface over a local connection using a terminal emulation program such as
HyperTerminal, or via a Telnet or SSH client such as PuTTY.

Note: Telnet access is disabled by default. To enable Telnet, go to Device Settings > Network Services >
Telnet.

In This Chapter

Logging into CLL ..ot e e 421
TipsforUsingthe CLL .. ... ot e e 424
Showing Information. . ... ... e 428
Clearing Information. . . ... ... . i e e 457
Configuring the Device and Network. . ...... .o 457
Network Troubleshooting in DiagnosticMode. ........................... 580
Transfer Switch Configuration Commands. ............. ... ... ..., 584
Perform Manual Transfer. . . ... e e 585

Logging in to CLI

Logging in via HyperTerminal over a local connection is a little different than logging in using SSH or
Telnet.

If a security login agreement has been enabled, you must accept the agreement in order to complete
the login. Users are authenticated first and the security banner is checked afterwards.

With HyperTerminal

You can use any terminal emulation programs for local access to the command line interface.

Raritan.

Abrand of O begeand 421



This section illustrates HyperTerminal, which is part of Windows operating systems prior to Windows
Vista.

» To log in using HyperTerminal:

1. Connect your computer to the product via a local connection.

2. Launch HyperTerminal on your computer and open a console window. When the window first
opens, it is blank.

Make sure the COM port settings use this configuration:
e Bits per second = 115200 (115.2Kbps)
e Data bits=8
e Stop bits=1

Parity = None

Flow control = None

Tip: For a USB connection, you can determine the COM port by choosing Control Panel > System >
Hardware > Device Manager, and locating the "Device Serial Console" under the Ports group.

3. Inthe communications program, press Enter to send a carriage return to the PX3TS. The Username
prompt appears.

4. Type a name and press Enter. The name is case sensitive. Then you are prompted to enter a
password.

5. Type a password and press Enter. The password is case sensitive.
After properly entering the password, the PX3TS name appears at the prompt.

Tip: The 'Last login' information, including the date and time, is also displayed if the same user account
was used to log in to this product's web interface or CLI.

6. You are now logged in to the command line interface and can begin using commands.

With SSH or Telnet

You can remotely log in to the command line interface (CLI) using an SSH or Telnet client, such as PuTTY.

Note: PUTTY is a free program you can download from the Internet. Refer to PuTTY's documentation for
details on configuration.

» To log in using SSH or Telnet:

1. Ensure SSH or Telnet has been enabled.
2. Launch an SSH or Telnet client and open a console window. A login prompt appears.

login as: I

3. Type a name and press Enter. The name is case sensitive.
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Note: If using the SSH client, the name must NOT exceed 25 characters. Otherwise, the login fails.

Then you are prompted to enter a password.

login as: admin

adminf 19z .1658.834.5858'8 password: I

4. Type a password and press Enter. The password is case sensitive.
5. After properly entering the password, the PX3TS name appears at the prompt.

Tip: The 'Last login' information, including the date and time, is also displayed if the same user account
was used to log in to this product's web interface or CLI.

6. You are now logged in to the command line interface and can begin administering this product.

With an Analog Modem

The PX3TS supports remote access to the CLI via a connected analog modem. This feature is especially
useful when the LAN access is not available.

» To connect to the PX3TS via the modem:

Make sure the PX3TS has an analog modem connected. See Connecting an Analog Modem.
Make sure the computer you are using has an appropriate modem connected.

Launch a terminal emulation program, and configure its baud rate settings according to the baud
rate set for the analog modem connected to the PX3TS. See Configuring the Serial Port.

4. Type the following AT command to make a connection with the PX3TS.
ATD<modem phone number>

5. The CLI login prompt appears after the connection is established successfully. Then type the user
name and password to log in to the CLI.

» To disconnect from the PX3TS:

1. Return to the modem's command mode using the escape code +++.

2. After the OK prompt appears, type the following AT command to disconnect from the PX3TS.
ATH

Different CLI Modes and Prompts

Depending on the login name you use and the mode you enter, the system prompt in the CLI varies. The
device name appears with the prompt.
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e User Mode: When you log in as a normal user, who may not have full permissions to configure the
PX3TS, the > prompt appears.

e Administrator Mode: When you log in as an administrator, who has full permissions to configure the
PX3TS, the # prompt appears.

e Configuration Mode: You can enter the configuration mode from the administrator or user mode. In
this mode, the prompt changes to config:# or config:> and you can change PX3TS device and
network configurations. See Configuring the Device and Network (on page 457).

e Diagnostic Mode: You can enter the diagnostic mode from the administrator or user mode. In this
mode, the prompt changes to diag:# or diag:> and you can perform the network troubleshooting
commands, such as the ping command. See Network Troubleshooting in Diagnostic Mode (on page
580).

Closing a Local Connection

Close the window or terminal emulation program when you finish accessing the PX3TS over the local
connection.

When accessing or upgrading multiple PX3TS devices, do not transfer the local connection cable from
one device to another without closing the local connection window first.

Logging out of CLI

After completing your tasks using the CLI, always log out of the CLI to prevent others from accessing the
CLI.

» To log out of the CLI:

1. Ensure you have entered administrator mode and the # prompt is displayed.
2. Type exit and press Enter.

Tips for Using the CLI

The ? Command for Showing Available Commands

When you are not familiar with CLI commands, you can press the ? key at anytime for one of the
following purposes.

e Show a list of main CLI commands available in the current mode.

e Show a list of available commands or parameters for the command you type.

» In the administrator mode:
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» In the configuration mode:

config:# ?

» In the diagnostic mode:
diag:# ?

Press Enter after pressing the ? command, and a list of main commands for the current mode is
displayed.

Querying Available Parameters for a Command

If you are not sure what commands or parameters are available for a particular type of CLI command or
its syntax, you can have the CLI show them by adding a space and the help command (?) or list
command (Is) to the end of that command. A list of available parameters and their descriptions will be
displayed.

The following shows a few query examples.

» To query available parameters for the "show" command:

# show ?

» To query available parameters for the "show user" command:

# show user ?

» To query available role configuration parameters:

config:# role ?

» To query available parameters for the "role create” command:

config:# role create ?

Retrieving Previous Commands
If you would like to retrieve any command that was previously typed in the same connection session,

press the Up arrow ( O ) on the keyboard several times until the desired command is displayed.
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Automatically Completing a Command

A CLI command always consists of several words. You can easily enter a command by typing first word(s)
or letter(s) and then pressing Tab or Ctrl+i instead of typing the whole command word by word.

» To have a command completed automatically:

1. Type initial letters or words of the desired command. Make sure the letters or words you typed are
unique so that the CLI can identify the command you want.

Press Tab or Ctrl+i until the complete command appears.

If there are more than one possible commands, a list of these commands is displayed. Then type the
full command.

» Examples:

e Example 1 (only one possible command):

a. Type the first word and the first letter of the second word of the "reset
factorydefaults" command -- thatis, reset f.

b. Then press Tab or Ctrl+i to complete the second word.
e Example 2 (only one possible command):

a. Type the first word and initial letters of the second word of the "security
strongPasswords" command -- thatis, security str.

b. Then press Tab or Ctrl+i to complete the second word.
e Example 3 (more than one possible commands):

a. Type only the first two words of the "network ipv4 gateway XxX.XXX.xxXx.xxx"
command -- that is, network ipv4.

b. Then press Tab or Ctrl+i one or two times, a list of possible commands displays as shown
below.

gateway interface staticRoutes

C. Type the full command "network ipv4 gateway xxx.xxx.xxx.xxx",according
to the onscreen command list.

Multi-Command Syntax

To shorten the configuration time, you can combine various configuration commands in one command
to perform all of them at a time. All combined commands must belong to the same configuration type,
such as commands prefixed with network, user modify, sensor externalsensor and so on.

A multi-command syntax looks like this:

<configuration type> <setting 1> <value 1> <setting 2> <value 2>
<setting 3> <value 3>
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» Example 1 - Combination of ETH1's Activation, Configuration Method and IP

The following multi-command syntax configures IPv4 address, configuration method and activation
status for ETH1's network connectivity simultaneously.

config:# network ipv4 interface ethl enabled true configMethod static
address 192.168.84.225/24

Results:

e The ETH1 interface is enabled.
e ETH1's configuration method is set to static IP address.
e ETH1's IPv4 address is set to 192.168.84.225/24.

» Example 2 - Combination of Upper Critical and Upper Warning Settings

The following multi-command syntax simultaneously configures Upper Critical and Upper Warning
thresholds for the RMS current of the 2nd overcurrent protector.

config:# sensor ocp 2 current upperCritical disable upperWarning 15

Results:

e The Upper Critical threshold of the 2nd overcurrent protector's RMS current is disabled.

e The Upper Warning threshold of the 2nd overcurrent protector's RMS current is set to 15A and
enabled at the same time.

» Example 3 - Combination of SSID and PSK Parameters

This multi-command syntax configures both SSID and PSK parameters simultaneously for the wireless
feature.

config:# network wireless SSID myssid PSK encryp key

Results:

e The SSID value is set to myssid.

e The PSK value is set to encryp_key.
» Example 4 - Combination of Upper Critical, Upper Warning and Lower Warning Settings

The following multi-command syntax configures Upper Critical, Upper Warning and Lower Warning
thresholds for the outlet 5 RMS current simultaneously.
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config:# sensor outlet 5 current upperCritical disable upperWarning enable
lowerWarning 1.0

Results:

e The Upper Critical threshold of outlet 5 RMS current is disabled.
e The Upper Warning threshold of outlet 5 RMS current is enabled.

e The Lower Warning threshold of outlet 5 RMS current is set to 1.0A and enabled at the same time.

Showing Information

You can use the show commands to view current settings or the status of the PX3TS device or part of it,
such as the IP address, networking mode, firmware version, states or readings of internal or external
sensors, user profiles, and so on.

Some "show" commands have two formats: one with the parameter "details" and the other without.
The difference is that the command without the parameter "details" displays a shortened version of

information while the other displays in-depth information.

After typing a "show" command, press Enter to execute it.

Note: Depending on your login name, the # prompt may be replaced by the > prompt.

Transfer Switch Information

This command shows the transfer switch-related information of the device.

# show ts

To show detailed information, add the parameter "details" to the end of the command.

# show ts details

» Displayed information includes:

e Transfer switch label and custom name in parentheses
e Operational state

e Preferred inlet

e Active inlet

e Bypass status (For PX4TS with bypass module)

® Inlet phase sync status

® Inlet phase angle and state

e Overload status

e Switch status

e Switch install status
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e Qutput status
e The following information for each inlet:
- Fuse status
- Power quality
- RMS voltage and state*
- Line frequency and state*
- 12V power supply state*
- Surge protector state*
e Automatic retransfer enabled or disabled*
- Phase sync required or not*
- Wait time for automatic retransfer*
® Front panel Manual Transfer button enabled or disabled*

e Inlet Phase Sync sensor enabled or disabled*

The above information marked with * is retrievable with the "show ts details" command only.

Power Quality Settings

This command shows the power quality criteria of the device, including voltage and frequency
thresholds per inlet.

# show ts powerQualityParameters

Transfer Timing Statistics

This command shows statistics on how long a power transfer takes, including power failure detection
time, relay open time and total transfer time (in milliseconds).

# show ts transferTimingStatistics

PX3TS Inlet Phase Sync Angle Information

This command syntax shows the inlet phase sync angle sensor's information.

# show sensor ts inletPhaseSyncAngle

To show detailed information, add the parameter "details" to the end of the command.

e Without the parameter "details," only the reading, state, threshold, deassertion hysteresis and
assertion timeout settings of the inlet phase sync angle are displayed.

e With the parameter "details," more sensor information is displayed, including resolution and range.
Network Configuration

This command shows all network configuration and all network interfaces' information, such as the IP
address, MAC address, the Ethernet interfaces' duplex mode, and the wireless interface's status/
settings.
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# show network

IP Configuration
This command shows the IP settings shared by all network interfaces, such as DNS and routes.
Information shown will include both IPv4 and IPv6 configuration.
# show network ip common
To show the IP settings of a specific network interface, use the following command.

# show network ip interface <ETH>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your PX3TS is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Show the IP-related configuration of the ETH1 interface.
eth2 Show the IP-related configuration of the ETH2 interface.
wireless  Show the IP-related configuration of the WIRELESS interface.
bridge Show the IP-related configuration of the BRIDGE interface.

all Show the IP-related configuration of all interfaces.

Tip: You can also type the command without adding this
option "all" to get the same data. That is, show network ip
interface.

IPv4-Only or IPv6-Only Configuration

To show IPv4-only or IPv6-only configuration, use any of the following commands.
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» To show IPv4 settings shared by all network interfaces, such as DNS and routes:

# show network ipv4 common

» To show IPv6 settings shared by all network interfaces, such as DNS and routes:

# show network ipv6 common

» To show the IPv4 configuration of a specific network interface:

# show network ipv4 interface <ETH>

» To show the IPv6 configuration of a specific network interface:

# show network ipvé6 interface <ETH>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your PX3TS is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Show the IPv4 or IPv6 configuration of the ETH1 interface.

eth2 Show the IPv4 or IPv6 configuration of the ETH2 interface.

wireless  Show the IPv4 or IPv6 configuration of the WIRELESS interface.

bridge Show the IPv4 or IPv6 configuration of the BRIDGE interface.

all Show the IPv4 or IPv6 configuration of all interfaces.

Tip: You can also type the command without adding this
option "all" to get the same data. That is, show network ipv4
interface.
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Network Diagnostics
» Show network diagnostics log:

This command shows the network diagnostics (Wi-Fi/802.1x) log.

# show network diagLog

» Clear network diagnostics log:

This command clear the network diagnostics log.

# clear networkDiagLog

Network Interface Settings

This command shows the specified network interface's information which is NOT related to IP
configuration. For example, the Ethernet port's LAN interface speed and duplex mode, or the wireless
interface's SSID parameter and authentication protocol.

# show network interface <ETH>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your PX3TS is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Show the ETH1 interface's non-IP settings.
eth2 Show the ETH2 interface's non-IP settings.
wireless  Show the WIRELESS interface's non-IP settings.

bridge Show the BRIDGE interface's non-IP settings.
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Interface Description

all

Show the non-IP settings of all interfaces.

Tip: You can also type the command without adding this
option "all" to get the same data. That is, show network
interface.

Network Service Settings

This command shows the network service settings only, including the Telnet setting, TCP ports for HTTP,
HTTPS, SSH and Modbus/TCP services, and SNMP settings.

# show network services <option>

Variables:

e <option> is one of the options: all, http, https, telnet, ssh, snmp, modbus and zeroconfig.

Option

all

http
https
telnet
ssh
snmp
modbus

redfish

Description

Displays the settings of all network services, including HTTP, HTTPS,
Telnet, SSH and SNMP.

Tip: You can also type the command without adding this option
"all" to get the same data.

Only displays the TCP port for the HTTP service.

Only displays the TCP port for the HTTPS service.
Only displays the settings of the Telnet service.

Only displays the settings of the SSH service.

Only displays the SNMP settings.

Only displays the settings of the Modbus/TCP service.

Only displays the redfish service settings.

zeroconfig  Only displays the settings of the zero configuration advertising.

Device Configuration

This command shows the device configuration, such as the device name, firmware version, model type

and upper limit of active powered dry contact actuators. The CLl is supported by various Xerus products.
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# show pdu

To show detailed information, add the parameter "details" to the end of the command.

# show pdudetails

Variables:

e pduis one of the options: pdu, src, pmc or ts.

Note: Your Xerus product may not support all commands.

Outlet Information

This command syntax shows the outlet information.

# show outlets <n>

To show detailed information, add the parameter "details" to the end of the command.

# show outlets <n>details

Variables:

e <n>is one of the options: all, or a number.
Option Description

all Displays the information for all outlets.

Tip: You can also type the command without adding this
option "all" to get the same data.

A specific outlet ' Displays the information for the specified outlet only.
number

Displayed information:

e Without the parameter "details," only the outlet name and state are displayed.

e With the parameter "details," more outlet information is displayed in addition to the state, such as
rated current, voltage, active power, active energy, and outlet settings.

Outlet Group Information

This command syntax shows the outlet group information.
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# show outletgroups <n>

To show detailed information, add the parameter "details" to the end of the command.

# show outletgroups <n> details

Variables:

e <n>is one of the options: all, or a number.
Option Description

all Displays the information for all outlet groups.

Tip: You can also type the command without adding this
option "all" to get the same data.

A specific outlet | Displays the information for the specified outlet group only.
group number

Displayed information:

e Without the parameter "details," only the group's name, the group's index number, member outlets
and the group's power state (if it is a switched PDU) are displayed.

e With the parameter "details," more inlet information is displayed in addition to the above outlet
group information, such as each member outlet's power state and the group's active energy.

Tip: PX3TS allows you to assign the same name to diverse outlet groups. If this really occurs, you still can
identify different groups through their unique index numbers.

Inlet Information

This command syntax shows the inlet information.
# show inlets <n>
To show detailed information, add the parameter "details" to the end of the command.

# show inlets <n>details
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Variables:

e <n>is one of the options: all, or a number, or a label.
Option Description

all Displays the information for all inlets.

Tip: You can also type the command without adding this
option "all" to get the same data.

A specific Displays the information for the specified inlet only.

inlet number An inlet number needs to be specified only when there are more

than 1 inlet on your PDU.
Displayed information:

e Without the parameter "details," only the inlet's name and RMS current are displayed.

e With the parameter "details," more inlet information is displayed in addition to the inlet name and
RMS current, such as the inlet's RMS voltage, active power and active energy.

Overcurrent Protector Information

This command is only available for models with overcurrent protectors for protecting outlets.

This command syntax shows the overcurrent protector information, such as a circuit breaker or a fuse.
# show ocp <n>

To show detailed information, add the parameter "details" to the end of the command.
# show ocp <n>details

To show details of the fuse, add the parameter "details" to the end of the command.

# show ocp F<n> details
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Variables:

e <n>is one of the options: all, or a number.
Option Description

all Displays the information for all overcurrent protectors.

Tip: You can also type the command without adding
this option "all" to get the same data.

A specific Displays the information for the specified overcurrent
overcurrent protector only.
protector number

Displayed information:

e Without the parameter "details," only the overcurrent protector status and name are displayed.

e With the parameter "details," more overcurrent protector information is displayed in addition to
status, such as the rating and RMS current value.

e For Raritan's outlet-metered models that support "outlet peak current" sensors, information
indicating which outlet MAY cause the OCP-tripped event is available with this command. See
Possible OCP-Tripped Root Cause.

Date and Time Settings

This command shows the current date and time settings on the PX3TS.
# show time
To show detailed information, add the parameter "details" to the end of the command.

# show time details

Note: If details is not specified, only the deviceTime, timeZone and setupMethod will be displayed.

Default Measurement Units

This command shows the default measurement units applied to the PX3TS web and CLI interfaces
across all users, especially those users authenticated through remote authentication servers.

# show user defaultPreferences
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Note: If a user has set their own preferred measurement units or the administrator has changed any
user's preferred units, the web and CLI interfaces show the preferred measurement units for that user
instead of the default ones. See Existing User Profiles (on page 450) for the preferred measurement
units for a specific user.

Environmental Sensor Information

This command syntax shows the external sensor's information.

# show externalsensors <n>

To show detailed information, add the parameter "details" to the end of the command.

# show externalsensors <n>details

Variables:

e <n>is one of the options: all, or a number.
Option Description

all Displays the information of all environmental sensors.

Tip: You can also type the command without adding
this option "all" to get the same data.

A specific Displays the information for the specified environmental
environmental sensor  sensor only.
number*

* The environmental sensor number is the ID number assigned to the sensor, which can be found on the
Peripherals page of the PX3TS web interface.
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Displayed information:

e Without the parameter "details," only the sensor ID, sensor type and reading are displayed.

Note: A state sensor displays the sensor state instead of the reading.

e With the parameter "details," more information is displayed in addition to the ID number and
sensor reading, such as the serial number, sensor position, and X, Y, and Z coordinates.

Environmental Sensor Package Information

Different from the "show externalsensors" commands, which show the reading, status and
configuration of an individual environmental sensor, the following command shows the information of
all connected environmental sensor packages, each of which may contain more than one sensor or
actuator.

# show peripheralDevicePackages

Information similar to the following is displayed. Peripheral Device Package refers to an environmental
sensor package.

Peripheral Device Package 1

Serial Number: 1GE7A00022

Package Type: DX2-T1H1

Position: Port 1, Chain Position 1
Package State: operational
Firmware Version: 33.0

Peripheral Device Package 2

Serial Number: 1GE7A00021

Package Type: DX2-T3H1

Position: Port 1, Chain Position 2
Package State: operational
Firmware Version: 33.0

Actuator Information

This command syntax shows an actuator's information.
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# show actuators <n>

To show detailed information, add the parameter "details" to the end of the command.

# show actuators <n>details

Variables:
e <n>is one of the options: all, or a number.
Option Description

all Displays the information for all actuators.

Tip: You can also type the command without adding this
option "all" to get the same data.

A specific Displays the information for the specified actuator only.
actuator
number*

* The actuator number is the ID number assigned to the actuator. The ID number can be found using
the PX3TS web interface or CLI. It is an integer starting at 1.

Displayed information:

e Without the parameter "details," only the actuator ID, type and state are displayed.

e With the parameter "details," more information is displayed in addition to the ID number and
actuator state, such as the serial number and X, Y, and Z coordinates.

Outlet Sensor Threshold Information

This command syntax shows the specified outlet sensor's threshold-related information.
# show sensor outlet <n> <sensor type>

To show detailed information, add the parameter "details" to the end of the command.
# show sensor outlet <n> <sensor type>details

Variables:

e <n>is the number of the outlet whose sensors you want to query.

e <sensor type> is one of the following sensor types:
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Sensor type Description

current Current sensor
voltage Voltage sensor
activePower Active power sensor
apparentPower Apparent power sensor
powerFactor Power factor sensor
activeEnergy Active energy sensor
lineFrequency Line frequency sensor
Displayed information:

e Without the parameter "details," only the sensor reading, state, threshold, deassertion hysteresis
and assertion timeout settings of the specified outlet sensor are displayed.

e With the parameter "details," more sensor information is displayed, including resolution and range.

e If the requested sensor type is not supported, the "Sensor is not available" message is displayed.

Outlet Pole Sensor Threshold Information

This command is available for an in-line monitor only, including PX2-3000 and PX3-3000 series.

This command syntax shows the specified outlet pole sensor's threshold-related information.

# show sensor outletpole <n> <p> <sensor type>

To show detailed information, add the parameter "details" to the end of the command.

# show sensor outletpole <n> <p> <sensor type>details

Variables:

e <n>is the number of the outlet whose pole sensors you want to query.

e <p>isthe label of the outlet pole whose sensors you want to query.

Pole Label Current sensor Voltage sensor
<p>

1 L1 L1 L1-12

2 L2 L2 L2-13

3 L3 L3 L3-11

e <sensor type> is one of the following sensor types:
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Sensor type Description

current Current sensor

voltage Voltage sensor

activePower Active power sensor

apparentPower Apparent power sensor

powerFactor Power factor sensor

activeEnergy Active energy sensor
Displayed information:

e Without the parameter "details," only the reading, state, threshold, deassertion hysteresis and
assertion delay settings of the specified outlet pole sensor are displayed.

e With the parameter "details," more sensor information is displayed, including resolution and range.

e If the requested sensor type is not supported, the "Sensor is not available" message is displayed.

Outlet Group Threshold Information

This command syntax shows the specified outlet group sensor's threshold-related information.
# show sensor outletgroup <ID> <sensor type>

To show detailed information, add the parameter "details" to the end of the command.

# show sensor outletgroup <ID> <sensor type> details

Variables:

e <ID>is an outlet group's index number.

e <sensor type> is one of the following sensor types:

Sensor type Description
activePower An outlet group's active power sensor
activeEnergy An outlet group's active energy sensor

For definitions on an outlet group's sensors, see Outlet Groups.
Displayed information:

e  Without the parameter "details," only the sensor reading, state, threshold, deassertion hysteresis
and assertion timeout settings of the specified group sensor are displayed.

e With the parameter "details," more sensor information is displayed, including resolution and range.
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Inlet Sensor Threshold Information

This command is NOT available for an in-line monitor (PX3-3000 series).

This command syntax shows the specified inlet sensor's threshold-related information.

# show sensor inlet <n> <sensor type>

To show detailed information, add the parameter "details" to the end of the command.

# show sensor inlet <n> <sensor type>details

Variables:

e <n>is the number of the inlet whose sensors you want to query. For a single-inlet PDU, <n> is
always 1.

e <sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

voltage Voltage sensor

activePower Active power sensor

apparentPower Apparent power sensor

powerFactor Power factor sensor

activeEnergy Active energy sensor

unbalancedCurrent Unbalanced load sensor

lineFrequency Line frequency sensor
Displayed information:

e Without the parameter "details," only the reading, state, threshold, deassertion hysteresis and
assertion timeout settings of the specified inlet sensor are displayed.

e With the parameter "details," more sensor information is displayed, including resolution and range.

e If the requested sensor type is not supported, the "Sensor is not available" message is displayed.

» Additional sensors supported by specific models:

Specific PX3TS models support some or all of the following sensors. The CLI command(s) listed above
can be also applied to the following sensors. Note that the measurement unit of current values in CLl is
A, not mA.
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Sensor type Description

peakCurrent Peak current sensor Supported on PXC and Legrand
PDU only

e three-phase models also
support pole-level peak
current

e models with metered
breakers also support
breaker-level peak current

reactivePower Reactive power sensor
displacementPowerFactor Displacement power factor sensor

residualCurrent RCM current sensor .

e For Type A, itis the sensor that detects residual
AC current.

e For Type B, it is the sensor that detects both
residual AC and DC current.

residualDCCurrent RCM DC current sensor - detects residual DC current
only.

Available only on PDUs with RCM Type B.

Note: For information on RCM Type A and B sensors, see RCM Current Sensor.

Inlet Pole Sensor Threshold Information

This command is only available for a three-phase PDU except for an in-line monitor (PX3-3000 series).

This command syntax shows the specified inlet pole sensor's threshold-related information.
# show sensor inletpole <n> <p> <sensor type>

To show detailed information, add the parameter "details" to the end of the command.

# show sensor inletpole <n> <p> <sensor type>details

Variables:

e <n>is the number of the inlet whose pole sensors you want to query. For a single-inlet PDU, <n> is
always 1.

e <p>isthe label of the inlet pole whose sensors you want to query.
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Pole Label Current sensor Voltage sensor

<p>

1 L1 L1 L1-12
2 L2 L2 L2-13
3 L3 L3 L3-11

e <sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

voltage Voltage sensor

activePower Active power sensor

apparentPower Apparent power sensor

powerFactor Power factor sensor

activeEnergy Active energy sensor
Displayed information:

e Without the parameter "details," only the reading, state, threshold, deassertion hysteresis and
assertion timeout settings of the specified inlet pole sensor are displayed.

e With the parameter "details," more sensor information is displayed, including resolution and range.

e If the requested sensor type is not supported, the "Sensor is not available" message is displayed.
» Additional sensors supported by specific models:

Specific PX3TS models support some or all of the following sensors. The CLI command(s) listed above
can be also applied to the following sensors. Note that the measurement unit of current values in CLlI is

A, not mA.
Sensor type Description
peakCurrent Peak current sensor Supported on PXC and Legrand
PDU only
e three-phase models also
support pole-level peak
current
e models with metered
breakers also support
breaker-level peak current
reactivePower Reactive power sensor

displacementPowerFactor Displacement power factor sensor
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Sensor type Description

residualCurrent RCM current sensor .

e For Type A, it is the sensor that detects residual
AC current.

e For Type B, it is the sensor that detects both
residual AC and DC current.

residualDCCurrent RCM DC current sensor - detects residual DC current
only.

Available only on PDUs with RCM Type B.

Note: For information on RCM Type A and B sensors, see RCM Current Sensor.

Overcurrent Protector Sensor Threshold Information

This command is only available for models with overcurrent protectors for protecting outlets.

This command syntax shows the specified overcurrent protector sensor's threshold-related information.

# show sensor ocp <n> <sensor type>

To show detailed information, add the parameter "details" to the end of the command.

# show sensor ocp <n> <sensor type>details

Variables:

e <n>is the number of the overcurrent protector whose sensors you want to query.

e <sensor type> is one of the following sensor types:

Sensor type Description
current Current sensor
Displayed information:

e  Without the parameter "details," only the reading, state, threshold, deassertion hysteresis and
assertion timeout settings of the specified overcurrent protector sensor are displayed.

e With the parameter "details," more sensor information is displayed, including resolution and range.

Environmental Sensor Threshold Information

This command syntax shows the specified environmental sensor's threshold-related information.
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# show sensor externalsensor <n>

To show detailed information, add the parameter "details" to the end of the command.

# show sensor externalsensor <n>details
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Variables:

e <n>is the environmental sensor number. The environmental sensor number is the ID number
assigned to the sensor, which can be found on the Peripherals page of the PX3TS web interface.

Displayed information:

e Without the parameter "details," only the reading, threshold, deassertion hysteresis and assertion
timeout settings of the specified environmental sensor are displayed.

e With the parameter "details," more sensor information is displayed, including resolution and range.

Note: For a state sensor, the threshold-related and accuracy-related data is NOT available.

Environmental Sensor Default Thresholds

This command syntax shows a certain sensor type's default thresholds, which are the initial thresholds
applying to the specified type of sensor.
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# show defaultThresholds <sensor type>

To show detailed information, add the parameter "details" to the end of the command.

# show defaultThresholds <sensor type>details

Variables:

e <sensor type> is one of the following numeric sensor types:

Sensor types Description
absoluteHumidity Absolute humidity sensors

relativeHumidity  Relative humidity sensors

temperature Temperature sensors
airPressure Air pressure sensors

airFlow Air flow sensors

vibration Vibration sensors

all All of the above numeric sensors

Tip: You can also type the command without adding this
option "all" to get the same data.

Displayed information:

e Without the parameter "details," only the default upper and lower thresholds, deassertion
hysteresis and assertion timeout settings of the specified sensor type are displayed.

e With the parameter "details," the threshold range is displayed in addition to default thresholds
settings.

Security Settings

This command shows the security settings of the PX3TS.
# show security
To show detailed information, add the parameter "details" to the end of the command.

# show securitydetails
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Displayed information:

e  Without the parameter "details," the information including IP access control, role-based access
control, password policy, HTTPS encryption is displayed and current FIPs mode status.

e With the parameter "details," more security information is displayed, such as user blocking time,
user idle timeout and front panel permissions (if supported by your model) and FIPs Mode status.

Authentication Settings

» General authentication settings:

This command displays the authentication settings of the PX3TS, including LDAP, Radius,and TACACS+
settings.

# show authentication

» One LDAP server's settings:

To show the configuration of a specific LDAP server, assign the desired LDAP server with its sequential
number in the command. To get detailed information, add "details" to the end of the command.

# show authentication ldapServer <server num>
—-OR --

# show authentication ldapServer <server num> details

» One Radius server's settings:

To show the configuration of a specific Radius server, assign the desired Radius server with its
sequential number in the command. To get detailed information, add "details" to the end of the
command.

# show authentication radiusServer <server num>
--OR--

# show authentication radiusServer <server num> details
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» One TACACS+ server's settings:

To show the configuration of a specific TACACS+ server, assign the desired TACACS+ server with its
sequential number in the command. To get detailed information, add "details" to the end of the
command.

# show authentication tacplusServer <server num>
- OR--
# show authentication tacplusServer <server num> details

Variables:

e <server_num> is the sequential number of the specified authentication server on the LDAP or
Radius or TACACS+ server list.
Displayed information:

e Without specifying any server, PX3TS shows the authentication type and a list of LDAP, Radius, and
TACACS+ servers that have been configured.

* When specifying a server, only that server's configuration is displayed. For LDAP server IP address/
hostname, server type, security, and port number are displayed, whereas Radius or TACCS+ servers
show their IP address/host name Authentication type and Port/s.

With the parameter "details" added, detailed information of the specified server is displayed, such as an
LDAP server's bind DN and the login name attribute. Whereas Radius and Tacacs+ servers show
accounting, timeout, retries, and shared secret values.

Existing User Profiles

This command shows the data of one or all existing user profiles.
# show user <user name>
To show detailed information, add the parameter "details" to the end of the command.

# show user <user name>details

Raritan.

450 i brand of Dlegeand



Variables:

e <user_name> is the name of the user whose profile you want to query. The variable can be one of
the options: all or a user's name.

Option Description

all This option shows all existing user profiles.

Tip: You can also type the command without adding this
option "all" to get the same data.

a specific user's | This option shows the profile of the specified user only.
name

Displayed information:

e Without the parameter "details," only four pieces of user information are displayed: user name,
user "Enabled" status, SNMP v3 access privilege, and role(s).

e With the parameter "details," more user information is displayed, such as the telephone number,
e-mail address, preferred measurement units and so on.

Existing Roles

This command shows the data of one or all existing roles.
# show roles <role name>

Variables:

e <role_name> is the name of the role whose permissions you want to query. The variable can be one
of the following options:

Option Description

all This option shows all existing roles.

Tip: You can also type the command without adding this
option "all" to get the same data.

a specific role's | This option shows the data of the specified role only.
name
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Displayed information:
® Role settings are displayed, including the role description and privileges.

Load Shedding Settings

This section applies to outlet-switching capable models only.

This command shows the load shedding settings.

# show loadshedding

Displayed information:

e The load shedding state is displayed along with non-critical outlets.

Note: The load shedding mode is associated with critical and non-critical outlets. To specify critical and
non-critical outlets through CLI, see Specifying Non-Critical Outlets (on page 465).

Serial Port Settings

This command shows the baud rate setting of the serial port labeled CONSOLE / MODEM on the PX3TS.

# show serial

Asset Strip Settings

This command shows the asset strip settings, such as the total number of rack units (tag ports), asset
strip state, numbering mode, orientation, available tags and LED color settings.

# show assetStrip <n>

Variables:
e <n>is one of the options: all, or a number.
Option Description

all Displays all asset strip information.

Tip: You can also type the command without adding this
option "all" to get the same data.
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Option Description

A specific Displays the settings of the asset strip connected to the specified
asset strip FEATURE port number.
number For the PX3TS device with only one FEATURE port, the valid

number is always 1.

Rack Unit Settings of an Asset Strip

A rack unit refers to a tag port on the asset strips. This command shows the settings of a specific rack
unit or all rack units on an asset strip, such as a rack unit's LED color and LED mode.

# show rackUnit <n> <rack unit>

Variables:

e <n>is the number of the FEATURE port where the selected asset strip is physically connected. For
the PX3TS device with only one FEATURE port, the number is always 1.

e <rack_unit> is one of the options: all or a specific rack unit's index number.
Option Description

all Displays the settings of all rack units on the specified asset strip.

Tip: You can also type the command without adding this
option "all" to get the same data.

A specific Displays the settings of the specified rack unit on the specified asset
number strip.

Use the index number to specify the rack unit. The index number is
available on the asset strip or the Asset Strip page of the web
interface.

Event Log

The command used to show the event log begins with show eventlog. You can add either the limit
or class parameters or both to show specific events.

» Show the last 30 entries:

# show eventlog

» Show a specific number of last entries in the event log:

# show eventlog limit <n>
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» Show a specific type of events only:

# show eventlog class <event type>

» Show a specific number of last entries associated with a specific type of events only:

# show eventlog limit <n> class <event type>

Variables:

e <n>is one of the options: all or a number.

Option Description

all Displays all entries in the event log.

An integer Displays the specified number of last entries in the event log.
number The number ranges between 1 to 10,000.

e <event_type> is one of the following event types.

Event type Description
all All events.
device Device-related events, such as system starting or firmware

upgrade event.

userAdministration User management events, such as a new user profile or a new

role.
userActivity User activities, such as login or logout.
sensor Internal or external sensor events, such as state changes of

any sensors.

serverMonitor Server-monitoring records, such as a server being declared
reachable or unreachable.

assetManagement Raritan asset management events, such as asset tag
connections or disconnections.

modem Modeme-related events.

timerEvent Scheduled action events.

webcam Events for webcam management, if available.
cardReader Events for card reader management, if available.
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Network Connections Diagnostic Log

This command shows the diagnostic log for both the EAP authentication and wireless LAN connection.

# show network diagLog

Server Reachability Information

This command shows all server reachability information with a list of monitored servers and status.

# show serverReachability

Server Reachability Information for a Specific Server

To show the server reachability information for a certain IT device only, use the following command.
# show serverReachability server <n>
To show detailed information, add the parameter "details" to the end of the command.

# show serverReachability server <n> details

Variables:

e <n>is a number representing the sequence of the IT device in the monitored server list.

You can find each IT device's sequence number using the CLI command of show
serverReachability as illustrated below.

i IP address Enabled Status
192.168.84.126  VYes Haiting for reliable connection
weiw . raritan. com  Yes Haiting for reliable connection
Displayed information:

* Without the parameter "details," only the specified device's IP address, monitoring enabled/
disabled state and current status are displayed.

e With the parameter "details," more settings for the specified device are displayed, such as number
of pings and wait time prior to the next ping.

Peripheral Devices Settings

This command shows peripheral devices settings, including Z coordinate format of external sensors,
device altitude, peripheral device auto management, maximum number of concurrently active powered
dry contacts, and muting of other door handle.
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# show peripheralDevicesSetup

Command History

This command shows the command history for current connection session.
# show history

Displayed information:

e Alist of commands that were previously entered in the current session is displayed.

Reliability Data

This command shows the reliability data.

# show reliability data

Reliability Error Log

This command shows the reliability error log.
# show reliability errorlog <n>

Variables:
e <n>is one of the options: 0 (zero) or any other integer number.
Option Description

0 Displays all entries in the reliability error log.

Tip: You can also type the command without adding this
option "0" to get all data.

A specific Displays the specified number of last entries in the reliability
integer number error log.

Reliability Hardware Failures

This command shows a list of detected hardware failures.
# show reliability hwfailures

For details, see Hardware Issue Detection.
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Clearing Information

You can use the clear commands to remove unnecessary data.

After typing a "clear" command, press Enter to execute it.

Note: Depending on your login name, the # prompt may be replaced by the > prompt.

Clearing Event Log

This command removes all data from the event log.

# clear eventlog

# clear eventlogly

If you entered the command without "/vy," a message appears, prompting you to confirm the
operation. Type y to clear the event log or n to abort the operation.

If you type y, a message "Event log was cleared successfully" is displayed after all data in the event log is
deleted.

Clearing Diagnostic Log for Network Connections

This command removes all data from the diagnostic log for both the EAP authentication and WLAN
connection.

# clear networkDiagLog
--OR --
# clear networkDiagLog /y

If you entered the command without "/v," a message appears, prompting you to confirm the
operation. Type y to clear the log or n to abort the operation.
Configuring the Device and Network

To configure the device or network settings through the CLI, it is highly recommended to log in as the
administrator so that you have full permissions. If you enter configuration mode from user mode, you
may have limited permissions to make configuration changes.

To configure any settings, enter the configuration mode. Configuration commands are case sensitive.
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» To enter configuration mode:

1. Ensure you have entered administrator mode and the # prompt is displayed.
2. Type config and press Enter.

3. The config:# prompt appears, indicating that you have entered configuration mode.
config:# _

4. Now you can type any configuration command and press Enter to change the settings.

Important: To apply new configuration settings, you must issue the "apply"

command before closing the terminal emulation program. Closing the program does
not save any configuration changes.

» To quit the configuration mode, use either "apply" or "cancel" command:

config:# apply
- OR --
config:# cancel

The # or > prompt appears after pressing Enter, indicating that you have entered the administrator or
user mode.

Controlling the Transfer Switch

A transfer switch control command begins with ts. You can use these commands to control the power
transfer behavior or manage power transfer settings.

Performing Manual Transfer

Performing manual transfer remotely requires either of these permissions: "Switch Transfer Switch" or
"Administrator Privileges."

» To perform manual transfer via CLI:

1. Ensure that the current mode is the administrator or user mode.
2. Type either of the following commands and press Enter.

# ts transfer <inlet>
OR
# ts transfer <inlet> /y
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<inlet> is one of the inlet numbers: 1 or 2.

3. If you entered the command without "/ y" in the above step, a confirmation message appears. Type
y to perform the manual transfer or n to abort.

4. Manual transfer may be prevented in certain scenarios. If so, a "Transfer failed" message is
displayed.

Note: Whenever the PX3TS prevents a manual transfer from being performed, it is disabled across all
interfaces, including the front panel button, web interface and CLI command.

Configuring Power Transfer Features

Enter the configuration mode to change the following power transfer settings.
» Enable or disable the front panel Manual Transfer button:

e <optionl>: enable or disable.

config:# ts manualTransferButton <optionl>

» Enable or disable automatic retransfer:

<option2> is one of the options: enable or disable.

config:# ts autoRetransfer <option2>

» Set the wait time for automatic retransfer after the preferred inlet restores to normal:

e <option3>: integer number up to 180 in seconds.

config:# ts autoRetransferWaitTime <option3>

» Enable or disable the phase sync requirement for automatic retransfer:

e <option4> is one of the options: enable or disable.
e enable: Automatic retransfer is performed only when inlets are in phase.

e disable: Automatic retransfer is performed regardless of the phase angle difference.

config:# ts noAutoRetransferOnPhaseDifferenceFault <option4d>

» Name the transfer switch:

<name> allows up to 64 ASCII printable characters. Enclose the name in quotes when it contains spaces.
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config:# ts name "<name>"

Example: Disable Manual Transfer Button and Enable Auto Retransfer

The following command disables the front panel Manual Transfer button and enables the Auto
Retransfer feature.

config:# ts manualTransferButton disable autoRetransfer enable

Configuring Power Quality Parameters

All CLI commands used to configure power quality parameters begin with ts powerQualityParameters.
Enter the configuration mode before performing any of these commands. You can configure all of the
following power quality parameters at a time by combining all commands.

Variables:

e <threshold_volts> is an integer number up to 500 in Volt.

e <volt_hysteresis> is an integer number up to 500 in Volt.

e <volt_timeout> is an integer number up to 100 in seconds.

e <threshold_Hz> is either an integer number or a number with one decimal digit in Hz.

e <freq_hysteresis> is either an integer number or a number with one decimal digit in Hz.

e <freq_timeout> is an integer number up to 100 in seconds.

» Set the Lower Critical voltage threshold:

config:# ts powerQualityParameters lowerCriticalVoltage <threshold volts>

» Set the Lower Warning voltage threshold:

config:# ts powerQualityParameters lowerWarningVoltage <threshold volts>

» Set the Upper Critical voltage threshold:

config:# ts powerQualityParameters upperCriticalVoltage <threshold volts>

» Set the Upper Warning voltage threshold:

config:# ts powerQualityParameters upperWarningVoltage <threshold volts>
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» Set the Voltage deassertion hysteresis:

config:# ts powerQualityParameters voltageHysteresis <volt hysteresis>

» Set the Voltage assertion timeout:

config:# ts powerQualityParameters voltageAssertionTimeout <volt timeout>

» Set the Lower Critical frequency threshold:

config:# ts powerQualityParameters lowerCriticalFrequency <threshold Hz>

» Set the Lower Warning frequency threshold:

config:# ts powerQualityParameters lowerWarningFrequency <threshold Hz>

» Set the Upper Critical frequency threshold:

config:# ts powerQualityParameters upperCriticalFrequency <threshold Hz>

» Set the Upper Warning frequency threshold:

config:# ts powerQualityParameters upperWarningFrequency <threshold Hz>

» Set the frequency deassertion hysteresis:

config:# ts powerQualityParameters frequencyHysteresis <freq hysteresis>

» Set the frequency assertion timeout:

config:# ts powerQualityParameters frequencyAssertionTimeout
<freq timeout>

Example: Set Thresholds for Voltage and Frequency

The following command sets the Upper Critical voltage threshold to 250 volts and Lower Warning
frequency threshold to 45 Hz.
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config:# ts powerQualityParameters upperCriticalVoltage 250
lowerWarningFrequency 45

Device Configuration Commands

Device configuration command begins with pdu. You can use the pdu configuration commands to
change the settings that apply to the whole device.

Configuration commands are case sensitive so ensure you capitalize them correctly.
Changing the Device Name

config:# pdu name "<name>"

Variables:

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

Setting the Outlet Relay Behavior

This section applies to outlet-switching capable models only.

This command syntax determines the relay behavior of all outlets on a PX3TS model.
config:# ©pdu relayBehaviorOnPowerLoss <option>

Variables:
e <option>is one of the options: latching or nonLatching

Setting the Outlet Power-On Sequence

This section applies to outlet-switching capable models only.

This command sets the outlet power-on sequence when the PDU powers up.
config:# pdu outletSequence <option>

Variables:

e <option> is one of the options: default, or a comma-separated list of outlet numbers.
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Option Description

default All outlets are switched ON in the ASCENDING order (from
outlet 1 to the final outlet) when the PX3TS powers up.

A comma- All outlets are switched ON in the order you specify using
separated list of the comma-separated list.

outlet numbers The list must include all outlets on the PDU.

Note: Power-on sequencing is disabled in the latching mode.

Setting the Outlet Power-On Sequence Delay

This section applies to outlet-switching capable models only.

This command sets the delays (in seconds) for outlets when turning on all outlets in sequence.

config:# pdu outletSequenceDelay <outletl>:<delayl>;<outlet2>:<delay2>;
<outlet3>:<delay3>;...

Separate outlet numbers and their delay settings with a colon. Outlets followed by delays are separated
with a semicolon.

Variables:

e <outletl>, <outlet2>, <outlet3> and the like are individual outlet numbers or a range of outlets
using a dash. For example, 3-8 represents outlets 3 to 8.

e <delayl>, <delay2>, <delay3> and the like are the delay time in seconds.

Note: Power-on sequencing is disabled in the latching mode.

Setting the PDU-Defined Default Outlet State

This section applies to outlet-switching capable models only.

This command determines the initial power condition of all outlets after powering up the PDU. This
setting is used in three scenarios:

e powering up the whole PDU

e powering up a single inlet in a multi-inlet PDU (on most, but not all, multi-inlet units the outlet
boards are powered through the respective inlet)

e transfer switch switches on again after being off due to e.g. internal failure

config:# pdu outletStateOnPowerUp <option>
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Variables:

e <option> is one of the options: off, on or lastknownState.

Option Description
off Switches OFF all outlets when the PX3TS powers up.
on Switches ON all outlets when the PX3TS powers up.

lastknownState  Restores all outlets to the previous status before powering down

the PX3TS when the PDU powers up again.

Note: This feature does NOT take effect and cannot be configured on a PX3TS device after the outlet

relay is set to the "Latching" mode.

Setting the PDU-Defined Cycling Power-Off Period

This section applies to outlet-switching capable models only.

This command sets the power-off period of the power cycling operation for all outlets.

config:# pdu cyclingPowerOffPeriod <timing>

Variables:

e <timing> is the time of the cycling power-off period in seconds, which is an integer between 0 and

3600, or pduDefined for following the PDU-defined timing.

Setting the Inrush Guard Delay Time

This section applies to outlet-switching capable models only.

This command sets the inrush guard delay.

config:# pdu inrushGuardDelay <timing>

Variables:

e <timing> is a delay time between 100 and 100000 milliseconds.

Setting the Outlet Initialization Delay

This section applies to outlet-switching capable models only.

Raritan.

& brand of O fgrarad



This command determines the outlet initialization delay timing on device startup. See PDU for
information on outlet initialization delay.

config:# pdu outletInitializationDelayOnPowerUp <timing>

Variables:

e <timing> is a delay time between 1 and 3600 seconds.

Note: This feature does NOT take effect and cannot be configured on a PX3TS device after the outlet
relay is set to the "Latching" mode.

Specifying Non-Critical Outlets

This section applies to outlet-switching capable models only.

This command determines critical and non-critical outlets. It is associated with the load shedding mode.
See Load Shedding Mode.

config:# pdu nonCriticalOutlets <outletsl>:false;<outlets2>:true

Separate outlet numbers and their settings with a colon. Separate each "false" and "true" setting with a
semicolon.

Variables:

e <outlets1> is one or multiple outlet numbers to be set as critical outlets. Use commas to separate
outlet numbers.

Use a dash for a range of consecutive outlets. For example, 3-8 represents outlets 3 to 8.

e <outlets2> is one or multiple outlet numbers to be set as NON-critical outlets. Use commas to
separate outlet numbers.

Use a dash for a range of consecutive outlets. For example, 3-8 represents outlets 3 to 8.

Enabling or Disabling Data Logging

This command enables or disables the data logging feature.
config:# pdu dataRetrieval <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description

enable Enables the data logging feature.
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Option Description
disable Disables the data logging feature.

Setting Data Logging Measurements Per Entry

This command defines the number of measurements accumulated per log entry.
config:# pdu measurementsPerLogEntry <number>

Variables:
e <number> is an integer between 1 and 600. The default is 60 samples per log entry.

Setting Log Capacity

This command defines the size of data log (records per sensor).
config:# pdu logCapacity <number>

Variables:

e <number> is an integer between 60 and 20,000. Desired default log capacity is 120.

Enabling or Disabling data backup

This command enables or disables the data backup feature.
config:# pdu dataBackup <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable Enables the data logging feature.
disable Disables the data logging feature.

Network Configuration Commands

A network configuration command begins with network. A number of network settings can be changed
through the CLI, such as the IP address, transmission speed, duplex mode, and so on.

Configuring IPv4 Parameters

An IPv4 configuration command begins with network ipv4.
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Setting the IPv4 Configuration Mode

This command determines the IP configuration mode.
config:# network ipv4 interface <ETH> configMethod <mode>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your PX3TS is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Determine the IPv4 configuration mode of the ETH1 interface (wired
networking).

eth2 Determine the IPv4 configuration mode of the ETH2 interface (wired
networking).

wireless  Determine the IPv4 configuration mode of the WIRELESS interface
(that is, wireless networking).

bridge Determine the IPv4 configuration mode of the BRIDGE interface (that
is, bridging mode).

e <mode> is one of the modes: dhcp or static.

Mode  Description
dhcp The IPv4 configuration mode is set to DHCP.
static The IPv4 configuration mode is set to static IP address.

Setting the IPv4 Preferred Host Name

After selecting DHCP as the IPv4 configuration mode, you can specify the preferred host name, which is
optional. The following is the command:

config:# network ipv4 interface <ETH> preferredHostName <name>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your PX3TS is set to the bridging mode.
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Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Determine the IPv4 preferred host name of the ETH1 interface (that
is, wired networking).

eth2 Determine the IPv4 preferred host name of the ETH2 interface (that
is, wired networking).

wireless  Determine the IPv4 preferred host name of the WIRELESS interface
(that is, wireless networking).

bridge Determine the IPv4 preferred host name of the BRIDGE interface (that
is, bridging mode).

e <name> is a host name which:
e Consists of alphanumeric characters and/or hyphens
e Cannot begin or end with a hyphen
e Cannot contain more than 63 characters

e Cannot contain punctuation marks, spaces, and other symbols

Setting the IPv4 Address

After selecting the static IP configuration mode, you can use this command to assign a permanent IP
address to the PX3TS.

config:# network ipv4 interface <ETH> address <ip address>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your PX3TS is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Determine the IPv4 address of the ETH1 interface (that is, wired
networking).

eth2 Determine the IPv4 address of the ETH2 interface (that is, wired
networking).

wireless  Determine the IPv4 address of the WIRELESS interface (that is,
wireless networking).
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Interface Description

bridge Determine the IPv4 address of the BRIDGE interface (that is, the
bridging mode).

e <ip address> is the IP address being assigned to your PX3TS. Its format is "IP address/prefix". For
example, 192.168.84.99/24.

Setting the IPv4 Gateway

After selecting the static IP configuration mode, you can use this command to specify the gateway.

config:# network ipv4 interface ethl gateway <ip
address>

Variables:

e <jp address> is the IP address of the gateway. The value ranges from 0.0.0.0 to 255.255.255.255.

Interface Description

ethl Determine the IPv4 address of the ETH1 interface (that is, wired
networking).

eth2 Determine the IPv4 address of the ETH2 interface (that is, wired
networking).

wireless  Determine the IPv4 address of the WIRELESS interface (that is,
wireless networking).

bridge Determine the IPv4 address of the BRIDGE interface (that is, the
bridging mode).

Setting IPv4 Static Routes

If the IPv4 network mode is set to static IP and your local network contains two subnets, you can
configure static routes to enable or disable communications between the PX3TS and devices in the
other subnet.

These commands are prefixed with network ipv4 staticRoutes.

Depending on whether the other network is directly reachable or not, there are two methods for
adding a static route. For further information, see Static Route Examples.

» Method 1: add a static route when the other network is NOT directly reachable:

config:# network ipv4 staticRoutes add <dest-1> nextHop <hop>
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» Method 2: add a static route when the other network is directly reachable:

config:# network ipv4 staticRoutes add <dest-1> interface <ETH>

» Delete an existing static route:

config:# network ipv4 staticRoutes delete <route ID>

» Modify an existing static route:

config:# network ipv4 staticRoutes modify <route ID> dest <dest-2> nextHop
<hop>

—-OR--

config:# network ipv4 staticRoutes modify <route ID> dest <dest-2>
interface <ETH>

Variables:

e <dest-1>is a combination of the IP address and subnet mask of the other subnet. The format is IP
address/subnet mask.

e <hop>is the IP address of the next hop router.

e <ETH>is one of the interfaces: ETH1/ETH2, WIRELESS and BRIDGE. Type "bridge" only when your
PX3TS is in the bridging mode.

e <route_ID> is the ID number of the route setting which you want to delete or modify.

e <dest-2> is a modified route setting that will replace the original route setting. Its format is /P
address/subnet mask. You can modify either the IP address or the subnet mask or both.

Configuring IPv6 Parameters

An IPv6 configuration command begins with network ipvé6.
Setting the IPv6 Configuration Mode
This command determines the IP configuration mode.

config:# network ipvé6 interface <ETH> configMethod <mode>

Variables:

e <ETH> is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your PX3TS is set to the bridging mode.
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Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Determine the IPv6 configuration mode of the ETH1 interface (wired
networking).

eth2 Determine the IPv6 configuration mode of the ETH2 interface (wired
networking).

wireless  Determine the IPv6 configuration mode of the WIRELESS interface
(that is, wireless networking).

bridge Determine the IPv6 configuration mode of the BRIDGE interface (that
is, bridging mode).

e <mode> is one of the modes: automatic or static.

Mode Description
automatic*  The |Pv6 configuration mode is set to automatic.

static The IPv6 configuration mode is set to static IP address.

*You can configure the PX3TS to either "Manual" or "Automatic" IPv6 settings. In manual mode, you
must specify the device's IP address, the default router, the DNS server etc. But when Automatic mode
is selected, the behavior of the PX3TS depends on the configuration of the Router Advertisement (RA) in
the network's router. If the RA contains a Prefix Information that has the "Autonomous address-
configuration flag" set, the PX3TS will use SLAAC and use an IPv6 address based on that Prefix. The
PX3TS will create a stable privacy address according to RFC 7217. If the RA has the "otherconf" flag set,
the PX3TS will also use Stateless DHCP to retrieve information like a DNS server. If the "managed" flag is
set in the RA, Stateful Address Auto configuration is used via DHCPv6. Both modes (SLAAC and DHCPv6)
can be used at the same time.

Setting the IPv6 Preferred Host Name

After selecting DHCP as the IPv6 configuration mode, you can specify the preferred host name, which is
optional. The following is the command:

config:# network ipv6 interface <ETH> preferredHostName <name>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your PX3TS is set to the bridging mode.
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Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Determine the IPv6 preferred host name of the ETH1 interface (wired
networking).

eth2 Determine the IPv6 preferred host name of the ETH2 interface (wired
networking).

wireless  Determine the IPv6 preferred host name of the WIRELESS interface
(that is, wireless networking).

bridge Determine the IPv6 preferred host name of the BRIDGE interface (that
is, bridging mode).
e <name> is a host name which:
e Consists of alphanumeric characters and/or hyphens
e Cannot begin or end with a hyphen
e Cannot contain more than 63 characters

e Cannot contain punctuation marks, spaces, and other symbols

Setting the IPv6 Address

After selecting the static IP configuration mode, you can use this command to assign a permanent IP

address to the PX3TS.

config:# network ipv6 interface <ETH> address <ip
address>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must

choose/configure the bridge interface if your PX3TS is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description
ethl Determine the IPv6 address of the ETH1 interface (wired networking).
eth2 Determine the IPv6 address of the ETH2 interface (wired networking).

wireless  Determine the IPv6 address of the WIRELESS interface (that is,
wireless networking).
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Interface Description

bridge Determine the IPv6 address of the BRIDGE interface (that is, the
bridging mode).

e <ip address> is the IP address being assigned to your PX3TS. This value uses the IPv6 address format.
Note that you must add /xx, which indicates a prefix length of bits such as /64, to the end of this
IPv6 address.

Setting the IPv6 Gateway

After selecting the static IP configuration mode, you can use this command to specify the gateway.

config:# network ipvé interface gateway ethl <ip
address>

Variables:

e <jp address> is the IP address of the gateway. This value uses the IPv6 address format.

Interface Description

ethl Determine the IPv6 address of the ETH1 interface (that is, wired
networking).

eth2 Determine the IPv6 address of the ETH2 interface (that is, wired
networking).

wireless  Determine the IPv6 address of the WIRELESS interface (that is,
wireless networking).

bridge Determine the IPv6 address of the BRIDGE interface (that is, the
bridging mode).

Setting IPv6 Static Routes

If the IPv6 network mode is set to static IP and your local network contains two subnets, you can
configure static routes to enable or disable communications between the PX3TS and devices in the
other subnet.

These commands are prefixed with network ipv6 staticRoutes.

Depending on whether the other network is directly reachable or not, there are two methods for
adding a static route. For further information, see Static Route Examples.

» Method 1: add a static route when the other network is NOT directly reachable:

config:# network ipvé6 staticRoutes add <dest-1> nextHop <hop>
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» Method 2: add a static route when the other network is directly reachable:

config:# network ipv6 staticRoutes add <dest-1> interface <ETH>

» Delete an existing static route:

config:# network ipvé6 staticRoutes delete <route ID>

» Modify an existing static route:

config:# network ipvé staticRoutes modify <route ID> dest <dest-2>
nextHop <hop>

—-OR--

config:# network ipv6 staticRoutes modify <route ID> dest <dest-2>
interface <ETH>

Variables:

e <dest-1> is the IP address and prefix length of the subnet where the PX3TS belongs. The format is /P
address/prefix length.

e <hop>is the IP address of the next hop router.

e <ETH>is one of the interfaces: ETH1/ETH2, WIRELESS and BRIDGE. Type "bridge" only when your
PX3TS is in the bridging mode.

e <route_ID> is the ID number of the route setting which you want to delete or modify.

e <dest-2> is a modified route setting that will replace the original route setting. Its format is /P
address/prefix length. You can modify either the IP address or the prefix length or both.

Configuring DNS Parameters

Use the following commands to configure static DNS-related settings.

» Specify the primary DNS server:

config:# network dns firstServer <ip address>

» Specify the secondary DNS server:

config:# network dns secondServer <ip address>
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» Specify the third DNS server:

config:# network dns thirdServer <ip address>

» Specify one or multiple optional DNS search suffixes:
config:# network dns searchSuffixes <suffixl>
—-OR--

config:# network dns searchSuffixes
<suffixl>,<suffix2>,<suffix3>,...,<suffixo6>

» Determine which IP address is used when the DNS server returns both IPv4 and IPv6 addresses:
config:# network dns resolverPreference <resolver>

Variables:

e <ip address> is the IP address of the DNS server.

e <suffix1>, <suffix2>, and the like are the DNS suffixes that automatically apply when searching for
any device via PX3TS. For example, <suffix1> can be raritan.com, and <suffix2> can be legrand.com.
You can specify up to 6 suffixes by separating them with commas.

e <resolver>is one of the options: preferV4 or preferVe6.

Option Description
prefervV4 Use the IPv4 addresses returned by the DNS server.
preferVé Use the IPv6 addresses returned by the DNS server.
Setting LAN Interface Parameters
A LAN interface configuration command begins with network ethernet.

Enabling or Disabling the LAN Interface

This command enables or disables the LAN interface.

config:# network ethernet <ETH> enabled <option>
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Variables:

e <ETH>is one of the options -- eth1 or eth2.

Option Description
ethl ETH1 port
eth2 ETH2 port

e <option> is one of the options: true or false.

Option Description
true The specified network interface is enabled.
false The specified network interface is disabled.

Changing the LAN Interface Speed

This command determines the LAN interface speed.
config:# network ethernet <ETH> speed <option>

Variables:

e <ETH>is one of the options -- eth1 or eth2.

Option Description
ethl ETH1 port
eth2 ETH2 port

e <option>is one of the options: auto, 10Mbps, 100Mbps or 1000Mbps.

Option Description

auto System determines the optimum LAN speed through auto-negotiation.
10Mbps The LAN speed is always 10 Mbps.

100Mbps  The LAN speed is always 100 Mbps.

1000Mbps ' The LAN speed is always 1000 Mbps.

Changing the LAN Duplex Mode

This command determines the LAN interface duplex mode.
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config:# network ethernet <ETH> duplexMode <mode>

Variables:

e <ETH>is one of the options -- eth1 or eth2.

Option Description
ethl ETH1 port
eth2 ETH2 port

e <mode> is one of the modes: auto, half or full.

Option Description

auto The PX3TS selects the optimum transmission mode through auto-
negotiation.

half Half duplex:

Data is transmitted in one direction (to or from the PX3TS) at a time.

full Full duplex:

Data is transmitted in both directions simultaneously.

Setting the LAN MTU

This command sets the MTU for the ethernet interface.
config:# network ethernet <ETH> mtu <mtu>

Variables:

e <ETH>is one of the options -- eth1 or eth2.
e <mtu> is the Maximum Transfer Unit. Enter a value from 1280-1500.

Setting the Ethernet Authentication Method

PX3TS supports 802.1X (EAP) Network Authentication. Enable the ethernet interface, and then set the
authentication method.

config:# network ethernet <interface> [enabled
<enabled>]

The following command sets the authentication method for the selected Ethernet interface to either
none or Extensible Authentication Protocol (EAP).
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config:# network ethernet <ETH> authMethod <method>

Variables:

e <ETH>is one of the options -- eth1 or eth2.

Option Description
ethl ETH1 port
eth2 ETH2 port

e <method> is one of the authentication methods: NONE or EAP.

Method Description
NONE The authentication method is set to NONE.
EAP The authentication method is set to EAP.

Setting Ethernet EAP Parameters

When the selected Ethernet interface's authentication method is set to EAP, you must configure EAP
authentication parameters, including outer authentication, inner authentication, EAP identity, client
certificate, client private key, password, CA certificate, and RADIUS authentication server. For more
information, see Ethernet Interface Settings.

» Determine the outer authentication protocol:

config:# network ethernet <ETH> eapOuterAuthentication <outer auth>

» Determine the inner authentication protocol for authentication set to "EAP + PEAP":

config:# network ethernet <ETH> eapInnerAuthentication <inner auth>

» Set the EAP identity:

config:# network ethernet <ETH> eapldentity <identity>

» Set the EAP password:

config:# network ethernet <ETH> eapPassword
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After performing the above command, the PX3TS prompts you to enter the password. Then type the
password and press Enter.

» Provide a client certificate for authentication set to "EAP + TLS" or "EAP + PEAP + TLS":

config:# network ethernet <ETH> eapClientCertificate

After performing any certificate or private key commands, including commands for the client certificate,
client private key, and CA certificate, the system prompts you to enter the contents of the wanted
certificate or key. For an example with detailed procedure, see EAP CA Certificate Example (on page
481).

» Provide a client private key for authentication set to "EAP + TLS" or "EAP + PEAP + TLS":

config:# network ethernet <ETH> eapClientPrivateKey

» Provide a CA TLS certificate for EAP:

config:# network ethernet <ETH> eapCACertificate

» Eable or disable verification of the TLS certificate chain:

config:# network ethernet <ETH> enableCertVerification <optionl>

» Allow expired and not yet valid TLS certificates:

config:# network ethernet <ETH> allowOffTimeRangeCerts <option2>

» Allow network connection with incorrect system time:

config:# network ethernet <ETH> allowConnectionWithIncorrectClock
<option3>

» Set the RADIUS authentication server for EAP:
config:# network ethernet <ETH> eapAuthServerName <FQDN>

Variables:
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e <ETH>is one of the options -- eth1 or eth2.

Option Description
ethl ETH1 port
eth2 ETH2 port

e <outer_auth>is one of the options: PEAP or TLS.

Option Description

PEAP Outer authentication is set to Protected Extensible Authentication
Protocol (PEAP).

TLS Outer authentication is set to TLS.

e <inner_auth> is one of the options: MS-CHAPv2 or TLS.

Option Description

MSCHAPV2 Inner authentication is set to Microsoft's Challenge Authentication
Protocol Version 2 (MS-CHAPv2).

TLS Inner authentication is set to TLS.

e <identity> is your user name for the EAP authentication.

e <optionl>is one of the options: true or false.

Option Description
true Enables the verification of the TLS certificate chain.

false Disables the verification of the TLS certificate chain.

e <option2>is one of the options: true or false.

Option Description

true Always make the network connection successful even though the TLS
certificate chain contains any certificate which is outdated or not valid yet.

false The network connection is NOT successfully established when the TLS
certificate chain contains any certificate which is outdated or not valid yet.

e <option3>is one of the options: true or false.

Option Description

true Make the network connection successful when the PX3TS system time is
earlier than the firmware build before synchronizing with the NTP server,
causing the TLS certificate to become invalid.
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Option Description

false

e <FQDN> is the name of the RADIUS server if it is present in the TLS certificate. The name must

The network connection is NOT successfully established when the PX3TS
finds that the TLS certificate is not valid due to incorrect system time.

match the fully qualified domain name (FQDN) of the host shown in the certificate.

EAP CA Certificate Example

This section provides a CA certificate example for the Ethernet interface "ETH1". Your CA certificate

contents should be different from the contents displayed in this example.

In addition, the procedure of uploading the client certificate and client private key in CLI is similar to the

following example, except for the CLI command.

» To provide a CA certificate:

1. Make sure you have entered the configuration mode.

2. Type the following command for ETH1 and press Enter.

config:#

network ethernet ethl eapCACertificate

3. The system prompts you to enter the contents of the CA certificate.

4. Open a CA certificate using a text editor. You should see certificate contents similar to the following.

--- BEGIN CERTIFICATE ---

MIICTCCAfigAwWIBAgIEMaY gRzALBgkqhkiGew0BAQQwWRTELMAKGAIUEBhMCWVVMX
NjADBgNVBAOTLUShdGIvbmFsIEFlem9uyY XV0aWNzIGFUZCBTcGFJZSBBZG1pbmiz
dHIhdGhvbjAmFXESN]A1M]gxMzQ5MDUrMDgwMBCROTgWNTI4MTMOOTAIKZA4MD Aw
ZzELMAKGA1IUEBhMCWVVMxN]ADBgNVBA0TLUShdGIvbmFsIEFlcmauy XV 0aWNzIGFu
ZCBTcGFjZSBBZG1pbmlzdHIhdGlvbjEgMAKGATIUEBRMCMTY wEwWYDWVQQDEWxTAGW2
ZSBTY 2hwyY2gwWDALBgkghkiGOwOBAQEDSQAWRgIBALrAwyY dgxmzMNP/ tsOUyfeBp
miJYktU/ wa4NGE7ULaN4B5CnEz7k575903Y Y 3LecETgQEIQHmMkw YD TL2fTgVfwiC
AQOjgaswgagw ZAYDVROZAQH/BFowWDBWMFQxCzAIBgNVBAY TANTMTYwNAYDVQQK
Ey10YXRpb25hbCBEZXIvbmF 1dGljcyBhbmQgU3BhY2UgQWRtaWSpc3Ry Y XRpb24x
DTALBgNVBAMTBENSTDEwWFwWYDVROBAQH,/BAOWC4AIODMyOTcwODEWMBgGA1UdAQQR
MABECTgzMjk3MDgyM4ACBSAWDQYDVROKBAYWBAMCBKAWCWY JKoZIhvcNAQEEA4GE
AHZY1VCEw/A4zaXzSYZITTUi3uawbbFiS2yxHvgf28+81s00HXk1H1w2dogOHH21
XB2tZXd/0ItG0g1T9usFFEDVYKEBO0ebgz/PSELINBLZ+atObEUly 1ZZ0pBDWINR3
WkDNLCGITKCKpOFSEWINVDwhE4NNevkCQRZita+z4IBO

--- END CERTIFICATE ---

5. Select and copy the contents as illustrated below, including the starting line containing "BEGIN

CERTIFICATE" and the ending line containing "END CERTIFICATE."

Paste the contents in the terminal.

Press Enter.

Verify whether the system shows the following command prompt, indicating the provided CA

certificate is valid.

config:#
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Removing the Uploaded Certificate or Private Key

The procedures of removing an existing client certificate, client private key or CA certificate in CLl are
similar.

This section illustrates such a procedure for the Ethernet interface "ETH1."
» To remove a certificate or private key for ETH1:

1. Make sure you have entered the configuration mode.
2. Type the appropriate command, depending on which file you want to remove, and press Enter.
e (Client certificate:

config:# network ethernet ethl eapClientCertificate

e (Client private key:

config:# network ethernet ethl eapClientPrivateKey

e (A certificate:

config:# network ethernet ethl eapCACertificate

3. The system prompts you to enter the contents of the chosen certificate or private key.
Press Enter without typing any data.

5. Verify whether the system shows the following command prompt, indicating the existing certificate
or private key has been removed.

config:#

Setting Wireless Parameters

You must configure wireless parameters, including Service Set Identifier (SSID), authentication method,
Pre-Shared Key (PSK), and Basic Service Set Identifier (BSSID) after the wireless networking mode is
enabled.

A wireless configuration command begins with network wireless.

Note: If wireless networking mode is not enabled, the SSID, PSK and BSSID values are not applied until
the wireless networking mode is enabled. In addition, a message appears, indicating that the active
network interface is not wireless.

Setting the SSID

This command specifies the SSID string.
config:# network wireless SSID <ssid>

Variables:

e <ssid> is the name of the wireless access point, which consists of:
- Up to 32 ASCII characters
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- No spaces
- ASCII codes 0x20 ~ Ox7E

Enabling or Disabling 802.11n High Throughput

This command enables or disables the 802.11n high throughput protocol.
config:# network wireless enableHT <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true 802.11nis enabled.
false 802.11n is disabled.

Setting the Wireless Authentication Method

This command sets the wireless authentication method to None, PSK, or Extensible Authentication
Protocol (EAP).

config:# network wireless authMethod <method>

Variables:

e <method> is one of the authentication methods: PSK or EAP.

Method Description

PSK The authentication method is set to PSK.
EAP The authentication method is set to EAP.
None The authentication method is set to None.

Setting the PSK

If the Pre-Shared Key (PSK) authentication method is selected, you must assign a PSK passphrase by
using this command.

config:# network wireless PSK <psk>

Variables:

e <psk>is a string or passphrase that consists of:
- 8 to 63 characters
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- No spaces
- ASCII codes 0x20 ~ Ox7E

Setting Wireless EAP Parameters

When the wireless authentication method is set to EAP, you must configure EAP authentication
parameters, including outer authentication, inner authentication, EAP identity, client certificate, client
private key, password, CA certificate, and RADIUS authentication server. For more information, see
Wireless Network Settings.

» Determine the outer authentication protocol:

config:# network wireless eapOuterAuthentication <outer auth>

» Determine the inner authentication protocol for authentication set to "EAP + PEAP":

config:# network wireless eapInnerAuthentication <inner auth>

» Set the EAP identity:

config:# network wireless eapldentity <identity>

» Set the EAP password:

config:# network wireless eapPassword

After performing the above command, the PX3TS prompts you to enter the password. Then type the
password and press Enter.

» Provide a Client Certificate for authentication set to "EAP + TLS" or "EAP + PEAP + TLS":

config:# network wireless eapClientCertificate

After performing any certificate or private key commands, including commands for the client certificate,
client private key, and CA certificate, the system prompts you to enter the contents of the wanted
certificate or key. For an example with detailed procedure, see EAP CA Certificate Example (on page
481).

» Provide a Client Private Key for authentication set to "EAP + TLS" or "EAP + PEAP + TLS":

config:# network wireless eapClientPrivateKey
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» Provide a CA TLS certificate for EAP:

config:# network wireless eapCACertificate

» Eable or disable verification of the TLS certificate chain:

config:# network wireless enableCertVerification <optionl>

» Allow expired and not yet valid TLS certificates:

config:# network wireless allowOffTimeRangeCerts <option2>

» Allow wireless network connection with incorrect system time:

config:# network wireless allowConnectionWithIncorrectClock <option3>

» Set the RADIUS authentication server for EAP:
config:# network wireless eapAuthServerName <FQDN>

Variables:

e <outer_auth>is one of the options: PEAP or TLS.

Option Description

PEAP Outer authentication is set to Protected Extensible Authentication
Protocol (PEAP)

TLS Outer authentication is set to TLS.
e <inner_auth>is one of the options: MS-CHAPv2 or TLS.
Option Description

MSCHAPV2 Inner authentication is set to Microsoft's Challenge Authentication
Protocol Version 2 (MS-CHAPv2).

TLS Inner authentication is set to TLS.

e <jdentity> is your user name for the EAP authentication.

e <optionl> is one of the options: true or false
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Option Description
true Enables the verification of the TLS certificate chain.

false Disables the verification of the TLS certificate chain.

e <option2>is one of the options: true or false.

Option Description

true Always make the network connection successful even though the TLS
certificate chain contains any certificate which is outdated or not valid yet.

false The network connection is NOT successfully established when the TLS
certificate chain contains any certificate which is outdated or not valid yet.

e <option3>is one of the options: true or false.

Option Description

true Make the network connection successful when the PX3TS system time is
earlier than the firmware build before synchronizing with the NTP server,
causing the TLS certificate to become invalid.

false The network connection is NOT successfully established when the PX3TS
finds that the TLS certificate is not valid due to incorrect system time.

e <FQDN> is the name of the RADIUS server if it is present in the TLS certificate. The name must
match the fully qualified domain name (FQDN) of the host shown in the certificate.

Setting the BSSID

This command specifies the BSSID.

config:# network wireless BSSID <bssid>

Variables:

e <bssid> is either the MAC address of the wireless access point or none for automatic selection.

Setting the Wireless MTU

This command sets the MTU for the wireless interface.

config:# network wireless mtu<mtu>
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Variables:

e <mtu> is the Maximum Transfer Unit. Enter a value from 1280-1500.

Configuring the Cascading Mode

This command determines the cascading mode.
config:# network <mode> enabled <optionl>

Variables:

e <mode> is one of the following cascading modes.
Mode Description

bridge The Bridging mode, where each cascaded device is assigned a
unique IP address.

portForwarding The Port Forwarding mode, where every cascaded device in the
chain shares the same IP address, with diverse port numbers
assigned.

Important: When enabling either cascading mode, you must make sure the other
cascading mode is disabled, or the preferred cascading mode may not be enabled
successfully.

e <optionl> is one of the following options:

Option Description
true The selected cascading mode is enabled.
false The selected cascading mode is disabled.

» If Port Forwarding mode is enabled, you must configure two more settings to finish the
configuration:

On ALL cascaded devices, you must configure the 'role' setting one by one.
config:# network portForwarding role <option2>
On the primary device, you must configure the 'downstream interface' setting.

config:# network portForwarding
primaryUnitDownstreamInterface <option3>

Variables:

e <option2> is one of the following cascading roles:
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Role Description
primary The device is a primary device.

expansion The device is an expansion device.

e <option3> is one of the following options:
Option Description

ETH1/ETH2 ETH1/ETH2 port is the port where the 1st expansion device is
connected.

Usb USB port is the port where the 1st expansion device is connected.

Setting Network Service Parameters

A network service command begins with network services.

Setting the HTTP Port

The commands used to configure the HTTP port settings begin with network services http.

» Change the HTTP port:

config:# network services http port <n>

» Enable or disable the HTTP port:

config:# network services http enabled <option>

» Enforce redirection from HTTP to HTTPS:

config:# network services http enforceHttps <option>

Variables:

e <n>isa TCP port number between 1 and 65535. The default HTTP port is 80.

e <option> is one of the options: true or false.

Option Description
true e The HTTP port is enabled.
-OR-

e HTTP redirection to HTTPS is enabled.
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Option Description

false e The HTTP port is disabled.
-OR-
e HTTP redirection to HTTPS is disabled.

Setting the HTTPS Port

The commands used to configure the HTTPS port settings begin with network services https.

» Change the HTTPS port:

config:# network services https port <n>

» Enable or disable the HTTPS access:
config:# network services https enabled <option>

Variables:

e <n>isa TCP port number between 1 and 65535. The default HTTPS port is 443.

e <option> is one of the options: true or false.

Option Description
true Forces any access to the PX3TS via HTTP to be redirected to HTTPS.

false No HTTP access is redirected to HTTPS.

Changing the Telnet Configuration

You can enable or disable the Telnet service, or change its TCP port using the CLI commands.

A Telnet command begins with network services telnet.

» Enabling or Disabling Telnet

This command enables or disables the Telnet service.
config:# network services telnet enabled <option>

Variables:

e <option>is one of the options: true or false.
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Option Description
true The Telnet service is enabled.

false The Telnet service is disabled.

» Changing the Telnet Port

This command changes the Telnet port.
config:# network services telnet port <n>

Variables:

e <n>isa TCP port number between 1 and 65535. The default Telnet port is 23.

Changing the SSH Configuration

You can enable or disable the SSH service, or change its TCP port using the CLI commands.

An SSH command begins with network services ssh.

» Enabling or Disabling SSH

This command enables or disables the SSH service.
config:# network services sshenabled <option>

Variables:

e <option>is one of the options: true or false.

Option Description
true The SSH service is enabled.
false The SSH service is disabled.

» Changing the SSH Port

This command changes the SSH port.

config:# network services ssh port <n>
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Variables:

e <n>isa TCP port number between 1 and 65535. The default SSH port is 22.

» Determining the SSH Authentication Method

This command syntax determines the SSH authentication method.

config:# network services ssh authentication <auth method>

Variables:

e <option> is one of the options: passwordOnly, publicKeyOnly or passwordOrPublicKey.

Option Description
passwordOnly Enables the password-based login only.
publicKeyOnly Enables the public key-based login only.

passwordOrPublicKey Enables both the password- and public key-based login.
This is the default.

If the public key authentication is selected, you must enter a valid SSH public key for each user profile to
log in over the SSH connection.

Setting the SNMP Configuration

You can enable or disable the SNMP v1/v2c or v3 agent, configure the read and write community
strings, or set the MIB-Il parameters, such as sysContact, using the CLI commands.

An SNMP command begins with network services snmp.
» Enabling or Disabling SNMP v1/v2c

This command enables or disables the SNMP v1/v2c protocol.
config:# network services snmp v1/v2c <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description

enable The SNMP v1/v2c protocol is enabled.
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Option Description

disable The SNMP v1/v2c protocol is disabled.

» Enabling or Disabling SNMP v3

This command enables or disables the SNMP v3 protocol.

config:# network services snmp v3 <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable The SNMP v3 protocol is enabled.
disable The SNMP v3 protocol is disabled.

» Setting the SNMP Read Community

This command sets the SNMP read-only community string.
config:# network services snmp readCommunity <string>

Variables:

e <string> is a string comprising 4 to 64 ASCII printable characters.

e The string CANNOT include spaces.

» Setting the SNMP Write Community

This command sets the SNMP read/write community string.

config:# network services snmp writeCommunity <string>
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Variables:

e <string> is a string comprising 4 to 64 ASCII printable characters.
e The string CANNOT include spaces.

» Setting the sysContact Value

This command sets the SNMP MIB-II sysContact value.
config:# network services snmp sysContact <value>

Variables:
e <value> is a string comprising 0 to 255 alphanumeric characters.
» Setting the sysName Value

This command sets the SNMP MIB-Il sysName value.
config:# network services snmp sysName <value>

Variables:
e <value>is a string comprising 0 to 255 alphanumeric characters.
» Setting the sysLocation Value

This command sets the SNMP MIB-II sysLocation value.
config:# network services snmp sysLocation <value>

Variables:

<value> is a string comprising 0 to 255 alphanumeric characters.

Changing the Modbus Configuration

You can enable or disable the Modbus agent, configure its read-only capability, or change its TCP port.
A Modbus command begins with network services modbus.
» Enabling or Disabling Modbus

This command enables or disables the Modbus protocol.
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config:# network services modbus enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true The Modbus agent is enabled.
false The Modbus agent is disabled.

» Enabling or Disabling the Read-Only Mode

This command enables or disables the read-only mode for the Modbus agent.

config:# network services modbus readonly <option>

Variables:

e <option>is one of the options: true or false.

Option Description
true The read-only mode is enabled.
false The read-only mode is disabled.

» Changing the Modbus Port

This command changes the Modbus port.

config:# network services modbus port <n>

Variables:

e <n>isa TCP port number between 1 and 65535. The default Modbus port is 502.

Setting Redfish Service

You can enable or disable the redfish service.

» Enabling or Disabling Redfish service:

config:# network services redfish enabled <option>
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Variables:

e <option>is one of the options: true or false.

Option Description
true The redfish service is enabled.
false The redfish service is disabled.

Enabling or Disabling Service Advertising

This command enables or disables the zero configuration protocol, which enables advertising or auto
discovery of network services. See Enabling Service Advertising for details.

config:# network services zeroconfig <method> <option>

Variables:

e <method> is one of the options: mdns or limnr.

Option  Description
mdns Service advertisement via MDNS is enabled or disabled.

lImnr Service advertisement via LLMNR is enabled or disabled.

e <option>is one of the options: enable or disable.

Option Description

enable | Service advertisement via the selected method (MDNS or LLMNR) is
enabled.

disable | Service advertisement via the selected method (MDNS or LLMNR) is
disabled.

Time Configuration Commands

A time configuration command begins with time.

» Determining the Time Setup Method

This command determines the method to configure the system date and time.

config:# time method <method>
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Variables:

e <method> is one of the time setup options: manual or ntp.

Mode Description
manual The date and time settings are customized.

ntp The date and time settings synchronize with a specified NTP server.

» Setting NTP Parameters

A time configuration command for NTP-related parameters begins with time ntp.

» Specify the primary time server:

config:# time ntp firstServer <first server>

» Specify the secondary time server:

config:# time ntp secondServer <second server>

» To delete the primary time server:

config:# time ntp firstServer ""

» To delete the secondary time server:

config:# time ntp secondServer ""

Variables:

e The <first_server> is the IP address or host name of the primary NTP server.

e The <second_server> is the IP address or host name of the secondary NTP server.
» Customizing the Date and Time

To manually configure the date and time, use the following CLI commands to specify them.

Note: You shall set the time configuration method to "manual" prior to customizing the date and time.
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» Assign the date:

config:# time set date <yyyy-mm-dd>

» Assign the time:

config:# time set time <hh:mm:ss>
Variables:
Variable Description

<yyyy-mm-dd> Type the date in the format of yyyy-mm-dd.
For example, type 2015-11-30 for November 30, 2015.

<hh:mm:ss> Type the time in the format of hh:mm:ss in the 24-hour format.

For example, type 13:50:20 for 1:50:20 pm.

Setting the Time Zone
The CLI has a list of time zones to configure the date and time for PX3TS.

config:# time zone

After a list of time zones is displayed, type the index number of the time zone or press Enter to cancel.

» To set the time zone:

1. Type the time zone command as shown below and press Enter.

config:# time zone

2. The system shows a list of time zones. Type the index number of the desired time zone and press
Enter.
3. Type apply forthe selected time zone to take effect.

Setting the Automatic Daylight Savings Time

This command determines whether the daylight saving time is applied to the time settings.
config:# time autoDST <option>

Variables:

e <option> is one of the options: enable or disable.
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Mode Description
enable Daylight savings time is enabled.

disable Daylight savings time is disabled.

Checking the Accessibility of NTP Servers

This command verifies the accessibility of NTP servers specified manually and then shows the result.
To perform this command successfully, you must:

e Own the "Change Date/Time Settings" permission.

o Customize NTP servers.

This command is available either in the administrator/user mode or in the configuration mode.

» In the administrator/user mode:

# check ntp

» In the configuration mode:

config# check ntp

Example -Time Configuration

This section illustrates several time configuration examples.

» Example 1 - Time Setup Method

The following command sets the date and time settings by using the NTP servers.

config:# time method ntp

» Example 2 - Primary NTP Server

The following command sets the primary time server to 192.168.80.66.

config:# time ntp firstServer 192.168.80.66

Security Configuration Commands

A security configuration command begins with security.
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Firewall Control

You can manage firewall control features through the CLI. The firewall control lets you set up rules that
permit or disallow access to the PX3TS from a specific or a range of IP addresses.

e An IPv4 firewall configuration command begins with security ipAccessControl ipv4.

* An IPv6 firewall configuration command begins with security ipAccessControl ipvé6.
Modifying Firewall Control Parameters

There are different commands for modifying firewall control parameters.

e |Pv4 commands

» Enable or disable the IPv4 firewall control feature:

config:# security ipAccessControl ipv4 enabled <option>

» Determine the default IPv4 firewall control policy for inbound traffic:

config:# security ipAccessControl ipv4 defaultPolicyIn <policy>

» Determine the default IPv4 firewall control policy for outbound traffic:
config:# security ipAccessControl ipv4 defaultPolicyOut <policy>

e |Pv6 commands

» Enable or disable the IPv6 firewall control feature:

config:# security ipAccessControl ipv6 enabled <option>

» Determine the default IPv6 firewall control policy for inbound traffic:

config:# security ipAccessControl ipv6 defaultPolicyIn <policy>

» Determine the default IPv6 firewall control policy for outbound traffic:

config:# security ipAccessControl ipv6 defaultPolicyOut <policy>
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Variables:

e <option>is one of the options: true or false.

Option Description
true Enables the IP access control feature.
false Disables the IP access control feature.

e <policy>is one of the options: accept, drop or reject.

Option Description
accept | Accepts traffic from all IP addresses.

drop Discards traffic from all IP addresses, without sending any failure
notification to the source host.

reject  Discards traffic from all IP addresses, and an ICMP message is sent to
the source host for failure notification.

Managing Firewall Rules

You can add, delete or modify firewall rules using the CLI commands.

e An IPv4 firewall control rule command begins with security ipAccessControl ipv4 rule.

e An IPv6 firewall control rule command begins with security ipAccessControl ipvé rule.

Adding a Firewall Rule

Depending on where you want to add a new firewall rule in the list, the command for adding a rule
varies.

e |Pv4 commands

» Add a new rule to the bottom of the IPv4 rules list:

config:# security ipAccessControl ipvé4 rule add <direction> <ip mask>
<policy>

» Add a new IPv4 rule by inserting it above or below a specific rule:

config:# security ipAccessControl ipvé4 rule add <direction> <ip mask>
<policy> <insert> <rule number>

—-OR --
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config:# security ipAccessControl ipv4 rule add <direction> <insert>
<rule number> <ip mask> <policy>

e |Pv6 commands

» Add a new rule to the bottom of the IPv6 rules list:

config:# security ipAccessControl ipv6 rule add <direction> <ip mask>
<policy>

» Add a new IPV6 rule by inserting it above or below a specific rule:

config:# security ipAccessControl ipv6 rule add <direction> <ip mask>
<policy> <insert> <rule number>

—-OR --

config:# security ipAccessControl ipv6 rule add <direction> <insert>
<rule number> <ip mask> <policy>

Variables:

e <direction> is one of the options: in or out.

Direction Description
in Inbound traffic.
out Outbound traffic.

e <ip_mask> is the combination of the IP address and subnet mask values (or prefix length), which are
separated with a slash. For example, an IPv4 combination looks like this: 192.168.94.222/24.

e <policy>is one of the options: accept, drop or reject.

Policy Description
accept Accepts traffic from/to the specified IP address(es).

drop  Discards traffic from/to the specified IP address(es), without sending any
failure notification to the source or destination host.

reject Discards traffic from/to the specified IP address(es), and an ICMP
message is sent to the source or destination host for failure notification.

e <insert> is one of the options: insertAbove or insertBelow.
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Option Description

insertAbove | Inserts the new rule above the specified rule number. Then

new rule's number = the specified rule number

insertBelow | Inserts the new rule below the specified rule number. Then:

new rule's number = the specified rule number + 1

e <rule_number> is the number of the existing rule which you want to insert the new rule above or
below.

Modifying a Firewall Rule

Depending on what to modify in an existing rule, the command varies.

e |Pv4 commands

Modify an IPv4 rule's IP address and/or subnet mask:

config:# security ipAccessControl ipv4 rule modify <direction>
<rule number> ipMask <ip mask>

Modify an IPv4 rule's policy:

config:# security ipAccessControl ipv4 rule modify <direction>
<rule number> policy <policy>

Modify all contents of an existing IPv4 rule:

config:# security ipAccessControl ipv4 rule modify <direction>
<rule number> ipMask <ip mask> policy <policy>

e |Pv6 commands

Modify an IPv6 rule's IP address and/or prefix length:

config:# security ipAccessControl ipv6 rule modify <direction>
<rule number> ipMask <ip mask>
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» Modify an IPv6 rule's policy:

config:# security ipAccessControl ipv6 rule modify <direction>
<rule number> policy <policy>

» Modify all contents of an IPv6 existing rule:

config:# security ipAccessControl ipv6 rule modify <direction>
<rule number> ipMask <ip mask> policy <policy>

Variables:

e <direction> is one of the options: in or out.

Direction Description
in Inbound traffic.
out Outbound traffic.

e <rule_number> is the number of the existing rule that you want to modify.

e <ip_mask> is the combination of the IP address and subnet mask values (or prefix length), which are
separated with a slash. For example, an IPv4 combination looks like this: 192.168.94.222/24.

e <policy>is one of the options: accept, drop or reject.

Option Description
accept | Accepts traffic from/to the specified IP address(es).

drop Discards traffic from/to the specified IP address(es), without sending
any failure notification to the source or destination host.

reject  Discards traffic from/to the specified IP address(es), and an ICMP
message is sent to the source or destination host for failure notification.

Deleting a Firewall Rule

The following commands remove a specific IPv4 or IPv6 rule from the list.

» IPv4 commands

config:# security ipAccessControl ipv4 rule delete <direction>
<rule number>
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» |Pv6 commands

config:# security ipAccessControl ipv6 rule delete <direction>
<rule number>

Variables:

e <direction> is one of the options: in or out.

Direction Description
in Inbound traffic.
out Outbound traffic.

e <rule_number> is the number of the existing rule that you want to remove.

Restricted Service Agreement

The CLI command used to set the Restricted Service Agreement feature begins with security
restrictedServiceAgreement,

Enabling or Disabling the Restricted Service Agreement

This command activates or deactivates the Restricted Service Agreement.
config:# security restrictedServiceAgreement enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description

true Enables the Restricted Service Agreement feature.
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Option Description
false Disables the Restricted Service Agreement feature.

After the Restricted Service Agreement feature is enabled, the agreement's content is displayed on the
login screen.

Unauthorized a rohibited; all access and
i by ranagement ane
monitoned and logged.
zid
access and eclivitie ¢ criminal activity will be
reporied to appropriate authorities

| understand and accepl the restricled senice

Bgreament

Do either of the following, or the login fails:

* Inthe web interface, select the checkbox labeled "I understand and accept the restricted service
agreement."

Tip: To select the agreement checkbox using the keyboard, first press Tab to go to the checkbox and
then Enter.

e Inthe CLI, type y when the confirmation message "l understand and accept the restricted service
agreement" is displayed.

Specifying the Agreement Contents

This command allows you to create or modify contents of the Restricted Service Agreement.
config:# security restrictedServiceAgreement bannerContent

After performing the above command, do the following:

1. Type the text comprising up to 10,000 ASCII characters when the CLI prompts you to enter the
content.

2. Toend the content:
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a. Press Enter.
b. Type —--END-- to indicate the end of the content.

C. Press Enter again.

If the content is successfully entered, the CLI displays this message "Successfully entered Restricted
Service Agreement" followed by the total number of entered characters in parentheses.

Note: The new content of Restricted Service Agreement is saved only after typing the apply
command.

Login Limitation

The login limitation feature controls login-related limitations, such as password aging, simultaneous
logins using the same user name, and the idle time permitted before forcing a user to log out.

A login limitation command begins with security loginLimits.

Single Login Limitation
This command enables or disables the single login feature, which controls whether multiple logins using
the same login name simultaneously is permitted.

config:# security loginLimits singleLogin <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable Enables the single login feature.
disable Disables the single login feature.

Password Aging

This command enables or disables the password aging feature, which controls whether the password
should be changed at a regular interval:

config:# security loginLimits passwordAging <option>

Variables:

e <option>is one of the options: enable or disable.

Option Description

enable Enables the password aging feature.
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Option Description
disable Disables the password aging feature.

Password Aging Interval

This command determines how often the password should be changed.

config:# security loginLimits passwordAgingInterval <value>

Variables:

e <value> is a numeric value in days set for the password aging interval. The interval ranges from 7 to
365 days.

Idle Timeout

This command determines how long a user can remain idle before that user is forced to log out of the
PX3TS web interface or CLI.

config:# security loginLimits idleTimeout <value>

Variables:

e <value> is a numeric value in minutes set for the idle timeout. The timeout ranges from 1 to 1440
minutes (24 hours).

User Blocking

There are different commands for changing different user blocking parameters. These commands begin
with security userBlocking.

» Determine the maximum number of failed logins before blocking a user:

config:# security userBlocking maximumNumberOfFailedLogins <valuel>

» Determine how long a user is blocked:

config:# security userBlocking blockTime <value2>
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Variables:

e <valuel>is an integer between 3 and 10, or unlimited, which sets no limit on the maximum number
of failed logins and thus disables the user blocking function.

e <value2>is a numeric value ranging from 1 to 1440 minutes (one day), or infinite, which blocks the
user all the time until the user is unblocked manually.

Strong Passwords

The strong password commands determine whether a strong password is required for login, and what a
strong password should contain at least.

A strong password command begins with security strongPasswords.

Enabling or Disabling Strong Passwords

This command enables or disables the strong password feature.
config:# security strongPasswords enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true Enables the strong password feature.
false Disables the strong password feature.

Minimum Password Length

This command determines the minimum length of the password.
config:# security strongPasswords minimumLength <value>

Variables:

e <value>is an integer between 8 and 32.

Maximum Password Length

This command determines the maximum length of the password.

config:# security strongPasswords maximumLength <value>
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Variables:

e <value> is an integer between 16 and 64.

Lowercase Character Requirement

This command determines whether a strong password includes at least a lowercase character.

config:# security strongPasswords enforceAtLeastOnelowerCaseCharacter
<option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable At least one lowercase character is required.
disable No lowercase character is required.

Uppercase Character Requirement

This command determines whether a strong password includes at least a uppercase character.

config:# security strongPasswords enforceAtLeastOneUpperCaseCharacter
<option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable At least one uppercase character is required.
disable No uppercase character is required.

Numeric Character Requirement

This command determines whether a strong password includes at least a numeric character.

config:# security strongPasswords enforceAtLeastOneNumericCharacter
<option>

Variables:

e <option> is one of the options: enable or disable.

Raritan.

Abrand of O begeand 509



Option Description
enable At least one numeric character is required.

disable No numeric character is required.

Special Character Requirement

This command determines whether a strong password includes at least a special character.

config:# security strongPasswords enforceAtLeastOneSpecialCharacter
<option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable At least one special character is required.
disable No special character is required.

Maximum Password History

This command determines the number of previous passwords that CANNOT be repeated when
changing the password.

config:# security strongPasswords passwordHistoryDepth <value>
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Variables:

e <value>is an integer between 1 and 12.

Role-Based Access Control

In addition to firewall access control based on IP addresses, you can configure other access control rules
that are based on both IP addresses and users' roles.

® An IPv4 role-based access control command begins with security roleBasedAccessControl ipv4.

® An IPv6 role-based access control command begins with security roleBasedAccessControl ipv6.
Modifying Role-Based Access Control Parameters

There are different commands for modifying role-based access control parameters.

e |Pv4 commands

» Enable or disable the IPv4 role-based access control feature:

config:# security roleBasedAccessControl ipv4 enabled <option>

» Determine the IPv4 role-based access control policy:
config:# security roleBasedAccessControl ipv4 defaultPolicy <policy>

e |Pv6 commands

» Enable or disable the IPv6 role-based access control feature:

config:# security roleBasedAccessControl ipvé6 enabled <option>

» Determine the IPv6 role-based access control policy:
config:# security roleBasedAccessControl ipvé6 defaultPolicy <policy>

Variables:

e <option>is one of the options: true or false.

Option Description

true Enables the role-based access control feature.
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Option Description
false Disables the role-based access control feature.

e <policy>is one of the options: allow or deny.

Policy Description
allow | Accepts traffic from all IP addresses regardless of the user's role.

deny Drops traffic from all IP addresses regardless of the user's role.

Tip: You can combine both commands to modify all role-based access control parameters at a time.

Managing Role-Based Access Control Rules

You can add, delete or modify role-based access control rules.

® An IPv4 role-based access control command for managing rules begins with security
roleBasedAccessControl ipv4 rule.

® An IPv6 role-based access control command for managing rules begins with security
roleBasedAccessControl ipvé rule.

Adding a Role-Based Access Control Rule

Depending on where you want to add a new rule in the list, the command syntax for adding a rule
varies.

e |Pv4 commands

» Add a new rule to the bottom of the IPv4 rules list:

config:# security roleBasedAccessControl ipv4 rule add <start ip> <end ip>
<role> <policy>
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» Add a new IPv4 rule by inserting it above or below a specific rule:

config:# security roleBasedAccessControl ipv4 rule add <start ip> <end ip>
<role>
<policy> <insert> <rule number>

e |Pv6 commands

» Add a new rule to the bottom of the IPv6 rules list:

config:# security roleBasedAccessControl ipv6 rule add <start ip> <end ip>
<role> <policy>

» Add a new IPv6 rule by inserting it above or below a specific rule:

config:# security roleBasedAccessControl ipvé rule add <start ip> <end ip>
<role>
<policy> <insert> <rule number>

Variables:

e <start_ip>is the starting IP address.
e <end_ip> is the ending IP address.
e <role> is the role for which you want to create an access control rule.

e <policy>is one of the options: allow or deny.

Policy Description

allow  Accepts traffic from the specified IP address range when the user is a
member of the specified role

deny  Drops traffic from the specified IP address range when the user is a
member of the specified role

e <insert> is one of the options: insertAbove or insertBelow.
Option Description
insertAbove | Inserts the new rule above the specified rule number. Then:
new rule's number = the specified rule number

insertBelow | Inserts the new rule below the specified rule number. Then:

new rule's number = the specified rule number + 1

e <rule_number> is the number of the existing rule which you want to insert the new rule above or
below.
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Modifying a Role-Based Access Control Rule

Depending on what to modify in an existing rule, the command syntax varies.

e |Pv4 commands

» Modify a rule's IPv4 address range:

config:# security roleBasedAccessControl ipv4 rule modify <rule number>
startIpAddress <start ip> endIpAddress <end ip>

» Modify an IPv4 rule's role:

config:# security roleBasedAccessControl ipv4 rule modify <rule number>
role <role>

» Modify an IPv4 rule's policy:

config:# security roleBasedAccessControl ipv4 rule modify <rule number>
policy <policy>

» Modify all contents of an existing IPv4 rule:

config:# security roleBasedAccessControl ipv4 rule modify <rule number>
startIpAddress <start ip> endIpAddress <end ip> role <role>
policy <policy>

e |Pv6 commands

» Modify a rule's IPv6 address range:

config:# security roleBasedAccessControl ipvé rule modify <rule number>
startIpAddress <start ip> endIpAddress <end ip>

» Modify an IPv6 rule's role:

config:# security roleBasedAccessControl ipvé rule modify <rule number>
role <role>
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» Modify an IPv6 rule's policy:

config:# security roleBasedAccessControl ipv6 rule modify <rule number>
policy <policy>

» Modify all contents of an existing IPv6 rule:

config:# security roleBasedAccessControl ipv6 rule modify <rule number>
startIpAddress <start ip> endIpAddress <end ip> role <role>
policy <policy>

Variables:

e <rule_number> is the number of the existing rule that you want to modify.
e <start_ip>is the starting IP address.

e <end_ip>is the ending IP address.

e <role>is one of the existing roles.

e <policy> is one of the options: allow or deny.

Policy Description

allow  Accepts traffic from the specified IP address range when the user is a
member of the specified role

deny  Drops traffic from the specified IP address range when the user is a
member of the specified role

Deleting a Role-Based Access Control Rule

These commands remove a specific rule from the list.

» |Pv4 commands

config:# security roleBasedAccessControl ipv4 rule delete <rule number>

» IPv6 commands

config:# security roleBasedAccessControl ipvé rule delete <rule number>
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Variables:

e <rule_number> is the number of the existing rule that you want to remove.

Enabling or Disabling Front Panel Outlet Switching

This section applies to outlet-switching capable models only.

The following CLI commands control whether you can turn on or off an outlet by operating the front
panel display.

» To enable the front panel outlet control feature:

config:# security frontPanelPermissions add switchOutlet

» To disable the front panel outlet control feature:

config:# security frontPanelPermissions remove switchOutlet

Tip: If your PX3TS supports multiple front panel permissions, you can combine them into one command
by adding a semicolon (;) between different permissions. For example, the following CLI command
enables both front panel actuator control and outlet switching functions simultaneously.

security frontPanelPermissions add switchActuator;switchOutlet

Enabling or Disabling Front Panel Actuator Control

The following CLI commands control whether you can turn on or off connected actuator(s) by operating
the front panel LCD display.

» To enable the front panel actuator control feature:

config:# security frontPanelPermissions add switchActuator

» To disable the front panel actuator control feature:

config:# security frontPanelPermissions remove switchActuator

Tip: If your PX3TS supports multiple front panel permissions, you can combine them into one command
by adding a semicolon (;) between different permissions. For example, the following CLI command
enables both front panel actuator control and the internal beeper-muting functions simultaneously.
security frontPanelPermissions add switchActuator;muteBeeper
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Enabling or Disabling Front Panel Beeper-Sound Control

The following CLI commands control whether you can mute the internal beeper by operating the front
panel LCD display when the beeper sounds.

» To enable the front panel beeper sound control feature:

config:# security frontPanelPermissions add muteBeeper

» To disable the front panel actuator control feature:

config:# security frontPanelPermissions remove muteBeeper

Tip: If your PX3TS supports multiple front panel permissions, you can combine them into one command
by adding a semicolon (;) between different permissions. For example, the following CLI command
enables both front panel actuator control and the the internal beeper-muting functions simultaneously.
security frontPanelPermissions add switchActuator;muteBeeper

Outlet Configuration Commands

An outlet configuration command begins with outlet. Such a command allows you to configure an
individual outlet.

Changing the Outlet Name

This command names an outlet.
config:# outlet <n> name "<name>"

Variables:

e <n>is the number of the outlet that you want to configure.

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

Changing an Outlet's Default State

This section applies to outlet-switching capable models only.

This command determines the initial power condition of an outlet after the PX3TS powers up.

config:# outlet <n> stateOnPowerUp <option>
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Variables:

e <n>is the number of the outlet that you want to configure.

e <option> is one of the options: off, on, lastknownState and pduDefined.

Option Description
off Turn off the outlet.
on Turn on the outlet.

lastKknownState | Restore the outlet to the state prior to last PDU power down.

pduDefined PDU-defined setting.

Note: Setting the outlet's default state to an option other than pduDefined overrides the PDU-defined
default state on that outlet.

Setting an Outlet's Cycling Power-Off Period

This section applies to outlet-switching capable models only.

This command determines the power-off period of the power cycling operation for a specific outlet.

config:# outlet <n> cyclingPowerOffPeriod <timing>

Variables:

e <n>is the number of the outlet that you want to configure.

e <timing> is the time of the cycling power-off period in seconds, which is an integer between 0 and
3600, or pduDefined for following the PDU-defined timing.

Note: This setting overrides the PDU-defined cycling power-off period on a particular outlet.

Example - Outlet Naming

The following command assigns the name "Win XP" to outlet 8.

config:# outlet 8 name "Win XP"

Outlet Group Configuration Commands

An outlet group configuration command begins with outletgroup. Such a command allows you to
configure or operate an outlet group.
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Creating an Outlet Group

This command creates a new outlet group.
config:# outletgroup add "<name>" <members>

Variables:

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

Tip: PX3TS allows you to assign the same name to diverse outlet groups. If this really occurs, you still
can identify different groups through their unique index numbers.

e <members> is one or multiple member outlets' index numbers separated with commas. If the
member outlets are consecutive outlets, you can type a hyphen between the initial and the final
index number instead of using commas.

For example, to assign outlets 3, 4, 5, 8 and 10 to the outlet group named "servers", you have two
choices -- either use a hyphen for consecutive outlets 3 to 5, or use commas for all of member
outlets:

® outletgroup add servers 3-5,8,10
- OR__
® outletgroup add servers 3,4,5,8,10

Managing an Outlet Group

You can modify an outlet group's name and member outlets, or simply remove any existing outlet
group.

You can modify both the name and members of an outlet group at a time by combining multiple
commands.

» Modify an outlet group's name:

config:# outletgroup modify <ID> name "<name>"

» Modify an outlet group's member outlets:

config:# outletgroup modify <ID> members <members>

» Delete an outlet group:

config:# outletgroup delete <ID>
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Variables:

e <ID>is an outlet group's index number.

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

e <members> is one or multiple member outlets' index numbers separated with commas. If the
member outlets are consecutive outlets, you can type a hyphen between the initial and the final
index number instead of using commas.

For example, to assign outlets 3, 4, 5, 8 and 10 to the outlet group named "servers", you have two
choices -- either use a hyphen for consecutive outlets 3 to 5, or use commas for all of member
outlets:

In the following examples, it is assumed that the "servers" outlet group's index number is 2.
e outletgroup modify 2 members 3-5,8,10
- OR -
e outletgroup modify 2 members 3,4,5,8,10

Powering On/Off/Cycle Outlet Groups

This section applies to outlet-switching capable models only.

You must perform this operation in the administrator mode.

» Power on one outlet group:

# power outletgroup <ID> on

» Power off one outlet group:

# power outletgroup <ID> off

» Power cycle one outlet group:
# power outletgroup <ID> cycle

To quicken the operation, you can add the parameter "/y" to the end of the command, which confirms
the operation.

For example:

# power outletgroup <ID> off /y
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If you entered the command without "/y", a message appears, prompting you to confirm the operation.
Then:

e Type y to confirm the operation, OR

Type n to abort the operation
Variables:
e <ID>is an outlet group's index number.

Inlet Configuration Commands

An inlet configuration command begins with inlet. You can configure an inlet by using the inlet
configuration command.

Changing the Inlet Name

This command syntax names an inlet.
config:# inlet <n> name "<name>"

Variables:

e <n>is the number of the inlet that you want to configure. For a single-inlet PDU, <n> is always 1.
The value is an integer between 1 and 50.

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

Enabling or Disabling an Inlet (for Multi-Inlet PDUs)

Enabling or disabling an inlet takes effect on a multi-inlet PDU only.

This command enables or disables an inlet.
config:# inlet <n> enabled <option>

Variables:

e <n>is the number of the inlet that you want to configure. For a single-inlet PDU, <n> is always 1.
The value is an integer between 1 and 50.

e <option>is one of the options: true or false.

Option Description

true The specified inlet is enabled.
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Option Description

false The specified inlet is disabled.

Note: If performing this command causes all inlets to be disabled, a warning message appears,
prompting you to confirm. When this occurs, press y to confirm or n to cancel the operation.

Example - Inlet Naming

The following command assigns the name "AC source" to the inlet 1. If your PX3TS contains multiple
inlets, this command names the 1st inlet.

config:# inlet 1 name "AC source"

Overcurrent Protector Configuration Commands

An overcurrent protector configuration command begins with ocp. The command configures an
individual circuit breaker or fuse which protects outlets.

Changing the Overcurrent Protector Name

This command names a circuit breaker or a fuse which protects outlets on your PX3TS.
config:# ocp <n> name "<name>"

Variables:

e <n>isthe number of the overcurrent protector that you want to configure. The value is an integer
between 1 and 50.

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

Example - OCP Naming

The command assigns the name "Email servers CB" to the overcurrent protector labeled 2.

config:# ocp 2 name "Email servers CB"

User Configuration Commands

Most user configuration commands begin with user except for the password change command.

Creating a User Profile

This command creates a new user profile.
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config:# user create <name> <option> <roles>

After performing the user creation command, the PX3TS prompts you to assign a password to the
newly-created user. Then:

1. Type the password and press Enter.

2. Re-type the same password for confirmation and press Enter.
Variables:

e <name> is a string comprising up to 32 ASCII printable characters. The <name> variable CANNOT
contain spaces.

e <option> is one of the options: enable or disable.

Option Description
enable Enables the newly-created user profile.
disable Disables the newly-created user profile.

e <roles>is arole or a list of comma-separated roles assigned to the specified user profile.

Modifying a User Profile

A user profile contains various parameters that you can modify.

Tip: You can combine all commands to modify the parameters of a specific user profile at a time.

Changing a User's Password

This command allows you to change an existing user's password if you have the Administrator
Privileges.

config:# user modify <name> password

After performing the above command, you are prompted to enter a new password. Then:

1. Type a new password and press Enter.
2. Re-type the new password for confirmation and press Enter.

Variables:
e <name> is the name of the user whose settings you want to change.
» Example

The following procedure illustrates how to change the password of the user "May."
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1. \Verify that you have entered the configuration mode.

2. Type the following command to change the password for the user profile "May."

config:# user modify May password

3. Type a new password when prompted, and press Enter.
4. Type the same new password and press Enter.

5. If the password change is completed successfully, the config:# prompt appears.
Modifying a User's Personal Data

You can change a user's personal data, including the user's full name, telephone number, and email
address.

Various commands can be combined to modify the parameters of a specific user profile at a time.

» Change a user's full name:

config:# user modify <name> fullName "<full name>"

» Change a user's telephone number:

config:# user modify <name> telephoneNumber "<phone number>"

» Change a user's email address:
config:# user modify <name> eMailAddress <email address>

Variables:

e <name> is the name of the user whose settings you want to change.

e <full_name> is a string comprising up to 64 ASCII printable characters. The <full_name> variable
must be enclosed in quotes when it contains spaces.

e <phone_number> is the phone number that can reach the specified user. The <phone_number>
variable must be enclosed in quotes when it contains spaces.

e <email_address> is the email address of the specified user.
Enabling or Disabling a User Profile

This command enables or disables a user profile. A user can log in to the PX3TS only after that user's
user profile is enabled.

config:# user modify <name> enabled <option>
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Variables:

e <name> is the name of the user whose settings you want to change.

e <option> is one of the options: true or false.

Option Description
true Enables the specified user profile.
false Disables the specified user profile.

Forcing a Password Change

This command determines whether the password change is forced when a user logs in to the specified
user profile next time.

config:# wuser modify <name> forcePasswordChangeOnNextLogin <option>

Variables:

e <name> is the name of the user whose settings you want to change.

e <option> is one of the options: true or false.

Option Description
true A password change is forced on the user's next login.

false No password change is forced on the user's next login.

Modifying SNMPv3 Settings

There are different commands to modify the SNMPv3 parameters of a specific user profile. You can
combine all of the following commands to modify the SNMPv3 parameters at a time.

» Enable or disable the SNMP v3 access to PX3TS for the specified user:

config:# user modify <name> snmpV3Access <optionl>

» Determine the security level:

config:# user modify <name> securityLevel <option2>
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» Determine whether the authentication passphrase is identical to the password:

config:# user modify <name> userPasswordAsAuthenticationPassphrase
<option3>

» Determine the authentication passphrase:
config:# user modify <name> authenticationPassPhrase

After performing the above command, the system prompts you to enter the authentication passphrase.

» Determine whether the privacy passphrase is identical to the authentication passphrase:

config:# user modify <name> useAuthenticationPassPhraseAsPrivacyPassPhrase
<option4>

» Determine the privacy passphrase:
config:# user modify <name> privacyPassPhrase

After performing the above command, the system prompts you to enter the privacy passphrase.

» Determine the authentication protocol:

config:# user modify <name> authenticationProtocol <optionb5>

» Determine the privacy protocol:
config:# user modify <name> privacyProtocol <option6>

Variables:

e <name> is the name of the user whose settings you want to change.

e <optionl>is one of the options: enable or disable.

Option Description

enable Enables the SNMP v3 access permission for the specified user.
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Option Description

disable  Disables the SNMP v3 access permission for the specified user.

e <option2>is one of the options: noAuthNoPriv, authNoPriv or authPriv.

Option Description

noAuthNoPriv No authentication and no privacy.
authNoPriv Authentication and no privacy.
authPriv Authentication and privacy.

e <option3>is one of the options: true or false.

Option  Description
true Authentication passphrase is identical to the password.

false Authentication passphrase is different from the password.

e <optiond> is one of the options: true or false.

Option Description
true Privacy passphrase is identical to the authentication passphrase.

false Privacy passphrase is different from the authentication passphrase.

e <option5> is one of the following options:

Option Description

MD5 MD5 authentication protocol is applied.
SHA-1 SHA-1 authentication protocol is applied.
SHA-224 SHA-224 authentication protocol is applied.
SHA-256 SHA-256 authentication protocol is applied.
SHA-384 SHA-384 authentication protocol is applied.
SHA-512 SHA-512 authentication protocol is applied.

e <option6> is one of the following options:
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Option Description

DES DES privacy protocol is applied.

AES-128 AES-128 privacy protocol is applied.
AES-192 AES-192 privacy protocol is applied.
AES-256 AES-256 privacy protocol is applied.
AES-192 (3DES key extension) AES-192 privacy protocol is applied.
AES-256 (3DES key extension) AES-256 privacy protocol is applied.

e An authentication or privacy passphrase is a string comprising 8 to 32 ASCII printable characters.
Changing the Role(s)

This command changes the role(s) of a specific user.
config:# user modify <name> roles <roles>

Variables:

e <name> is the name of the user whose settings you want to change.

e <roles>is arole or a list of comma-separated roles assigned to the specified user profile.
Changing Measurement Units

You can change the measurement units displayed for temperatures, length, and pressure for a specific
user profile. Different measurement unit commands can be combined so that you can set all
measurement units at a time.

Note: The measurement unit change only applies to the web interface and command line interface.

» Set the preferred temperature unit:

config:# wuser modify <name> preferredTemperatureUnit <optionl>

» Set the preferred length unit:

config:# user modify <name> preferredLengthUnit <option2>

Raritan.

528 i brand of Olegeand



» Set the preferred pressure unit:

config:# user modify <name> preferredPressureUnit <option3>

Variables:

e <name> is the name of the user whose settings you want to change.

e <optionl>is one of the options: C or F.

Option Description
C This option displays the temperature in Celsius.
F This option displays the temperature in Fahrenheit.
e <option2> is one of the options: meter or feet.
Option Description
meter This option displays the length or height in meters.
feet This option displays the length or height in feet.
e <option3>is one of the options: pascal or psi.
Option Description
pascal This option displays the pressure value in Pascals (Pa).

psi This option displays the pressure value in psi.

Specifying the SSH Public Key

If the SSH key-based authentication is enabled, specify the SSH public key for each user profile using the
following procedure.

» To specify or change the SSH public key for a specific user:

1. Type the SSH public key command as shown below and press Enter.

config:# user modify <name> sshPublicKey

2. The system prompts you to enter the contents of the SSH public key. Do the following to input the
contents:
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Open your SSH public key with a text editor.
Copy all contents in the text editor.

Paste the contents into the terminal.

a0 oo

Press Enter.

» To remove an existing SSH public key:

1. Type the same command as shown above.
2. When the system prompts you to input the contents, press Enter without typing or pasting anything.

» Example
The following procedure illustrates how to change the SSH public key for the user "assistant."

1. Verify that you have entered the configuration mode.

2. Type the following command and press Enter.

config:# user modify assistant sshPublicKey

3. You are prompted to enter a new SSH public key.

4. Type the new key and press Enter.

Deleting a User Profile

This command deletes an existing user profile.

config:# user delete <name>

Changing Your Own Password

Every user can change their own password via this command if they have the Change Own Password
privilege. Note that this command does not begin with user.

config:# password

After performing this command, the system prompts you to enter both current and new passwords
respectively.

Important: After the password is changed successfully, the new password is
effective immediately whether or not you type the command "apply" to save the
changes.

» Example

This procedure changes your own password:
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1. \Verify that you have entered the configuration mode.
2. Type the following command and press Enter.

config:# password

3. Type the existing password and press Enter when the following prompt appears.

Current password:

4. Type the new password and press Enter when the following prompt appears.

Enter new password:

5. Re-type the new password for confirmation and press Enter when the following prompt appears.

Re-type new password:

Setting Default Measurement Units

Default measurement units, including temperature, length, and pressure units, apply to the user
interfaces across all users except for those whose preferred measurement units are set differently by
themselves or the administrator. Diverse measurement unit commands can be combined so that you
can set all default measurement units at a time.

Note: The measurement unit change only applies to the web interface and command line interface.

» Set the default temperature unit:

config:# user defaultpreferences preferredTemperatureUnit <optionl>

» Set the default length unit:

config:# wuser defaultpreferences preferredLengthUnit <option2>

» Set the default pressure unit:

config:# wuser defaultpreferences preferredPressureUnit <option3>

Variables:

e <optionl>is one of the options: C or F.

Option Description
C This option displays the temperature in Celsius.

F This option displays the temperature in Fahrenheit.

e <option2> is one of the options: meter or feet.
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Option Description
meter This option displays the length or height in meters.

feet This option displays the length or height in feet.

e <option3>is one of the options: pascal or psi.

Option Description
pascal This option displays the pressure value in Pascals (Pa).

psi This option displays the pressure value in psi.

Role Configuration Commands

A role configuration command begins with role.

Creating a Role

This command creates a new role, with a list of semicolon-separated privileges assigned to the role.
config:# role create <name> <privilegel>;<privilege2>;<privilege3>...

If a specific privilege contains any arguments, that privilege should be followed by a colon and the

argument(s).

config:# role create <name> <privilegel>:<argumentl>,<argument2>...;
<privilege2>:<argumentl>, <argument2>...;
<privilege3>:<argumentl>, <argument2>...;

Variables:

e <name> is a string comprising up to 32 ASCII printable characters.

e <privilegel>, <privilege2>, <privilege3> and the like are names of the privileges assigned to the role.
Separate each privilege with a semi-colon.

e <argumentl>, <argument2> and the like are arguments set for a particular privilege. Separate a
privilege and its argument(s) with a colon, and separate arguments with a comma if there are more
than one argument for a privilege.

All Privileges

This table lists all privileges. Note that available privileges vary according to the model you purchased.
For example, a PDU without the outlet switching function does not have the privilege "switchOutlet."
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Privilege

acknowledgeAlarms

adminPrivilege

changeAssetStripConfiguration

changeAuthSettings

changeDataTimeSettings

changeExternalSensorsConfiguration

changeModemConfiguration
changeNetworkSettings
changePassword

changePduConfiguration

changeSecuritySettings
changeSnmpSettings
changeUserSettings
changeWebcamSettings
clearLog
firmwareUpdate
performReset
switchActuator*
switchOutlet**
switchOutletGroup***
viewAuthSettings
viewEventSetup
viewEverything
viewlLog
viewSecuritySettings

viewSnmpSettings

viewUserSettings
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Description

Acknowledge Alarms

Administrator Privileges

Change Asset Strip Configuration
Change Authentication Settings

Change Date/Time Settings

Change Peripheral Device Configuration
Change Modem Configuration

Change Network Settings

Change Own Password

Change Pdu, Inlet, Outlet & Overcurrent
Protector Configuration

Change Security Settings
Change SNMP Settings

Change Local User Management
Change Webcam Configuration
Clear Local Event Log
Firmware Update

Reset (Warm Start)

Switch Actuator

Switch Outlet

Switch Outlet Group

View Authentication Settings
View Event Settings
Unrestricted View Privileges
View Local Event Log

View Security Settings

View SNMP Settings

View Local User Management
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Privilege Description

viewWebcamSettings View Webcam Snapshots and Configuration

* The "switchActuator" privilege requires an argument that is separated with a colon. The argument
could be:

e All actuators, that is,
switchActuator:all
e Anactuator's ID number. For example:
switchActuator:1
switchActuator:2
switchActuator:3
e Alist of comma-separated ID numbers of different actuators. For example:
switchActuator:1,3,6

Note: The ID number of each actuator is shown in the PX3TS web interface. It is an integer.

** The "switchOutlet" privilege requires an argument that is separated with a colon. The argument
could be:

o All outlets, that is,
switchOutlet:all

e An outlet number. For example:
switchOutlet:1
switchOutlet:2
switchOutlet:3

e Alist of comma-separated outlets. For example:
switchOutlet:1,3,5,7,8,9

*** The "switchOutletGroup" privilege requires an argument that is separated with a colon. The
argument could be:

e All outlet groups, that is,
switchOutletGroup:all

e An outlet group number. For example:
switchOutletGroup:1
switchOutletGroup:2
switchOutletGroup:3

e Alist of comma-separated outlet groups. For example:
switchOutletGroup:1,3,5,7,8,9

Modifying a Role

You can modify diverse parameters of an existing role, including its privileges.
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» Modify a role's description:

config:# role modify <name> description "<description>"

» Add more privileges to a specific role:

config:# role modify <name> addPrivileges
<privilegel>;<privilege2>;<privilege3>...

If a specific privilege contains any arguments, add a colon and the argument(s) after that privilege.

config:# role modify <name> addPrivileges
<privilegel>:<argumentl>, <argument2>...;
<privilege2>:<argumentl>, <argument2>...;
<privilege3>:<argumentl>, <argument2>...;

» Remove specific privileges from a role:

config:# role modify <name> removePrivileges
<privilegel>;<privilege2>;<privilege3>...

If a specific privilege contains any arguments, add a colon and the argument(s) after that privilege.

config:# role modify <name> removePrivileges

<privilegel>:<argumentl>,<argument2>...;
<privilege2>:<argumentl>, <argument2>...;
<privilege3>:<argumentl>,<argument2>...;

Note: When removing privileges from a role, make sure the specified privileges and arguments (if any)
exactly match those assigned to the role. Otherwise, the command fails to remove specified privileges

that are not available.

Variables:
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® <name> is a string comprising up to 32 ASCII printable characters.

e <description> is a description comprising alphanumeric characters. The <description> variable must
be enclosed in quotes when it contains spaces.

e <privilegel>, <privilege2>, <privilege3> and the like are names of the privileges assigned to the role.
Separate each privilege with a semi-colon. See All Privileges (on page ).

e <argumentl>, <argument2> and the like are arguments set for a particular privilege. Separate a
privilege and its argument(s) with a colon, and separate arguments with a comma if there are more
than one argument for a privilege. For arguments syntax, see All Privileges (on page ).

Deleting a Role

This command deletes an existing role.

config:# role delete <name>

Example - Creating a Role

The following command creates a new role and assigns privileges to the role.
config:# role create tester firmwareUpdate;viewEventSetup

Results:

e Anew role "tester" is created.

e Two privileges are assigned to the role: firmwareUpdate (Firmware Update) and viewEventSetup
(View Event Settings).

Authentication Commands

An authentication configuration command begins with authentication.

Determining the Authentication Method

You can choose to set the authentication type only, or both set the authentication type and determine
whether to switch to local authentication in case the remote authentication is not available.

» Determine the authentication type only:

config:# authentication type <optionl>

» Determine the authentication type and enable/disable the option of switching to local
authentication:

config:# authentication type <optionl> uselLocallfRemoteUnavailable
<option2>

Raritan.

536 i brand of Dlegeand



Note: You cannot enable or disable the option of switching to local authentication without determining
the authentication type in the CLI. Therefore, always type "authentication type <option1>" when setting
up "uselocallfRemoteUnavailable".

Variables:

e <optionl>is one of the options: local , Idap or radius.

Option Description

local Enable Local authentication only.
Idap Enable LDAP authentication only.
radius Enable Radius authentication only.
tacplus Enable TACACS+ authentication only.

e <option2>is one of the options: true or false.

Option Description

true Remote authentication is the first priority. The device will switch to local
authentication when the remote authentication is not available.

false Always stick to remote authentication regardless of the availability of
remote authentication.

LDAP Settings
All LDAP-related commands begin with authentication Idap.

If you enable LDAP authentication, you must add at least one LDAP server. Later you can modify or
delete any existing LDAP server as needed.

Adding an LDAP Server

Adding an LDAP server requires the entry of quite a lot of parameters, such as the server's IP address,
TCP port number, Base DN and so on.

You can repeat the following CLI command to add more than one LDAP server.

» Add a new LDAP server:

config:# authentication ldap add <host> <port> <ldap type> <security>
<bind type> <base DN> <login name att> <user entry class> "Optional

Parameters"
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Note: "Optional Parameters" refer to one or multiple parameters listed in the section Optional
Parameters. They are required only when your server settings need to specify these parameters. For
example, if setting the <bind_type> to "authenticatedBind", then you must add the parameter
"bindDN" to this command.

When the above command is successfully performed, a list of all LDAP servers, including the newly-
added one, will be displayed, which is similar to the following diagram.

Variables:

e <host>is the IP address or host name of the LDAP server.
e <port>is the port number assigned for communication with the LDAP server.

e <|dap_type>is one of the LDAP server types: openldap or activeDirectory.

Type Description
openldap OpenlLDAP server
activeDirectory Microsoft Active Directory

e <security> is one of the security options: none, startTls or tls.

Type Description
none No security
startTls StartTLS
tls TLS

e <bind_type> is one of the bind options: anonymouseBind, or authenticatedBind.
Type Description
anonymousBind Enable the anonymous Bind.
Bind DN and password are NOT required.

authenticatedBind Enable the Bind with authentication.

Bind DN and password are required.

e <base_DN> is the base DN for search.
e <login_name_att> is the login name attribute.

e <user_entry_class> is the User Entry Object Class.
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Optional Parameters

You can add one or multiple "optional parameters", such as specifying the Bind DN or certificate upload,
to an LDAP-server-adding command as illustrated below. If adding multiple optional parameters, you
must add them to the END of the command and separate them with a space.

e Example 1 -- Specify an Active Directory Domain's name:

config:# authentication ldap add <host> <port> <ldap type> <security>
<bind type> <base DN> <login name att> <user entry class>
adDomain <AD_domain>

e Example 2 -- Set up the bind DN:

config:# authentication ldap add <host> <port> <ldap type> <security>

<bind type> <base DN> <login name att> <user entry class> bindDN

<bind_DN>

» "Optional Parameters" table:

Parameters To configure
userSearchSubfilter <filter> User search subfilter
bindDN <bind DN> bind DN

e The system will prompt you to enter and re-confirm the bind
password after adding this parameter to the command.

adDomain <AD domain> Active Directory Domain name
verifyServerCertificate Certificate verification setting
< i > ) .
verify cert e After setting to true, the system will prompt you to upload a
certificate.
allowExpiredCertificate Whether to accept expired or not valid yet certificate

<allow exp cert>
Variables:

e <filter> is the user search subfilter you specify.
e <bind_DN> is bind DN.
e <AD_domain> is the Active Directory Domain.

e <verify_cert> is one of the options: true or false.

Option Description

true Enable the verification of the LDAP server certificate.
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Option Description
false Disable the verification of the LDAP server certificate.

e <allow_exp_cert> is one of the options: true or false.

Option Description
true Certificates that are either expired or not valid yet are all accepted.

false | Only valid certificates are accepted.

[llustrations of Adding LDAP Servers

This section shows several LDAP command examples. Those words highlighted in bold are required for
their respective examples.

» An OpenlLDAP server:

config:# authentication ldap add op-ldap.raritan.com 389 openldap none
anonymousBind dc=raritan,dc=com uid inetOrgPerson

» A Microsoft Active Directory server:

config:# authentication ldap add ac-ldap.raritan.com 389 activeDirectory none
anonymousBind dc=raritan,dc=com sAMAccountName user adDomain

raritan.com

» An LDAP server with a TLS certificate uploaded:
a. Enter the CLI command with the following two TLS-related options set and/or added:

= <security> is set to tls or startTls.
= The "verifyServerCertificate" parameter is added to the command and set to "true."

config:# authentication ldap add ldap.raritan.com 389 openldap startTls ...
inetOrgPerson verifyServerCertificate true

b. The system now prompts you to enter the certificate's content.
C. Type or copy the certificate's content in the CLI and press Enter.

Note: Select and copy the content including the starting line containing "BEGIN CERTIFICATE" and the
ending line containing "END CERTIFICATE."

» An LDAP server with the bind DN and bind password configured:

a. Enter the CLI command with the "bindDN" parameter and its data added.
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config:# authentication ldap add op-ldap.raritan.com 389 openldap none
authenticatedBind cn=Manager,dc=raritan,dc=com uid inetOrgPerson bindDN
user@raritan.com

b. The system prompts you to specify the bind DN password.
C. Type the password and press Enter.
d. Re-type the same password.

Copying an Existing Authentication Server's Settings

If the server that you will add completely shares the same settings with any server that has been
configured, use the following command.

» Add an LDAP server by copying an existing server's settings:
config:# authentication ldap addClone <server num> <host>

Variables:

e <host>is the IP address or host name of the LDAP server.

e <server_num> is the sequential number of the specified server shown on the server list.

Modifying an Existing LDAP Server

You can modify one or multiple parameters of an existing LDAP server, such as its IP address, TCP port
number, Base DN and so on. Besides, you can also change the priority or sequence of existing LDAP
servers in the server list.

» Command syntax:

A command to modify an existing LDAP server's settings looks like the following:
config:# authentication ldap modify <server num> "parameters"

Variables:

e <server_num> is the sequential number of the specified server in the LDAP server list.

e Replace "parameters" with one or multiple commands in the following table, depending on which
parameter(s) you want to modify.

» Parameters:

Parameters Description

host <host> Change the IP address or host name.

e <host>is the new IP address or host name.
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Parameters

port <port>

serverType <ldap_type>

securityType <security>

bindType <bind_type>

searchBaseDN <base_DN>

loginNameAttribute
<login_name_att>

userEntryObjectClass
<user_entry_class>

userSearchSubfilter
<user_search_filter>

adDomain <AD_domain>

verifyServerCertificate
<verify_cert>

certificate

Description

Change the TCP port number.

e <port>is the new TCP port number.
Change the server type.

e <|dap_type> is the new type of the LDAP server.

e <lIdap_type> values include: openldap and activeDirectory.

Change the security type.

e <security> is the new security type.

e <security> values include: none, startTls, and ssl
Change the bind type.

e <bind_type> is the new bind type.

e <bind_type> values include: anonymousBind and
authenticatedBind.

Change the base DN for search.

e <base_DN> is the new base DN for search.
Change the login name attribute.

e <login_name_att> is the new login name attribute.
Change the user entry object class.

e <user_entry_class> is the new user entry class.

Change the user search subfilter.

e <user_search_filter> is the new user search subfilter.

Change the Active Directory Domain name.

e <AD_domain> is the new domain name of the Active Directory.

Enable or disable the certificate verification.

e <verify_cert> enables or disables the certificate verification feature.

e Available values include: true, false

Re-upload a different certificate.

a. First add the "certificate" parameter to the command, and press Enter.

b. The system prompts you for the input of the certificate.

C. Type or copy the content of the certificate in the CLI and press Enter.
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Parameters Description

allowExpiredCertificate Determine whether to accept a certificate which is expired or not valid yet.
<allow_exp_cert> e <allow_exp_cert> determines whether to accept an expired or not valid yet
certificate

e <allow_exp_cert>values include: true, and false

bindDN <bind_DN> Change the bind DN.

e <bind_DN> is the new bind DN.

bindPassword Change the bind DN password.

a. First add the "bindPassword" parameter to the command, and press
Enter.

b. The system prompts you for the input of the password.

C. Type the password and press Enter.

sortPosition <position> Change the priority of the server (that is, resorting).

e <position> is the new sequential number of the server in the LDAP server list.

» Examples:

e Change the IP address of the 1st LDAP server

config:# authentication ldap modify 1 host 192.168.3.3

e Change both the IP address and TCP port of the 1st LDAP server

config:# authentication ldap modify 1 host 192.168.3.3 port 633

e Change the IP address, TCP port and the type of the L1st DAP server
config:# authentication ldap modify 1 host 192.168.3.3 port 633

serverType activeDirectory

Removing an Existing LDAP Server

This command removes an existing LDAP server from the server list.

config:# authentication ldap delete <server num>
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Variables:
e <server_num> is the sequential number of the specified server in the LDAP server list.

Radius Settings

All Radius-related commands begin with authentication radius.

If you enable Radius authentication, you must add at least one Radius server. Later you can modify or
delete any existing Radius server as needed.

Adding a Radius Server

You can repeat the following commands to add Radius servers one by one.

» Command syntax:

config:# authentication radius add <host> <rds type> <auth port>
<acct port> <timeout> <retries>

Variables:

e <host> is the IP address or host name of the Radius server.

e <rds_type> is one of the Radius authentication types: pap, chap, msChapV2.

Type Description
chap CHAP

pap PAP
msChapVv2 MSCHAP v2

e <auth_port> is the authentication port number.
e <acct_port>is the accounting port number.
e <timeout> is the timeout value in seconds. It ranges between 1 to 10 seconds.

e <retries> is the number of retries. It ranges between 0 to 5.

» To enter the shared secret:

1. After executing the above Radius command, the system automatically prompts you to enter the
shared secret.

2. Type the secret and press Enter.
3. Re-type the same secret and press Enter.

» Example:

config:# authentication radius add 192.168.7.99 chap 1812 1813 10 3
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Modifying an Existing Radius Server

You can modify one or multiple parameters of an existing Radius server, or change the priority or
sequence of existing servers in the server list.

» Change the IP address or host name:

config:# authentication radius modify <server num> host <host>

» Change the Radius authentication type:

config:# authentication radius modify <server num> authType <rds type>

» Change the authentication port:

config:# authentication radius modify <server num> authPort <auth port>

» Change the accounting port:

config:# authentication radius modify <server num> accountPort <acct port>

» Change the timeout value:

config:# authentication radius modify <server num> timeout <timeout>

» Change the number of retries:

config:# authentication radius modify <server num> retries <retries>

» Change the shared secret:

config:# authentication radius modify <server num> secret

» Change the priority of the specified server:

config:# authentication radius modify <server num> sortPositon <position>
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Tip: You can add more than one parameters to the command. For example, "authentication
radius modify <server num> host<host> authType <rds type> authPort

<auth_port> accountPort <acct port> ..".

Variables:

e <server_num> is the sequential number of the specified server in the Radius server list.
e <host>is the new IP address or host name of the Radius server.

e <rds_type> is one of the Radius authentication types: pap, chap, msChapV2.

e <auth_port> is the new authentication port number.

e <acct_port> is the new accounting port number.

e <timeout> is the new timeout value in seconds. It ranges between 1 to 10 seconds.

e <retries> is the new number of retries. It ranges between 0 to 5.
» To enter the shared secret:

1. After executing the above Radius command, the system automatically prompts you to enter the
shared secret.

Type the secret and press Enter.
Re-type the same secret and press Enter.

» Example:

config:# authentication radius add 192.168.7.99 chap 1812 1813 10 3

Removing an Existing Radius Server

This command removes an existing Radius server from the server list.
config:# authentication radius delete <server num>

Variables:
e <server_num> is the sequential number of the specified server in the Radius server list.

Environmental Sensor Configuration Commands

An environmental sensor configuration command begins with externalsensor. You can configure the
name and location parameters of an individual environmental sensor. Actuators are configured with
their own commands.

Changing the Sensor Name

This command names an environmental sensor.
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config:# externalsensor <n> name "<name>"

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the web interface or using the command "show externalsensors <n>"inthe
CLl. It is an integer starting at 1.

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

Specifying the CC Sensor Type

Raritan's contact closure sensor supports the connection of diverse third-party. You must specify the
type of connected detector/switch for proper operation. Use this command when you need to specify
the sensor type.

config:# externalsensor <n> sensorSubType <sensor type>

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the PX3TS web interface or using the command "show externalsensors <n>"in
the CLL. It is an integer starting at 1.

e <sensor_type> is one of these types: contact, smokeDetection, waterDetection or vibration.

Type Description

contact The connected detector/switch is for detection of door lock or
door closed/open status.

smokeDetection The connected detector/switch is for detection of the smoke
presence.

waterDetection ' The connected detector/switch is for detection of the water
presence.

vibration The connected detector/switch is for detection of the vibration.

Setting the X Coordinate

This command specifies the X coordinate of an environmental sensor.

config:# externalsensor <n> xlabel "<coordinate>"
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Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the PX3TS web interface or using the command "show externalsensors <n>"in
the CLI. It is an integer starting at 1.

e <coordinate> is a string comprising up to 24 ASCII printable characters, and it must be enclosed in
quotes.

Setting the Y Coordinate

This command specifies the Y coordinate of an environmental sensor.
config:# externalsensor <n> ylabel "<coordinate>"

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the PX3TS web interface or using the command "show externalsensors <n>"in
the CLI. It is an integer starting at 1.

e <coordinate> is a string comprising up to 24 ASCII printable characters, and it must be enclosed in
quotes.

Setting the Z Coordinate

This command specifies the Z coordinate of an environmental sensor.
config:# externalsensor <n> zlabel "<coordinate>"

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the web interface or using the command "show externalsensors <n>"inthe
CLI. It is an integer starting at 1.

e Depending on the Z coordinate format you set, there are two types of values for the <coordinate>
variable:

Type Description

Free form <coordinate> is a string comprising up to 24 ASCI| printable
characters, and it must be enclosed in quotes.

Rack units  <coordinate> is an integer number in rack units.

Changing the Sensor Description

This command provides a description for a specific environmental sensor.

config:# externalsensor <n> description "<description>"
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Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the web interface or using the command "show externalsensors <n>"inthe
CLI. It is an integer starting at 1.

e <description> is a string comprising up to 64 ASCII printable characters, and it must be enclosed in
qguotes when it contains spaces.

Using Default Thresholds

This command determines whether default thresholds, including the deassertion hysteresis and
assertion timeout, are applied to a specific environmental sensor.

config:# externalsensor <n> useDefaultThresholds <option>

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the PX3TS web interface or using the command "show externalsensors <n>"in
the CLL. It is an integer starting at 1.

e <option> is one of the options: true or false.

Option Description

true Default thresholds are selected as the threshold option for the specified
sensor.
false Sensor-specific thresholds are selected as the threshold option for the

specified sensor.

Setting the Alarmed to Normal Delay for DX2-passive infrared sensor

This command determines the value of the Alarmed to Normal Delay setting for a Raritan presence
detector.

config:# externalsensor <n> alarmedToNormalDelay <time>

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the PX3TS web interface or using the command "show externalsensors <n>"in
the CLI. It is an integer starting at 1.

e <time> is an integer number in seconds, ranging between 0 and 300.

Configuring Environmental Sensors' Default Thresholds

You can set the default values of upper and lower thresholds, deassertion hysteresis and assertion
timeout on a sensor type basis, including temperature, humidity, air pressure and air flow sensors. The
default thresholds automatically apply to all environmental sensors that are newly detected or added.
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A default threshold configuration command begins with defaultThresholds.

You can configure various default threshold settings for the same sensor type at a time by combining

multiple commands.

Set the Default Upper Critical Threshold for a specific sensor type:

config:# defaultThresholds <sensor type> upperCritical <value>

Set the Default Upper Warning Threshold for a specific sensor type:

config:# defaultThresholds <sensor type> upperWarning <value>

Set the Default Lower Critical Threshold for a specific sensor type:

config:# defaultThresholds <sensor type> lowerCritical <value>

Set the Default Lower Warning Threshold for a specific sensor type:

config:# defaultThresholds <sensor type> lowerWarning <value>

Set the Default Deassertion Hysteresis for a specific sensor type:

config:# defaultThresholds <sensor type> hysteresis <hy value>

Set the Default Assertion Timeout for a specific sensor type:

config:# defaultThresholds <sensor type> assertionTimeout <as_value>

Variables:

e <sensor type> is one of the following numeric sensor types:

Sensor types Description
absoluteHumidity Absolute humidity sensors
relativeHumidity Relative humidity sensors
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Sensor types Description

temperature Temperature sensors
airPressure Air pressure sensors
airFlow Air flow sensors
vibration Vibration sensors

e <value> is the value for the specified threshold of the specified sensor type. Note that diverse
sensor types use different measurement units.

Sensor types Measurement units
absoluteHumidity ' g/m~3 (that is, g/m3)
relativeHumidity %

temperature Degrees Celsius (°C) or Fahrenheit (°F), depending on your
measurement unit settings.

airPressure Pascal (Pa) or psi, depending on your measurement unit settings.
airFlow m/s
vibration g

e <hy value> is the deassertion hysteresis value applied to the specified sensor type.

e <as_value>is the assertion timeout value applied to the specified sensor type. It ranges from 0 to
100 (samples).

Example - Default Upper Thresholds for Temperature

It is assumed that your preferred measurement unit for temperature is set to degrees Celsius. Then the
[}

following command sets the default Upper Warning threshold to 20 c and Upper Critical threshold to

[=}
24 C for all temperature sensors.

config:# defaultThresholds temperature upperWarning 20
upperCritical 24

Sensor Threshold Configuration Commands

A sensor configuration command begins with sensor. You can use the commands to configure the
threshold, hysteresis and assertion timeout values for any sensor associated with the following items:
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e Outlets

e Qutlet groups

e Inlets

* Inlet poles (for three-phase PDUs only)
e Overcurrent protectors

* Environmental sensors

It is permitted to assign a new value to the threshold at any time regardless of whether the threshold
has been enabled.

Note: Your Xerus product may not support all commands.

Commands for Outlet Sensors

A sensor configuration command for outlets begins with sensor outlet.

You can configure various outlet sensor threshold settings at a time by combining multiple commands.

» Set the Upper Critical threshold for an outlet sensor:

config:# sensor outlet <n> <sensor type> upperCritical <option>

» Set the Upper Warning threshold for an outlet sensor:

config:# sensor outlet <n> <sensor type> upperWarning <option>

» Set the Lower Critical threshold for an outlet sensor:

config:# sensor outlet <n> <sensor type> lowerCritical <option>

» Set the Lower Warning threshold for an outlet sensor:

config:# sensor outlet <n> <sensor type> lowerWarning <option>

» Set the deassertion hysteresis for an outlet sensor:

config:# sensor outlet <n> <sensor type> hysteresis <hy value>
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» Set the assertion timeout for an outlet sensor:

config:# sensor outlet <n> <sensor type> assertionTimeout <as_ value>

Variables:

e <n>is the number of the outlet that you want to configure.

e <sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

voltage Voltage sensor
activePower Active power sensor
apparentPower Apparent power sensor
powerFactor Power factor sensor
activeEnergy Active energy sensor
lineFrequency Line frequency sensor

Note: If the requested sensor type is not supported, the "Sensor is not available" message is displayed.

e <option> is one of the options: enable, disable or a numeric value.

Option Description
enable Enables the specified threshold for a specific outlet sensor.
disable Disables the specified threshold for a specific outlet sensor.

A numeric value | Sets a value for the specified threshold of a specific outlet
sensor and enables this threshold at the same time.

e <hy_value>is a numeric value that is assigned to the hysteresis for the specified outlet sensor. See
"To De-assert" and Deassertion Hysteresis.

e <as_value>is a number in samples that is assigned to the assertion timeout for the specified outlet
sensor. See "To Assert" and Assertion Timeout.

Commands for Outlet Group Sensors

A sensor configuration command for outlets begins with sensor outletgroup.

You can configure various outlet group sensor threshold settings at a time by combining multiple
commands.
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» Set the Upper Critical threshold for an outlet group sensor:

config:# sensor outletgroup <ID> <sensor type> upperCritical <option>

» Set the Upper Warning threshold for an outlet group sensor:

config:# sensor outletgroup <ID> <sensor type> upperWarning <option>

» Set the Lower Critical threshold for an outlet group sensor:

config:# sensor outletgroup <ID> <sensor type> lowerCritical <option>

» Set the Lower Warning threshold for an outlet group sensor:

config:# sensor outletgroup <ID> <sensor type> lowerWarning <option>

» Set the deassertion hysteresis for an outlet group sensor:

config:# sensor outletgroup <ID> <sensor type> hysteresis <hy value>

» Set the assertion timeout for an outlet group sensor:

config:# sensor outletgroup <ID> <sensor type> assertionTimeout <as value>

Variables:

e <ID>is an outlet group's index number.

e <sensor type> is one of the following sensor types:

Sensor type Description
activePower An outlet group's active power sensor
activeEnergy An outlet group's active energy sensor

For definitions on an outlet group's sensors, see Outlet Groups.

e <option>is one of the options: enable, disable or a numeric value.
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Option Description

enable Enables the specified threshold for a specific group sensor of the
chosen outlet group.

disable Disables the specified threshold for a specific group sensor of the
chosen outlet group.

A numeric Sets a value for the specified threshold of the chosen outlet
value group's specific group sensor, and enables this threshold at the
same time.

e <hy value>is a numeric value that is assigned to the hysteresis for the specified group sensor of the
chosen outlet group.

e <as_value>is a number in samples that is assigned to the assertion timeout for the specified group
sensor of the chosen outlet group.

Commands for Inlet Sensors

A sensor configuration command for inlets begins with sensor inlet.

You can configure various inlet sensor threshold settings at a time by combining multiple commands.

» Set the Upper Critical threshold for an inlet sensor:

config:# sensor inlet <n> <sensor type> upperCritical <option>

» Set the Upper Warning threshold for an inlet sensor:

config:# sensor inlet <n> <sensor type> upperWarning <option>

» Set the Lower Critical threshold for an inlet sensor:

config:# sensor inlet <n> <sensor type> lowerCritical <option>

» Set the Lower Warning threshold for an inlet sensor:

config:# sensor inlet <n> <sensor type> lowerWarning <option>

» Set the deassertion hysteresis for an inlet sensor:

config:# sensor inlet <n> <sensor type> hysteresis <hy value>
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» Set the assertion timeout for an inlet sensor:

556

config:# sensor inlet <n> <sensor type> assertionTimeout <as_ value>

Variables:

<n>is the number of the inlet that you want to configure. For a single-inlet PDU, <n> is always 1.

<sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

voltage Voltage sensor
activePower Active power sensor
apparentPower Apparent power sensor
powerFactor Power factor sensor
activeEnergy Active energy sensor
unbalancedCurrent Unbalanced load sensor
lineFrequency Line frequency sensor
phaseAngle Inlet phase angle sensor

Note: If the requested sensor type is not supported, the "Sensor is not available" message is displayed.

<option> is one of the options: enable, disable or a numeric value.

Option Description
enable Enables the specified threshold for a specific inlet sensor.
disable Disables the specified threshold for a specific inlet sensor.

A numeric value | Sets a value for the specified threshold of a specific inlet sensor
and enables this threshold at the same time.

<hy_value> is a numeric value that is assigned to the hysteresis for the specified inlet sensor.

<as_value> is a numeric value that is assigned to the assertion timeout for the specified inlet sensor.

Commands for Inlet Pole Sensors

A sensor configuration command for inlet poles begins with sensor inletpole. This type of command is
available on a three-phase PDU only.

You can configure various inlet pole sensor threshold settings at a time by combining multiple
commands.
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» Set the Upper Critical Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type>

» Set the Upper Warning Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type>

» Set the Lower Critical Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type>

» Set the Lower Warning Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type>

» Set the Inlet Pole's Deassertion Hysteresis:

config:# sensor inletpole <n> <p> <sensor type>

p Set the Inlet Pole's Assertion Timeout:

upperCritical <option>

upperWarning <option>

lowerCritical <option>

lowerWarning <option>

hysteresis <hy value>

config:# sensor inletpole <n> <p> <sensor type> assertionTimeout

<as_value>

Variables:

e <n>is the number of the inlet whose pole sensors you want to configure. For a single-inlet PDU, <n>

is always 1.

e <p>isthe label of the inlet pole that you want to configure.

Pole Label Current sensor Voltage sensor
<p>

1 L1 L1 L1-12

2 L2 L2 L2-13

3 L3 L3 L3-11

e <sensor type> is one of the following sensor types:
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Sensor type Description

current Current sensor

voltage Voltage sensor

activePower Active power sensor
apparentEnergy Apparent Energy sensor
apparentPower Apparent power sensor
powerFactor Power factor sensor
activeEnergy Active energy sensor

L-L Voltage Voltage is measured per line

Note: If the requested sensor type is not supported, the "Sensor is not available" message is displayed.

e <option>is one of the options: enable, disable or a numeric value.

Option Description

enable Enables the specified threshold for the specified inlet pole
sensor.

disable Disables the specified threshold for the specified inlet pole
sensor.

A numeric Sets a value for the specified threshold of the specified inlet

value pole sensor and enables this threshold at the same time.

e <hy value>is a numeric value that is assigned to the hysteresis for the specified inlet pole sensor.

e <as_value>is a number in samples that is assigned to the assertion timeout for the specified inlet
pole sensor.

» Additional sensors supported by specific models:
Specific models support some or all of the following sensors. The CLI command(s) listed above can be

also applied to the following sensors. Note that the measurement unit of current values in CLl is A, not
mA.
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Sensor type Description

peakCurrent Peak current sensor Supported on PXC and Legrand
PDU only

e three-phase models also
support pole-level peak
current

e models with metered
breakers also support
breaker-level peak current

reactivePower Reactive power sensor
displacementPowerFactor Displacement power factor sensor

residualCurrent RCM current sensor

e For Type A, it is the sensor that detects residual AC
current.

e For Type B, it is the sensor that detects both
residual AC and DC current.

residualDCCurrent RCM DC current sensor - detects residual DC current
only.

Available only on PDUs with RCM Type B.

Commands for Overcurrent Protector Sensors

A sensor configuration command for overcurrent protectors begins with sensor ocp.

You can configure various overcurrent protector threshold settings at a time by combining multiple
commands.

» Set the Upper Critical threshold for an overcurrent protector:

config:# sensor ocp <n> <sensor type> upperCritical <option>

» Set the Upper Warning threshold for an overcurrent protector:

config:# sensor ocp <n> <sensor type> upperWarning <option>

» Set the Lower Critical threshold for an overcurrent protector:

config:# sensor ocp <n> <sensor type> lowerCritical <option>
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Set the Lower Warning threshold for an overcurrent protector:

config:# sensor ocp <n> <sensor type> lowerWarning <option>

Set the deassertion hysteresis for an overcurrent protector:

config:# sensor ocp <n> <sensor type> hysteresis <hy value>

Set the assertion timeout for an overcurrent protector:

config:# sensor ocp <n> <sensor type> assertionTimeout <as value>

Set the residual current sensor parameters

config:# sensor ocp <n> residualCurrent|residualDCCurrent
upperCritical |upperWarning|lowerWarning|lowerCritical]
hysteresis|assertionTimeout <as value>

Variables:

e <n>is the number of the overcurrent protector that you want to configure.

e <sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

Note: If the requested sensor type is not supported, the "Sensor is not available" message is displayed.

e <option>is one of the options: enable, disable or a numeric value.

Option Description

enable Enables the specified threshold for the overcurrent protector
sensor.

disable Disables the specified threshold for the overcurrent protector
sensor.
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Option Description

A numeric value | Sets a value for the specified threshold of the overcurrent
protector sensor and enables this threshold at the same time.

e <hy_value>is a numeric value that is assigned to the hysteresis for the specified overcurrent
protector sensor.

e <as_value>is a number in samples that is assigned to the assertion timeout for the specified
overcurrent protector sensor.

» Additional sensors supported by specific models:

Specific models support OCP residual current sensors per input phase, and output branches. The CLI
command(s) listed above can be also applied to the following sensors. Note that the measurement unit
of current values in CLI is A, not mA.

Sensor type Description

residualCurrent RCM current sensor

e For Type A, it is the sensor that detects residual AC
current.

e For Type B, it is the sensor that detects both residual AC
and DC current.

residualDCCurrent  RCM DC current sensor - detects residual DC current only.

Available only on PDUs with RCM Type B.

residualACCurrent  RCM AC current sensor - detects residual AC current only.

Available only on PDUs with RCM Type A.

Commands for Environmental Sensors

A sensor threshold configuration command for environmental sensors begins with sensor
externalsensor.

You can configure various environmental sensor threshold settings at a time by combining multiple
commands.

» Set the Upper Critical threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> upperCritical <option>

» Set the Upper Warning threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> upperWarning <option>
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» Set the Lower Critical threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> lowerCritical <option>

» Set the Lower Warning threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> lowerWarning <option>

» Set the deassertion hysteresis for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> hysteresis <hy value>

» Set the assertion timeout for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> assertionTimeout
<as_value>

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the web interface or using the command "show externalsensors <n>"inthe
CLI. It is an integer starting at 1.

e <sensor type> is one of the following numeric sensor types:

Sensor types Description
absoluteHumidity Absolute humidity sensors
relativeHumidity Relative humidity sensors
temperature Temperature sensors
airPressure Air pressure sensors
airFlow Air flow sensors

vibration Vibration sensors

Note: If the specified sensor type does not match the type of the specified environmental sensor, this
error message appears: "Specified sensor type 'XXX' does not match the sensor's type (<sensortype>),"
where XXX is the specified sensor type, and <sensortype> is the correct sensor type.
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e <option>is one of the options: enable, disable or a numeric value.

Option Description

enable Enables the specified threshold for a specific environmental
sensor.

disable Disables the specified threshold for a specific environmental
sensor.

A numeric Sets a value for the specified threshold of a specific

value environmental sensor and enables this threshold at the same
time.

e <hy_value>is a numeric value that is assigned to the hysteresis for the specified environmental
sensor.

e <as_value>is a number in samples that is assigned to the assertion timeout for the specified
environmental sensor. It ranges between 1 and 100.

Actuator Configuration Commands

An actuator configuration command begins with actuator. You can configure the name and location
parameters of an individual actuator.

You can configure various parameters for one actuator at a time.

» Change the name:

config:# actuator <n> name "<name>"

» Set the X coordinate:

config:# actuator <n> xlabel "<coordinate>"

» Setthe Y coordinate:

config:# actuator <n> ylabel "<coordinate>"

» Set the Z coordinate:

config:# actuator <n> zlabel "<z label>"

Raritan.

A brand of O fpgrarsd

563



» Modify the actuator's description:

564

config:# actuator <n> description "<description>"

Variables:

e <n>is the ID number assigned to the actuator. The ID number can be found using the web interface
or CLI. It is an integer starting at 1.

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

e <coordinate> is a string comprising up to 24 ASCII printable characters, and it must be enclosed in
quotes.

e There are two types of values for the <z_label> variable, depending on the Z coordinate format you
set:

Type Description

Free form  <coordinate> is a string comprising up to 24 ASCII printable
characters, and it must be enclosed in quotes.

Rack units  <coordinate> is an integer number in rack units.

e <description> is a string comprising up to 64 ASCII printable characters, and it must be enclosed in
qguotes when it contains spaces.

Example - Actuator Naming

The following command assigns the name "Door lock of cabinet 3" to the actuator whose ID number is
9.

config:# actuator 9 name "Door lock of cabinet 3"

Server Reachability Configuration Commands

You can use the CLI to add or delete an IT device, such as a server, from the server reachability list, or
modify the settings for a monitored IT device. A server reachability configuration command begins with
serverReachability.

Adding a Monitored Device

This command adds a new IT device to the server reachability list.

config:# serverReachability add <IP_host> <enable> <succ ping>
<fail ping> <succ wait> <fail wait> <resume> <disable count>

Variables:
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e <|IP_host> is the IP address or host name of the IT device that you want to add.

e <enable> is one of the options: true or false.

Option Description
true Enables the ping monitoring feature for the newly added device.

false Disables the ping monitoring feature for the newly added device.

e <succ_ping> is the number of successful pings for declaring the monitored device "Reachable." Valid
range is 0 to 200.

e <fail_ping> is the number of consecutive unsuccessful pings for declaring the monitored device
"Unreachable." Valid range is 1 to 100.

e <succ_wait> is the wait time to send the next ping after a successful ping. Valid range is 5 to 600
(seconds).

e <fail_wait> is the wait time to send the next ping after an unsuccessful ping. Valid range is 3 to 600
(seconds).

e <resume> is the wait time before the PX3TS resumes pinging after declaring the monitored device
"Unreachable." Valid range is 5 to 120 (seconds).

e <disable_count> is the number of consecutive "Unreachable" declarations before the PX3TS
disables the ping monitoring feature for the monitored device and returns to the "Waiting for
reliable connection" state. Valid range is 1 to 100 or unlimited.

Deleting a Monitored Device

This command removes a monitored IT device from the server reachability list.
config:# serverReachability delete <n>

Variables:

e <n>is anumber representing the sequence of the IT device in the monitored server list.

You can find each IT device's sequence number using the CLI command of show
serverReachability as illustrated below.

i IP address Enabled Status
192.168.86.126  VYes Haiting for reliable connection
weiw. raritan.com Yes Haiting for reliable connection

Modifying a Monitored Device's Settings

The command to modify a monitored IT device's settings begins with serverReachability modify.

You can modify various settings for a monitored device at a time.
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Modify a device's IP address or host name:

config:# serverReachability modify <n> ipAddress <IP host>

Enable or disable the ping monitoring feature for the device:

config:# serverReachability modify <n> pingMonitoringEnabled <option>

Modify the number of successful pings for declaring "Reachable":

config:# serverReachability modify <n> numberOfSuccessfulPingsToEnable
<succ_number>

Modify the number of unsuccessful pings for declaring "Unreachable":

config:# serverReachability modify <n> numberOfUnsuccessfulPingsForFailure
<fail number>

Modify the wait time after a successful ping:

config:# serverReachability modify <n> waitTimeAfterSuccessfulPing
<succ_wait>

Modify the wait time after an unsuccessful ping:

config:# serverReachability modify <n> waitTimeAfterUnsuccessfulPing
<fail wait>

Modify the wait time before resuming pinging after declaring "Unreachable":

config:# serverReachability modify <n> waitTimeBeforeResumingPinging
<resume>
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» Modify the number of consecutive "Unreachable" declarations before disabling the ping
monitoring feature:

config:# serverReachability modify <n> numberOfFailuresToDisable
<disable count>

Variables:

e <n>is a number representing the sequence of the IT device in the server monitoring list.
e <IP_host> is the IP address or host name of the IT device whose settings you want to modify.

e <option>is one of the options: true or false.

Option Description
true Enables the ping monitoring feature for the monitored device.

false Disables the ping monitoring feature for the monitored device.

e <succ_number> is the number of successful pings for declaring the monitored device "Reachable."
Valid range is 0 to 200.

e <fail_number>is the number of consecutive unsuccessful pings for declaring the monitored device
"Unreachable." Valid range is 1 to 100.

e <succ_wait> is the wait time to send the next ping after a successful ping. Valid range is 5 to 600
(seconds).

e <fail_wait> is the wait time to send the next ping after an unsuccessful ping. Valid range is 3 to 600
(seconds).

e <resume> is the wait time before the system resumes pinging after declaring the monitored device
"Unreachable." Valid range is 5 to 120 (seconds).

e <disable_count> is the number of consecutive "Unreachable" declarations before disabling the ping
monitoring feature for the monitored device and returns to the "Waiting for reliable connection"
state. Valid range is 1 to 100 or unlimited.

Example - Server Settings Changed

The following command modifies several ping monitoring settings for the second server in the server
reachability list.

config:# serverReachability modify 2 numberOfSuccessfulPingsToEnable 10
numberOfUnsuccessfulPingsForFailure 8
wailtTimeAfterSuccessfulPing 30

Peripheral Devices Configuration Commands

You can use the CLI to set the Z Coordinate format for external sensors, set the device altitude, enable/
disable device auto management, set the active powered dry contact limit, and enable/disable the
"mute other door handle" setting.
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Peripheral device configuration commands begin with:

config:# peripheralDevicesSetup

Field

Description

More Information

externalSensorsZCoordinateFormat

Keyword

Z coordinate refers to the height of sensors.

rackUnits / freeForm

Enter one of these
values

rackUnits: The height of the Z coordinate is measured
in standard rack units. Type a numeric value in the
rack unit to describe the Z coordinate.

freeForm: Any alphanumeric string can be used for
specifying the Z coordinate.

deviceAltitude

Keyword

Specifies the altitude of your PDU above sea
level (in meters). Must be set if a differential air
pressure sensor is attached because the device's
altitude is associated with the altitude
correction factor.

numberl

Enter an integer
number from -425 up
to 3000 when using
Meters.

Negative numbers indicate altitude below sea
level.

peripheralDeviceAutoManagement

Keyword

Enable or disable the automatic management
feature for sensors.

enable / disable

Enter one of these
values

activePoweredDryContactLimit

Keyword

You need either 'Change Peripheral Device
Configuration' privilege or 'Administrator
Privileges'.

number2 Enter an integer An "active" actuator is turned ON, or, if with a
number from 0 - 24. door handle connected, is OPENED.
muteOtherDoorHandle Keyword
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enable / disable Enter one of these
values

» Examples:
config:# peripheralDevicesSetup
externalSensorsZCoordinateFormat freeForm
deviceAltitude 3
peripheralDeviceAutoManagement enable
activePoweredDryContactLimit 2

muteOtherDoorHandle disable

Asset Management Commands

You can use the CLI commands to change the settings of the connected asset strip (if any) or the settings
of LEDs on the asset strip.

Asset Strip Management

An asset strip management configuration command begins with assetStrip.

Rack Unit Configuration (Tag Ports)

A rack unit refers to a tag port on the asset strips. A rack unit configuration command begins with
rackUnit.

Example - Asset Management

This section illustrates several asset management examples.

» Example 1 - Asset Strip LED Colors for Disconnected Tags

This command syntax sets the LED color for all rack units on the asset sensor #1 to BLACK (that is,
000000) to indicate the absence of a connected asset tag.

config:# assetStrip 1 LEDColorForDisconnectedTags #000000

Note: Black color causes the LEDs to stay off.
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» Example 2 - Rack Unit Naming

The following command assigns the name "Linux server" to the rack unit whose index number is 25 on
the asset sensor#1.

config:# rackUnit 1 25 name "Linux server"

Serial Port Configuration Commands

A serial port configuration command begins with serial.

Setting the Baud Rates

The following commands set the baud rate (bps) of the serial port labeled CONSOLE / MODEM on the
PX3TS device. Change the baud rate before connecting it to the desired device, such as a computer, a
Raritan's P2CIM-SER, or a modem, through the serial port, or there are communications errors. If you
change the baud rate dynamically after the connection has been made, you must reset the PX3TS or
power cycle the connected device for proper communications.

» Determine the CONSOLE baud rate:

config:# serial consoleBaudRate <baud rate>

Note: The serial port bit-rate change is required when the PX3TS works in conjunction with Raritan's
Dominion LX KVM switch. Dominion LX only supports 19200 bps for communications over the serial
interface.

» Determine the MODEM baud rate:

config:# serial modemBaudRate <baud rate>

Variables:

e <baud_rate> is one of the baud rate options: 1200, 2400, 4800, 9600, 19200, 38400, 57600,
115200.

Forcing the Device Detection Mode

This command forces the serial port on the PX3TS to enter a specific device detection mode.

config:# serial deviceDetectionType <mode>
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Variables:

e <mode> is one of the detection modes: automatic, forceConsole, forceAnalogModem, or

forceGsmModem.
Option Description
automatic The PX3TS automatically detects the type of the device
connected to the serial port.
Select this option unless your PX3TS cannot correctly detect
the device type.
forceConsole The PX3TS attempts to recognize that the connected device

is set for the console mode.

forceAnalogModem ' The PX3TS attempts to recognize that the connected device
is an analog modem.

forceGsmModem The PX3TS attempts to recognize that the connected device
is a GSM modem.

Example - Baud Rate

The following command sets the CONSOLE baud rate of the PX3TS device's serial port to 9600 bps.

config:# serial consoleBaudRate 9600

Load Shedding Configuration Commands

This section applies to outlet-switching capable models only.

A load shedding configuration command begins with loadshedding.

Unlike other CLI configuration commands, the load shedding configuration command is performed in
the administrator mode rather than the configuration mode.

Enabling or Disabling Load Shedding

This section applies to outlet-switching capable models only.

This command determines whether to enter or exit from the load shedding mode.
# loadshedding <option>

After performing the above command, PX3TS prompts you to confirm the operation. Press y to confirm
or n to abort the operation.
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To skip the confirmation step, you can add the "/y" parameter to the end of the command so that the
operation is executed immediately.

# loadshedding <option> /y

Variables:

e <option> is one of the options: enable or disable.

Option Description

start Enter the load shedding mode.

stop Quit the load shedding mode.
» Example

The following command has the PX3TS enter the load shedding mode.

config:# loadshedding start

Power Control Operations

This section applies to outlet-switching capable models only.

Outlets can be turned on or off, or power cycled through the CLI.
You can also cancel the power-on process while the system is powering on ALL outlets.

You must perform this operation in the administrator mode.

Turning On the Outlet(s)

This section applies to outlet-switching capable models only.

This command turns on one or multiple outlets.
# power outlets <numbers> on

To quicken the operation, you can add the parameter "/y" to the end of the command, which confirms
the operation.
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# power outlets <numbers> on/y

Variables:

e <numbers> is one of the options: all, an outlet number, a list or a range of outlets.

Option Description

all Switches ON all outlets.

A specific outlet Switches ON the specified outlet.
number

A comma- separated Switches ON multiple, inconsecutive or consecutive
list of outlets outlets.

For example, to specify 7 outlets -- 2, 4,9, 11, 12, 13 and
15, type:
outlets 2,4,9,11-13,15.

A range of outlets with ' Switches ON multiple, consecutive outlets.

a hyphen in between For example, to specify 6 consecutive outlets -- 3, 4, 5, 6,

7, 8, type:
outlets 3-8.

If you entered the command without "/y", a message appears, prompting you to confirm the operation.
Then:

e Type y to confirm the operation, OR
e Type n to abort the operation
If you have configured outlet switching sequence and/or delay, PX3TS will prompt you with one more

question:

Should outlet sequence order and delays be used during switching?

e Type y to apply the current outlet sequence and delay settings when switching on outlets. See
Setting Outlet Power-On Sequence and Delay.

e Type n to apply the default sequence and delays.

Turning Off the Outlet(s)

This section applies to outlet-switching capable models only.

This command turns off one or multiple outlets.
# power outlets <numbers> off

To quicken the operation, you can add the parameter "/y" to the end of the command, which confirms
the operation.
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# power outlets <numbers> off /y

Variables:

e <numbers> is one of the options: all, an outlet number, a list or a range of outlets.

Option Description

all Switches OFF all outlets.

A specific outlet Switches OFF the specified outlet.
number

A comma- separated Switches OFF multiple, inconsecutive or consecutive
list of outlets outlets.

For example, to specify 7 outlets -- 2, 4,9, 11, 12, 13 and
15, type:
outlets 2,4,9,11-13,15.

A range of outlets with ' Switches OFF multiple, consecutive outlets.

a hyphen in between For example, to specify 6 consecutive outlets -- 3, 4, 5, 6,

7, 8, type:
outlets 3-8.

If you entered the command without "/y", a message appears, prompting you to confirm the operation.
Then:

e Type y to confirm the operation, OR

e Type n to abort the operation

Power Cycling the Outlet(s)

This section applies to outlet-switching capable models only.

This command power cycles one or multiple outlets.
# power outlets <numbers> cycle

To quicken the operation, you can add the parameter "/y" to the end of the command, which confirms
the operation.

# power outlets <numbers> cycle/y

Variables:

e <numbers> is one of the options: all, an outlet number, a list or a range of outlets.
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Option Description

all Power cycles all outlets.
A specific outlet Power cycles the specified outlet.
number

A comma- separated Power cycles multiple, inconsecutive or consecutive
list of outlets outlets.

For example, to specify 7 outlets -- 2, 4,9, 11, 12, 13 and
15, type:
outlets 2,4,9,11-13,15.

A range of outlets with  Power cycles multiple, consecutive outlets.

a hyphen in between For example, to specify 6 consecutive outlets -- 3, 4, 5, 6,

7, 8, type:
outlets 3-8.

If you entered the command without "/y", a message appears, prompting you to confirm the operation.
Then:

* Type y to confirm the operation, OR
e Type n to abort the operation

If you have configured outlet switching sequence and/or delay, PX3TS will prompt you with one more
question:

Should outlet sequence order and delays be used during switching?

e Type y to apply the current outlet sequence and delay settings when switching on outlets. See
Setting Outlet Power-On Sequence and Delay.

e Type n to apply the default sequence and delays.

Canceling the Power-On Process

This section applies to outlet-switching capable models only.

After issuing the command to power on ALL outlets, you can use the following command to stop the
power-on process.

# power cancelSequence

To quicken the operation, you can add the parameter "/y" to the end of the command, which confirms
the operation.

# power cancelSequence /y
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Example - Power Cycling Specific Outlets

The following command power cycles these outlets: 2, 6, 7, 8, 10, 13, 14, 15 and 16.

# power outlets 2,6-8,10,13-16 cycle

Actuator Control Operations

An actuator, which is connected to a dry contact signal channel of a sensor package, can control a
mechanism or system. You can switch on or off that mechanism or system through the actuator control
command in the CLI.

Perform these commands in the administrator or user mode.

Switching On an Actuator

This command syntax turns on one actuator.
# control actuator <n> on

To quicken the operation, you can add the parameter "/y" to the end of the command, which confirms
the operation.

# control actuator <n> on/y

Variables:

e <n>isan actuator's ID number.

The ID number is available in the PX3TS web interface or using the show command in the CLI. It is
an integer starting at 1.

If you entered the command without "/y", a message appears, prompting you to confirm the operation.
Then:

e Type y to confirm the operation, OR

e Type n to abort the operation

Switching Off an Actuator

This command syntax turns off one actuator.
# control actuator <n> off

To quicken the operation, you can add the parameter "/y" to the end of the command, which confirms
the operation.
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# control actuator <n> off/y

Variables:

e <n>isan actuator's ID number.

The ID number is available in the PX3TS web interface or using the show command in the CLI. It is
an integer starting at 1.

If you entered the command without "/y", a message appears, prompting you to confirm the operation.
Then:

e Type y to confirm the operation, OR

e Type n to abort the operation

Example - Turning On a Specific Actuator

The following command turns on the actuator whose ID number is 8.

# control actuator 8 on

Unblocking a User

If any user is blocked from accessing, you can unblock them at the local console.

» To unblock a user:

Access the CLI interface using any terminal program via a local connection.

When the Username prompt appears, type unblock and press Enter.

Username: unblock

3. When the "Username to unblock" prompt appears, type the name of the blocked user and press
Enter.

Username to unblock:

4. A message appears, indicating that the specified user was unblocked successfully.

Resetting the PX3TS

You can reset the PX3TS to factory defaults or simply restart it using the CLI commands.

Restarting the PX3TS

This command restarts the PX3TS. It is not a factory default reset.
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» To restart the PX3TS:

1. Ensure you have entered administrator mode and the # prompt is displayed.
2. Type either of the following commands to restart the PX3TS.
# reset unit

—-OR -

# reset unit/y

3. If you entered the command without "/ y" in Step 2, a message appears prompting you to confirm
the operation. Type y to confirm the reset.

4. Wait until the reset is complete.

Note: Device reset will cause CLI communications over an "USB" connection to be lost. Therefore, re-
connect the USB cable after the reset is complete.

Resetting Energy Readings

You can reset either one energy sensor or all energy sensors at a time to restart the energy
accumulation process.

Only users with the "Admin" role assigned can reset energy readings.

» To reset all energy counters:

All counters includes inlets, outlets, and PDU (for multi-inlet models).

# reset energy pdu
--OR --

# reset energy pdu /y

» To reset one inlet's energy readings:

# reset energy inlet <n>
--OR --

# reset energy inlet <n> /y
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» To reset one outlet's energy readings:

# reset energy outlet <outlet n>
--OR --

# reset energy outlet <outlet n> /[y

» To reset one outlet group's energy readings:
# reset energy outletgroup <ID>

--OR --

# reset energy outletgroup <ID> /[y

If you entered the command without "/y", a message appears prompting you to confirm the operation.
Type y to confirm the reset or n to abort it.

Variables:

e <n>is the inlet number.

e <outlet_n>is an outlet number.

e <ID>is an outlet group's index number.
Resetting to Factory Defaults

The following commands restore all settings of the PX3TS to factory defaults.
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» To reset PX3TS settings after login, use either command:
# reset factorydefaults

--OR --

# reset factorydefaults /y

» To reset PX3TS settings before login:

Username: factorydefaults

See Using the CLI Command for details.

Note: Device reset will cause CLI communications over an "USB" connection to be lost. Therefore, re-
connect the USB cable after the reset is complete.

Network Troubleshooting in Diagnostic Mode

The PX3TS provides 4 diagnostic commands for troubleshooting network problems: nslookup, netstat,
ping, and traceroute. The diagnostic commands function as corresponding Linux commands and can get
corresponding Linux outputs.

The diagnostic command syntax varies from command to command.

Diagnostic commands function in the diagnostic mode only.

» To enter the diagnostic mode:

1. Enter either of the following modes:
e Administrator mode: The # prompt is displayed.

e User mode: The > prompt is displayed.
2. Type diag and press Enter. The diag# or diag> prompt appears, indicating that you have entered
the diagnostic mode.
3. Now you can type any diagnostic commands for troubleshooting.

» To quit the diagnostic mode:
diag> exit

The # or > prompt appears after pressing Enter, indicating that you have entered the administrator or
user mode.

Querying DNS Servers

This command syntax queries Internet domain name server (DNS) information of a network host.
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diag> nslookup <host>

Variables:

e <host>is the name or IP address of the host whose DNS information you want to query.
Showing Network Connections

This command syntax displays network connections and/or status of ports.

diag> netstat <option>

Variables:

e <option>is one of the options: ports or connections.

Option Description
ports Shows TCP/UDP ports.
connections Shows network connections.

Testing the Network Connectivity

This ping command sends the ICMP ECHO_REQUEST message to a network host for checking its
network connectivity. If the output shows the host is responding properly, the network connectivity is
good. If not, either the host is shut down or it is not being properly connected to the network.

diag> ping <host>

Variables:
e <host>is the host name or IP address whose networking connectivity you want to check.
Options:

e You can include any or all of additional options listed below in the ping command.

Options Description

count <numberl> Determines the number of messages to be sent. <numberl>
is an integer number between 1 and 100.

size <number2> Determines the packet size. <number2> is an integer number
in bytes between 1 and 65468.

timeout Determines the waiting period before timeout. <number3> is
<number3> an integer number in seconds ranging from 1 to 600.

The command looks like the following when it includes all options:
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diag> ping <host> count <numberl> size <number2> timeout <number3>

Tracing the Route

This command syntax traces the network route between your PX3TS and a network host.
diag> traceroute <host> <useICMP> <timeout>

Variables:

e <host>is the name or IP address of the host you want to trace.

e <uselCMP> is optional. It has only one value -- use ICMP. Type useICMP in the end of this
command only when you want to use ICMP packets rather than UDP packets.

e <timeout> is the maximum amount of time (in seconds) until traceroute will be terminated (1..900).
Example - Ping Command

The following command checks the network connectivity of the host 192.168.84.222 by sending the
ICMP ECHO_REQUEST message to the host for 5 times. You can also use ipv6 address to check the
connectivity.

diag> ping 192.168.84.222 count 5

ping £d07:a47c:0000:823e:3b02:0000:982b:0463
count 5

Example: Ping Monitoring and SNMP Notifications

In this illustration, it is assumed that a significant PDU (IP address: 192.168.84.95) shall be monitored by
your PX3TS to make sure that PDU is properly operating all the time, and the PX3TS must send out
SNMP notifications (trap or inform) if that PDU is declared unreachable due to power or network
failure. The prerequisite for this example is that the power sources are different between your PX3TS
and the monitored PDU.

This requires the following two steps.

» Step 1: Set up the ping monitoring for the target PDU

1. Choose Device Settings > Server Reachability.

, cicc ¥ Monitor New Server:

3. Ensure the "Enable ping monitoring for this server" checkbox is selected.
4. Enter the data shown below.

e Enter the server's data.
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Field Data entered

IP address/hostname 192.168.84.95

* To make the PX3TS declare the accessibility of the monitored PDU every 15 seconds (3 pings * 5
seconds) when that PDU is accessible, enter the following data.

Field Data entered
Number of successful pings to enable feature 3
Wait time after successful ping 5

* To make the PX3TS declare the inaccessibility of the monitored PDU when that PDU becomes
inaccessible for around 12 seconds (4 seconds * 3 pings), enter the following data.

Field Data entered
Wait time after unsuccessful ping 4
Number of consecutive unsuccessful pings for failure 3

¢ To make the PX3TS stop pinging the target PDU for 60 seconds (1 minute) after the PDU
inaccessibility is declared, enter the following data. After 60 seconds, the PX3TS will re-ping the

target PDU,
Field Data entered
Wait time before resuming pinging after failure 60

e The "Number of consecutive failures before disabling feature (0 = unlimited)" can be set to any
value you want.

5. Click Create.

» Step 2: Create an event rule to send SNMP notifications for the target PDU

1. Choose Device Settings > Event Rules.

aiee I New Rule

Select the Enabled checkbox to enable this new rule.
Configure the following.

Field/setting  Data specified

Rule name Send SNMP notifications for PDU (192.168.84.95)
inaccessibility

Event Choose Server Monitoring > 192.168.84.95 > Unreachable

Trigger condition ' Select the Unreachable radio button

This will make the PX3TS react only when the target PDU becomes inaccessible.
5. Select the System SNMP Notification Action.
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584

Transfer Switch Configuration Commands

You can use the CLI to set the transfer switch settings.

config:#ts {name [name]}

{autoRetransfer [enable|disable]}

{autoRetransferWaitTime [time]}

{noAutoRetransferOnPhaseDifferenceFault
[enable|disable] }

{manualTransferButton [enable|disable]}

{inletPhaseSyncSensor [enable|disable]}

Configure Power Quality Parameters

config:#ts
powerQualityParameters

{lowerCriticalVoltage [value]}
{lowerWarningVoltage [value]}
{upperWarningVoltage [value]}

{upperCriticalVoltage [value]}

{voltageHysteresis [value]}

{voltageAssertionTimeout
[value] }

{lowerCriticalFrequency
[value] }

{lowerWarningFrequency
[value] }

{upperWarningFrequency
[value] }

{upperCriticalFrequency
[value] }

{frequencyHysteresis [value]}

{frequencyAssertionTimeout
[value] }
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Perform Manual Transfer

This command performs a manual transfer to the specified inlet.

# ts transfer [1]2] {/y}

Appendices
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586

Specifications

In This Chapter

PX3TS Specifications. .

Pinouts Specifications.

PX3TS Specifications

Rated voltage and
current

Rated frequency

Load power factor
Non-linear load

Sense and transfer time

Phase sync
requirements

Phase sync resolution

Redundancy

SCR derating

SCR protection

Internal fault
monitoring

Short circuit detection

Operating temperature
Storage temperature
Relative humidity

Operating altitude
(above sea level)

See the label or nameplate on your device.

50/60Hz +/- 5Hz

0.60 to 1.00 (leading or lagging)
Rated current up to crest factor 3.5
4-8 milliseconds

None -- inlets may be any phase relationship

+/- 5 degrees

Two power supplies.

The <Product Name> continues to function on one power supply.

At maximum continuous load, SCR switches are running at 30% of
the full rated current and are running 50 degrees cooler than rated
semiconductor junction temperature

MOV (Metal Oxide Varistor) voltage transient protection

e Switch open or short fault

e MOV surge protector failure

e Internal DC 12V power supply failure

e Overcurrent protector blow or trip detection

The short circuit threshold varies depending on the rating:
e 16A models, such as PX3TS-1876R: around 45A
e 24A models, such as PX3TS-1464R: around 68A
e 32A models, such as PX3TS-1469R: around 91A

50°F (10°C) to 122°F (50°C)
14°F (-10°C) to 140°F (60°C)
10%-90% non-condensing

0 feet (0 m) to 8500 feet (2591 m)
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Compliance

Fuse types

UL 60950-1

Different models use different fuse types. You must use the fuses
listed below or equivalent according to the rating of your models:

e 16A models: Bussmann FWC-32A10F (32A/600V). Raritan
part number: 557-90-0036-00

e 24A or 32A models: Bussmann FWP-50A14F (50A/660V).
Raritan part number: 557-90-0038-00

» Max Ambient Operating Temperature:

e 60 degrees Celsius

Pinouts Specifications
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» Serial Port Pinouts

» Sensor Port Pinouts

588

RJ-45 Pin/signal definition

Pin No. Signal
1 RTS

2 DTR

3 ™D

4 GND
5 DCD

6 RxD

7 DSR

8 CTS

Direction

Output

Output

Output

Input

Input
Input

Input

RJ-45 Pin/signal definition

Pin No. Signal Direction

1 +12V

2 +12V

3 GND

4 RS485_DP bi-directional
5 RS485_DN bi-directional
6 GND

7 1-wire

8 GND

Description

Request to send

Data terminal ready

Transmit data

Signal ground

Data carrier detect

Receive data (data in)
Data set ready

Clear to send

Description

Power (fuse protected)
Power (fuse protected)
Signal Ground

Data Positive of the RS-485 bus

Data Negative of the RS-485 bus

Signal Ground

1-wire signal for Legrand
environmental sensor packages

Signal Ground

Note: A maximum of 500mA power is permitted for both pin 1 and pin 2 altogether.
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» Feature Port Pinouts

RJ-45 Pin/signal definition

Pin No. Signal Direction Description

1 DTR  Output
2 GND —

3 +5v. —

4 TxD Output
5 RxD  Input
6 +12V. —

7 GND —

8 DCD Input

» Expansion Port Pinouts

Reserved

Signal Ground

Power for CIM
(200mA, fuse protected)

Warning: Pin 3 is only intended for use with
Raritan devices.

Transmit Data (Data out)

Receive Data (Data in)

Warning: Pin 6 is only intended for use with
Raritan devices. Do NOT connect.

Signal Ground

Reserved

RJ-45 Pin/signal definition

Pin No. Signal Direction Description

1 +12V — Power (fuse protected)

2 +12V - Power (fuse protected)

3 GND - Signal Ground

4 RS485_DP  bi-directional  Data Positive of the RS-485 bus
5 RS485_DN  bi-directional  Data Negative of the RS-485 bus
6 GND - Signal Ground

7 NC - No Connection
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RJ-45 Pin/signal definition

8 GND - Signal Ground
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Equipment Setup Worksheet Sample

» PX3TS Model

» PX3TS Serial Number

» Types of adapters
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» Types of cables

» Name of software program

592

In This Chapter

Outletsdetail. . .oovt i e 592

Outlets detail

OUTLET 1 OUTLET 2 OUTLET 3
MODEL MODEL MODEL

SERIAL NUMBER SERIAL NUMBER SERIAL NUMBER
USE USE USE

OUTLET 4 OUTLET 5 OUTLET 6
MODEL MODEL MODEL

SERIAL NUMBER SERIAL NUMBER SERIAL NUMBER
USE USE USE

OUTLET 7 OUTLET 8 OUTLET 9
MODEL MODEL MODEL

SERIAL NUMBER SERIAL NUMBER SERIAL NUMBER
USE USE USE

OUTLET 10 OUTLET 11 OUTLET 12
MODEL MODEL MODEL
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SERIAL NUMBER SERIAL NUMBER SERIAL NUMBER
USE USE USE

OUTLET 13 OUTLET 14 OUTLET 15
MODEL MODEL MODEL

SERIAL NUMBER SERIAL NUMBER SERIAL NUMBER
USE USE USE

OUTLET 16 OUTLET 17 OUTLET 18
MODEL MODEL MODEL

SERIAL NUMBER SERIAL NUMBER SERIAL NUMBER
USE USE USE

OUTLET 19 OUTLET 20 OUTLET 21
MODEL MODEL MODEL

SERIAL NUMBER SERIAL NUMBER SERIAL NUMBER
USE USE USE

OUTLET 22 OUTLET 23 OUTLET 24
MODEL MODEL MODEL

SERIAL NUMBER SERIAL NUMBER SERIAL NUMBER
USE USE USE
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Special Configuration and Upgrade Methods

In This Chapter

Configuration or Firmware Upgrade witha USBDrive...................... 594
Bulk Configuration or Firmware Upgrade via DHCP (TFTP/HTTPS). ........... 606
Raw Configuration Upload and Download. . .....................ciin... 624
Bulk Configuration, Firmware Upgrade, or Backup/Restore viaSCP. .......... 629

Configuration or Firmware Upgrade with a USB Drive

You can accomplish the following tasks simultaneously by plugging a USB flash drive which contains
special configuration files into the device.

e Configuration changes
e Firmware upgrade

e Diagnostic data download

Device Configuration/Upgrade Procedure

Firmware downgrade is NOT supported by default. Contact Technical Support.

You can use one USB drive to configure or upgrade multiple devices one by one as long as it contains
valid configuration files.

» To use a USB drive to configure or upgrade firmware:

1. Check requirements. System and USB Requirements (on page 595).

2. Prepare required configuration files. See Configuration Files (on page 595).

3. Copy required configuration files to the root directory of the USB drive.
* For firmware upgrade, an appropriate firmware binary file is also required.
4. Plug the USB drive into the USB-A port of the device.
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5. The initial message shown on the front panel display depends on the first task performed.

e |f the USB contains a firmware upgrade, that task happens first. The front panel display shows an
upgrade message. When the firmware upgrade completes successfully, then a happy smiley
appears.

¢ If no firmware upgrade task will be performed, a happy smiley is displayed after around 30
seconds.

6. If nothing is shown on the display and no task is performed after plugging the USB drive, check the
log file in the USB drive.

7. After the happy smiley appears, press one of the control buttons next to the display for one second
until the smiley disappears. Wait for several seconds until the device resumes normal operation,
indicated by the normal message of the display.

Tip: Once the happy smiley displays, you can safely remove the USB drive and move it to the next device
you are working on.

System and USB Requirements

You must satisfy ALL of the following requirements prior to using a USB flash drive to perform device
configuration and/or firmware upgrade.

» System requirements:

e There is at least one USB-A port available on your Xerus device.

e Your Xerus device must run firmware version 2.2.13 or later.
» USB drive requirements:

e The drive contains either a single partition formatted as a Windows FAT32 filesystem, or NO
partition tables (that is, a superfloppy-formatted drive).

Configuration Files

There are three types of configuration files. To generate these files, use the Mass Deployment Utility.
See Creating Configuration Files via Mass Deployment Utility (on page 603).

e fwupdate.cfg:

This file MUST always be present for performing configuration or firmware upgrade tasks. See
fwupdate.cfg (on page 596).

e config.txt:
This file is used for configuring device settings. See config.txt (on page 599).
e devices.csv:
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This file is required only when there are device-specific settings to configure for multiple devices. See
devices.csv (on page 601).

fwupdate.cfg

The configuration file, fwupdate.cfg, is an ASCII text file containing key-value pairs, one per line.

Each value in the file must be separated by an equal sign (=), without any surrounding spaces. Keys are
not case sensitive.

lllustration:

user=admin

password=admn
set_password=newpassword Or
set_encrypted_password=<cyphertext>
logfile=log.txt

config=config.txt

device_list=devices.csv

This section explains common options in the file.
» user

e Arequired option.

e Specify the name of a user account with Administrator Privileges.
» password

e Arequired option.

e Specify the password of the specified admin user.

Tip: You can add multiple user credentials to fwupdate.cfg. Each 'user' line must be
immediately followed by its '‘password’ line. Each user will be authenticated until
one of them succeeds, or until all user credentials fail.

» set _password / set_encrypted_password

* You are required to change the default password for all units. Access to units with factory default
password settings will be denied unless this option is used.

e Changes the password of the given user before executing any commands.

* To get encrypted password use the hidden CLI command 'config encrypt <value>'.
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» logfile

e Specify the name of a text file where the where log messages will be saved when interpreting the
USB drive contents.

e |If the specified file does not exist in the USB drive, it will be automatically created.

e If this option is not set, no log messages are recorded, and there will be no feedback if there is a
problem with the USB drive contents.

» firmware

e Specify the name of a firmware file.
e The specified firmware file must be compatible with your device.

e The default is to NOT permit any firmware downgrade . To do this, the parameter
"allow_downgrade" must be present and properly set in the fwupdate.cfg file.

» config

e Specify the name of the configuration file containing device settings.

e The default filename is config.txt.
» device_list

e Specify the name of the configuration file listing all devices to configure and their device-specific
settings.

e This file is required if any macros are used in the device configuration file "config.txt."

e The default filename is devices.csv.
» match

e Specify a match condition for identifying a device in the device configuration file "devices.csv."
The option's value comprises one word and one number as explained below:

¢ The word prior to the colon is an identification property, which is either serial for serial
number or mac for MAC address.

e The number following the colon indicates a column in the devices.csv file.
For example, mac: 7 will search for the MAC address in the 7th column of the "devices.csv" file.
e The default value is serial: 1, to search for its serial number in the first column.

e This option is used only if the "device_list" option has been set.
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» factory_reset

e If this option is set to true, the device will be reset to factory defaults.

e If the device configuration will be updated at the same time, the factory reset will be executed
before updating the device configuration.

» bulk_config_restore

e Specify the name of the bulk configuration file used to configure or restore.

Note: See Bulk Configuration or Firmware Upgrade via DHCP (TFTP/HTTPS) (on page 606) for
instructions on generating a bulk configuration file.

e Additional configuration keys set via the config.txt file will be applied after performing the bulk
restore operation.

e This option CANNOT be used with the option "full_config_restore."

e |If a firmware upgrade will be performed at the same time, you must generate the bulk configuration
file based on the NEW firmware version instead of the current firmware version.

» full_config_restore

e Specify the name of the full configuration backup file used to restore the device.

e Additional configuration keys set via the config.txt file will be applied after performing the
configuration restore operation.

e This option CANNOT be used with the option "bulk_config_restore."

e |If a firmware upgrade will be performed at the same time, you must generate the full configuration
backup file based on the NEW firmware version instead of the current firmware version.

» collect_diag

e If this option is set to true, the diagnostic data is transmitted to the USB drive.

e The filename of the diagnostic data written into the USB drive is:
diag_<unit-serial>.zip

e The device beeps after it finishes writing the diagnostic data to the USB drive.

» switch_outlets

e This feature works on outlet-switching capable models only.
e Switch on or off specific outlets.

e The option's value comprises outlet numbers and the setting "on" or "off" as explained below:
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e Each "on" or "off" setting consists of three parts: outlet numbers, a colon, and the word "on" or
lloﬁll.

e Each "on" or "off" setting is separated with a semicolon.

o If all outlets will share the same "on" or "off" setting, replace the outlet numbers with the word
"all".

e Examples:
e Turn on outlets 1 to 3, and 10, and turn off outlets 4 to 9.
switch outlets=1,2,3:0on;4-9:0ff;10:0n
e Turn on all outlets.

switch outlets=all:on

» tls_cert file

e Specify the filename of the wanted TLS server certificate. The filename can contain a single
placeholder ${SERIAL} that is replaced with the serial number of the device.

e This option should be used with tls_key_file listed below.
e This option is NOT supported by bulk configuration or backup/restore via DHCP/TFTP.

» tls_key file

* Specify the filename of the wanted TLS server key. The filename can contain a single placeholder $
{SERIAL} that is replaced with the serial number of the device.

e This option should be used with tls_cert_file listed above.
e This option is NOT supported by bulk configuration or backup/restore via DHCP/TFTP.

» execute_lua_script

e Specify a Lua script file. For example:

execute lua script=my script.lua

e Script output will be recorded to a log file -- <BASENAME_OF_SCRIPT>.<SERIAL_NUMBER>.log. Note
this log file's size is limited on DHCP/TFTP.

e A DHCP/TFTP-located script has a timeout of 60 seconds. After that duration the script will be
removed.

e This feature can be used to manage LuaService, such as upload, start, get output, and so on.
e If you unplug the USB drive while the Lua script is still running, the script will be removed.

e An exit handler can be used but the execution time is limited to three seconds. Note that this is not
implemented on DHCP/TFTP yet.

config.txt
To perform device configuration using a USB drive, you must:

e Copy the device configuration file "config.txt" to the root directory of the USB drive.
e Reference the "config.txt" file in the config option of the "fwupdate.cfg" file.

The file, config.txt, is a text file containing a number of configuration keys and values to configure or
update.
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This section only introduces the device configuration file in brief, and does not document all
configuration keys, which vary according to the firmware version and your model.

You can use the Mass Deployment Utility to create this file by yourself, or contact Technical Support to
get a device configuration file specific to your model and firmware version.

Tip: You can choose to encrypt important data in the "config.txt" file so that people cannot easily
recognize it, such as the SNMP write community string. See Data Encryption in 'config.txt' (on page
604) .

If you are using a password as auth/priv passphrases, you must set the password in the config file to
ensure it generates the SNMPv3 hash.

» Regular configuration key syntax:

e Each configuration key and value pair is in a single line as shown below:

key=value

Note: Each value in the file must be separated by an equal sign (=), without any surrounding spaces.

e Multi-line values are supported by using the Here Document Syntax with a user-chosen delimiter.
The following illustration declares a value in two lines. You can replace the delimiter EOF with other
delimiter strings.
key<<EOF
value line 1
value line 2
EOF

Note: The line break before the closing EOF is not part of the value. If a line break is required in the
value, insert an additional empty line before the closing EOF.

» Special configuration keys:
There are 3 special configuration keys that are prefixed with magic:.

e A special key that sets a user account's password without knowing the firmware's internal
encryption/hashing algorithms is implemented.

Example:
magic:users[l].cleartext password=joshua

e Two special keys that set the SNMPv3 passphrases without knowing the firmware's internal
encryption/hashing algorithms are implemented.

Examples:

magic:users[l].snmp v3.auth phrase=swordfish
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magic:users[l].snmp v3.priv_phrase=opensesame
» To configure device-specific settings:

1. Make sure the device list configuration file "devices.csv" is available in the USB drive.

2. Inthe "config.txt" file, refer each device-specific configuration key to a specific column in the
"devices.csv" file. The syntaxis: $ {column}, where "column" is a column number.

Examples:
net.interfaces[ethO].ipv4.static.addr cidr.addr=${4}
pdu.name=${16}

» To rename the admin user:

You can rename the admin user by adding the following configuration key:

users[0] .name=new admin name

Example:

users[0] .name=May

» To restore a specific setting to factory default:

Add "delete:" to the beginning of the key whose setting you want to remove. The custom setting will be
removed and then reset to factory default.

Example:

delete:net.port forwarding

devices.csv
If there are device-specific settings to configure, you must create a device list configuration file -
devices.csv, to store unique data of each device.

This file must be:

e A CSV (comma-separated values) format file exported from a spreadsheet application like Excel.
e Copied to the root directory of USB drive.
e Referenced in the device_list option of the "fwupdate.cfg" file. See fwupdate.cfg (on page 596).

Every device identifies its entry in the "devices.csv" file by comparing its serial number or MAC address
to one of the columns in the file.
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» Determine the column to identify devices:

e By default, each device searches for its serial number in the 1st column of "devices.csv".

* To override the default, set the match option in the "fwupdate.cfg" file to a different column.

» Syntax:

602

e Values containing commas, line breaks or double quotes are all supported.
e The commas and line breaks to be included in the values must be enclosed in double quotes.
e Every double quote to be included in the value must be escaped with another double quote.
For example:
Value-1,"Value-2,with, three, commas",Value-3
Value-1l,"Value-2, ""with""three""double-quotes",Value-3
Value-1,"Value-2

with a line break", Value-3
Configuration Files for Linking

When Linking is enabled multiple versions of config.txt are required:

e config_link_unit.txt containing the configuration for all link units

e config_<serial>.txt for each primary unit containing its specific settings, including a list of link units.
Commands for device Linking:

The following commands are used in the fwupdate.cfg file to configure Linking.

add_link_unit

Add a new link unit. The option can be specified more than once to add multiple link units.

add link unit=<id>, <host>,<login>:<password>

e Parameters are: <id>: new link unit id (2..8), <host>: hostname or IP address, <login>:<password>:
credentials for admin user

add_link_unit_new_password:

Change the password when adding a new link unit. Required in case the link unit still uses the factory
default password.

add link unit new password=<id>,<new password>
add_cascade_link_units

Add port-forwarding expansion units as link units. The option can be specified more than once to link
multiple port-forwarding nodes with different parameters.
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add cascade link units=<link ids>:<nodes>:<position
dependent>:<login>:<password>

Parameters are:
<link ids>: comma-separated list of new link unit ids (2..8)

<nodes>: comma-separated list of port-forwarding node indices (1..31, needs to be same length as <link
ids>), or the special word "all", which will link all port-forwarding nodes until an error occurs.

<position dependent>: "true" or "false": if true, use position-dependent host-names (i.e. expansion-
<n>.pf-cascade) or, if false, use link-local IPv6 addresses.

<login>:<password>: credentials for admin user on the port-forwarding node

® Example: add cascade link units=2,3:1,2:false:admin:<password>

Configuration Files for Linking: Port-Forwarding Cascade Example

In this example, you can configure a port-forwarding cascade containing a Primary PDU and supported
Expansion Units. Complete physical, wired setup first, then use the USB drive method with a
fwupdate.cfg file as described here.

e Prerequesite: Wired setup with primary units and connected expansion units

1. Prepare a USB drive with a fwupdate.cfg file with the following included details

port forwarding auto setup=[downstreamInterface:<INTERFACE-LABEL>, ]<number of

expansion units>,admin:<password>

2. Attach the USB drive to the primary units to automatically setup the port-forwarding cascade and
linking.

Creating Configuration Files via Mass Deployment Utility
The Mass Deployment Utility is an Excel file that lets you fill in basic information required for the three

configuration files, such as the admin account and password.

After entering required information, you can generate all configuration files with only one click,
including fwupdate.cfg, config.txt and devices.csv.

Note: The firmware version of your device must match the version of the Mass Deployment Utility
spreadsheet. Do not mix versions.

New commands that have been introduced in later versions of the spreadsheet will not be effective on
devices with older firmware.

» To use the Mass Deployment Utility:

1. Download the Mass Deployment Utility from the support page.
e The utility is named mass_deployment-xxx (where xxx is the firmware version number).

2. Launch Excel to open this utility.
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Note: Other programs, such as OpenOffice and LibreOffice, are not supported.

3. Read the instructions in the 1st worksheet of the utility, and make sure Microsoft Excel's security
level has been set to Medium or the equivalent for executing unsigned macros of this utility.

4. Enter information in the 2nd and 3rd worksheets.
e The 2nd worksheet contains information required for fwupdate.cfg and config.txt.
¢ The 3rd worksheet contains device-specific information for devices.csv.

5. Return to the 2nd worksheet to execute the export macro.

a. In the Target Directory field, specify the folder where to generate the configuration files. For
example, you can specify the root directory of a connected USB drive.

b. Click Export Lists to generate configuration files.

Target Directory:

Chtemp Browse. .. |

Export Lists %

Verify that at least 3 configuration files are created - fwupdate.cfg, config.txt and devices.csv. You are
ready to configure or upgrade with these files.

Data Encryption in 'config.txt'

When intending to prevent people from identifying the values of any settings, you can encrypt them.
Encrypted data still can be properly interpreted and performed by any device running Xerus firmware
version 3.2.20 or later.

When using the USB stick to perform an initial configuration, a user will receive an error message when
the initial password change is not performed:Password change for user admin required, use
set_password or set_encrypted_password. See:config.txt (on page 599)

» Data encryption procedure:

1. Open the "config.txt" file to determine which setting(s) to encrypt.

2. Launch a terminal to log in to the CLI of the device.

3. Type the encryption command and the value of the setting you want to encrypt.
¢ The value cannot contain any double quotes (") or backslashes (\).

¢ If the value contains spaces, it must be enclosed in double quotes.

# config encrypt <value>
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# config encrypt "<value with spaces>"

4. Press Enter. The CLI generates and displays the encrypted form of the typed value.

5. Go to the "config.txt" file and replace the chosen value with the encrypted one by typing or copying
the encrypted value from the CLI.

Add the text "encrypted:" to the beginning of the encrypted setting.
Repeat steps for additional settings you intend to encrypt.
Save the changes made to the "config.txt" file. Now you can use this file to configure other devices.

» llustration:

In this example, we will encrypt the word "private", which is the value of the SNMP write community in
the "config.txt" file.

snmp.write_community=private

1. Inthe CLI, type the following command to encrypt "private."

3. Inthe "config.txt" file, make the following changes to the SNMP write community setting.

a. Replace the word "private" with the encrypted value that CLI shows.

snmp.write_community=2TtnYcvQUw==

b. Add "encrypted:" to the beginning of that setting.

encrypted:Enmp.write_community =ZTtnYcvQUw==

Firmware Upgrade via USB

Firmware files are available on the product support page.
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Note that if the firmware file used for firmware upgrade is the same as the firmware version running on
the PX3TS, no firmware upgrade will be performed unless you have set the force_update option to true
in the "fwupdate.cfg" file.

» To use a USB drive to upgrade the PX3TS:

1. Copy the configuration file "fwupdate.cfg" and an appropriate firmware file to the root directory of
the USB drive.
Reference the firmware file in the firmware option of the "fwupdate.cfg" file.
Plug the USB drive into the USB-A port on the PX3TS.
The front panel display shows the firmware upgrade progress.

Tip: You can remove the USB drive and plug it into another unit for firmware upgrade when the firmware
upgrade message displays.

5. It may take one to five minutes to complete the firmware upgrade, depending on your product.
6. When the firmware upgrade finishes, the front panel display indicates the firmware upgrade result.

® Happy smiley: Successful.

e Sad smiley: Failed. Check the log file in the USB drive or contact Technical Support to look into the
failure cause.

Note: If your unit does not have a front panel display, you should wait for few minutes, remove the USB
drive, and reboot the unit.

1. Remove USB drive and push any front panel button to continue.

Bulk Configuration or Firmware Upgrade via DHCP (TFTP/HTTPS)

If a TFTP or HTTPS server is available, you can use it and appropriate configuration files to perform any
or all of the following tasks for a large number of devices in the same network.
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e Initial deployment
e Configuration changes
e Firmware upgrade

e Downloading diagnostic data

This feature is useful if you have hundreds or even thousands of devices to configure or upgrade.

Warning: The feature of bulk configuration or firmware upgrade via DHCP (TFTP/HTTPS)only works on
standalone devices directly connected to the network. This feature does NOT work for expansion units
in a cascading configuration.

Bulk Configuration/Upgrade Procedure

Firmware downgrade is NOT supported by default. Contact Technical Support.

» Steps of using DHCP (TFTP/HTTPS) for bulk configuration/upgrade:

1. Create configuration files specific to your PX3TS models and firmware versions. Create your own or
contact Technical Support to properly prepare some or all of the following files:

* fwupdate.cfg (always required)
e config.txt

e devices.csv

Note: Supported syntax of "fwupdate.cfg" and "config.txt" may vary based on different firmware
versions. If you have existing configuration files, it is suggested to double check with Technical
Support for the correctness of these files prior to using this feature.

Configure your TFTP or HTTPS server properly.
Copy ALL required configuration files into the TFTP or HTTPS root directory. If the tasks you will
perform include firmware upgrade, an appropriate firmware binary file is also required.

4. Properly configure your DHCP server so that it refers to the file "fwupdate.cfg" on the TFTP/HTTPS
server.

5. Make sure all of the desired devices use DHCP as the IP configuration method and have been
directly connected to the network.

6. Reboot these devices. The DHCP server will execute the commands in the "fwupdate.cfg" file on the
TFTP server to configure or upgrade those devices supporting DHCP in the same network.

DHCP will execute the "fwupdate.cfg" commands once for IPv4 and once for IPv6 respectively if both IPv4
and IPv6 settings are configured properly in DHCP.

Note: If both TFTP and HTTP server options are specified, HTTP takes precedence. For HTTP, both 'http’
and 'https' schemes are supported, but when using https, the certificate is not checked.
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TFTP/HTTPS Requirements

To perform bulk configuration or firmware upgrade successfully, your TFTP/HTTPS server must meet the
following requirements:

e The server is able to work with both IPv4 and IPv6.
In Linux, remove any IPv4 or IPv6 flags from /etc/xinetd.d/tftp.

Note: DHCP will execute the "fwupdate.cfg" commands once for IPv4 and once for IPv6 respectively
if both IPv4 and IPv6 settings are configured properly in DHCP.

e All required configuration files are available in the TFTP/HTTPS root directory. See Bulk
Configuration/Upgrade Procedure (on page ).

If you are going to upload any PX3TS diagnostic file or create a log file in the TFTP server, the first of the
following requirements is also required.

Note: The HTTPS server does not support file writes(diag data, log files etc.).

» TFTP Server:

e The TFTP server supports the write operation, including file creation and upload.
In Linux, provide the option "-c" for write support.

e Required for uploading the diagnostic file only - the timeout for file upload is set to one minute or
longer.

DHCP IPv4 Configuration in Windows

For those PX3TS devices using IPv4 addresses, follow this procedure to configure your DHCP server. The
following illustration is based on Microsoft” Windows Server 2012 system.

» Required Windows IPv4 settings in DHCP:

1. Add a new vendor class for PX3TS under IPv4.
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a. Right-click the IPv4 node in DHCP to select Define Vendor Classes.

b. Click Add to add a new vendor class.

DHCP Vendor Classes _
Avzilable classes:
MName | Description | Add... [: |
Microsoft Windows 20...  Micmsoft vendorspecific option... -
Microsoft Windows 58 ...  Microsoft vendorspecific option... Edit... |
Microsoft Options Microsoft vendorspecific option...
Hemowve |

Close

C. Specify a unique name for this vendor class and type the binary codes of "Raritan PDU 1.0" in
the New Class dialog.
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2.

2

The vendor class is named "Raritan PDU" in this illustration.

MNew Class m

Dizplay name:

]Har’rtan PDU

Description:

]Haman PDU

I0:

Binary: ASCII:

pooo 52
ooog 50

£E1 72 69 74 61 6E 20 Raritan
44 55 20 31 2E 30 FDT 1.0

QK [_: ] Cancel

Define one DHCP standard option - Vendor Class Identifier.
a. Right-click the IPv4 node in DHCP to select Set Predefined Options.

b. Select DHCP Standard Options in the "Option class" field, and Vendor Class Identifier in the
"Option name" field. Leave the String field blank.

Predefined Options and Values _

Oiption class:

Ciption name:

Descrption:

—Value
String:

| DHCP Standard Cptions

(50 Vendor Class Identifier

046 WINS/MNET Mode Type
(047 NetBIOS Scope 1D
048 X Window System Fort
045 X Window System Displa,

e L

(54 NIS= Domain Mame k
(65 NIS= Servers

ok | Cancel |

AAA +hroa Aantbanc +A +the now vienAdAar Alace "Raritarm DNLIY ik +ha camo AinalAaa
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a. Select Raritan PDU in the "Option class" field.

b. Click Add to add the first option. Type "pdu-tftp-server" or "pdu-https-server" in the Name field,
select IP Address as the data type, and type 1 in the Code field for tftp server and type 7 in the

Predefined Options and Values IL-

Ciption class:

Ciption name:

Description:

Raritan PDL ~|

DHCP Standard Options
Microsoft Windows 2000 Opfions
Microsoft Windows 58 Opfions
Microsoft Options

—Walue
String:

ok | Cancel |

Code field for https server.

C. Click Add to add the second option. Type "pdu-update-control-file" in the Name field, select

Option Type m

Class:
MName:
Data type:
Code:

Description:

Raritan POU

]pdu-tﬁp-ser‘uer

1P Address | T Amy

] 1

f
QK & ] Cancel

String as the data type, and type 2 in the Code field.
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Option Type \L-

Class:

MName:
Diata type:

Code:

Raritan POU

Ipdu-upu:late-cu:untml-f"lle

]String ;] [~ Amay
] 2
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data type, and type 3 in the Code field.

Option Type \L-
Class: Raritan POU
MName: Ipdu-updatemagiu:
Data type: ]String ~| T Ay
Code: | 3
Description: J
’W Cancel

4. Create a new policy associated with the "Raritan PDU" vendor class.

a. Right-click the Policies node under IPv4 to select New Policy.
b. Specify a policy name, and click Next.
The policy is named "PDU" in this illustration.

EHCP Policy Canfiguration Wizard

Policy basnd IP Address and Option Assigrment

This fantues Bl you bo detribute confiqumble setings (IF address, DHCP opticralto
clhenls based on cetain condiions §a g, vendor class, user cass, MATC addresy, sic )

Thain wizard will gusde you setting up & new poboy. Provide & name fe.g. VolP Phone
Configuration Poliey) and description fe.g. NTP Sarver option for Vel Phones) for your
peboy.

Py Bama: F‘nu
Description |

< Back [um:_fglw]

C. Click Add to add a new condition.
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d. Select the vendor class "Raritan PDU" in the Value field, click Add and then Ok.

e. Click Next.

f. Select DHCP Standard Options in the "Vendor class" field, select "060 Vendor Class Identifier"
from the Available Options list, and type "Raritan PDU 1.0" in the "String value" field.
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Add/Edit Condition [ I

Zpeciy a condiion for the policy being configured, Select a critena, cperalor

and valses Bo tha condition
Ctens:  |Verder Class |
Dperator: | Equals =
r Viskssa)
Vibm: |Rartan FOLI =] Add |
I~ Ersfo: widesd()
™ Append widcand)

R Aemon

> p __-__ .-l. L .-\ T T ;-.
Corfigure settings for the policy
¥ the conditions: specified in the policy match o dient request, the seifings will be
apphed.
|
| Vendar class: [DHCP Seandaed Cpticra |
Avallabils Opfions |_Desaipton el
[ 045 X Wirshow Siestom Dhsplay Acemy el ¥, Windows Claplay Me—
S (0 Weerdor (e identifior —
L) 0E4 RIS Domain Heme The riene of the chent’s HiSs >
£ n ] 3
'm n"lu-_j
Sttig wahua:
[Farten POUID

[ emack || met> | [ coce |
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d. Select the "Raritan PDU" in the "Vendor class" field, select "001 pdu-tftp-server" or "007 pdu-
https-server" from the Available Options list, and type your TFTP/https server's IPv4 address in
the "IP address" field.

DHCP Policy Configuration Wizard
Configure sattings for the policy
¥ the condifions: specified in the policy maich a dient request, the setfings will be
appbed
|
Cepoee [ her> | [Comen ] |

h. Select "002 pdu-update-control-file" from the Available Options list, and type the filename
"fwupdate.cfg" in the "String value" field.
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i. Select "003 pdu-update-magic" from the Available Options list, and type any string in the "String
value" field. This third option/code is the magic cookie to prevent the fwupdate.cfg commands
from being executed repeatedly. It does NOT matter whether the IPv4 magic cookie is identical

BHCP Policy Configuration Wirard

Cornfigurs settings for the: policy
¥ the conditions specified in the policy maich o dient request, the seifings will be
appbed

oy clant: |Fastan POU =

Description
B 00 pouthp-ssrver

o e

[ 003 poumdate-magic

~Dinkn ety
Sifireg wahus:

[prrpdate cig

[CcBock [ Met> | [ Coew |

to or different from the IPv6 magic cookie.

The magic cookie is a string comprising numerical and/or alphabetical digits in any format. In the

following illustration diagram, it is a combination of a date and a serial number.

Important: The magic cookie is transmitted to and stored in PX3TS at the time of executing the

"fwupdate.cfg" commands. The DHCP(TFTP/HTTPS) operation is triggered only when there is a

mismatch between the magic cookie in DHCP and the one stored in PX3TS. Therefore, you must
modify the magic cookie's value in DHCP when intending to execute the "fwupdate.cfg"

commands next time.
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DHCP Policy Configuration Wizard

Configurs settings for the policy
¥ the conditions: specified in the policy match & dient request, the settings will be

ancior ciast: |Fastan: PO =

Description

| FRETR

|_<bock || Met> || Coce |

DHCP IPv6 Configuration in Windows

For those PX3TS devices using IPv6 addresses, follow this procedure to configure your DHCP server. The
following illustration is based on Microsoft” Windows Server 2012 system.

» Required Windows IPv6 settings in DHCP:

1. Add anew vendor class for Raritan's PX3TS under IPv6.
a. Right-click the IPv6 node in DHCP to select Define Vendor Classes.

b. Click Add to add a new vendor class.

DHCP Vendor Classes ll-

Fovnlsbls classes:
| Name | Descrption [
Microsol Windows Opt...  Microsol! vendorspecfic option. .

C. Specify a unique name for the vendor class, type "13742" in the "Vendor ID (IANA)" field, and
type the binary codes of "Raritan PDU 1.0" in the New Class dialog.
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The vendor class is named "Raritan PDU 1.0" in this illustration.

Mo Class:

[ |

Deaplay noee

[F‘athI:ILIH]

Dgsorplion:

|P.uanu1ﬂ
Vpnlor 1) EAMAK

[13?42

D By

ASCIL:

jooD8 50 44 55 20 31

H;JEI'.'I 52 61 72 B9 .?4- Bl GE 20

ZE 30

Rari tan
FOO 1.0

2. Add three options to the "Raritan PDU 1.0" vendor class.
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a. Right-click the IPv6 node in DHCP to select Set Predefined Options.
b. Select Raritan PDU 1.0 in the "Option class" field.

Predefined Options and Values for vb Ii-
Dption class: [Raan FOUT D =l
Dtion nass EII'I:PS'IM'IHTMM |
Description I
i
Seng
|

[ o ] cowa |

C. Click Add to add the first option. Type "pdu-tftp-server" or "pdu-https-server" in the Name field,

select IP Address as the data type, and type 1 in the Code field and type 7 in the Code field for
https server.

Option Type m

Class: Raritan POU 1.0
MName: Ipdu-tﬁp-sen.rer
Data type: iIF‘ Address ~| T Ay
Code: I 1
Description: ]
K & | Cancel

d. Click Add to add the second option. Type "pdu-update-control-file" in the Name field, select
String as the data type, and type 2 in the Code field.

Option Type m

Class: Raritan PDU 1.0
Name: [pdu-update-cortrolfile
Data type: | string | T Amy
Code: | 2
Description: ] .
618 W Cancel | Bﬂ[!!in




data type, and type 3 in the Code field.

Option Type \L-

Clazs: Raritan FOU 1.0
Name: Ipdu-updatemagiu:
Data type: | string | T Amay
Code: 1 3
Description: ]
oK Cancel
.

3. Configure server options associated with the "Raritan PDU 1.0" vendor class.
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a. Right-click the Server Options node under IPv6 to select Configure Options.

b. Click the Advanced tab.
. Select "Raritan PDU 1.0" in the "Vendor class" field, select "00001 pdu-tftp-server" or "00007
pdu-https-server" from the Available Options list, and type your TFTP/HTPPS server's IPv6
address in the "IPv6 address" field.

Server Optians. [

| Genmral | Advanced
o clebe- |Rarton POV 1.0 =l
Lo e | Detenst Uiner Caes =]
Formabis | Dessription ~
b e =
[ 00002 pdrpdste-controlfie -
Clonnnm .4 oy u
k3 " id
= Dt erdry
IP acidress:
07 ot 10102200

[_ox [ cocd [[ soov |

d. Select "00002 pdu-update-control-file" from the Available Options list, and type the filename
"fwupdate.cfg" in the "String value" field.

[ ok || Cwed [ reo |

€. Select "00003 pdu-update-magic" from the Available Options list, and type any string in the
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"String value" field. This third option/code is the magic cookie to prevent the fwupdate.cfg
commands from being executed repeatedly. It does NOT matter whether the IPv6 magic cookie
is identical to or different from the IPv4 magic cookie.

The magic cookie is a string comprising numerical and/or alphabetical digits in any format. In the
following illustration diagram, it is a combination of a date and a serial number.

Important: The magic cookie is transmitted to and stored in PX3TS at the time of executing the
"fwupdate.cfg" commands. The DHCP(TFTP/HTTPS) operation is triggered only when there is a
mismatch between the magic cookie in DHCP and the one stored in PX3TS. Therefore, you must
modify the magic cookie's value in DHCP when intending to execute the "fwupdate.cfg"
commands next time.

Server Options Il-
[Restan PO 10 =]
[Detm Liser Cines =]
_Diascriphion ~
B 0002 pdaupdme-contmidie [F]
| |
m >
ok | [ Coeat |[ oot |

DHCP IPv4 Configuration in Linux
Modify the "dhcpd.conf" file for IPv4 settings when your DHCP server is running Linux.

» Required Linux IPv4 settings in DHCP:

1. Locate and open the "dhcpd.conf" file of the DHCP server.
2. The PX3TS will provide the following value of the vendor-class-identifier option (option 60).
¢ vendor-class-identifier = "Raritan PDU 1.0"

Configure the same option in DHCP accordingly. The PX3TS accepts the configuration or firmware upgrade
only when this value in DHCP matches.

3. Set the following three sub-options in the "vendor-encapsulated-options" (option 43).
e code 1 (pdu-tftp-server) = the TFTP server's IPv4 address or
e code 7 (pdu-https-server) = the HTTPS server's IPv4 address
e code 2 (pdu-update-control-file) = the name of the control file "fwupdate.cfg"

e code 3 (pdu-update-magic) = any string
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This third option/code is the magic cookie to prevent the fiwupdate.cfg commands from being
executed repeatedly. It does NOT matter whether the IPv4 magic cookie is identical to or different
from the IPv6 magic cookie.

The magic cookie is a string comprising numerical and/or alphabetical digits in any format. In the
following illustration diagram, it is a combination of a date and a serial number.

Important: The magic cookie is transmitted to and stored in PX3TS at the time of executing the
"fwupdate.cfg" commands. The DHCP(TFTP/HTTPS) operation is triggered only when there is a
mismatch between the magic cookie in DHCP and the one stored in PX3TS. Therefore, you must
modify the magic cookie's value in DHCP when intending to execute the "fwupdate.cfg" commands
next time.

» IPv4 illustration example in dhcpd.conf:

i set vendor-string = option vendor-class-identifier;

i option space RARITAN code width 1 length width 1 hash size 3;
i option RARITAN.pdu-tftp-server coade 1 = ip-address;

! RARITAN. pdu-uwpdate-control-file code 2 = text;

E optics RARITAM.pdu-updpte-Sagic code 3 = Eéxt;

| option RARITAM.p
i@

=serisl code 5 = text;
-cascading-info code 6 = mext;

i~DaEs COOE 7 = Taky;

i option local-encepsulation code 43 = encapsulate RARITAN;

clazs “raritan® {
Sateh IFf sptiss vender-clati-identifier = "Recives PDU 1.9%;
vendor -apt lon-fpace RARTTAN;
epticn RARITAM.pdu-tfip-server 191.168.1.7;
option RARITAN. pdu-mttp-wri-base “httos://1%2.168.1.100/ update
n AARITAN. pdu-updateupdate-control-flle "fwupdate.cfg”;
RARTTAN. pdu-update-magic “28158123-2841°1
option vendor-class-identifier "Raritan POU 1.87;

# optional logging of the parameters sent by the PDU

lag{infa, concat{"POU sscel: ", optlos RARTTAN.pfu-Sodel));

loglinfa, concat{"PDU ferisl: =, option RARITAM.pou-serisl});

loglinfo, concat{"PDU cescading dmfo: *, option RARTTAN.pdo-cascadimg-infe)):

DHCP IPv6 Configuration in Linux
Modify the "dhcpd6.conf" file for IPv6 settings when your DHCP server is running Linux.

» Required Linux IPv6 settings in DHCP:

1. Locate and open the "dhcpd6.conf" file of the DHCP server.

2. The PX3TS will provide the following values to the "vendor-class" option (option 16). Configure
related settings in DHCP accordingly.
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e 13742 (Raritan's IANA number)
e Raritan PDU 1.0
e 15 (the length of the above string "Raritan PDU 1.0")
3. Set the following three sub-options in the "vendor-opts" (option 17).
e code 1 (pdu-tftp-server) = the TFTP server's IPv6 address or
e code 7 (pdu-https-server) = the HTTPs server's IPv6 address
e code 2 (pdu-update-control-file) = the name of the control file "fwupdate.cfg"
e code 3 (pdu-update-magic) = any string

This third option/code is the magic cookie to prevent the fiwupdate.cfg commands from being
executed repeatedly. It does NOT matter whether the IPv6 magic cookie is identical to or different
from the IPv4 magic cookie.

The magic cookie is a string comprising numerical and/or alphabetical digits in any format. In the
following illustration diagram, it is a combination of a date and a serial number.

Important: The magic cookie is transmitted to and stored in PX3TS at the time of executing the
"fwupdate.cfg" commands. The DHCP(TFTP/HTTPS) operation is triggered only when there is a
mismatch between the magic cookie in DHCP and the one stored in PX3TS. Therefore, you must
modify the magic cookie's value in DHCP when intending to execute the "fwupdate.cfg" commands
next time.
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» |Pv6 illustration example in dhcpd6.conf:

i optian dphce RARITAN code wideh I leageh wiath 2 hash 4ize 3;
i option RARITAN.pdu-tFtp-server code 1 = lp6-address;

option RARITAM.pdu-updete-control-flle code 1 = text;

. option RARITAMN.pdu-updste-sagic code 3 = text;

{ pptiom RAAITAN.pou-mocel code 4 = Text:

' option RARITAM.pou-serisl cods § = text;

; option RARITAM.pdu-casceding-info code & = text;

| optien RARTITAM.pdu-
{ vsin. RARITAN

Fi-pade cods = Tet]

coge 13742 = encepiulate RARITAN;

L L

1 & optional loggimg of the paraseters senmt by the POU

: logiinfo, concat(=P0U model: =, option RARITAN.pdu-model});
log{info, concat("PDU serial: *, opticn RARITAN.pdu-serial)l);

i leglinfe, concat("PDU cascading info: =, oprion RARITAN,pou-cascading-info));

| Subnetd wexk {

[ Do

| ~tftp-sarver 1i:1;
-http-uri-base “hitps 192, 168.1. 18d/undete” |
-update-control-file “Fwwpdate.cfg™;
-update-magic “Ial50l23-aaal=;

HE TS |

Raw Configuration Upload and Download

You can modify any existing "config.txt", and then upload it to a specific device for modifying part or all
of its settings. Both configuration download and upload operations require the Administrator Privileges.

There are two ways to get one "config.txt":

® You create this file by yourself. See Configuration Files (on page 595).

* You download the raw configuration data from the device.

The downloaded raw configuration contains almost all of current settings on your device.

Warning: When you download the raw configuration data, some configuration keys are commented out
and must remain that way. See Keys that Cannot Be Uploaded (on page 636).

Download via Web Browsers

There are two scenarios by using web browsers.

» URL containing login credentials:

To log in immediately while issuing the download request, type an URL containing the login credentials
in the web browser.
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http(s) ://<user>:<password>E<device IP>/cgi-bin/raw config download.cgi

Parameter Description
<user> Any user name that has the Administrator Privileges.
<password> | The password of the specified user name.

<device IP> Hostname or IP address of the device whose raw configuration
you want to download.

e For example:

https://admin:admn@192.168.84.114/cgi-bin/raw config download.cgi

» URL without login credentials contained:

If you would like to log in after issuing the download request, type an URL without login credentials
contained in the web browser. The system will then prompt you to enter the login credentials.

http(s)://<device IP>/cgi-bin/raw _config download.cgi

* For example:

https://192.168.84.114/cgi-bin/raw config download.cgi

Download via Curl

If you have installed curl on your computer, you can download the raw configuration from your device
by performing the curl command.

» To download raw configuration via curl:

1. Type the following curl command in the command line interface.

curl -k https://<user>:<password>@<device IP>/cgi-bin/raw config download.cgi >

config.txt
Parameter Description
<user> Any user name that has the Administrator Privileges.

<password> | The password of the specified user name.
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Parameter Description

<device IP> Hostname or IP address of the device whose raw configuration
you want to download.

2. When the download is complete, a line indicates 100 in the first % column.

# Total # Recedved 3 Kferd fverage Speed Time Time Time Current
Dload Upload Total Epent Left Speed

188 28184 B Zhis4g L] L] 7511 B —1——1—— H:BB:@Z -—I1-—1-— F584

3. Go to the directory where you perform the curl command to find the "config.txt" file.

Tip: In the above curl command, you can replace the filename "config.txt" with any filename you prefer.

» Example:

curl -k https://admin:admn@192.168.84.114/cgi-bin/raw config download.cgi
> config.txt

Uploading Raw Configuration

There are two upload methods:

®  SCP or PSCP command: SeeRaw Configuration Upload and Download (on page 624).

® CURL command: See Upload via Curl (on page 626).

The uploaded raw configuration file can contain only partial configuration keys that you want to modify.
Other settings that are not contained in the uploaded file will remain unchanged.

Authentication-related data or HTTP(S) port may be no longer the same after uploading raw
configuration. Therefore, it is suggested to double check what configuration keys will be changed in the
raw configuration file that you will upload.

Upload via Curl

If curl is available on your computer, you can upload the raw configuration to PX3TS with the curl
command.
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There are two scenarios with the curl upload methods.

e When there are NO device-specific settings involved, you upload the configuration file only,
regardless of the number of PX3TS devices to update.

e When there are device-specific settings involved for updating more than one PX3TS devices, you
must upload two files. including one configuration file and one device list file.

» To upload one configuration file only:

1. Type the following curl command in the command line interface.

curl -k -F "config file=@<config file>" https://<user>:<password>@<device IP>/cgi-
bin/raw_config update.cgi

Parameter Description
<user> Any user name that has the Administrator Privileges.
<password> The password of the specified user name.

<device IP> Hostname or IP address of the PX3TS whose raw
configuration you want to upload.

<config file> Filename of the configuration file.

e For the syntax, see config.txt (on page ).

2. When the upload is completed successfully, the curl returns the code 0 (zero).

Note: If the upload fails and curl returns other codes, see Curl Upload Return Codes (on page ).

3. After several seconds, PX3TS reboots automatically. Changed settings take effect after the reboot
process finishes.

» To upload both configuration and device list files:

1. Type the following curl command in the command line interface.

curl -k -F "config file=@<config file>" -F "device list file=@<dev_ list file>"
https://<user>:<password>@<device IP>/cgi-bin/raw config update.cgi?
match=<dev_ col>

Parameter Description
<user>, Refer to the above table for explanation.
<password>, e For device-specific settings in the <config file>,

refer each device-specific configuration key to a specific
columninthe <dev_1list file>.See config.txt (on

page ).

<device IP>,

<config
file>
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Parameter Description

<dev_list Filename of the device list file in CSV format.

file> e For the content format, see devices.csv (on page ).

<dev_col> <dev_col> comprises "serial:" or "mac:" and the number
of the column where the serial number or MAC address of
each PX3TS is in the uploaded CSV file. This is the data based
on which each device finds its device-specific settings.

For example:

e |f the second column contains each device's serial
number, the parameter is then serial: 2.

e |f the seventh column contains each device's MAC
address, the parameter is then mac: 7.

2. PX3TS will reboot after Curl shows the return code 0. For details, refer to above steps 2 to 3.

» Examples:

e Upload of the configuration file only:

curl -k -F "config file=@config.txt" https://admin:admn@192.168.84.114/
cgi-bin/raw _config download.cgi

e Upload of both configuration and device list files:

curl -k -F "config file=Qconfig.txt" -F "device list file=@devices.csv"
https://admin:admn@192.168.84.114/cgi-bin/raw_config download.cgi

Curl Upload Return Codes

After performing raw configuration Upload via Curl (on page ), curl will return a code to indicate the
result of the file upload.

Code  Description

0 Operation was successful.

1 An internal error occurred.

2 A parameter error occurred.

3 A raw configuration update operation is already running.
4 The file is too large.

5 Invalid raw configuration file provided.
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Code  Description

6 Invalid device list file or match provided.
7 Device list file required but missing.

8 No matching entry in device list found.
9 Macro substitution error.

10 Decrypting value failed.

11 Unknown magic line.

12 Processing magic line failed.

Bulk Configuration, Firmware Upgrade, or Backup/Restore via SCP

You can perform a SSH File Transfer Protocol (SFTP) or Secure Copy (SCP) command to update the
firmware, do bulk configuration, or back up and restore the configuration.

Note: Because of security issues the SFTP (SSH File Transfer Protocol) should be used. SCP client in
newer OpenSSH versions uses SFTP protocol by default. SCP is still supported and needs to be enabled.

Firmware Update via SCP

Same as any firmware update, all user management operations are suspended and all login attempts
fail during the SCP firmware update.

Warning: Do NOT perform the firmware upgrade over a wireless network connection.

» To update the firmware via SCP:

1. Type the following SCP command and press Enter.
scp <firmware file> <user name>@<device ip>:/fwupdate
e <firmware file> is the firmware's filename. If the firmware file is not in the current directory, you
must include the path in the filename.
e <user name> is the "admin" or any user profile with the Firmware Update permission.
e <device ip>is the IP address or hostname where you want to upload the specified file.
Type the password when prompted, and press Enter.

The system transmits the specified firmware file to the device, and shows the transmission speed
and percentage.

4. When the transmission is complete, it shows the following message, indicating that the PX3TS starts
to update its firmware now. Wait until the upgrade completes.

Starting firmware update. The connection will be closed now.
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|

SCP example:

scp pdu-px2-030410-44599.bin admin@192.168.87.50:/fwupdate

|

| 2

Windows PSCP command:
PSCP in Windows works in a similar way to the SCP.

e pscp <firmware file> <user name>@<device ip>:/fwupdate

Bulk Configuration via SCP

Like performing bulk configuration via the web interface, there are two steps with the bulk
configuration using the SCP commands:

a. Save a configuration from a source device.
b. Copy the configuration file to one or multiple destination device.

Note: You can configure device-specific settings with the upload of raw configuration but not with the
bulk configuration file.

To save the configuration via SCP:

1. Type the following SCP command and press Enter.

scp <user name>@<device ip>:/bulk config.txt <filename>

e <user name> is any user profile with Administrator Privileges.
e <device ip>is the IP address or hostname of the device whose configuration you want to save.
e <filename> is the custom filename you assign to the "bulk_config.txt" of the source device.

2. Type the user password when prompted.

3. The system saves the configuration to a file named "bulk_config.txt."

To copy the configuration via SCP:

1. Type the following SCP command and press Enter.

scp bulk config.txt <user name>@<device ip>:/bulk restore

e <user name> any user profile with Administrator Privileges
e <device ip>is the IP address of the device whose configuration you want to copy.
2. Type the user password when prompted.

3. The system copies the configuration included in the file "bulk_config.txt" to another device, and
displays the following message.

Starting restore operation. The connection will be closed now.

» SCP examples:

630

e Save operation:
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scp admin@192.168.87.50:/bulk config.txt today config.txt

e Copy operation:

scp today config.txt admin@192.168.87.47:/bulk restore

For the linked units you can backup each unit by specifying the link id.

e Save operation:

scp admin@10.0.42.3:/backup_settings.txt/link_id=2 backup_settings.txt

e Copy operation:

scp backup_settings.txt admin@10.0.42.3:/settings_restore/link_id=2

» Windows PSCP commands:
PSCP in Windows works in a similar way to the SCP.

e Save operation:

pscp <user name>@<device ip>:/bulk config.txt today config.txt

e Copy operation:

pscp today config.txt <user name>@<device ip>:/bulk restore

Backup and Restore via SCP
To back up ALL settings of a PX3TS, including device-specific settings, you should perform the backup
operation instead of the bulk configuration.

You can restore all settings to previous ones after a backup file is available.

» To back up the settings via SCP:

1. Type the following SCP command and press Enter.

scp <user name>@<device ip>:/backup settings.txt

e <user name> is the "admin" or any user profile with Administrator Privileges

e <device ip>is the IP address or hostname of the PX3TS whose settings you want to back up.
2. Type the user password when prompted.
3. The system saves the settings from the PX3TS to a file named "backup_settings.txt."

» To restore the settings via SCP:

1. Type the following SCP command and press Enter.
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scp backup settings.txt <user name>@<device ip>:/settings restore

e <user name> is the "admin" or any user profile with Administrator Privileges

e <device ip>is the IP address or hostname of the PX3TS whose settings you want to restore.
2. Type the user password when prompted.

3. The system copies the configuration included in the file "backup_settings.txt" to the PX3TS, and
displays the following message.

Starting restore operation. The connection will be closed now.
» SCPexamples:

e Backup operation:
scp admin@192.168.87.50:/backup settings.txt
e Restoration operation:
scp backup settings.txt admin@192.168.87.50:/settings restore

» Windows PSCP commands:
PSCP in Windows works in a similar way to the SCP.

e Backup operation:
pscp <user name>@<device ip>:/backup settings.txt
e Restoration operation:

pscp backup settings.txt <user name>@<device ip>:/settings restore

Downloading Diagnostic Data via SCP

You can download the diagnostic data via SCP.

» To download the diagnostic data via SCP:

1. Type one of the following SCP commands and press Enter.

e <user name> is the "admin" or any user profile with Administrator Privileges or "Unrestricted View
Privileges" privileges.

e <device ip>is the IP address or hostname of the PX3TS whose data you want to download.

e <port> is the current SSH/SCP port number, or the port number of a specific expansion device in
the Port-Forwarding chain.

e <filename> is the new filename of the downloaded file.

Scenario 1: Use the default SCP port and default filename
® SSH/SCP port is the default (22), and the accessed PX3TS is a standalone device.
® The diagnostic file's default filename "diag-data.zip" is wanted. Then add a dot (.) in the end of the SCP
command as shown below.

scp <user name>@<device ip>:/diag-data.zip
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Scenario 2: Specify a different SCP port but use the default filename
e SSH/SCP port is NOT the default (22), or the accessed PX3TS is a Port-Forwarding expansion device.

e The diagnostic file's default filename "diag-data.zip" is wanted. Then add a dot in the end of the SCP
command as shown below.

scp -P <port> <user name>@<device ip>:/diag-data.zip

Scenario 3: Specify a new filename but use the default SCP port
e SSH/SCP port is the default (22), and the accessed PX3TS is a standalone device.
e Renaming the diagnostic file is wanted.

scp <user name>@<device ip>:/diag-data.zip <filename>

Scenario 4: Specify a different SCP port and a new filename
e SSH/SCP port is NOT the default (22), or the accessed PX3TS is a Port-Forwarding expansion device.
e Renaming the diagnostic file is wanted.

scp -P <port> <user name>@<device ip>:/diag-data.zip <filename>

2. Type the password when prompted.
3. The system downloads the specified data from the PX3TS onto your computer.

¢ If you do NOT specify a new filename in the command, such as Scenarios 1 or 2, the downloaded
file's default name is "diag-data.zip."

e [f you specify a new filename in the command, such as Scenarios 3 or 4, the downloaded file is
renamed accordingly.
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» SCPexample:
scp admin@192.168.87.50:/diag-data.zip .

» Windows PSCP command:
PSCP in Windows works in a similar way to the SCP.

e pscp -P <port> <user name>@<device ip>:/diag-data.zip <filename>

Uploading or Downloading Raw Configuration Data

You can download the raw configuration data of a specific device for review, backup or modification.

After modifying or creating any raw configuration data, you can upload it to a specific device for
changing its configuration. The uploaded raw configuration file can contain only partial configuration
keys that you want to modify. Other settings that are not contained in the uploaded file will remain
unchanged.

Syntax of the raw configuration data is completely the same as the syntax in the config.txt file. See
config.txt.

Warning: Some configuration keys in the downloaded raw configuration are
commented out, and those must NOT be part of the configuration that will be
uploaded to any device. See Keys that Cannot Be Uploaded (on page 636).

» To download raw configuration data:

1. Type one of the following SCP commands and press Enter.

Scenario 1: Use the default SCP port and default filename
® SSH/SCP port is the default (22), and the accessed device is a standalone device.
e The raw configuration file's default filename "raw_config.txt" is wanted. Then add a dot (.) in the end
of the SCP command as shown below.

scp <user name>@<device ip>:/raw config.txt

Scenario 2: Specify a different SCP port but use the default filename
® SSH/SCP port is NOT the default (22), or the accessed device is a Port-Forwarding expansion device.

e The raw configuration file's default filename "raw_config.txt" is wanted. Then add a dot in the end of
the SCP command as shown below.

scp -P <port> <user name>@<device ip>:/raw_config.txt

Scenario 3: Specify a new filename but use the default SCP port
e SSH/SCP port is the default (22), and the accessed device is a standalone device.

e Renaming the raw configuration file is wanted.

scp <user name>@<device ip>:/raw config.txt <filename>
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Scenario 4: Specify a different SCP port and a new filename
e SSH/SCP port is NOT the default (22), or the accessed device is a Port-Forwarding expansion device.

e Renaming the raw configuration file is wanted.

scp -P <port> <user name>@<device ip>:/raw config.txt <filename>

e <user name> is the "admin" or any user profile with Administrator Privileges.
e <device ip>is the IP address or hostname of the device whose data you want to download.

e <port> is the current SSH/SCP port number, or the port number of a specific link unit device in the
Port-Forwarding chain.

e <filename> is the new filename of the downloaded file.
2. Type the password when prompted.
3. The system downloads the specified data from the device onto your computer.

¢ If you do NOT specify a new filename in the command, such as Scenarios 1 or 2, the downloaded
file's default name is "raw_config.txt."

e [f you specify a new filename in the command, such as Scenarios 3 or 4, the downloaded file is
renamed accordingly.

» To upload raw configuration data:

1. Type one of the following SCP commands and press Enter.

Scenario 1: Only one device to configure, with the default SCP port
e SSH/SCP port is the default (22), and the accessed device is a standalone device.

e There is only one device to configure so a CSV file for device-specific settings is NOT needed.
scp <config file> <user name>@<device ip>:/raw config update

Scenario 2: Only one device to configure, with a non-default SCP port
e SSH/SCP port is NOT the default (22), or the accessed device is a Port-Forwarding expansion device.

e There is only one device to configure so a CSV file for device-specific settings is NOT needed.

scp -P <port> <config file> <user name>@<device ip>:/raw config update

Scenario 3: Multiple device to configure, with the default SCP port
e SSH/SCP port is the default (22), and the accessed device is a standalone device.
e There are multiple devices to configure so a CSV file for device-specific settings is needed during the
upload.

scp <dev_list file> <config file> <user name>@<device ip>:/
raw_config update/match=<col>

Scenario 4: Multiple device to configure, with a non-default SCP port
® SSH/SCP port is NOT the default (22), or the accessed device is a Port-Forwarding expansion device.
e There are multiple devices to configure so a CSV file for device-specific settings is needed during the
upload.

scp -P <port> <dev list file> <config file> <user name>@<device ip>:/
raw_config update/match=<dev_col>
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e <config file>isthe filename of the custom raw configuration that you want to upload.

e <user name> is the "admin" or any user profile with Administrator Privileges.

e <device ip> is the IP address or hostname of the device where you want to upload the specified
file.

e <port> is the current SSH/SCP port number, or the port number of a specific expansion device in
the Port-Forwarding chain.

e <dev_list file>isthe name of the CSV file for configuring multiple device with device-
specific settings. For this file's format, see devices.csv.

= For device-specific settings in the <config file>, refer each device-specific configuration
key to a specific column in the <dev_1ist file>. See config.txt.

¢ <dev_col> comprises "serial:" or "mac:" and the number of the column where the serial number
or MAC address of each device is in the uploaded CSV file. This is the data based on which each
device finds its device-specific settings.

For example:
= If the second column contains each device's serial number, the parameter is then serial: 2.

= If the seventh column contains each device's MAC address, the parameter is then mac: 7.

» SCP examples:

e Raw configuration download example --
scp admin@192.168.87.50:/raw_config.txt config.txt
e Raw configuration upload example with the configuration file only --
scp config.txt admin@192.168.87.50:/raw_config update
e Raw configuration upload example with both configuration and device list files --

scp devices.csv config.txt admin@192.168.87.50:/raw_config update/
match=serial:2

» Windows PSCP commands:

PSCP in Windows works in a similar way to the SCP.

® pscp -P <port> <user name>@<device ip>:/raw config.txt <filename>

e pscp -P <port> <CSV file> <config file> <user name>@<device ip>:/
raw_config update/match=<col>

» Alternative of bulk configuration via SCP:

Both methods of uploading 'bulk configuration' file or 'raw configuration' file via SCP can serve the
purpose of bulk configuration. The only difference is that you can configure device-specific settings with
the upload of raw configuration but not with the 'bulk configuration' file.

Keys that Cannot Be Uploaded

The raw configuration downloaded from any PX3TS contains a few configuration keys that are
commented out with either syntax below.
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These configuration keys cannot be part of the configuration that you will upload to any PX3TS. That is,
they should be either not available or remain commented out in the configuration file you will upload.

Comment syntax Description
HINTERNAL# Internal use only. They are NOT user configurable settings.

#OLD/INVALID# These keys are old or invalid ones.
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Resetting to Factory Defaults

Important: Exercise caution before resetting the PX3TS to its factory defaults.

This erases existing information and customized settings, such as user profiles,
threshold values, and so on. Only energy data and firmware upgrade history are
retained.

In This Chapter

Factory Default Settings. . .. ...t 638
Usingthe CLICommand. . ... ... . i e 639
Usingthe Reset Button. . ... ... . i e e 639

Factory Default Settings

Only secure access--physical or by secure network protocols--is enabled by default in Xerus.

During the first login, before any service can be used, you are forced to change the default password.

» Default configuration:
The factory default configuration disables these services:

e SNMP Agent (remains disabled even after default password is changed)
e SCPinterface (disabled until default password is changed)

The factory default configuration enables these services:

e Both Ethernet ports are IPv4 enabled for DHCP with access to APIPA link local address
e HTTPS Server

e SSH Server

e Console (not applicable to PX4/PRO4X models)

» Default password change requirement:

The default password must be changed upon first use, before any other configuration changes or device
access are allowed. In factory default configuration, the following protocols and tools, with the
following restrictions, allow you to first update the default password:

e HTTPS Server Web User Interface: Restricted to a password change page/form only.
e HTTPS Server (JSON APl Web Service): API limited to a password change for the default account.
e SSH Server: Prompts for a password change.

e Console: Prompts for a password change.
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Note: Once the default password is changed, the restrictions are removed and the device resumes
normal operations for the protocols and tools listed above. Upon any reset to factory defaults, the
restrictions will again be enforced and a change to the default password will again be required.

Using the CLI Command

The Command Line Interface (CLI) provides a reset command for resetting to factory defaults.

» To reset to factory defaults after logging in to the CLI:

1. Login to the CLI by typing the user name "admin" and its password.
2. After the # system prompt appears, type either of the following commands and press Enter.

# reset factorydefaults
- OR -
# reset factorydefaults /y

3. If you entered the command without "/y" , a message appears prompting you to confirm the
operation. Type y to confirm the reset.

4. Wait until the reset is complete.

» To reset to factory defaults without logging in to the CLI:

You can also reset the product to factory defaults in the CLI prior to login. This option requires physical
access to the unit, either at the console (for older models) or using a USB configuration method.

1. Connect to the PX3TS and launch a terminal emulation program.
2. Atthe Username prompt in the CLI, type "factorydefaults" and press Enter.

Username: factorydefaults

3. Type y on a confirmation message to perform the reset.

Using the Reset Button

An RS-232 serial connection to a computer is required for using the reset button.

» To reset to factory defaults using the reset button:

Connect a computer to the device.
Launch a terminal emulation program such as Kermit or PuTTY, and open a window.

Press and release the Reset button while pressing the Esc key of the keyboard several times in rapid
succession. A prompt (=>) should appear after about one second.

Type defaults to reset to the factory defaults.

Wait until the reset is complete.
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Controller Reset Button

This is an example of the reset button location on a sample controller. Port locations may differ on your
models.

o Ol o®
i | ) o O ©O®
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Remote Authentication Examples

In This Chapter

LDAP Configuration Illustration. . .. ... ...t 641
RADIUS Configuration lllustration. .. ...... ... 646
Cisco ISE Xerus TACACS+ Authentication. .......... ..o, 660

LDAP Configuration lllustration

This section provides an LDAP example for illustrating the configuration procedure using Microsoft
Active Directory® (AD). To configure LDAP authentication, four main steps are required:

Determine user accounts and roles (groups) intended for the device
Create user groups for the device on the AD server

Configure LDAP authentication on the device

an oo

Configure roles on the device

Important: TLS is used due to published security vulnerabilities in SSL 3.0. Make
sure your network infrastructure, such as LDAP and mail services, uses TLS rather
than SSL 3.0.

Step A. Determine User Accounts and Roles

Determine the user accounts and roles (groups) that are authenticated for accessing the device. In this
example, we will create two user roles with different permissions. Each role (group) will consist of two
user accounts available on the AD server.

User roles User accounts (members)
PX_User usera

pxuser2
PX_Admin userb

pxuser

Group permissions:
e The PX_User role will have neither system permissions nor outlet permissions.

e The PX_Admin role will have full system and outlet permissions.

Step B. Configure User Groups on the AD Server

You must create the groups (roles) for the PX3TS on the AD server, and then make appropriate users
members of these groups.
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In this illustration, we assume:

The groups (roles) for the PX3TS are named PX_Admin and PX_User.

User accounts pxuser, pxuser2, usera and userb already exist on the AD server.

» To configure user groups on the AD server:

1.

On the AD server, create new groups -- PX_Admin and PX_User.

Note: Refer to the documentation or online help accompanying Microsoft AD for detailed instructions.

Add the pxuser2 and usera accounts to the PX_User group.
Add the pxuser and userb accounts to the PX_Admin group.

Verify whether each group comprises correct users.

i Admin Progeerties - [ 7]=]
Ganernl Mombers | Meeber 01 | Menaged By |
Mambirs.
Elerra | Actese Direciory Folder |

”ﬂ.:.ws-ur lechades! comA s
1] used mchadssl com/Seraceshppyfantan

ol User Properties

Génaial Members | ambar Of | Masaged By |

hlserribaes
Mo | Acthm Civa chony Folder
g Freusiig miLlgen

Step C. Configure LDAP Authentication on the PX3TS

You must enable and set up LDAP authentication properly on the PX3TS to use external authentication.

In the illustration, we assume:

The DNS server settings have been configured properly. See Wired Network Settings and Role of a

DNS Server.

The AD server's domain name is techadssl.com, and its IP address is 192.168.56.3.

The AD protocol is NOT encrypted over TLS.
The AD server uses the default TCP port 389.

Anonymous bind is used.

» To configure LDAP authentication:

642

1.
2.
3.

Choose Device Settings > Security > Authentication.
In the LDAP Servers section, click New to add an LDAP/LDAPS server.
Provide the PX3TS with the information about the AD server.
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Field/setting

IP address / hostname

Copy settings from
existing LDAP server
Type of LDAP server
Security

Port (None/StartTLS)

Port (TLS),
CA certificate

Anonymous bind

Bind DN,
Bind password,

Confirm bind password

Base DN for search

Login Name Attribute

User entry object class

User search subfilter

Raritan.
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Do this...

Type the domain name techadssl.comor IP address 192.168.56.3.

e Without the encryption enabled, you can type either the domain name or IP
address in this field, but you must type the fully qualified domain name if the
encryption is enabled.

Leave the checkbox deselected unless the new LDAP server's settings are similar to
any existing LDAP settings.

Select "Microsoft Active Directory."

Select "None" since the TLS encryption is not applied in this example.

Ensure the field is set to 389.

Skip the two fields since the TLS encryption is not enabled.

Select this checkbox because anonymous bind is used.

Skip the three fields because of anonymous bind.

Type dc=techadssl, dc=com as the starting point where your search begins on
the AD server.

Ensure the field is set to sAMAccountName because the LDAP server is Microsoft
Active Directory.

Ensure the field is set to user because the LDAP server is Microsoft Active Directory.

The field is optional. The subfilter information is also useful for filtering out additional
objects in a large directory structure. In this example, we leave it blank.

643



Field/setting Do this...

Active Directory domain Type techadssl.com.

Add LDAP Server

IP address/hostname 1921658 52 55

Copy settings from existing LOAP server

Selct LDAP Senver ¥

Type of LDAP gerver Microsaft Active Directony v
Security Home r
Part (WonerS2artTLS) 389
Port (TLS) E36

Enable verification of LOAR serve
CA certificate nat set

Certificate file
Allcw expired and mok yet vald certificates
+  Anorryrraous bind
Bind DN
Bind password
Confirm bind password
Base DN for search techaidsal ge-com
Lagin Name Attribute sdbdAccountiame
User endry object class user
User search subfilter
Active Directory domain techadsal.com
Tent Connection

Hote: LDAP authenticated usess will see units freem Default
Preferences

¥ Cancel o Add Server

1. Click Add Server.The LDAP server is saved.
2. Inthe Authentication Type field, select LDAP.
3. Click Save. The LDAP authentication is activated.
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Note: If the PX3TS clock and the LDAP server clock are out of sync, the installed TLS certificates, if any,
may be considered expired. To ensure proper synchronization, administrators should configure the
PX3TS and the LDAP server to use the same NTP server(s).

Step D. Configure Roles on the PX3TS

A role on the PX3TS determines the system and outlet permissions. You must create the roles whose
names are identical to the user groups created for the PX3TS on the AD server or authorization will fail.
Therefore, we will create the roles named PX_User and PX_Admin on the PDU.

In this illustration, we assume:

e Users assigned to the PX_User role can view settings only, but they can neither configure PX3TS nor
access the outlets.

e Users assigned to the PX_Admin role have the Administrator Privileges so they can both configure
PX3TS and access the outlets.

» To create the PX_User role with appropriate permissions assigned:

1. Choose User Management > Roles.

2. Click "l+

a. Type PX User in the Role Name field.

to add a new role.

b. Type a description for the PX_User role in the Description field. In this example, we type "View
PX settings" to describe the role.

C. Inthe Privileges list, select Unrestricted View Privileges, which includes all View permissions. The
Unrestricted View Privileges permission lets users view all settings without the capability to
configure or change them.

| Unrestricted View Privileges
View Authentication Settinga
Wiew Event Settings
View Local Event Log
View Local User Management
View Security Seftings
View SHMP Settings

View Webcam Snapshots and Configuration

d. Click Save.
3. The PX_User role is created.
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Role Mame & Description
Admin System defined sdministrater roke including all privileges

Operator Predefined operator nole

View PX seftings

4. Keep the Roles page open to create the PX_Admin role.

» To create the PX_Admin role with full permissions assigned:

1. Click 1 + to add another role.
a.

Type PX_Admin in the Role Name field.

b. Type a description for the PX_Admin role in the Description field. In this example, we type
"Includes all PX privileges" to describe the role.

C. Inthe Privileges list, select Administrator Privileges. The Administrator Privileges allows users to
configure or change all PX3TS settings.

Privileges e

Select privilege to add to role. Be aware some privileges
may require additional arguments.

Acknowledge Alarms

¥ Administrator Privileges

d. Click Save.
2. The PX_Admin role is created.

Role Hame & Description
Al System deflined administrator role including all privileges
Operator Predefined operator role.
Includes all PX privileges
PX_Uszar Wiew PX settings

RADIUS Configuration Illustration

This section provides illustrations for configuring RADIUS authentication. One illustration is based on the
Microsoft” Network Policy Server (NPS), and the other is based on a FreeRADIUS server.

The following steps are required for any RADIUS authentication:
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1. Configure RADIUS authentication on the PX3TS. See Adding Radius Servers.
2. Configure roles on the PX3TS. See Creating Roles.
3. Configure PX3TS user credentials and roles on your RADIUS server.

¢ To configure using standard attributes, see Standard Attributes (on page ).

¢ To configure using vendor-specific attributes, see Vendor-Specific Attributes (on page ).

Note that we assume that the NPS is running on a Windows 2008 system in the NPS illustrations.

Standard Attributes

The RADIUS standard attribute "Filter-ID" is used to convey the group membership, that is, roles.

e If a user has multiple roles, configure multiple standard attributes for this user.

e The syntax of a standard attribute is:

Raritan:G{role-name}

FreeRADIUS Standard Attribute Illustration

With standard attributes, NO dictionary files are required. You simply add all user data, including user
names, passwords, and roles, in the following FreeRADIUS path.

/etc/raddb/users
» Presumptions in the illustration:

e Username=steve
e Steve's password = test123

e Steve'sroles =Admin and SystemTester

» To create a user profile for "steve" in FreeRADIUS:

1. Goto thislocation: /etc/raddb/users.

2. Add the data of the user "steve" by typing the following. Note that the values after the equal sign (=)
must be enclosed in double quotes (").

steve Cleartext-Password := "testl23"
Filter-ID = "Raritan:G{Admin}",
Filter-ID = "Raritan:G{SystemTester}"

Vendor-Specific Attributes

You must specify the following properties when using a RADIUS vendor-specific attribute (VSA).

e \Vendorcode=13742
e Vendor-assigned attribute number = 26

e Attribute format=String

The syntax of the vendor-specific attribute for specifying one or multiple roles is:

Raritan:G{role-namel role-name2 role-name3}
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For configuration on NPS, see NPS VSA lllustration (on page ).

For configuration on FreeRADIUS, see FreeRADIUS VSA Illustration (on page ).

NPS VSA lllustration

To configure Windows 2008 NPS with the vendor-specific attribute, you must:

a. Add your PX3TS to NPS. See Step A: Add Your PX3TS as a RADIUS Client (on page ).

b. On the NPS, configure connection request policies and the vendor-specific attribute. See Step B:
Configure Connection Policies and Vendor-Specific Attributes (on page ).

Some configuration associated with Microsoft Active Directory (AD) is also required for RADIUS
authentication. See AD-Related Configuration (on page ).
Step A: Add Your PX3TS as a RADIUS Client

The RADIUS implementation on the PX3TS follows the standard RADIUS Internet Engineering Task Force
(IETF) specification so you must select "RADIUS Standard" as its vendor name when configuring the NPS
server.

» Presumptions in the illustration:

e |P address of your PX3TS=192.168.56.29
e RADIUS authentication port specified for PX3TS: 1812
e RADIUS accounting port specified for PX3TS: 1813
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» To add your PX3TS to the RADIUS NPS:

1. Choose Start > Administrative Tools > Network Policy Server. The Network Policy Server console

window opens.

Filde Action \View Help
o= r Bm
€ NPS (Lecal)
4 7 RADIUS Clients and Servers
i RADIUS Clients
3] Remmote RADIUS Server
4 1] Palicies
] Connection Request Pe
2] Netwark Policies
0 Heslth Policies
b B Network Access Protection
% Accounting
- Templates Management

HFS {Local)

e Matwark Pobcy Senver (NP5} allows you bo croste ond enfores asganization-wide natwork access polcies for
chert henalth e muEheni and [T F T 3

Standard Conliguration -
Satect 3 corfipuration soanano from the ket and then chok: B ink Bsiow (o open the sconass wizsrd

[RADIUS serverfor Dial-Up or VPN |

RADIUS server for Dial-Up or YPH Conneclions
When you configure NPS as a RADIUS serverfor DislUp or VPN connmctions_ you creste netwod poboes e
mngsnmw-dmumh-m«wum“mmw

2. Right-click NPS (Local), and select Properties.
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Impeort Cenfiguration

Export Configuration

Start MPS Service

Stop MPS Service

Register server in Active Directory

Properties

View 3

Help
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Verify the authentication and accounting port numbers shown in the properties dialog are the same as
those specified on your PX3TS. In this example, they are 1812 and 1813. Then close this dialog.

General | Fuods

Enter the RADIUS authentication and accounting pod numbers

Putherticaton ez 1545

Buiwertscation delmull ponts 1812, 1645
Aztecrtrg [z
Accmurtng defad pos 18131645

H you dho ingd uaee the FADIUS delault port romibers. you maat
oonfigure exceptions on the finewall for the local computer io
sliow RADELS waffic on the new poris. Leam more

You can configare HFS o monitor [Pvd RADILES traffic, IPvE
REDIS trafhc, or both on specihc network adapbers. Lesrn
A L-l

= I[ — .i

3. Under "RADIUS Clients and Servers," right-click RADIUS Client and select New RADIUS Client. The
New RADIUS Client dialog appears.

@ NPS (Local)

4 | RADIUS Clients and Servers I—
__ L

:E_I RADIUS Cl —
i Remote RZ
b =] Policies Export List
b b Metwork Acce View X
- Accountin
I+ E Templatesgma Refresh
Help

4. Do the following to add your PX3TS to NPS:
a. Verify the "Enable this RADIUS client" checkbox is selected.
b. Type a name for identifying your PX3TS in the "Friendly name" field.
C. Type 192.168.56.29 in the "Address (IP or DNS)" field.
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d. Select RADIUS Standard in the "Vendor name" field.
e. Select the Manual radio button.

f. Type the shared secret in the "Shared secret" and "Confirm shared secret" fields. The shared
secret must be the same as the one specified on your PX3TS.

New RADIUS Client =

Ssttmgs | Advanced
[ Eruable this RADIUIS chert

Bisme and Addeess

Frisndly name:

_ﬁaru-.[lo-rm

Aodress (0P o DN

192 168 56 29 [ ey |
Shaved Secrel

Salect an miting Shaved Seceets iempiste
None fi

Te manually type 8 shared secrel., chck Manual. To mtomatically genamie o shaned
secret. chok Generate. You must configure the RADILS dhent with the same shaned
sacred ariened hare, Shared secrels bee cass-senstive

= Marasl Genarsts
Shuared secent

L L L]

|

5. Click OK.
Step B: Configure Connection Policies and Vendor-Specific Attributes

You need to configure the following for connection request policies:

e |P address or host name of the PX3TS

e Connection request forwarding method
e Authentication method(s)

e Standard RADIUS attributes

» Presumptions in the illustration:

IP address of your PX3TS=192.168.56.29
Local NPS server is used
RADIUS protocol selected on your PX3TS = CHAP

e Existing roles of your PX3TS = Admin, User and SystemTester
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652

» llustration:

1.

® You can leave the "Type of network access server" field to the default -- Unspecified.

£

Py aimims
| Farttar Dorwrwor oty

Open the NPS console, and expand the Policies folder.

€5 NPS (Local)
4 [ | RADIUS Clients and Servers
o RADIUS Clients
37 Remote RADIUS Server Groups

A EJ' Policies

| Connection Request Pelicies
| Metwork Policies

| Health Policies

[+ Metwaork Access Protection
‘EI Accounting

t Wl Ternplates Management

&

File Action View Help

e = 2=
€ NPS (Local)

i -
4 |=| Policies

.; Conpoctine Dot Do

B[ RADIUS Clients and Servers |_
C

7 Netw Mew
| Healf Refresh
[+ 5 Metwork
‘EI Account Help

Type a descriptive name for identifying this policy in the "Policy name" field.

Natwork, oorvecton metod

St B g of metwndc soomn server Sl sandy S conmachion regut 5 WS Tou Can eslec! el ar ceteor scom v
et o el M Dl fu e i festeh, o et e B0 1 e teiy petoh o meviei 00 e
= =

Urmgac

B g of rammnd OO Y
Srwm el
o mpmche

Specify Connedtion Request Policy Name and Connection Typs

Vs EBe BERORY B mBm o e CoanCtan FGSRET DOSCY B The B of Dannecoons o whach B polor 8 RRpRed.s

Right-click Connection Request Policies and select New. The New Connection Request Policy dialog
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5. The "Select condition" dialog appears. Click Add.

Sefeck 3 condtion. s Whion clck Al
MHAS |denbifs
The MAS Identiier condibion speches & chascter tiring that i the name of the fetvork. sccess server (&S] Vou
can use palisn malching snlas lo ipecily HAS names.

NAS IPvbAddiess

The NAS IPE Addenss cordiaon specifies & chiacies ting thal & the IPVE sddee of the MAS, You can e
patiem malching syntax to specly IPvE networks
HAS Parl Type

Tmmmtmmmhwdmmwnmanummm
ISDH, hunnels o virhaal private networkes, [EEE 80211 winsless, and Ethemet swatches.

6. The NAS IPv4 Address dialog appears. Type the PX3TS IP address -- 192.168.56.29, and click OK.

Specify the IPv4 address of the network access server sending the access
request message. You can use pattem matching symta.

|152.168.56.29
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7. Click Next in the New Connection Request Policy dialog.

Spedily Conditions
* ity T =g of et P i s ol i
2 wenm i oF G [DWETEE A RET R,
e
| Coedmen i
B HAS Pk Aagean i
Coralion. descriglion.
i
[ Pwome [ Wt | Frer |[ Ewed ]

8. Select "Authenticate requests on this server" because a local NPS server is used in this example.

Then click Next.

Note: Connection Request Forwarding options must match your environment.

Spedily Connection Request Forwarding
e T e T Y T P
renche RADIS sy w growg.
Tl ey corulit o e e e
[ N ) = A
i "
[“""'f':— m“wmu-mm-
Lo ] B et e e e
| N T —— T VY SR W e —
e . =)
[ ][ ] e [[[Eeed ]
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9. When the system prompts you to select the authentication method, select the following two
options:

e QOverride network policy authentication settings
e CHAP -- the PX3TS uses "CHAP" in this example

Note: If your PX3TS uses PAP, then select "PAP."

Bew Corvottron Reguest Policy =]
Configure Settings

=T FPF Bl LR iR TR BT gt B] F 8 B 17 TSSO e gt e CRm LA F e B
e

Tariayrs B o e ol Fussh ORTY
1 cordiiorn macr- B corvecor reguesl and B pokcy grarts scoeen sefrgs m aoyies

Tardlram
T il il b b FADVUY (e bdledl & FADLT dariad] @itede ol
AW b Sy il B IF ryow o ol o iSvtue. i i rot seet Ao AADALE clortn See
B T e T e e —
7 Wewmiir S I
Hanw Vb
ki
ot ot b= =

10. Select Vendor Specific to the left of the dialog, and click Add. The Add Vendor Specific Attribute
dialog appears.

11. Select Custom in the Vendor field, and click Add. The Attribute Information dialog appears.
12. Click Add, and the Vendor-Specific Attribute Information dialog appears.
13. Click "Enter Vendor Code" and type 13742.

14. Select "Yes, it conforms" to indicate that the custom attribute conforms to the RADIUS Request For
Comment (RFC).

15. Click Configure Attribute, and then:
a. Type 26 in the "Vendor-assigned attribute number" field.
b. Select String in the "Attribute format" field.

C. Type Raritan:G{Admin User SystemTester} in the "Attribute value" field. In this example, three
roles 'Admin,' 'User' and 'SystemTester' are specified inside the curved brackets {}.

Note that multiple roles are separated with a space.
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16. Click OK.
FreeRADIUS VSA lllustration

A vendor-specific dictionary file is required for the vendor-specific-attribute configuration on
FreeRADIUS. Therefore, there are two major configuration steps.

a. Use a dictionary to define the Raritan vendor-specific attribute

b. Add all user data, including user names, passwords, and roles
» Presumptions in the illustration:

e Raritan attribute = Raritan-User-Roles
e Username=steve
e Steve's password = test123

e Steve'sroles =Admin, User and SystemTester

» Step A -- define the vendor-specific attribute in FreeRADIUS:

1. Goto this location: /etc/raddb/dictionary.
2. Type the following in the Raritan dictionary file.
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VENDOR Raritan 13742

BEGIN-VENDOR Raritan

ATTRIBUTE Raritan-User-Roles 26 string
END-VENDOR Raritan

» Step B -- create a user profile for "steve" in FreeRADIUS:

1. Gotothislocation: /etc/raddb/users.

2. Add the data of the user "steve" by typing the following. Note that the values after the equal sign (=)
must be enclosed in double quotes (").

steve Cleartext-Password := "testl23"

Raritan-PDU-User-Roles = "Raritan:G{Admin User SystemTester}"

AD-Related Configuration
When RADIUS authentication is intended, make sure you also configure the following settings related to

Microsoft Active Directory (AD):

e Register the NPS server in AD

e Configure remote access permission for users in AD

The NPS server is registered in AD only when NPS is configured for the FIRST time and user accounts are
created in AD.

If CHAP authentication is used, you must enable the following feature for user accounts created in AD:

e Store password using reversible encryption

Important: Reset the user password if the password is set before you enable the
"Store password using reversible encryption" feature.
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» To register NPS:

1. Open the NPS console.

2. Right-click NPS (Local) and select "Register server in Active Directory."

b Network Policy Server

Fle Acion MView Hep
@ |m Hm

E—

= . RA
3 Export Configuration
-1:5 Stark NP oService
B L Pl cino HPS Service
8l Register server in Active Directory
| Properties
* He
].5; Aol View k
Help
3. Click OK, and then OK again.

To enable NP5 to authenbcate users in Bwe Actve Directory, the computers
rurring NP5 must be suthorized to read users’ dial-n proparties from the

Do you wish to authorire B computer to read users’ dalsn propertes fom

the dold.com doman?
_ o |

Thiz computer & now Suthorined 1o résd users dial-n propartes from doman
o, com,

Te suthonre this computer to read users daln properbes from other
domains, Yo must register this computer to be a member of the RASHPS
Servers Group in that domain,

=
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» To grant PX3TS users remote access permission:

1. Open Active Directory Users and Computers.

2. Open the properties dialog of the user whom you want to grant the access permission.

3. Click the Dial-in tab and select the "Allow access" checkbox.
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» To enable reversible encryption for CHAP authentication:

1. Open Active Directory Users and Computers.
2. Open the properties dialog of the user that you want to configure.

3. Click the Account tab and select the "Store password using reversible encryption" checkbox.

Member | Den | B [=E

Remctecortndl | Teminal Services | oM

Genesnl | Addwss  Accourt | Prolfie | Telephorss | Organmten |

Lhser kogon name:

| | =

Leer lagon name re-YWindows 2000):

lElCM-". |Administntor

Logen Houwrs. J Lieg O To |

™ Urdock account

Aocount gotions:

T Uk i i el B el i‘

I Lser carnol changs password

I Pazsward raver sparns

| Siors passweord Using rvensbis sncryplion =

[ oot expies -

[ Meyer

| € Ere [Sectey . Mey 237005 =
[Cox ] comes | sy | v |

Cisco ISE Xerus TACACS+ Authentication

» Configuring Cisco ISE 2.1.x for authenticating TACACS users on the Xerus Platform

Xerus performs authorization through the user’s membership in local roles. You must create a local role
on Xerus and matching role (case sensitive) on Cisco ISE.
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» Configure TACACS+ on Xerus:

Log in to PX3TS with an administrative account.

Select Access Device Settings > Security > TACACS+ and add the Cisco ISE running the TACACS+
server. Select the Type of TACACS+ authentication types (ASCIl/PAP/CHAP/MS-CHAP) as appropriate

and match the TACACS+ server.

=i
Mol TACALS s Spryae
# o e T m
e e e e .
I T
Pt "
[ T T—
T .
L '
S me — 5
L et — il
T ree—
e TAGAIH et ated i md e e Ertad Brtrae
—

3. Create Roles with appropriate permissions by accessing User Management > Roles > and clicking on

1+
Add Role

MNew Role

Fole name

Desanptaon
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» Configure Cisco ISE:

Add the Xerus device to Cisco ISE server:
1. Access Cisco ISE Web URL https://x.x.x.x/admin and log in with administrative credentials.
2. Select Access Work Centers tab > Network Access > Network Resources. On Network Devices click

k- Add

‘e IOETly Services Engmne FHome » Ciorend Yisitity » Cipesrabions v Polcy » Admarmsiyabon = var Cenlers
whetwon Access b Ouest Access 0 TnastSec o BYOD 0 Profer ¢ Posime ¢ Device Acmenesahon [rrra————
» Owervew o igendiies |0 Omoups  Exild Soueces = Network Resources Dewice Oeoups  » Poilicy Elements r ik
——
o
Pefwork Devices Network Deyioes
Defanilt Dewica
r ds 2dd . Lrspurnt - 1
Extornal RADIUS Servers T 3 & (=] i B
AT TP Fralie Name Lol SASENnO Py
Authorization Pogy

RADIUS Server Sedusndes

3. Configure Name, Description, IP Address/Range, enable the TACACS Authentication Settings option,
set Shared secret, and click Submit to save changes. Be sure to enable Enable Single Connect Mode
option and select the TACACS Draft Compliance Single Connect Support radio button.

tiwre | Xann B0 m

Dvvcr Pighis 2z Cuco =

Yoty Do roug
Dwwecn Tres [ Dwwe Trpen 0 || |Gk T Dl
Lecesen [af Lacmen T | | et e Dndet

* RADFUT AL TCanon Senngl

Yl o TACACY Achwedcaion SeSeg

Shared B | serem T Shies | Ramiw

Enacis ngi Connect lode
Ly Cacn Devw
= TACACE Grafl Compiancs Soge Corme) Sopesd

b Afaprind Trathe; Safirgn

Bl e

b SHAM Saega

Create/Edit Users:
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Note: If your environment already has user accounts or configured with external identity source (AD/
LDAP), you may skip this step.

Add
1. Access Work Centers > Device Administration > Identities > and click to add a user.
: - s T —
_— -

wmw [ Laal
-0
[t
Pt e
Faaress Tore -
Fairumd L T
g Famimaed | samsems e, Lol 1 F i 1
e Py

LRy p———
Fanl b | Fmen
[T L e p—
* Buxosesl Oty
R
g P o e g
* Ravruesst Enabvis Py
.
ST ——

Tl - e

Create TACACS Profile Policy Element:

1. On Access Work Centers tab>select Device Administration > Policy Elements > Results >TACACS
== Add

Profiles and click to add a profile.
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down, select option Mandatory, Attribute Name as Xerus:roles and value PDU_Admin where

v
PDU_Admin is the role name created locally on Xerus. (Case sensitive) then Click on to add
attribute then click Submit to save changes.

TACACS Profie

Tiriil Arribuits View

Corenoe Tayuy

Cuskam Aftribudad

Configure/Create Device Admin Policy Set
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1. Onthe Work Centers tab, click Device Administration > Device Admin Policy Sets. Click

to
create a new policy set in left pane. New Policy Set 1 will be created
e e ey - =
O = = F =
o : e = g
v i B e—— : S )
e
2. Click Edit, enter the Name, Description, and Condition (optional), and click Done. Authentication
Policy is optional unless it is explicitly required for security guidelines.
[PPSR ISR RSt | CEE W -
.-_“:_._. :
e — -
O r——— el
o s -
g
3. Create the required Authorization Policy. Next, click Edit, specify a drop-down / under Command
Sets, select the profile created earlier, and then click Done to save changes.
s i e e s
. gt i e g
Raritan. .~ =
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» Troubleshooting Tips

Logs, and ISE reports are great references to troubleshoot the issues with configuration.

1. Verify from Live Logs under Operations> TACACS that the correct Authorization Policy is applied.

a
Click the Details icon to see more information. Alternatively Choose Work Centers > Device

Administration > Reports > ISE Reports.

FfEFERTIR

[ B N N N N NN
®

2. User authorization may fail on Xerus if an incorrect policy is applied, considering the following
options.

® Moving policy higher up in the order (in case of multiple policy sets).

* More appropriate conditions in policy coupled with device type and location when adding Xerus as
a network device in Cisco ISE.
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Updating the LDAP Schema

In This Chapter

Returning User Group Information. ......... ... .. ... ... 667
Setting the Registry to Permit Write Operations to the Schema.............. 667
Creatinga New Attribute. .. ... .. i i 669
Adding Attributestothe Class. . ... i 670
Updating the Schema Cache. ... ... ... o i 671
Editing rciusergroup Attributes for User Members. . ...................... 671

Returning User Group Information

Use the information in this section to return User Group information (and assist with authorization)
once authentication is successful.

From LDAP/LDAPS

When an LDAP/LDAPS authentication is successful, the PX3TS determines the permissions for a given
user based on the permissions of the user's . Your remote LDAP server can provide these user names by
returning an attribute named as follows:

rciusergroup attribute type: string

This may require a schema extension on your LDAP/LDAPS server. Consult your authentication server
administrator to enable this attribute.

In addition, for Microsoft® Active Directory®, the standard LDAP memberOf is used.

From Microsoft Active Directory

Note: This should be attempted only by an experienced Active Directory® administrator.

Returning user information from Microsoft's® Active Directory for Windows 2000® operating system
server requires updating the LDAP/LDAPS schema. See your Microsoft documentation for details.

1. Install the schema plug-in for Active Directory. See Microsoft Active Directory documentation for
instructions.

2. Run Active Directory Console and select Active Directory Schema.

Setting the Registry to Permit Write Operations to the Schema

To allow a domain controller to write to the schema, you must set a registry entry that permits schema
updates.
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» To permit write operations to the schema:

1. Right-click the Active Directory® Schema root node in the left pane of the window and then click
Operations Master. The Change Schema Master dialog appears.

Change Schema Master d |

The zchema master manages modifications to the zchema. Only one
zemver in the enterprize performs this role.

Current gchema maszter [online]:

rei-gofdi2nzmzt. mypc. mydarmain. com

To transfer the schema master rale to the targeted
domain contraller below, click Change.

rei-gofdi2nzmat. mypc. rmydarnain. com

Claze

2. Select the "Schema can be modified on this Domain Controller" checkbox. Optional
3. Click OK.
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Creating a New Attribute

» To create new attributes for the rciusergroup class:

Click the + symbol before Active Directory® Schema in the left pane of the window.
Right-click Attributes in the left pane.

Click New and then choose Attribute. When the warning message appears, click Continue and the
Create New Attribute dialog appears.

Create New Attribute d |

. Create a Mew Altribute Object
~ |derdification
Commaon Name: |r:use¢gnm

LDAP Display Name:  [rchusesgioup
Uriique %500 Object D: |1.3.E.1.4.1.13?d2.5[l

Description: | LDAP attribute

- Syntax and Range

Syntax: | Case Insensitive String j
Miramum: |1

Maarmun: |H

™ MubiValed ok | Cancel

Type rciusergroup in the Common Name field.

Type rciusergroup in the LDAP Display Name field.

Type 1.3.6.1.4.1.13742.50 in the Unique x5000 Object ID field.

Type a meaningful description in the Description field.

Click the Syntax drop-down arrow and choose Case Insensitive String from the list.

w e N o Uk

Type 1 in the Minimum field.
10. Type 24 in the Maximum field.
11. Click OK to create the new attribute.
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Adding Attributes to the Class

» To add attributes to the class:

670

Click Classes in the left pane of the window.

Scroll to the user class in the right pane and right-click it.

Choose Properties from the menu.
Click the Attributes tab to open it.
5. Click Add.

The user Properties dialog appears.
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L Sctasl dutren e
e elik Fiaal Bl el
L5 dhelinkBridze skl ftrm el
L Frrtarsl Aaitren Shes
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6. Choose rciusergroup from the Select Schema Object list.

Select Sohema Object - 2=

dMasly :I

7. Click OK in the Select Schema Object dialog.
8. Click OK in the User Properties dialog.

Updating the Schema Cache

» To update the schema cache:

1. Right-click Active Directory® Schema in the left pane of the window and select Reload the Schema.
2. Minimize the Active Directory Schema MMC (Microsoft® Management Console) console.

Editing rciusergroup Attributes for User Members

To run the Active Directory® script on a Windows 2003® server, use the script provided by Microsoft®
(available on the Windows 2003 server installation CD). These scripts are loaded onto your system with
a Microsoft® Windows 2003 installation. ADSI (Active Directory Service Interface) acts as a low-level
editor for Active Directory, allowing you to perform common administrative tasks such as adding,
deleting, and moving objects with a directory service.

Raritan
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» To edit the individual user attributes within the group rciusergroup:

From the installation CD, choose Support > Tools.
Double-click SUPTOOLS.MSI to install the support tools.

Go to the directory where the support tools were installed. Run adsiedit.msc. The ADSI Edit window
opens.

T ke s wmie b b=l

rapnin | - gidronct o= | ] Ciarggsbin il slasi o aelieles

F 0 e Pl d0wel v i | ) Cower jogotd et g . dams 0P
1 ) Schomei| et ro mvmer | O o e g S

4. Open the Domain.
5. Inthe left pane of the window, select the CN=Users folder.
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6. Locate the user name whose properties you want to adjust in the right pane. Right-click the user
name and select Properties.
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7. Click the Attribute Editor tab if it is not already open. Choose rciusergroup from the Attributes list.
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8. Click Edit. The String Attribute Editor dialog appears.
9. Type the user (created in the PX3TS) in the Edit Attribute field. Click OK.

String Attribute Editor

Raritan.

A brand of Dlegrand 673



Additional Xerus Information - Assorted Products

In This Chapter
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Reserving IP Addresses in DHCP Servers

Xerus uses the product serial number as the client identifier in the DHCP request. To successfully
reserve an IP address in a DHCP server, use the device's serial number as the unique ID instead of the
MAC address.

Since all network interfaces can be simultaneously enabled and configured with diverse static IP
addresses, the client identifier of each network interface is different. The main difference is the
absence/presence of a suffix, which is the interface name added to the end of the serial number. The
table below lists the client identifiers of all network interfaces.

Interface Client identifier

ETH1 serial number

ETH2 serial number plus the uppercase suffix "-ETH2"
WIRELESS serial number plus the uppercase suffix "-WIRELESS"
BRIDGE serial number

You can reserve the IP addresses of more than one interfaces in the DHCP server if preferred. Note that
you must choose/configure the bridge interface if your device is set to the bridging mode.

Important: In the bridging mode, only the IP parameters of the BRIDGE interface
function. The IP parameters of ETH1/ETH2 and WIRELESS interfaces do NOT
function.

Reserving IP in Windows

To reserve the IP address of any network interface in the Windows DHCP server, you must convert that
interface's client identifier into hexadecimal ASCII codes.

In the following illustration, it is assumed that the serial number is PEG1A00003.
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» Windows IP address reservation illustration:

1. Convert the client identifier of the desired network interface into ASCII codes (hexadecimal).
Interface Client identifier conversion
ETH1 PEG1A00003=50454731413030303033

ETH2 PEG1A00003-ETH2 =50 45 47 3141 3030303033 2D 4554 48 32
e The suffix comprising the dash symbol and the word "ETH2" is also
converted.
WIRELESS | PEG1A00003-WIRELESS =504547314130303030332D574952454C45
5353
e The suffix comprising the dash symbol and the word "WIRELESS" is also

converted.

BRIDGE PEG1A00003 =50454731413030303033
2. Inyour DHCP server, go to the New Reservation dialog, and enter the converted ASCII codes without

spaces.
For example, to reserve the ETH1 interface's IP address, enter the following data in the dialog.

Field Data entered

IP address The IP address you want to reserve.

MAC address The following ASCII codes.
50454731413030303033

Other fields Configure as needed.

Reserving IP in Linux

There are two methods to reserve the IP address of any network interface in the standard Linux DHCP
server (ISC DHCP server):

e Convert an interface's client identifier into hexadecimal ASCII codes.

e Use an interface's original client identifier without converting it into ASCII codes.

In the following illustrations, it is assumed that the PX3TS serial number is PEG1A00003, and the IP
address you want to reserve is 192.168.20.1.

» Illustration with ASCII code conversion:

1. Convert the client identifier of the desired network interface into ASCII codes (hexadecimal).
Interface Client identifier conversion
ETH1 PEG1A00003 =50454731413030303033

ETH2 PEG1A00003-ETH2 =5045 47 3141 30303030332D 45544832

e The suffix comprising the dash symbol and the word "ETH2" is also
converted.
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Interface Client identifier conversion

WIRELESS  PEG1A00003-WIRELESS =5045 47 314130303030332D574952454C45
5353

e The suffix comprising the dash symbol and the word "WIRELESS" is also
converted.

BRIDGE PEG1A00003 =50454731413030303033

2. Separate the converted ASCII codes with a colon, and a prefix "00:" must be added to the beginning
of the converted codes.

For example, the converted client identifier of the ETH1 interface looks like the following:

00:50:45:47:31:41:30:30:30:30:33

3. Now enter the converted client identifier with the following syntax.

host mypx {

option dhcp-client-identifier = 00:50:45:47:31:41:30:30:30:30:33;
fixed-address 192.168.20.1;

}

» lllustration without ASCII code conversion:

1. Use the original client identifier of the desired network interface. DO NOT convert them into ASCII
codes.

2. A prefix "\000" must be added to the beginning of the client identifier.

For example, the client identifier of the ETH1 interface looks like the following:

\000PEG1A00003

3. Now enter the original client identifier with the following syntax. The client identifier is enclosed in
quotation marks.

host mypx {
option dhcp-client-identifier = "\OOOPEG1A00003";
fixed-address 192.168.20.1;

}
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Sensor Threshold Settings

This section explains the thresholds settings for a numeric sensor.

Lower eritical

Lower waming

Upper warning

Uppaer critical
Deassertion hysteresis

Assertion timeout

Thresholds and Sensor States

A numeric sensor has four thresholds: Lower Critical, Lower Warning, Upper Warning and Upper

Critical.

The threshold settings determine how many sensor states are available for a certain sensor and the
range of each sensor state. The diagram below shows how each threshold relates to each state.

above upper critical

Upper Critical

above upper warning

Upper Warning
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normal

Lower Warning

below lower warning

Lower Critical

below lower critical

» Available sensor states:

The more thresholds are enabled for a sensor, the more sensor states are available for it. The "normal’
state is always available regardless of whether any threshold is enabled.

For example:

e When a sensor only has the Upper Critical threshold enabled, it has two sensor states: normal and
above upper critical.

e When a sensor has both the Upper Critical and Upper Warning thresholds enabled, it has three
sensor states: normal, above upper warning, and above upper critical.

States of "above upper warning" and "below lower warning" are warning states to call for your
attention.

States of "above upper critical" and "below lower critical" are critical states that require you to
immediately handle.

» Range of each available sensor state:
The value of each enabled threshold determines the reading range of each available sensor state.

"To Assert" and Assertion Timeout

If multiple sensor states are available for a specific sensor, the PX3TS asserts a state for it whenever a
bad state change occurs.
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» To assert a state:

To assert a state is to announce a new, "worse" state.

Below are bad state changes that cause the PX3TS to assert.

above upper critical

1o

above upper warning

below lower warning

L@

WS

below lower critical
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2. normal --> above upper warning
3. normal --> below lower warning

4. below lower warning --> below lower critical

679



» Assertion Timeout:

Lower Critical s 0
Lower Waming s 0
Upper Warning # 0
Upper Critleal 0
Deasserion Hysteresis o

(]

Assertion Timeout Samples

X Cancel " Save

In the threshold settings, the Assertion Timeout field postpones the "assertion" action. It determines
how long a sensor must remain in the "worse" new state before the PX3TS triggers the "assertion"
action. If that sensor changes its state again within the specified wait time, the PX3TS does NOT assert
the worse state.

To disable the assertion timeout, set it to O (zero).

Note: For most sensors, the measurement unit in the "Assertion Timeout" field is sample. Sensors are
measured every second, so the timing of a sample is equal to a second. Raritan's BCM2 is an exception
to this, with a sample of 3 seconds.

» How "Assertion Timeout" is helpful:

If you have created an event rule that instructs the PX3TS to send notifications for assertion events,
setting the "Assertion Timeout" is helpful for eliminating a number of notifications that you may receive
in case the sensor's readings fluctuate around a certain threshold.

Assertion Timeout Example for Temperature Sensors

Assumption:

Upper Warning threshold is enabled.
Upper Warning = 25 (degrees Celsius)

Assertion Timeout = 5 samples (that is, 5 seconds)
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When a temperature sensor's reading exceeds 25 degrees Celsius, moving from the "normal" range to
the "above upper warning" range, the PX3TS does NOT immediately announce this warning state.
Instead it waits for 5 seconds, and then does either of the following:

e |f the temperature remains above 25 degrees Celsius in the "above upper warning" range for 5

seconds, the PX3TS performs the "assertion" action to announce the "above upper warning" state.

e |f the temperature drops below 25 degrees Celsius within 5 seconds, the PX3TS does NOT perform

the "assertion" action.

"To De-assert" and Deassertion Hysteresis

After the PX3TS asserts a worse state for a sensor, it may de-assert that state later on if the readings

improve.

» To de-assert a state:

To de-assert a state is to announce the end of the previously-asserted worse state.

Below are good state changes that cause the PX3TS to de-assert the previous state.

above upper critical

LD
+‘\.-_J

above upper warning

below lower warning

A

@

below lower critical
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2. above upper warning --> normal
3. below lower warning --> normal
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» Deassertion Hysteresis:

Lower Critical # 0
Lower Waming s 0
Upper Warning # 0
Upper Critlesl s 0
Deasserion Hysteresis o

(]

Assertion Timeout Samples

X Cancel " Save

In the threshold settings, the Deassertion Hysteresis field determines a new level to trigger the
"deassertion" action.

This function is similar to a thermostat, which instructs the air conditioner to turn on the cooling system
when the temperature exceeds a pre-determined level. "Deassertion Hysteresis" instructs the PX3TS to
de-assert the worse state for a sensor only when that sensor's reading reaches the pre-determined
"deassertion" level.

For upper thresholds, this "deassertion" level is a decrease against each threshold. For lower
thresholds, this level is an increase to each threshold. The absolute value of the decrease/increase is
exactly the hysteresis value.

For example, if Deassertion Hysteresis = 2, then the deassertion level of each threshold is either "+2" or
"-2" asillustrated below.

Threshold value Deassertion value

Upper Critical = 33 Deassertion level = 31
e 33-2=31

Upper Warning = 25 Deassertion level = 23
e 25-2=23

Lower Critical = 10 Deassertion level = 12
e 10+2=12

Lower Warning = 18 Deassertion level = 20
e 18+2=20
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To use each threshold as the "deassertion" level instead of determining a new level, set the Deassertion
Hysteresis to 0 (zero).

Note: The difference between Upper Warning and Lower Warning must be at least "two times" of the
deassertion value.

» How "Deassertion Hysteresis" is helpful:

If you have created an event rule that instructs the PX3TS to send notifications for deassertion events,
setting the "Deassertion Hysteresis" is helpful for eliminating a number of notifications that you may
receive in case a sensor's readings fluctuate around a certain threshold.

Deassertion Hysteresis Example for Temperature Sensors
Assumption:

Upper Warning threshold is enabled.
Upper Warning = 20 (degrees Celsius)

Deassertion Hysteresis = 3 (degrees Celsius)

"Deassertion" level = 20-3 = 17 (degrees Celsius)

When the PX3TS detects that a temperature sensor's reading drops below 20 degrees Celsius, moving
from the "above upper warning" range to the "normal" range, either of the following may occur:

e If the temperature falls between 20 and 17 degrees Celsius, the PX3TS does NOT perform the
"deassertion" action.

e If the temperature drops to 17 degrees Celsius or lower, the PX3TS performs the "deassertion"
action to announce the end of the "above upper warning" state.

Default Voltage and Current Thresholds

The following are factory-default voltage and current thresholds. There are no default values set for
lower current thresholds because lower thresholds are not useful.

Availability of diverse thresholds depends on the capability of the model you purchased.
» Single-phase inlets or outlets:

e RMS voltage:

Threshold Default value

Lower critical -6% of minimum rating
Lower warning -3% of minimum rating
Upper warning +3% of maximum rating
Upper critical +6% of maximum rating
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» Overcurrent protectors which aims to protect the PDU's outlets:

684

» Multi-phase inlets or outlets:

Threshold

Hysteresis

RMS current:

Threshold

Upper warning
Upper critical

Hysteresis

Line-Line RMS voltage:
Threshold

Lower critical
Lower warning
Upper warning
Upper critical
Hysteresis

Line RMS current:

Threshold

Upper warning
Upper critical
Hysteresis

Unbalanced current:

Threshold

Upper critical
Upper warning

Hysteresis

OCP RMS current:

Default value

2V

Default value

65% of rating
80% of rating

1A

Default value

-6% of minimum rating
-3% of minimum rating
+3% of maximum rating
+6% of maximum rating

2V

Default value

65% of rating
80% of rating

1A

Default value

10% -- disabled by default
5% -- disabled by default

2%
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Threshold Default value

Upper critical 80% of OCP rating
Upper warning 65% of OCP rating
Hysteresis 1A

» Total residual current:

Threshold Default value
Upper critical 30mA
Hysteresis 15mA

Altitude Correction Factors

If a Raritan differential air pressure sensor is attached to your device, the altitude you enter for the
device can serve as an altitude correction factor. That is, the reading of the differential air pressure
sensor will be multiplied by the correction factor to get a correct reading.

This table shows the relationship between different altitudes and correction factors.

Altitude (meters) Altitude (feet) Correction factor
0 0 0.95
250 820 0.98
425 1394 1.00
500 1640 1.01
740 2428 1.04
1500 4921 1.15
2250 7382 1.26
3000 9842 1.38

Unbalanced Current Calculation

Information on unbalanced current is currently available for 3-phase models only and is not applicable
to Branch Circuit Monitors.

This section explains how the product calculates the unbalanced current percentage.

» Calculation:

1. Calculate the average current of all 3 lines.
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Average current = (L1+L2+L3) / 3

2. Calculate each line's current unbalance by having each line current subtracted and divided with the
average current.

L1l current unbalance = (L1 - average current) / average current
L2 current unbalance = (L2 - average current) / average current
L3 current unbalance = (L3 - average current) / average current

3. Determine the maximum absolute value among three lines' current unbalance values.

Maximum (|Ll1 current unbalance|, |L2 current unbalancel|, |L3 current
unbalance])

4. Convert the maximum value to a percentage.

Unbalanced load percent = 100 * maximum current unbalance
» Example:

e Each line's current:

L1 = 5.5 amps
L2 = 5.2 amps
L3 = 4.0 amps

e Average current: (5.5+5.2+4.0) / 3 = 4.9 amps
e L1 current unbalance: (5.5-4.9)/4.9=0.1224
e |2 current unbalance: (5.2-4.9) /4.9 =0.0612
e |3 current unbalance: (4.0-4.9) /4.9 =-0.1837
e Maximum current unbalance:
Maximum (]0.1224], |10.0612], |-0.1837]) = 0.1837
e Current unbalance converted to a percentage:
100 * (0.1837) = 18%

Ways to Probe Existing User Profiles

This section indicates available ways to query existing user accounts on the PX3TS.

e With SNMP v3 activated, you get the "user unknown" error when the user name used to
authenticate does not exist.

e Any user with the permission to view event rules can query all local existing users via JSON RPC.

* Any user with the permission to view the event log may get information about existing users from
the log entries.

e Any authenticated users can query currently-existing connection sessions, including Webcam-Live-
Preview sessions, which show a list of associated user names.

Role of a DNS Server

As Internet communications are carried out on the basis of IP addresses, appropriate DNS server
settings are required for mapping domain names (host names) to corresponding IP addresses, or the
PX3TS may fail to connect to the given host.

Raritan.

686 i brand of Dlegeand



Therefore, DNS server settings are important for external authentication. With appropriate DNS
settings, the PX3TS can resolve the external authentication server's name to an IP address for
establishing a connection. If the SSL/TLS encryption is enabled, the DNS server settings become critical
since only fully qualified domain name can be used for specifying the LDAP server.

For information on external authentication, see Setting Up External Authentication.

Installing the USB-to-Serial Driver (Optional)

The PX3TS can emulate a USB-to-serial converter over a USB connection. A USB-to-serial driver named
"Dominion PX2 Serial Console" is required for Microsoft” Windows® operating systems.

Download the Windows driver for USB serial console from the Raritan website's Support page
(www.raritan.com/support). The downloaded driver's name is dominion-serial-setup-<n>.exe, where
<n> represents the file's version number.

There are two ways to install this driver: automatic and manual installation. Automatic driver
installation is highly recommended.

» Automatic driver installation in Windows”:

1. Make sure the PX3TS is NOT connected to the computer via a USB cable.

2. Run dominion-serial-setup-<n>.exe on the computer and follow online instructions to install the
driver.

Note: If any Windows security warning appears, accept it to continue the installation.

3. Connect the PX3TS to the computer via a USB cable. The driver is automatically installed.

» Manual driver installation in Windows":

1. Make sure the PX3TS has been connected to the computer via a USB cable.
2. The computer detects the new device and the "Found New Hardware Wizard" dialog appears.

¢ If this dialog does not appear, choose Control Panel > System > Hardware > Device Manager, right-
click the Dominion PX2 Serial Console, and choose Update Driver.
3. Select the option of driver installation from a specific location, and then specify the location where
both dominion-serial.inf and dominion-serial.cat are stored.

Note: If any Windows security warning appears, accept it to continue the installation.

4. Wait until the installation is complete.

Note: If the PX3TS enters the disaster recovery mode when the USB serial driver is not installed yet, it
may be shown as a 'GPS camera' in the Device Manager on the computer connected to it.
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» In Linux:

No additional drivers are required, but you must provide the name of the tty device, which can be found
in the output of the "dmesg" after connecting the PX3TS to the computer. Usually the tty device is
"/dev/ttyACM#" or "/dev/ttyUSB#," where # is an integer number.

For example, if you are using the kermit terminal program, and the tty device is "/dev/ttyACMO,"
perform the following commands:

> set line /dev/ttyACMO

> Connect

Device-Specific Settings

A bulk configuration file will NOT contain any device-specific information like the following list.
For further information, simply open the built-in bulk profile for a detailed list of 'excluded' settings.

e Device name

e SNMP system name, contact and location

e Part of network settings (IP address, gateway, netmask and so on)
e Device logs

e Names, states and values of environmental sensors and actuators
e TLS certificate

e Server monitoring entries

e Asset strip names and rack unit names

e Qutlet names and states

TLS Certificate Chain

A TLS server sends out a certificate to any client attempting to connect to it. The receiver determines
whether a TLS server can be trusted by verifying that server's certificate, using the certificate (chain)
stored on the receiver.

Therefore, to successfully connect to a TLS server, you must upload a valid certificate or (partial)
certificate chain to the receiver.
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The uploaded certificate (chain) must contain all missing certificates "related to" that TLS server's
certificate in some way. Otherwise, the connection made to that TLS server will fail.

e Forinformation on how the uploaded certificate (chain) is related to a TLS server's certificate, see
What is a Certificate Chain (on page ).

e For an example of creating and uploading a TLS certificate to PX3TS, see /llustration - GMAIL SMTP
Certificate Chain (on page ).

What is a Certificate Chain

If you are familiar with a certificate chain, you can ignore this topic and refer to /llustration - GMAIL
SMTP Certificate Chain (on page ).

A certificate or a chain of certificates is used for trusting a TLS server that you want to connect.

The receiver, such as PX3TS, can trust a TLS server only after an appropriate certificate (chain) which is
"related to" that TLS server's certificate is uploaded to the receiver.

» How a certificate chain is generated:

To explain how a TLS server's certificate is "related to" the certificate (chain) that is uploaded to the
receiver, we assume that there are three "related" certificates.

e C(Certificate C. The certificate issued to the TLS server you want to connect.

'Certificate C' is issued by the certificate authority (CA) entity called 'Issuer B'.
e Certificate B. The certificate issued to 'Issuer B'.

'Certificate B' is issued by a CA entity called 'Issuer A', and it is an intermediate certificate.
e C(Certificate A. The self-signed certificate issued by Issuer A. Issuer A is a root CA.

The above three certificates form a certificate path, which is called the "certificate chain".

ROOT SERVER

A |—| B |—| C

Each certificate in the chain is the issuer certificate of the certificate that follows it. That is, A is the
issuer certificate of B, and B is the issuer certificate of C.

Note: In fact many certificate chains may comprise only the root certificate and a TLS server's certificate
and do not have any intermediate certificate(s) like 'Certificate B' involved. Or some chains may contain
more than one intermediate certificates.

Raritan.

& brand of O logeand 639



» Certificate (chain) that you must upload to the receiver, such as PX3TS:

Because the TLS server provides only 'Certificate C', you need to upload a file containing the missing
certificates of the chain (that is, 'Certificate A' and 'Certificate B') to the receiver.

C

, - A = B \/
= | o9 "
SERVER

In reality some servers may provide a partial (or even a full) certificate chain instead of a single server
certificate. If your server provides a partial certificate chain containing 'Certificate B' and 'Certificate C',
then you only need to upload 'Certificate A" to the receiver. If the server has a full certificate chain
containing Certificates 'A’, 'B', and 'C', then you also need to upload the root certificate 'A".

(o
B

4 A = v

| |GI'D
00

> WO

SERVER

Warning: The certificate (chain) uploaded to the receiver must always contain the ROOT certificate even
though the TLS server provides the root certificate. When uploading a (partial) chain onto the PX3TS, it
means you trust each certificate in the chain to certify the authenticity of certificates a server sends to
PX3TS. Therefore, at least the root certificate must be authentic, issued by a CA you trust, and
downloaded from that CA over a secure channel. Never implicitly trust a root certificate that is sent by
the server which you want to connect to. It could have been created by an attacker.
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If either certificate 'A’ or 'B' is missing in the certificate file uploaded to the receiver, the connection to

the wanted TLS server will fail.

C
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00

SERVER
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\

For PX3TS, if any required certificate is missing, a certificate error message similar to the following is

shown on the PX3TS web interface.

Select new certificate

¥ Certificate 'C = US, 0 = GeoTrust Inc., CN = GeoTrust
Global CA" unable to get issuer certificate

Ok

It is NOT recommended to upload the server certificate to the receiver except when it is a self-signed
certificate. Using self-signed server certificates is also not recommended and may not even work in all

cases.

» Order of the chain in the certificate file:

The order of a certificate chain's content in the certificate file uploaded to the receiver must look like

the following.
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e The top is the final intermediate certificate of the chain "B" if you have to upload a partial chain.
e The bottom is always the root certificate "A".

e When copying multiple certificates to a single file, make sure you also copy the lines of BEGIN
CERTIFICATE and END CERTIFICATE from each certificate.

[llustration - GMAIL SMTP Certificate Chain

If you will apply your company's SMTP service to PX3TS, ignore this GMAIL illustration topic. Simply
contact your IT department to retrieve the appropriate certificate (chain) file and upload it to the PX3TS.

This section illustrates the upload of a TLS "root" certificate for using the "gmail.com" SMTP service.

Unlike normal TLS websites, where you can easily find its server certificate by using a Web browser, the
method to find an SMTP server's certificate is more difficult, which requires appropriate tools and
sufficient technical knowledge. For example, you may have to use the openssl command as illustrated
below to retrieve the certificate of the GMAIL SMTP server.

» Step 1 -- Find the certificate(s) the SMTP server has:

1. Issue the following command in the appropriate command line application.

¢ In the following example command, we assume the server "smtp.gmail.com" provides the SMTP
service. You can change the server name, port number, command or even the tool as needed.

openssl s client -showcerts -connect smtp.gmail.com:465

Alternative: To view the certificate chain instead of all certificates, you can remove the "-showcerts"
option from the above command.

1. Information that shows the certificates the SMTP server has is displayed.

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=smtp.gmail.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITEdjCCAl6gAWIBAgIIbzO9vIL20XcwDQYJKoZIhveNAQELBQAWSTELMAKGALIUE

YHKKJH96sSNC+6dLpO0oRritL5z+jn2WFLcQkL2mRoWQ16pYTzPyXB4D

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MITEKDCCAxXCgAwWIBAgIQAQAhJYiw+1lmnd+8Fe2Yn3zANBgkghkiGOwOBAQsFADBC
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MqOS5tzHpCvX2HzLe

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT

b8ravHNjkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate
subject=/C=US/ST=California/L=Mountain View/0=Google Inc/CN=smtp.gmail.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

2. Onscreen information under the title 'Certificate chain' indicates that there are three issuers and
three certificates on this server.

e Each line beginning with the letter "i" indicates an issuer. They are:
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= Google Internet Authority G2
= GeoTrust Global CA
= Equifax Secure Certificate Authority

e Each certificate begins with the line "BEGIN CERTIFICATE" and ends with the line "END
CERTIFICATE".

¢ The topmost certificate is the server certificate.

3. The section titled "Server certificate" indicates that the issuer (CA) Google Internet Authority G2
issues the server certificate.

4. Asthe server has the server certificate and two intermediate certificates, we conclude that this
server sends a partial certificate chain to the receiver.

5. Check whether the issuer "Equifax Secure Certificate Authority" is the root CA.

¢ If yes, you only need to upload the root certificate self-signed by Equifax Secure Certificate
Authority to PX3TS.

¢ If not, you need to find all missing issuer certificates, including the root certificate, and upload
them to PX3TS.

» Step 2 -- Find and download the content of missing issuer certificate(s):

1. View the name of the issuer (CA) at the bottom. In this example, this issuer is 'Equifax Secure
Certificate Authority'.

2. Use theissuer's name 'Equifax Secure Certificate Authority' to search for its certificate on the
Internet, and then download or copy the content from an authentic source, which is usually its
official website.

Important: To prevent the downloaded certificate from being modified or manipulated, you must secure
the download with TLS via a trusted certificate.

3. Asitis found the Equifax Secure Certificate Authority's certificate is self signed by 'Equifax Secure
Certificate Authority', which indicates it is the root CA, there are no more missing certificates to
search for.

» Step 3 -- Upload the missing certificate(s) to PX3TS:

1. Paste the root certificate's content into a plain text file that will be uploaded to PX3TS.

e Content copying must include the lines of "BEGIN CERTIFICATE" and "END CERTIFICATE".
2. Save that file as a.pem, .crt or .cer file. In this example, it is named as "my-root.pem."
3. Upload the file "my-root.pem" to PX3TS for using the GMAIL SMTP service.

Note: If your SMTP server requires the upload of a certificate file comprising multiple certificates, make
sure the order of these certificates is correct in the file. See What is a Certificate Chain (on page ).
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» IMPORTANT NOTE:

If your SMTP server provides a full certificate chain, you should be suspicious whether any attacker
fakes the certificate chain and doubt whether the root certificate on that server is authentic. It is
STRONGLY recommended to download the root certificate from an authentic source, which is usually
the root CA's website, rather than from the server you want to connect.

Xerus Product Integration

This section contains information about possible integrations of Xerus products with other Legrand,
Raritan, Server Technology, or third-party products to provide diverse power solutions. Not all Xerus
products support all integrations.

Connecting a PDU to a Dominion KVM or Serial Device

Some Xerus- firmware PDUs can be integrated with Raritan KVM or Serial devices.
» PDU connection via Feature port (only for PX2, PX3 or PX3TS devices)

Raritan PX series rack PDUs can be connected to the Dominion device using the D2CIM-PWR CIM.
» To connect the rack PDU:

1. Connect a Raritan KX3 KVM switch to the "FEATURE" port of the rack PDU using a D2CIM-PWR CIM
and CATS5 cable. For example, set up as KX3 <-> CAT5 cable <-> D2CIM-PWR CIM <-> "FEATURE" port
of the PX4 PDU. or set up as KX3 <-> CAT5 cable <-> D2CIM-PWR CIM <-> "FEATURE" port of the
PRO4X PDU.

Note: PX2, PX3 or PX3TS series has RJ-45 "FEATURE" port.

1. Attach an AC power cord to the target server and an available rack PDU outlet.
2. Connect the rack PDU to an AC power source.
3. Power on the device.

e E Ifﬁ

Diagram key
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Rack PDU

D2CIM-PWR

KX 1

D2CIM-PWR to rack PDU connection

D2CIM-PWR to KX Il target device port via Cat5 cable

© 0 00 0

» PDU connection via USB port (only for PRO4X and PX4 devices)

PRO3X, PRO4X and PX4 devices do not have a feature port, so the connection to a Power CIM peer can
be achieved through an USB dongle (DSER-PWR-USB-G4, DKX3-PWR-USB-G4 and DSER-CLI-USB-G4) and
a USB-A port. You can use SNMP protocol to communicate to the Raritan KVM or serial devices.

Note: Power CIM peer stands for either a Raritan KVM switch (KX2, KX3 via D2CIM-PWR) or a Raritan
serial switch (SX2, KSX2).

» To connect PX4 or PRO4X

1. You can connect a Raritan KX3 KVM Switch via Power CIM DKX3-PWR-USB-G4 or via Power CIM
DSER-CLI-USB-G4 for a CLI connection or Power CIM DSER-PWR-USB for a serial device. Listed here
are the several ways devices can be connected via power CIMs.

¢ To connect a Raritan KX3 KVM Switch to one of the PDU's USB-A ports use a CAT5 cable and a
Power CIM (DKX3-PWR-USB-G4 USB dongle). For example, set up as KX3 <-> CAT5 cable <-> DKX3-
PWR-USB-G4 <-> PX4 PDU USB-A or set up as KX3 <-> CAT5 cable <-> DKX3-PWR-USB-G4 <-> PRO4X
PDU USB-A.

e To connect a Raritan KX3 KVM Switch and DSAM module to one of the PDU's USB-A ports use a
CATS5 cable and a Power CIM (DSER-CLI-USB-G4 dongle) For example, set up as KX3 <-> DSAM <->
CATS5 <-> DSER-CLI-USB-G4 <-> PX4 PDU USB-A or set up as KX3 <-> DSAM <-> CAT5 <-> DSER-CLI-
USB-G4 <-> PRO4X PDU USB-A.

e To connect a PC using a USB port requires a DSER-CLI-USB-G4 dongle, a USB-to-Serial adapter, and
a Cisco cable. For example, set up as PC <-> USB-to-serial adapter <-> Cisco cable <-> DSER-CLI-USB-
G4 <-> PX4 PDU USB-A or set up as PC <-> USB-to-serial adapter <-> Cisco cable <-> DSER-CLI-USB-
G4 <-> PRO4X PDU USB-A.
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» Only for PX4
® To connect a PC with a Serial port requires a DSER-CLI-USB-G4 dongle and a Cisco cable. For
example, set up as PC serial port <-> Cisco cable <-> DSER-CLI-USB-G4 <-> PX4 PDU USB-A.

¢ To connect a Serial Console Server, such as the Raritan SX2 to one of the PX4’s USB-A ports use a
CATS cable and a DSER-PWR-USB-G4 USB dongle. For example, set up as Serial Console Server (such
as the SX2) <-> CAT5 cable <-> DSER-PWR-USB-G4 <-> PX4 PDU USB-A.

» Only for PRO4X

e To access a serial device you can connect a Raritan DSAM Serial Access Module (DSAM) directly to
the PRO4X PDU's USB-A port, and the serial device would then connect directly to an available RJ45
port on the DSAM module. NOTE: This functionality requires Xerus Firmware 4.0.20 or later.

Attach an AC power cord to the target server and an available the PDU outlet.
Connect the PDU to an AC power source.
Power on the device.

Power IQ Configuration

Sunbird's Power 1Q is a software application that collects and manages the data from different PDUs
installed in your server room or data center. With this software, you can:

e Do bulk configuration for multiple PDUs
e Name outlets on different PDUs

e Switch on/off outlets on outlet-switching capable PDUs

For more information on Power IQ, refer to the Power IQ online help on the Sunbird website: http://
support.sunbirddcim.com.

Connecting a Modbus RTU Device or Bus

If connecting the Modbus RTU devices to Xerus PDU and enabling the Modbus Gateway feature, the
Modbus TCP clients on your network will be able to communicate with those Modbus RTU devices
attached to Xerus PDU.

» To use the Modbus Gateway feature:

1. Connect a Modbus RTU device, or a Modbus bus with multiple RTU devices, to the Xerus PDU via
two adapters described below.
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a. Connect an isolated RS485-t0-RS232 adapter to the Modbus RTU device or Modbus bus.
b. Connect an RS232-to-USB adapter (using FTDI's FT232 chip) to the RS485-t0-RS232 adapter.
C. Connect the RS232-to-USB adapter to the USB-A port on the Xerus PDU.

2. Onthe Xerus PDU, enable and properly configure the Modbus Gateway feature. See Changing
Modbus Settings.

» Communications between Modbus TCP and RTU devices:

e The Xerus PDU acts only as a message gateway for the Modbus TCP client.

Messages from the Modbus TCP client(s) are passed through the Xerus PDU to the connected Modbus
RTU devices or Modbus bus.

e The Modbus RTU devices on the bus are identified with their Modbus RTU addresses using the
Modbus unit identifier addresses in the Modbus TCP protocol.

If the Modbus TCP client does not support unit identifier addressing, refer to Changing Modbus
Settings.

e The Xerus PDU supports communications to multiple Modbus RTU devices. Note that the connected
Modbus RTU devices are invisible to the Xerus PDU.

dcTrack

Sunbird's dcTrack” is a product that allows you to manage the data center. The PX3TS is categorized as a
power item in dcTrack.

You can use dcTrack to:

e Record and manage the data center infrastructure and assets

e Monitor the electrical consumption of the data center

e Track environmental factors in the data center, such as temperature and humidity
e Optimize the data center growth

For more information on dcTrack, refer to the online help accessible from the dcTrack application, or
user documentation available on the Sunbird's website: http://support.sunbirddcim.com.

Asset Management Strips and dcTrack

If any asset strips are connected to the PX3TS, the PX3TS can transmit their information to Sunbird's
dcTrack. Add the PX3TS to dcTrack, and also add each IT item where an asset tag is attached to dcTrack.

If SNMP is enabled, event information can be transmitted to dcTrack. Specifically, Sunbird's Power 1Q
detects when an asset tag is connected or disconnected from an asset strip. Power IQ then generates a
connection or disconnection event. When dcTrack polls Power 1Q, the connection/disconnection events
are pulled into dcTrack, and displayed in the dcTrack Web Client.

» To poll and display asset management events in dcTrack

e The PX3TS that the asset strip is connected to must exist in dcTrack.
e Each IT item connected to the asset strip via an asset tag must exist in dcTrack.

You do not need to manually enter the asset tag IDs for IT items that already exist in dcTrack as long
as these items are in the Installed status.
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Plug the item's asset tag into an asset strip that is connected to the PX3TS that exists in dcTrack.
dcTrack automatically assigns the asset tag ID to the existing IT item.
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700

Third Party Licenses

This appendix contains third party licenses for software used by Xerus that require including the license

in documentation.

For information on open source software, see: https://www.raritan.com/about-us/legal/open-source-

software-statement
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Licenses - Angular

@angular-devkit/build-angular
MIT
The MIT License

Copyright (c) 2017 Google, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and

associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to
the following conditions: The above copyright notice and this permission notice shall be included in all

copies or substantial portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

@angular-devkit/core

MIT

The MIT License

Copyright (c) 2017 Google, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to
the following conditions: The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

@angular/animations

MIT

@angular/cdk

MIT

The MIT License

Copyright (c) 2021 Google LLC.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to

the following conditions: The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

@angular/common

MIT

@angular/core

MIT

@angular/forms

MIT

@angular/material

MIT

The MIT License

Copyright (c) 2021 Google LLC.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to

the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

@angular/platform-browser
MIT
@angular/router

MIT
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@babel/runtime
MIT
MIT License

Copyright (c) 2014-present Sebastian McKenzie and other contributors Permission is hereby granted,
free of charge, to any person obtaining a copy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including without limitation the rights to use,
copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

@ctrl/ngx-chartjs

MIT

MIT License

Copyright (c) Scott Cooper <scttcper@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

@ngx-translate/core
MIT

chart.js
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MIT
The MIT License (MIT)
Copyright (c) 2018 Chart.js Contributors

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

core-js
MIT
Copyright (c) 2014-2021 Denis Pushkarev

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

regenerator-runtime
MIT
MIT License

Copyright (c) 2014-present, Facebook, Inc.
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Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

rxjs

Apache-2.0

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity. For the purposes of this definition, "control" means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract

or otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.
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"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces
of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized
to submit on behalf of the copyright owner. For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives,
including but not limited to communication on electronic mailing lists, source code control systems, and
issue tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing
and improving the Work, but excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual,

worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section) patent
license to make, have made,

use, offer to sell, sell, import, and otherwise transfer the Work, where such license applies only to those
patent claims licensable

by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination of
their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute patent
litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct or contributory patent infringement,
then any patent licenses granted to You under this License for that Work shall terminate as of the date
such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices stating that You changed the files; and
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(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do
not pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the Source
form or documentation, if provided along with the Derivative Works; or, within a display generated by
the Derivative Works, if and wherever such third-party notices normally appear. The contents of the
NOTICE file are for informational purposes only and

do not modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.

Notwithstanding the above, nothing herein shall supersede or modify the terms of any separate license
agreement you may have executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES
OR CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties
or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR
PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the
Work and assume any risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof,
You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other
liability obligations and/or rights consistent with this License. However, in accepting such obligations,
You may act only on Your own behalf and on Your sole responsibility, not on behalf of any other

Raritan

Abrand of O begeand 707



Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for any
liability incurred by, or claims asserted against, such Contributor by reason of your accepting any such
warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[]" replaced with your own identifying information. (Don't include the brackets!)
The text should be enclosed in the appropriate comment syntax for the file format. We also recommend
that a file or class name and description of purpose be included on the same "printed page" as the
copyright notice for easier identification within third-party archives.

Copyright (c) 2015-2018 Google, Inc., Netflix, Inc., Microsoft Corp. and contributors

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License.

You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express
or implied.

See the License for the specific language governing permissions and limitations under the License.
tslib

0BSD

Copyright (c) Microsoft Corporation.

Permission to use, copy, modify, and/or distribute this software for any purpose with or without fee is
hereby granted.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO
EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

zone.js
MIT
The MIT License

Copyright (c) 2010-2020 Google LLC. https://angular.io/license
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Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

Licenses - Bind9

Copyright (C) 2004-2016 Internet Systems Consortium, Inc. ("ISC")
Copyright (C) 1996-2003 Internet Software Consortium.

Permission to use, copy, modify, and/or distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND ISC DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL ISC BE LIABLE FOR
ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING
FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS
ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Portions of this code release fall under one or more of the following Copyright notices. Please see individual source
files for details.

For binary releases also see: OpenSSL-LICENSE.
Copyright (C) 1996-2001 Nominum, Inc.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby granted,
provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND NOMINUM DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
NOMINUM BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Copyright (C) 1995-2000 by Network Associates, Inc.

Permission to use, copy, modify, and/or distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND ISC AND NETWORK ASSOCIATES DISCLAIMS ALL WARRANTIES WITH
REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO
EVENT SHALL ISC BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.
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Copyright (C) 2002 Stichting NLnet, Netherlands, stichting@nlnet.nl.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby granted,
provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND STICHTING NLNET DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
STICHTING NLNET BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF
CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

The development of Dynamically Loadable Zones (DLZ) for Bind 9 was conceived and contributed by Rob Butler.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby granted,
provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND ROB BUTLER DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL ROB
BUTLER BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 1987, 1990, 1993, 1994
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (C) The Internet Society 2005. This version of this module is part of RFC 4178; see the RFC itself for full
legal notices.

(The above copyright notice is per RFC 3978 5.6 (a), q.v.)

Copyright (c) 2004 Masarykova universita
(Masaryk University, Brno, Czech Republic)
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1997 - 2003 Kungliga Tekniska Hogskolan
(Royal Institute of Technology, Stockholm, Sweden).
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the Institute nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE INSTITUTE AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE INSTITUTE OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1998 Doug Rabson
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Raritan.

Abrand of O begeand 711



712

Copyright ((c)) 2002, Rice University
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of Rice University (RICE) nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

This software is provided by RICE and the contributors on an "as is" basis, without any representations or
warranties of any kind, express or implied including, but not limited to, representations or warranties of non-
infringement, merchantability or fitness for a particular purpose. In no event shall RICE or contributors be liable for
any direct, indirect, incidental, special, exemplary, or consequential damages (including, but not limited to,
procurement of substitute goods or services; loss of use, data, or profits; or business interruption) however caused
and on any theory of liability, whether in contract, strict liability, or tort (including negligence or otherwise) arising
in any way out of the use of this software, even if advised of the possibility of such damage.

Copyright (c) 1993 by Digital Equipment Corporation.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby granted,
provided that the above copyright notice and this permission notice appear in all copies, and that the name of
Digital Equipment Corporation not be used in advertising or publicity pertaining to distribution of the document or
software without specific, written prior permission.

THE SOFTWARE IS PROVIDED "AS IS" AND DIGITAL EQUIPMENT CORP. DISCLAIMS ALL WARRANTIES WITH REGARD
TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT
SHALL DIGITAL EQUIPMENT CORPORATION BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE
USE OR PERFORMANCE OF THIS SOFTWARE.

Copyright 2000 Aaron D. Gifford. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR(S) AND CONTRIBUTOR(S) “"AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR(S) OR CONTRIBUTOR(S) BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1998 Doug Rabson.
Copyright (c) 2001 Jake Burkholder.
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All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “AS IS AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (C) 1995, 1996, 1997, and 1998 WIDE Project.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS “AS IS AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1999-2000 by Nortel Networks Corporation

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby granted,
provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND NORTEL NETWORKS DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
NORTEL NETWORKS BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF
CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 2000-2002 Japan Network Information Center. All rights reserved.
By using this file, you agree to the terms and conditions set forth bellow.
LICENSE TERMS AND CONDITIONS
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The following License Terms and Conditions apply, unless a different license is obtained from Japan Network
Information Center ("JPNIC"), a Japanese association, Kokusai-Kougyou-Kanda Bldg 6F, 2-3-4 Uchi-Kanda, Chiyoda-
ku, Tokyo 101-0047, Japan.

1. Use, Modification and Redistribution (including distribution of any modified or derived work) in source and/or
binary forms is permitted under this License Terms and Conditions.

2. Redistribution of source code must retain the copyright notices as they appear in each source code file, this
License Terms and Conditions.

3. Redistribution in binary form must reproduce the Copyright Notice, this License Terms and Conditions, in the
documentation and/or other materials provided with the distribution. For the purposes of binary distribution the
"Copyright Notice" refers to the following language:

"Copyright (c) 2000-2002 Japan Network Information Center. All rights reserved."

4. The name of JPNIC may not be used to endorse or promote products derived from this Software without specific
prior written approval of JPNIC.

5. Disclaimer/Limitation of Liability: THIS SOFTWARE IS PROVIDED BY JPNIC "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL JPNIC BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Copyright (C) 2004 Nominet, Ltd.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby granted,
provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND NOMINET DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL ISC BE
LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER
RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER
TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Portions Copyright RSA Security Inc.

License to copy and use this software is granted provided that it is identified as "RSA Security Inc. PKCS #11
Cryptographic Token Interface (Cryptoki)" in all material mentioning or referencing this software.

License is also granted to make and use derivative works provided that such works are identified as "derived from
the RSA Security Inc. PKCS #11 Cryptographic Token Interface (Cryptoki)" in all material mentioning or referencing
the derived work.

RSA Security Inc. makes no representations concerning either the merchantability of this software or the suitability
of this software for any particular purpose. It is provided "as is" without express or implied warranty of any kind.

Copyright (c) 1996, David Mazieres <dm@uun.org>
Copyright (c) 2008, Damien Miller <djm@openbsd.org>

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby granted,
provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE
AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.
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Copyright (c) 2000-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http://
www.OpenSSL.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission, please contact
licensing@OpenSSL.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names
without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://
www.OpenSSL.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1995, 1997, 1998 The NetBSD Foundation, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE NETBSD FOUNDATION, INC. AND CONTRIBUTORS “AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE FOUNDATION OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Licenses - Clish

This package contains code which is copyrighted to multiple sources. The initial public release of this software was
developed by Graeme McKerrell whilst in the employment of 3Com Europe Ltd.

Copyright (c) 2005, 3Com Corporation
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All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of 3Com Corporation nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Newport Networks Ltd.

The 0.6-0.7 releases of this software was developed by Graeme McKerrell whilst in the employment of Newport
Networks Ltd.

As well as enhancing the existing code the following new modules were developed.
Copyright (c) 2005,2006, Newport Networks Ltd
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of Newport Networks Ltd nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

tinyxml

Yves Berquin

As of release 0.6 the tinyxml library is included (unchanged) as part of the distribution.
tinyxml (v2.5.1)

http://www.sourceforge.net/projects/tinyxml

Original file by Yves Berquin.

This software is provided 'as-is', without any express or implied warranty. In no event will the authors be held liable
for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial applications, and to
alter it and redistribute it freely, subject to the following restrictions:
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1. The origin of this software must not be misrepresented; you must not claim that you wrote the original software.
If you use this software in a product, an acknowledgment in the product documentation would be appreciated but
is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being the original
software.

3. This notice may not be removed or altered from any source distribution.
GNU binutils

As of release 0.7.1 libbfd can be used to resolve symbols forstacktraces. This feature can be turned off if linking with
GPL code is problematic, using "configure --without-gpl".

The Binary File Descriptor library is part of GNU binutils
http://www.gnu.org/software/binutils/

The following file is licensed under the GPLv2.

This file is part of the CLISH project http://clish.sourceforge.net/

The code in this file is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; version 2

This code is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for
more details.

You should have received a copy of the GNU General Public License along with this program; if not, write to the
Free Software Foundation, 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.

Derived from addr2line.c in the GNU binutils package by Ulrich.Lauther@mchp.siemens.de
GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the
GNU General Public License is intended to guarantee your freedom to share and change free software--to make
sure the software is free for all its users. This General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to using it. (Some other Free Software
Foundation software is covered by the GNU Lesser General Public License instead.) You can apply it to your
programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed
to make sure that you have the freedom to distribute copies of free software (and charge for this service if you
wish), that you receive source code or can get it if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the
software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all
the rights that you have. You must make sure that they, too, receive or can get the source code. And you must show
them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you
legal permission to copy, distribute and/or modify the software.
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Also, for each author's protection and ours, we want to make certain that everyone understands that there is no
warranty for this free software. If the software is modified by someone else and passed on, we want its recipients
to know that what they have is not the original, so that any problems introduced by others will not reflect on the
original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of a free program will individually obtain patent licenses, in effect making the program proprietary. To
prevent this, we have made it clear that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying
it may be distributed under the terms of this General Public License. The "Program", below, refers to any such
program or work, and a "work based on the Program" means either the Program or any derivative work under
copyright law: that is to say, a work containing the Program or a portion of it, either verbatim or with modifications
and/or translated into another language. (Hereinafter, translation is included without limitation in the term
"modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its
scope. The act of running the Program is not restricted, and the output from the Program is covered only if its
contents constitute a work based on the Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and
give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty
protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the
Program, and copy and distribute such modifications or work under the terms of Section 1 above, provided that
you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of
any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this
License.

c) If the modified program normally reads commands interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way, to print or display an announcement including an
appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty)
and that users may redistribute the program under these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but does not normally print such an announcement, your
work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived
from the Program, and can be reasonably considered independent and separate works in themselves, then this
License, and its terms, do not apply to those sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based on the Program, the distribution of the whole
must be on the terms of this License, whose permissions for other licensees extend to the entire whole, and thus to
each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,
the intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based
on the Program) on a volume of a storage or distribution medium does not bring the other work under the scope of
this License.
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3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable
form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or, b) Accompany it
with a written offer, valid for at least three years, to give any third party, for a charge no more than your cost of
physically performing source distribution, a complete machine-readable copy of the corresponding source code, to
be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange;
or, ¢) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or
executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable
work, complete source code means all the source code for all modules it contains, plus any associated interface
definition files, plus the scripts used to control compilation and installation of the executable. However, as a special
exception, the source code distributed need not include anything that is normally distributed (in either source or
binary form) with the major components (compiler, kernel, and so on) of the operating system on which the
executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place counts as distribution of the source code,
even though third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically
terminate your rights under this License. However, parties who have received copies, or rights, from you under this
License will not have their licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its derivative works. These actions are prohibited by law if you
do not accept this License. Therefore, by modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives
a license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions.
You may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not
responsible for enforcing compliance by third parties to this License.

7. 1f, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited
to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict
the conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute
so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Program at all. For example, if a patent license would not permit royalty-
free redistribution of the Program by all those who receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the
section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest
validity of any such claims; this section has the sole purpose of protecting the integrity of the free software
distribution system, which is implemented by public license practices. Many people have made generous
contributions to the wide range of software distributed through that system in reliance on consistent application of
that system; it is up to the author/donor to decide if he or she is willing to distribute software through any other
system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit
geographical distribution limitation excluding those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates the limitation as if written in the body of this
License.
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9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new
problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License
which applies to it and "any later version", you have the option of following the terms and conditions either of that
version or of any later version published by the Free Software Foundation. If the Program does not specify a version
number of this License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are
different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of all derivatives of our free software and of promoting the
sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE
EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH
YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR
OR CORRECTION.

12.IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE,
BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE
PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

Licenses - Dropbear

Dropbear contains a number of components from different sources, hence there are a few licenses and authors
involved. All licenses are fairly non-restrictive.

The majority of code is written by Matt Johnston, under the license below.

Portions of the client-mode work are (c) 2004 Mihnea Stoenescu, under the same license:
Copyright (c) 2002-2015 Matt Johnston

Portions copyright (c) 2004 Mihnea Stoenescu

All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT
OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

LibTomCrypt and LibTomMath are written by Tom St Denis, and are Public Domain.
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sshpty.c is taken from OpenSSH 3.5p1,
Copyright (c) 1995 Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland
All rights reserved

"As far as | am concerned, the code | have written for this software can be used freely for any purpose. Any derived
versions of this software must be clearly marked as such, and if the derived work is incompatible with the protocol
description in the RFC file, it must be called by a name other than "ssh" or "Secure Shell". "

loginrec.c

loginrec.h

atomicio.h

atomicio.c

and stricat() (included in util.c) are from OpenSSH 3.6.1p2, and are licensed under the 2 point BSD license.
loginrec is written primarily by Andre Lucas, atomicio.c by Theo de Raadt.

stricat() is (c) Todd C. Miller

Import code in keyimport.c is modified from PuTTY's import.c, licensed as follows:
PUTTY is copyright 1997-2003 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev, Andreas Schultz, Jeroen Massar, Wez Furlong,
Nicolas Barry, Justin Bradford, and CORE SDI S.A.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

curve25519-donna:
/* Copyright 2008, Google Inc.
* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

*

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of Google Inc. nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

* curve25519-donna: Curve25519 elliptic curve, public key function

* http://code.google.com/p/curve25519-donna/

* Adam Langley <agl@imperialviolet.org>

* Derived from public domain C code by Daniel J. Bernstein <djb@cr.yp.to>
* More information about curve25519 can be found here

* http://cryp.to/ecdh.html

* djb's sample implementation of curve25519 is written in a special assembly language called ghasm and uses the
floating point registers.

* This is, almost, a clean room reimplementation from the curve25519 paper. It uses many of the tricks described
therein. Only the crecip function is taken from the sample implementation.

Licenses - FreeType

The FreeType Project LICENSE

2006-Jan-27

Copyright 1996-2002, 2006 by

David Turner, Robert Wilhelm, and Werner Lemberg

Introduction

The FreeType Project is distributed in several archive packages; some of them may contain, in addition to the
FreeType font engine, various tools and contributions which rely on, or relate to, the FreeType Project.

This license applies to all files found in such packages, and which do not fall under their own explicit license. The
license affects thus the FreeType font engine, the test programs, documentation and makefiles, at the very least.

This license was inspired by the BSD, Artistic, and )G (Independent JPEG Group) licenses, which all encourage
inclusion and use of free software in commercial and freeware products alike. As a consequence, its main points are
that:

o We don't promise that this software works. However, we will be interested in any kind of bug reports. (*as is'
distribution)

o You can use this software for whatever you want, in parts or full form, without having to pay us. (‘royalty-free'
usage)

o You may not pretend that you wrote this software. If you use it, or only parts of it, in a program, you must
acknowledge somewhere in your documentation that you have used the FreeType code. (‘credits')

We specifically permit and encourage the inclusion of this software, with or without modifications, in commercial
products.

We disclaim all warranties covering The FreeType Project and assume no liability related to The FreeType Project.

Finally, many people asked us for a preferred form for a credit/disclaimer to use in compliance with this license. We
thus encourage you to use the following text:

Portions of this software are copyright <year> The FreeType Project (www.freetype.org). All rights reserved.
Please replace <year> with the value from the FreeType version you actually use.

Legal Terms
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Throughout this license, the terms “package’, ‘FreeType Project’, and "FreeType archive' refer to the set of files
originally distributed by the authors (David Turner, Robert Wilhelm, and Werner Lemberg) as the ‘FreeType Project’,
be they named as alpha, beta or final release.

“You' refers to the licensee, or person using the project, where “using' is a generic term including compiling the
project's source code as well as linking it to form a “program’ or “executable’'.

This program is referred to as "a program using the FreeType engine'.

This license applies to all files distributed in the original FreeType Project, including all source code, binaries and
documentation, unless otherwise stated in the file in its original, unmodified form as distributed in the original
archive.

If you are unsure whether or not a particular file is covered by this license, you must contact us to verify this.

The FreeType Project is copyright (C) 1996-2000 by David Turner, Robert Wilhelm, and Werner Lemberg. All rights
reserved except as specified below.

1. No Warranty

THE FREETYPE PROJECT IS PROVIDED "AS IS' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
IN NO EVENT WILL ANY OF THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY DAMAGES CAUSED BY THE
USE OR THE INABILITY TO USE, OF THE FREETYPE PROJECT.

2. Redistribution

This license grants a worldwide, royalty-free, perpetual and irrevocable right and license to use, execute, perform,
compile, display, copy, create derivative works of, distribute and sublicense the FreeType Project (in both source
and object code forms) and derivative works thereof for any purpose; and to authorize others to exercise some or
all of the rights granted herein, subject to the following conditions:

o Redistribution of source code must retain this license file ("FTL.TXT') unaltered; any additions, deletions or
changes to the original files must be clearly indicated in accompanying documentation. The copyright notices of the
unaltered, original files must be preserved in all copies of source files.

o Redistribution in binary form must provide a disclaimer that states that the software is based in part of the work
of the FreeType Team, in the distribution documentation. We also encourage you to put an URL to the FreeType
web page in your documentation, though this isn't mandatory.

These conditions apply to any software derived from or based on the FreeType Project, not just the unmodified
files. If you use our work, you must acknowledge us. However, no fee need be paid to us.

3. Advertising

Neither the FreeType authors and contributors nor you shall use the name of the other for commercial, advertising,
or promotional purposes without specific prior written permission.

We suggest, but do not require, that you use one or more of the following phrases to refer to this software in your
documentation or advertising materials: "FreeType Project', ‘FreeType Engine', ‘FreeType library', or "FreeType
Distribution'.

As you have not signed this license, you are not required to accept it. However, as the FreeType Project is
copyrighted material, only this license, or another one contracted with the

authors, grants you the right to use, distribute, and modify it. Therefore, by using, distributing, or modifying the
FreeType Project, you indicate that you understand and accept all the terms of this license.

4. Contacts
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There are two mailing lists related to FreeType:
o freetype@nongnu.org

Discusses general use and applications of FreeType, as well as future and wanted additions to the library and
distribution. If you are looking for support, start in this list if you haven't found anything to help you in the
documentation.

o freetype-devel@nongnu.org
Discusses bugs, as well as engine internals, design issues, specific licenses, porting, etc.

Our home page can be found at http://www.freetype.org

Licenses - IW

Copyright (c) 2007, 2008 Johannes Berg
Copyright (c) 2007 Andy Lutomirski
Copyright (c) 2007 Mike Kershaw
Copyright (c) 2008-2009 Luis R. Rodriguez

Permission to use, copy, modify, and/or distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE
AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Licenses - JSON-C

Copyright (c) 2009-2012 Eric Haszlakiewicz

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT
OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Copyright (c) 2004, 2005 Metaparadigm Pte Ltd

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT
OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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Licenses - LIBTIRPC

Copyright (c) Copyright (c) Bull S.A. 2005 All Rights Reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

Licenses - LIBXML2

Except where otherwise noted in the source code (e.g. the files hash.c, list.c and the trio files, which are covered by
a similar licence but with different Copyright notices) all the files are:

Copyright (C) 1998-2012 Daniel Veillard. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT
OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Licenses - Mbus

Copyright (c) 2002-2003, 2013-2019 Victor Antonovich (v.antonovich@gmail.com)
Copyright (c) 2011 Andrew Denysenko <nitrO@seti.kr.ua>
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Licenses - Net-SNMP

Various copyrights apply to this package, listed in various separate parts below. Please make sure that you read all
the parts.

Part 1: CMU/UCD copyright notice: (BSD like) -----

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work - 1996, 1998-2000

Copyright 1996, 1998-2000 The Regents of the University of California
All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any purpose and without fee
is hereby granted, provided that the above copyright notice appears in all copies and that both that copyright
notice and this permission notice appear in supporting documentation, and that the name of CMU and The Regents
of the University of California not be used in advertising or publicity pertaining to distribution of the software
without specific written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU
OR THE REGENTS OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THIS SOFTWARE.

Part 2: Networks Associates Technology, Inc copyright notice (BSD) -----
Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 3: Cambridge Broadband Ltd. copyright notice (BSD) -----
Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Ltd.
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All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 4: Sun Microsystems, Inc. copyright notice (BSD) -----

Copyright (c) 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All rights
reserved.

Use is subject to license terms below.
This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun Microsystems, Inc.
in the U.S. and other countries.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 5: Sparta, Inc copyright notice (BSD) -----
Copyright (c) 2003-2013, Sparta, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.
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Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 6: Cisco/BUPTNIC copyright notice (BSD) -----

Copyright (c) 2004, Cisco, Inc and Information Network
Center of Beijing University of Posts and Telecommunications.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications, nor the names of their
contributors may be used to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS;OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 7: Fabasoft R&D Software GmbH & Co KG copyright notice (BSD) -----
Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003
oss@fabasoft.com

Author: Bernhard Penz <bernhard.penz@fabasoft.com>

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

The name of Fabasoft R&D Software GmbH & Co KG or any of its subsidiaries, brand or product names may not be
used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
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INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 8: Apple Inc. copyright notice (BSD) -----
Copyright (c) 2007 Apple Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of Apple Inc. ("Apple") nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY APPLE AND ITS CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL APPLE OR ITS CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 9: Sciencelogic, LLC copyright notice (BSD) -----
Copyright (c) 2009, Sciencelogic, LLC
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of Sciencelogic, LLC nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 10: Lennart Poettering copyright notice (BSD-like) -----
Copyright 2010 Lennart Poettering

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT
OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Part 11: IETF copyright notice (BSD) -----
Copyright (c) 2013 IETF Trust and the persons identified as authors of the code. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution. Neither the name of
Internet Society, IETF or IETF Trust, nor the names of specific contributors, may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 12: Arista Networks copyright notice (BSD) ----
Copyright (c) 2013, Arista Networks, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of Arista Networks, Inc. nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 13: VMware, Inc. copyright notice (BSD) -----
Copyright (c) 2016, VMware, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
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Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of VMware, Inc. nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR

OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

Part 14: USC/Information Sciences Institute copyright notice (BSD) -----
Copyright (c) 2017-2018, Information Sciences Institute
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of Information Sciences Institue nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Licenses - Open LDAP

Copyright 1998-2019 The OpenLDAP Foundation
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted only as authorized
by the OpenLDAP Public License.

A copy of this license is available in the file LICENSE in the top-level directory of the distribution or, alternatively, at
<http://www.OpenLDAP.org/license.html>.

OpenlLDAP is a registered trademark of the OpenLDAP Foundation.

Individual files and/or contributed packages may be copyright by other parties and/or subject to additional
restrictions.

This work is derived from the University of Michigan LDAP v3.3 distribution. Information concerning this software is
available at <http://www.umich.edu/~dirsvcs/Idap/ldap.html>.

This work also contains materials derived from public sources. Additional information about OpenLDAP can be
obtained at <http://www.openldap.org/>.

Portions Copyright 1998-2012 Kurt D. Zeilenga.
Portions Copyright 1998-2006 Net Boolean Incorporated.
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Portions Copyright 2001-2006 IBM Corporation.

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted only as authorized by the OpenLDAP
Public License.

Portions Copyright 1999-2008 Howard Y.H. Chu.

Portions Copyright 1999-2008 Symas Corporation.

Portions Copyright 1998-2003 Hallvard B. Furuseth.

Portions Copyright 2007-2011 Gavin Henry.

Portions Copyright 2007-2011 Suretec Systems Ltd.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that this
notice is preserved. The names of the copyright holders may not be used to endorse or promote products derived
from this software without their specific prior written permission. This software is provided "as is" without express
or implied warranty.

Portions Copyright (c) 1992-1996 Regents of the University of Michigan.
All rights reserved.

Redistribution and use in source and binary forms are permitted provided that this notice is preserved and that due
credit is given to the University of Michigan at Ann Arbor. The name of the University may not be used to endorse
or promote products derived from this software without specific prior written permission. This software is provided
“as is'" without express or implied warranty.

The OpenLDAP Public License
Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation ("Software"), with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions in source form must retain copyright statements and notices,

2. Redistributions in binary form must reproduce applicable copyright statements and notices, this list of
conditions, and the following disclaimer in the documentation and/or other materials provided with the
distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time. Each revision is distinguished by a version
number. You may use this Software under terms of this license revision or under the terms of any subsequent
revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITS CONTRIBUTORS ““AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OPENLDAP FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S) OR OWNER(S) OF THE SOFTWARE BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in advertising or otherwise to promote the sale,
use or other dealing in this Software without specific, written prior permission. Title to copyright in this Software
shall at all times remain with copyright holders.

OpenlLDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City, California, USA. All Rights Reserved. Permission to
copy and distribute verbatim copies of this document is granted.
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Licenses - OpenSSL

LICENSE ISSUES

The OpenSSL toolkit stays under a double license, i.e. both the conditions of the OpenSSL License and the original
SSLeay license apply to the toolkit. See below for the actual license texts.

OpenSSL License
Copyright (c) 1998-2019 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http://
www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission, please contact openssl-
core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names
without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://
www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young

(eay@cryptsoft.com). This product includes software written by Tim Hudson (tjh@cryptsoft.com).
Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The
following conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just
the SSL code. The SSL documentation included with this distribution is covered by the same copyright terms except
that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution as the author of the parts of the library
used.
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This can be in the form of a textual message at program startup or in documentation (online or textual) provided
with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"
The word 'cryptographic' can be left out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you
must include an acknowledgement: "This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this code cannot be changed.
i.e. this code cannot simply be copied and put under another distribution licence [including the GNU Public
License.]

Licenses - Wireless-RegDB

Copyright (c) 2008, Luis R. Rodriguez <mcgrof@gmail.com>
Copyright (c) 2008, Johannes Berg <johannes@sipsolutions.net>
Copyright (c) 2008, Michael Green <Michael.Green@Atheros.com>

Permission to use, copy, modify, and/or distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE
AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Licenses - WPA Supplicant and Hostapd

Copyright (c) 2002-2019, Jouni Malinen <j@w1.fi> and contributors

All Rights Reserved.

These programs are licensed under the BSD license (the one with advertisement clause removed).
If you are submitting changes to the project, please see CONTRIBUTIONS file for more instructions.

This package may include either wpa_supplicant, hostapd, or both. See README file respective subdirectories
(wpa_supplicant/README or hostapd/README) for more details.

Source code files were moved around in v0.6.x releases and compared to earlier releases, the programs are now
built by first going to a subdirectory (wpa_supplicant or hostapd) and creating build configuration (.config) and
running 'make' there (for Linux/BSD/cygwin builds).
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License
This software may be distributed, used, and modified under the terms of BSD license:

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name(s) of the above-listed copyright holder(s) nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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