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What's New in Dominion SX |1 v2.6.0

The following sections have changed or information has been added to the SX I
User Guide based on enhancements and changes to the equipment and/or user
documentation.

e Address Resolution Protocol (ARP) behavior control: Configure SX I
Network Settings from the Remote Console (on page 76)

e Raw TCP over Serial Support: Configure Ports Using CLI (on page 194)

e New group permission of port management
e SNMPv3 AES256 support

Please see the Release Notes for a more detailed explanation of the changes
applied to this version of the SX II.



To avoid potentially fatal shock hazard and possible damage to Raritan
equipment:

e Do not use a 2-wire power cord in any product configuration.

e Test AC outlets at your computer and monitor for proper polarity and
grounding.

e Use only with grounded outlets at both the computer and monitor.

e When using a backup UPS, power the computer, monitor and appliance off
the supply.

CS03 Certification - DSX2-16 and
DSX2-48

NOTICE: This equipment meets the applicable Industry Canada Terminal
Equipment Technical Specifications. This is confirmed by the registration
number. The abbreviation IC, before the registration number, signifies that
registration was performed based on a Declaration of Conformity, indicating
that Industry Canada technical specifications were met. It does not imply that
Industry Canada approved the equipment.

NOTICE: The Ringer Equivalence Number (REN) for this terminal equipment is
01. The REN assigned to each terminal equipment provides an indication of the
maximum number of terminals allowed to be connected to a telephone
interface. The termination on an interface may consist of any combination of
devices subject only to the requirement that the sum of the Ringer Equivalence
Numbers of all the devices does not exceed five.

AVIS : Le présent matériel est conforme aux spécifications techniques
d’Industrie Canadaapplicables au matériel terminal. Cette conformité est
confirmée par le numérod'enregistrement. Le sigle IC, placé devant le numéro
d'enregistrement, signifie quel’enregistrement s’est effectué conformément a
une déclaration de conformité et indique queles spécifications techniques
d'Industrie Canada ont été respectées. Il n’implique pasqu’Industrie Canada a
approuvé le matériel.

AVIS : L'indice d'équivalence de la sonnerie (IES) du présent matériel est de 01.
L'IESassigné a chaque dispositif terminal indique le nombre maximal de
terminaux qui peuvent étreraccordés a une interface téléphonique. La
terminaison d'une interface peut consister en unecombinaison quelconque de
dispositifs, a la seule condition que la somme d'indicesd'équivalence de la
sonnerie de tous les dispositifs n'excede pas 5.



Features and Benefits

Next-Generation Console Server

Raritan's Next-Generation
Serial Console Server

Ten Years of Serial Console
Experience

Dominion Platform, User
Interface and
Management

Full CLI-based
Configuration and Auto-
Configuration

Exciting New Features and
Innovations

CommandCenter
Management & Scalability

The Dominion SX Il is Raritan's next-generation Serial Console Server (also known as
Terminal Server) that provides IT and network administrators secure IP access and control
of serial devices, anytime, anywhere. The new SX Il is the most powerful, secure, reliable,
easy-to-use and manageable serial-over-IP console server on the market. SX Il provides
convenient and productive access to networking devices, servers, PDUs,
telecommunications and other serial devices.

For over ten years, thousands of customers have relied on the first generation Dominion
SX for access and control of hundreds of thousands of serial devices, representing over 500
million hours of total operation. The SX Il builds upon that experience with a wide range of
advancements and innovations.

Starting with a powerful, Dominion hardware platform providing performance, reliability
and security, the SX Il includes virtually all the Serial-over-IP features of its predecessor,
Dominion compatible user interfaces and management features, plus exciting new
capabilities.

The SX Il offers complete CLI access and management via SSH, Telnet and web-based user
interface, with convenient direct port access. Two script-based automatic configuration
methods are available for a fast installation and for subsequent configuration changes.

The SX Il new features include: military grade security features with 256-bit AES encryption
and FIPS encryption mode, automatic DTE/DCE serial port detection, innovative at-the-
rack access options, wireless modem support, IPv6 networking, script based auto-
configuration and Dominion compatible user interfaces and management.

With Raritan’s CommandCenter, organizations can manage hundreds or even thousands of
serial devices, spread across multiple locations, including branch offices.

Powerful Hardware Platform

Powerful New Powerful new hardware platform with 1GHz CPU engine, with an 8-fold increase in RAM.
Hardware Platform Increased flash memory, up to 8 GB, for storage and logging. Front panel LED's show port
connection status.

Wide Variety of 1U  Rackable, 1U models available in 4, 8, 16, 32 and 48 ports. All have dual power supplies and dual
Models Gigabit Ethernet LAN ports. Models are available with an optional built-in modem. At-the-rack
access includes RJ-45/serial, USB and KVM console.

Raritan.
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Powerful Serial
Processing Engine

Dual AC Power
Supplies

Dual DC Powered
Models

Dual Gigabit
Ethernet LAN on all
Models

Five USB Ports

Optional Telephone
Modem

Innovative Local
Console

Productive Serial-

Widest Variety of
Serial-over-IP Access

SSH/Telnet Client
Access

Web Browser Access

Convenient Direct
Port Access

Cellular and
Telephone Modem
Access

Innovative At-the-
Rack Access

Port Keyword
Monitoring and
Alerting

The Dominion SX Il with its powerful hardware platform provides high-powered serial processing
for the most extreme use cases. Up to 10 users can simultaneously connect to a serial device
connected to a SX Il port. Up to 200 simultaneous user sessions are supported by a given SX Il
console server. Port configuration time is up to 23 times faster than the original SX. Connection
times are over 50 times faster.

All models have dual, 100-240 volt AC, auto-switching power supplies with automatic failover for
increased reliability.

Dual power and dual LAN, 8, 32 and 48 port DC powered models are available. These models
provide the same features, serial access and performance as the AC powered models.

Dual gigabit Ethernet LAN ports, which can be configured for simultaneous operation or
automatic failover. Dual stack IPv4 and IPv6 networking.

The Dominion SX Il has four USB 2.0 ports, three on the back panel and one on the front panel.
These are available for local keyboard/mouse, 3G/4G cellular modem and for automatic
configuration via USB drive. A USB 2.0 mini-B port is available for local laptop connection.

All models have the option for an internal, 56K telephone modem with RJ11 connection for
emergency access and disaster recovery.

The Dominion SX II's local console provides multiple ways for at-the-rack access. The console
includes a traditional RJ45 serial port, USB mini-B port, and even a DVI/USB KVM console.

over-IP Access

The Dominion SX Il supports the widest variety of serial-over-IP connections via SSH/Telnet
Clients, web-browser, CommandCenter, telephony modem, cellular modem and at-the-rack
access. This includes CLI, GUIl and multiple Direct Port Access methods.

SSH/Telnet client access from a desktop, laptop, or handheld device. Direct Port Access via SSH
Client using a username/port string syntax. Customer can upload, view and delete SSH keys for
greater security.

Web browser access via Dominion SX Il or CommandCenter user interfaces.

Convenient Direct Port Access methods via SSH, Telnet & HTTP. IP address and TCP port-based
access for Telnet and SSHv2 clients. Independent IP addresses or TCP port numbers can be
assigned to access each SX Il port. HTTPS-based direct access via URL. Com Port Redirection can
be supported for third-party software redirectors.

Optional external Cellular (3G/4G) modem and internal Telephone modem access for emergency
access, business continuity and disaster recovery.

With the Dominion SX Il, you get multiple types of local access at-the-rack. This includes: (1)
Traditional RJ45 serial port, (2) Mini-USB port for laptop connection, and (3) DVI & USB-based
KVM console for connection to a rackmount keyboard tray or even a KVM switch.

Users can define up to 14 keywords per port. The SX Il will scan the data coming from the port,
and if one of the keywords is detected, it will send an alert via SNMP or e-mail. Serial devices are
monitored, even when no user is connected! This results in faster notification that reduces Mean
Time to Repair (MTTR).

Raritan

& brand of O fgrarad



Port Logging to
Syslog, NFS and Local
File

NFS Logging Features

SecureChat Instant
Messaging

Automatic Serial
Device Logoff

Port activity to and from serial devices can be logged to a Syslog server, Network File System
(NFS) server or locally to the SX Il device with up to 8 Gb of storage.

Allows logging of all user keystrokes and server/device responses to NFS server(s). Can even be
stored on the NFS server with user-defined encryption keys for greater security. Keep-alive
messages in the NFS log allow easy monitoring if the managed server/device goes down.

Allows for secure, instant messaging among SX Il users. Enables collaboration of distributed
users to increase their productivity, troubleshoot, reduce the time to resolve problems and for
training purposes.

Once a user is timed out for inactivity, a user defined "logoff" command can be sent to the
target. Improved security of user sessions results as serial sessions are automatically closed upon
time out and not left open for possible un-authorized access.

Comprehensive Serial Device Access

Over Ten Years of Serial The first generation Dominion SX has been serving customers for over ten years, with

Device Management

over 500,000 ports sold. This represents hundreds of millions of hours of operation
across a wide variety of serial devices.

Automatic DTE/DCE Serial  This feature allows for a straight Cat5 connections to Cisco equipment (and other

Port Detection

compatible devices), without rollover cables. It also means that a SX Il can replace the
first generation SX with its existing serial device connections.

Support for the Widest Supports the widest variety of serial equipment including: networking routers, Ethernet
Variety of Serial Devices switches, firewalls, UNIX/LINUX servers, Windows Servers, virtual hosts, rack PDU's, UPS

systems, telecom/wireless gear. Supports multiple operating systems including SUN®
Solaris, HP-UX, AlX, Linux®, Windows® Server 2012, and UNIX®.

Up to 230,400 Baud Serial  Supports operating speeds of 1,200 to 230,400 bits-per-second for serial connections.

Connections

Flexible Serial Port Options Flexible per-port serial options, including BPS, emulation, encoding, parity, flow control,

VT100/220/320/ANSI
support

stop bits, character and line delays, always-active connections and more. Can define an
exit command when the user times out, as well as enable an in-line menu for port
commands and power control.

Increased choice of terminal emulation options, allows support of a broader range of
devices. SX Il supports the following code-sets: US-ASCII (1SO 646); 1ISO 8859-1 (Latin-1);
ISO 8859-15 (Latin-9); UTF-8 and others.

Remote Power Control of Raritan rack PDU's (PX, PX2, PX3, RPC) can be connected to the Dominion SX Il for remote
Raritan PDU’s (With Power power control of the equipment connected to the PDU. Remote power control can be

Control Menu)

done via the SX Il GUI, SSH/Telnet Client or CommandCenter. Outlet associations can be
created for serial devices with multiple power supplies, such that these outlets can be
controlled with a single power command. The SX Il has "Control P" style menu
commands for power control available during a serial session.

Security - Encryption

Strong 256 Bit AES
Encryption

Raritan
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The SX Il utilizes the Advanced Encryption Standard (AES) encryption for added security. 128-
and 256-bit AES encryption is available. AES is a U.S. government-approved cryptographic
algorithm that is recommended by the National Institute of Standards and Technology (NIST)
in the FIPS Standard 197.

11



12

Validated FIPS 140-2 For government, military and other high security applications, the Dominion SX Il utilizes a

Cryptographic Module validated FIPS 140-2 Cryptographic Module for enhanced encryption. Modules tested and
validated as conforming to FIPS 140-2 are accepted by federal agencies of the U.S. and
Canada for the protection of sensitive information.

Enhanced Encryption Support more encryption options: web-browser security through 256 and 128-bit SSL
Options encryption; for SSHv2 connections, AES and 3DES are supported (client-dependent).

Security - Authentication

External authentication
with LDAP, Radius, TACACS
& Active Directory

Upload Customer-Provided
SSL Certificates

Configurable Strong
Password Checking

Configurable Security
Banner

SSH Client Certificate
Authentication

Local Authentication with
Users, Groups and
Permissions

Login and Password
Security

SHA-2 Certificate Support

Security - Networking

Dual Stack IP Networking —
IPv4 and IPv6

IPTables Firewall support

Selective Static Routing
Support

Dominion SX Il integrates with industry-standard directory servers, such as Microsoft
Active Directory, using the LDAP, RADIUS and TACACS protocols. This allows Dominion SX
Il to use pre-existing username/password databases for security and convenience.
SecurelD is supported via RADIUS for added security.

Customers can upload to the Dominion SX Il digital certificates (self-signed or certificate
authority provided) for enhanced authentication and secure communication.

The Dominion SX Il has administrator-configurable, strong password checking to ensure
that user-created passwords meet corporate and/or government standards and are
resistant to brute force hacking.

For government, military and other security-conscious customers requiring a security
message before user login, the SX Il can display a user-configurable banner message and
require acceptance before user login.

In addition to authentication via login/password, on the SSH interface users can be
authenticated via SSH certificates. Each local user can be assigned up to 500 SSH keys.
The key authentication takes the place of the login/password

In addition to external authentication, the Dominion SX Il supports local authentication.
Administrators can define users and groups with customizable administration and port
access permissions.

The SX Il includes multiple login and password security features including password
aging, idle timeout, user blocking and login limitations. Failed login attempts can be
result in lockouts and user deactivation.

Support for the more secure SHA-2 certificates.

The Dominion SX Il provides dual-stack IP networking with simultaneous support of
IPv4 and IPv6.

Fully configurable "iptables" firewall support. User selectable and customizable system
security levels catering to wide range of security needs.

Supports connections between modem and LAN 1, modem and LAN 2 or LAN 1 and
LAN 2. This allows users to utilize two different networks (Public and Private) and
modem access to KVM or Ethernet controlled devices. When used with the firewall
function, secure access can be enabled.

Raritan
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TCP/IP Port Management

Prevent Man In The Middle

Attacks

Modem Dial-Back Security

Rejects SSHv1 Requests

End User Experience

Multiple User Interfaces

Full Modern CLI - GUI
Equivalence

Broad Range of
Supported Browsers

International Language
Support

PC Share Mode

Can disable TELNET and SSH access if desired. Ability to change these ports in addition
to HTTP, HTTPS and discovery ports

Enhanced security of communication channels by using client and server SSL
certificates.

For enhanced security, Dominion SX supports modem dial-back.

Due to the many known security vulnerabilities of the SSHv1 protocol, the Dominion
SX will automatically reject SSHv1 connections.

The SX Il supports multiple user interfaces giving the user the freedom to use the interface
best suited for the job at hand. This includes remote access via Raritan or third party serial
client via CLI, Raritan graphical user interface (GUI), Admin-only GUI, at-the-rack access or
via CommandCenter. Convenient direct port access methods available.

Full CLI management and configuration, thereby allowing scripting of any command.
Offers broad range of browsers: Firefox, Safari, Internet Explorer, Chrome, Edge.

The web-based user interface supports English, Japanese and Chinese languages. The
Raritan Serial Console can support four languages: English, Japanese, Korean and Chinese
Up to ten users can connect and remotely access each connected serial device up to a

maximum of 200 serial sessions. Sharing feature is very useful for collaboration,
troubleshooting and training.

Easy to Install and Manage

Full CLI-based
Configuration and
Management

Automatic
Configuration via USB
Drive

Automatic
Configuration via TFTP
Server

Dominion-Compatible
Management

Easy to Install

Raritan
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The SX Il offers complete CLI administration and management via SSH, Telnet and web-based
user interface. Two script-based automatic configuration methods are available for a fast
installation and for subsequent configuration changes.

The SX Il can be optionally configured via a CLI script on a USB drive connected to one of its
USB ports. This can be used for initial configuration or subsequent updates.

The SX Il can be optionally configured via a second method, i.e. via a CLI script contained in a
TFTP server. This can be used for initial configuration or subsequent updates. The TFTP server
address can be retrieved via DHCP or set by the administrator.

Dominion-compatible management features are available via a web-based user interface or
CLI. This includes Dominion-style User Management, Device Settings, Security, Maintenance,
Diagnostic and Help features. Firmware update via web browser without the use of an FTP
server.

Installation in minutes, with just a web browser, CLI or automatic configuration. Some

competitive products require burdensome editing of multiple files to complete a basic
installation.

13



Configurable Event
Management and

Logging

The SX Il generates a large variety of device and user events including: device operation,
device management changes, security, user activity and user administration. These can be
selectively delivered to: SNMP, Syslog, email (SMTP) as well as stored on the SX Il in the audit

log. Support for SNMP v2 and v3,

Raritan CommandCenter® Management and Scalability

Raritan’s CommandCenter
Centralized Management

Manage Hundreds of Serial
Devices

Single IP Address for
Administration and Device
Connection

Bulk Firmware Upgrades

Remote Power Control via
CommandCenter Secure
Gateway

In This Chapter

Package Contents. ..........
SXIIModels...............
SX Il Appliance Diagram. ... ..
Supported Serial Devices. . . ..
SX Il Access Clients. .........
iOS Support. . ..............

Package Contents

Like the rest of the Dominion series, Dominion SX Il features complete CommandCenter
Secure Gateway integration, allowing users to consolidate all Dominion SX Il and other
Raritan devices into a single logical system, accessible from a single IP address, and
under a single remote management interface.

When deployed with CommandCenter Secure Gateway, hundreds of Dominion SX ||
devices (and thousands of serial devices) can be centrally accessed and managed.

Administrators and users can connect to a single IP address via CommandCenter Secure
Gateway to manage the SX Il or access the attached serial devices. This connection can
be via web browser or through SSH. Option for SX Il at-the-rack access while under CC-
SG management.

Administrators can schedule firmware upgrades (and other operations) for multiple SX II
devices from CommandCenter.

CommandCenter supports remote power control of Raritan PX rack PDU’s connected to
serial ports on the Dominion SX II. For equipment with multiple power feeds, multiple
power outlets can be associated together to switch equipment on or off with a single
click of the mouse.

Each SX Il ships as a fully-configured stand-alone product in a standard 1U 19" rackmount chassis.

The SX Il package includes -

e 1-SXIlappliance
e 1 -Rackmount kit

e 2-AC power cords

e 1-Set of 4 rubber feet (for desktop use)

e 1-SXIl Quick Setup Guide
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SX Il Models

The following SX Il models are available.

Models with an M include an internal modem in addition to the standard features that are provided on
all SX Il models. For a list of standard features, see Features and Benefits (on page 9).

DSX2-4 and DSX2-4M - 4-port serial console server
DSX2-8 and DSX2-8M - 8-port serial console server
DSX2-16 and DSX2-16M - 16-port serial console server
DSX2-32 and DSX2-32M - 32-port serial console server
DSX2-48 and DSX2-48M - 48-port serial console server

Model size, weight, temperature and other specifications are found in SX Il Dimensions and Physical
Specifications (on page 208).

SX Il Appliance Diagram

Note the image shown here is an example, so it may be different from your model.

(G)

}l{l ,,,,,,

Appliance diagram key

A

B

AC power outlet(s) 1 and 2 with independent power on/off switches
Terminal port/console port

Admin Mini-USB port

Modem port (based on model)

3 USB ports

LAN1 and LAN2 ports

Server ports

DVI-D port

Reset button
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Appliance diagram key
J USB port
K LED port indicators

L Power status

(Note SX Il 48 port models have their power status located above the front-panel USB port.)

Supported Serial Devices

e Routers
e LAN switches
e Rack PDUs

e Wireless modems
e Telecom modems
e Windows servers
e UNIX servers
® Linux servers
e Virtual hosts

e Firewalls
SX 1l Access Clients
HTML Serial Client (HSC)

HSC is the default client and will launch when you connect to a serial device. The HSC is an HTML-based,
Java-free Serial Client.

See HTML Serial Console (HSC) Help (on page 42)

Direct Port Access
Direct Port Access allows users to bypass having to use the SX II's Login dialog and Port Access page.

This feature also provides the ability to enter a username and password directly to proceed to the
target, if the username and password is not contained in the URL.

Command Line Interface (CLI)
Connect using CLI via SSH or Telnet.

See Command Line Interface Help for SX Il

Raritan.
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Admin-Only Interface
Access the Admin Client at: https://<SX2 IP/Hosthame>/admin.

The Admin Client does not allow target access. Use the Admin Client to perform administrator functions
without using Java.

All admin functions available in the Remote Console are available in the Admin-Only Interface.
iOS Support
SX Il supports iOS SSH apps, both with and without VPN, to allow users access via iOS mobile devices.

See Access SX Il Using an iOS Device (on page 29)

Raritan.
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Configure SX Il for the First Time

SX Il can be configured from the Remote Console or command line interface (CLI).

In This Chapter

Default Login Information. . ... i 18
Initial SX Il Configuration from the Remote Console. ....................... 18
Initial SX Il Configuration Using Command Line Interface (Optional)........... 19

Default Login Information

SX Il appliances are shipped with the following defaults. Use the defaults when you initially access SX II.

e |Paddress-192.168.0.192
e |Pnetmask-255.255.255.0
e Username - admin (all lowercase)

e Password-raritan (all lowercase)

Important: For backup and business continuity purposes, it is strongly
recommended you create a backup administrator username and password. Keep
the information in a secure location.

Initial SX Il Configuration from the Remote Console

1. After you have installed the SX Il at the rack, connect the power cord(s) between the power
connector on the SX Il and an external, AC or DC power source (depending on your model).

2. You can connect the second power connector to a backup power source.
Use the power cords that came with SX II.

|
\

3. Connect an external modem to a USB port on the SX2 (optional). See Connect and Enable Global
Access to an External USB-Connected Broadband Modem (on page 114)Online Help

4. Connect vour target devices or other serially managed devices to the server ports on the SX 1.
i N

LY

Use a standard Cat5 cable to connect your target device to an available port on the back of SX II.

Note: Check the pin definition of the RJ45 port on the target. It should match the pin definition on SX II.

Or

If needed, connect a Raritan Nulling Serial Adapter to the serial port on your target, then plug a standard
Cat5 cable into the adapter. Connect the other end of the cable to an available port on the back of SX II.

5. Flip the power switch(s) to turn SX Il on.

e W
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Next, connect SX Il to your network and configure your network settings for the first time.

See Initial SX Il Configuration Using Command Line Interface (Optional) (on page 19) or Configure SX I
Network Settings from the Remote Console.

Connect a Laptop to SX Il Using a Cross-Over Cable (Optional)

The first time you configure SX Il, if you are connecting from the LAN port on laptop to the LAN1 port on
SX Il using a crossover cable, do the following -

Use cross-over cable to connect between SX || LAN1 and the laptop LAN port.

Set the Static IP of the LAN port that is connected to SX1t0 192.168.0.191 and Network Mask
t0 255.255.255.0.

3. Launch your browser and access SX I via 192.168.0.192.

Initial SX Il Configuration Using Command Line Interface
(Optional)

Ensure that the port settings (serial communication parameters) are configured as follows:

e Bits per Second (BPS) = 115200
e Data bits=8

e Parity = None

e Stop bits =1

e Flow Control = None

» To configure SX Il for the first time using CLI:

1. Connect to SX Il using any one of the following -

e Connect a computer to the Terminal port for serial console access.
e Connect a kevboard trav or KVM console to the DVI-D and USB ports.
& )

e Connect a laptop to the MiniUSB Admin port.

5,

The emulator interface opens once you are connected to SX Il. Press the Enter key on your keyboard.

When the Login prompt appears, enter the default username admin and password raritan.
Use all lowercase letters.

4. You are prompted to change the default password. When creating a password via CLI, it cannot
begin with a space or end with a space. This does not apply to creating passwords in using the
Remote Console.

By default, the network is configured for a static IP address.
5. Atthe admin > prompt, enter config and at the next prompt enter network.

Raritan
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6. Atthe admin > config > network > prompt, enter interface if lanl ipauto
none ip <ip address> mask <mask> gw <gateway ip address>

To use DHCP, enter interface if lanl ipauto dhcp

7. Give the device a name to help identify it.

Enter "name devicename <DSX2 name>".

Up to 32 characters are supported for the name. Spaces and special characters not supported.

8. Atthe admin > config > network prompt, enter quit to getinto upper menu admin >
config, then enter time.

9. Attheadmin > config > time > prompt, set the date and time on the SX II.
e Enter timezonelist and find the number code that corresponds to your time zone.
® Enterclock tz <timezone code> date <date string> time <time string>

where <timezone code> is the time zone code, <time string> is the current time in
"HH:MM:SS" format and <date string> is the current date in "YYYY-MM-DD" format (quotes
included, uses 24-hour time).

Example: clock tz 9 date "2015-08-15" time "09:22:33"
10. Enter top to return to the top level prompt.
11. Next, enter config and then enter ports at the next prompt.
You can now configure each server port that has a target device connected to it.
12. Enter config port then hit ? to see the port parameters.
For example:

config port 1 name ciscol700 bps 9600 parity odd flowcontrol none emulation
vt100

You can also use port ranges or the wildcard asterisk *, such as config port * bps 115200
This configures all ports for a communications speed of 115200 bps.

Or

config port 3-7 bps 115200

This configures ports 3 through 7 for 115200 bps.

Or

config port 1,2,7-9 bps 115200

This configures ports 1, 2, 7 through 9 for 115200 bps.

Repeat this step for each port with a device connected to it.

13. When done, enter top to return to the top level prompt.

Set Terminal Emulation on a Target

The setting for terminal emulation on SX Il is a property associated with the port settings for a particular
target device.

Ensure that the settings for terminal emulation in the client application, such as Telnet or SSH, are
capable of supporting the target device.

Ensure that the encoding in use on the host matches the encoding configured for the target device.

For example, if the character set on a Sun™ Solaris™ server is set to ISO8859-1, the target device should
also be set to 1ISO8859-1.
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Ensure that the terminal emulation on the target host connected to SX Il serial port is set to VT100,
VT220, VT320 or ANSI.

On most UNIX® systems, export TERM=vt100 (orvt220|vt320|ansi) setsthe preferred

terminal emulation type on the UNIX target device. So, if the terminal type setting on a HP-UX" server is
set to VT100, the Access Client should also be set to VT100.

Set the CLI Escape Sequence
The escape key sequence is user-configurable and can be configured per port.

The escape sequence is programmable per port because different target operating systems and host
applications may trap different escape key sequences.

Ensure the default escape sequence set on the SX Il server does not conflict with a key sequence
required by either the access application or the host operating system.

The console sub-mode should be displayed when the default escape key sequence *] is pressed.
Raritan recommends that you do not use [ or Ctrl-[. Either of these may cause unintended commands,

such as invoking the Escape Command unintentionally. This key sequence is also triggered by the arrow
keys on the keyboard.

Raritan.
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Access and Use Remote Console Features

The Remote Console is a browser-based interface accessed when you log in to SX Il via a network

connection. See. Log In to SX Il and HSC (on page 27)

Port Access

Cliick on the individual port name (o see alowabie operations.
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Administrator Functions in the Remote Console

Administrators perform SX Il configuration and maintenance functions from the Remote Console, such
as configuring network access, adding and managing users, managing device IP addresses and so on.

Administrators can also use a version of the Remote Console that does not include any target access.

See Log In to SX Il Admin-Only Interface (on page 28).

End User Functions in the Remote Console

From the Remote Console, end users access targets, change passwords and so on. End users can choose

HTML Serial Client. See HTML Serial Console (HSC) Help (on page 42)

Note that these functions can also be performed via command line interface.

In This Chapter

AllOW POP-UPS. . ottt e e e 23
Installinga Certificate. . ....... ..o it i e e 23
LogInto SXIland HSC. . .. ... i e e e e e 27
Security Warnings and Validation Messages. . ... ..o in i i i i 27
LogInto SX Il Admin-Only Interface. ......... ... . ... 28
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Access SX I Using an iOS Device. . ... oot e 29

Change Your Password from the Remote Console. .. ....................... 29
SX I POt ACCESS Page. . v vttt e e e e e e 30
SXILeft Panel. .. ... e 31
Port Action Menu Options - Connect, Disconnect, Power On, Power Off and Power
CYClE TargetS. o ottt e e e 32
Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off and
PoWer Cycle Targets. . oo vttt et e et e e 37
HTML Serial Console (HSC) Help. . . ... oo e 42

Allow Pop-Ups

Regardless of the browser you are using, you must allow pop-ups in order to launch the SX Il Remote
Console.

Installing a Certificate

You may be prompted by the browser to accept and validate the SX II's SSL certificate.

Depending on your browser and security settings, additional security warnings may be displayed when
you log in to SX II.

It is necessary to accept these warnings to launch the SX Il Remote Console. For more information, see
Security Warnings and Validation Messages.

Two sample methods on how to install an SSL Certificate in the browser are provided here. Specific
methods and steps depend on your browser and operating system. See your browser and operating
system help for details.

Example 1: Import the Certificate into the Browser

In this example, you import the Certificate into the browser.

Open a browser, then log in to SX II.

Click More Information on the first warning.

Click View Certificate Details on the More Information dialog. You are prompted to install the
certificate. Follow the wizard steps.

Note: If you are not prompted by the browser, manually select the Settings or more tools for your
browser, and import the certificate. The following example shows the Edge > more Tools > Internet
Options method.

Raritan
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1. Click the Content tab.

2. Click Certificates.

The Certificate Import Wizard opens and walks you through each step.
¢ File to Import - Browse to locate the Certificate
e Certificate Store - Select the location to store the Certificate

3. Click Finish on the last step of the Wizard.

The Certificate is imported. Close the success message.

4. Click OK on the Internet Options dialog to apply the changes, then close and reopen the browser.

Example 2: Add the SX Il to Trusted Sites and Import the Certificate

In this example, the SX II's URL is added as a Trusted Site, and the Self Signed Certificate is added
of the process.

1. Open an Edge browser, then select Settings >Launch the Internet Options settings by entering
"Internet Options" in the search bar for Windows.

Click the Security tab.
Click on Trusted Sites.

Disable Protected Mode, and accept any warnings.

vk wnN

Click Sites to open the Trusted Sites dialog.

as part
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Enter the SX Il URL, then click Add.
Deselect server verification for the zone (if applicable).
Click Close.

Click OK on the Internet Options dialog to apply the changes, then close and reopen the browser.

v N

Next, import the Certificate.

Open an Edge browser, then log in to SX II.
Click More Information on the first Java™ security warning.

Click View Certificate Details on the More Information dialog. You are prompted to install the
certificate. Follow the wizard steps.

For details see, Example 1: Import the Certificate into the Browser (on page 23).

Converting a Binary Certificate to a Base64-Encoded DER Certificate
(Optional)

SX Il requires an SSL certificate in either Base64-Encoded DER format or PEM format.
If you are using an SSL certificate in binary format, you cannot install it.

However, you can convert your binary SSL certificate.

-
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1. Locate the DEGHKVMOOO1.cer binary file on your Windows machine.
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Double-click on the DEGHKVMO0001.cer file to open its Certificate dialog.
2. Click the Detail tab.
3. Click "Copy to File...".

Welcome to the Certificate Export

Wizard
This wizard helps you copy cerbificates, cerbficate trust
ksts and certficate revocation bets from a certifizate

- ione bo yoir disic,

A cerificate, Mumdhﬂmﬂnhnm .4
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correctons. A certificate stone is the system area where
cerificates are kept,

To continue, dick hext,
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4. The Certificate Export Wizard opens. Click Next to start the Wizard.

Certficates can be exported in & vansty of fe formats,

Select the format you want to use:
encoded X.500 Eﬂﬂaﬁ
J Gryptographic Message Syntax Standard - PYCS &7 Certificates [P7E)
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Perscnal brformaten Exchangs - PRCS 812 [PFY)
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Db thae privade ey if the export B sutoessiul

Expart gl extended proper Ses

Mrosalt Serslred Cevtificate Stere [55T)

Learn mone about cerificate fis formats

5. Select "Base-64 encoded X.509" in the second Wizard dialog.
6. Click Next to save the file as a Base-64 encoded X.509.

You can now install the certificate on your SX II.

26
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Log In to SX Il and HSC

This login procedure gives you access to the default HTML Serial Client (HSC) for target connections.

1. Launch a supported web browser.
2. Enter the SXII HTTP, HTTPS or DNS address provided to you by your Administrator.

Note: You are always redirected to the IP address from HTTP to HTTPS.

3. Enter your username and password, then click Login.
4. Accept the user agreement (if applicable).

5. If security warnings appear, accept and/or allow access.

Security Warnings and Validation Messages

When logging in to SX Il, security warnings and application validation messages may appear. It is based
on your browser and security settings: See Additional Security Warnings (on page 28)

Java Validation and Access Warning

When logging in to SX Il using the Java-based client, Java prompts you to validate SX II, and to allow
access to the application.

Installing an SSL certificate in each SX Il device is recommended to reduce Java warnings, and enhance
security.
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See SSL and TLS Certificates (on page 141)

Do you want to run this application?
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Additional Security Warnings

Even after an SSL certificate is installed in the SX Il, depending on your browser and security settings,
additional security warnings may be displayed when you log in to SX II.

It is necessary to accept these warnings to launch the SX Il Remote Console.

Reduce the number of warning messages during subsequent log ins by checking the following options
on the security and certificate warning messages:

e In the future, do not show this warning

e Always trust content from this publisher
Log In to SX Il Admin-Only Interface
You cannot connect to targets using the admin-only interface.

1. Launch a supported web browser.

2. Enter the SX Il HTTP, HTTPS or DNS address provided to you by your Administrator, followed by /
admin. For example: IP Address/admin
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Note: You are always redirected to the IP address from HTTP to HTTPS.

3. Enter your username and password, then click Login.
4. Accept the user agreement (if applicable).
5. If security warnings appear, accept and/or allow access.

Access SX Il Using an iOS Device

You can access SX Il using your iOS device when certificates are properly installed on the device. iOS
requires that the certificate and all certificates in the certificate chain be installed on the device to
connect properly. This can be done by emailing the certificates to the iOS device. When all certificates
are installed, the Profile will be listed as Verified. If the profile is "Not Verified" for any reason, or if the
certificate is not signed with the IP or DNS entry used to connect to the SX II, the connection will fail.

The following procedure shows how to generate and install valid certificates with openssl.

» To access SX Il using an iOS device:

1. Create a simple CA.
openssl genresa -out localCA.key 2048

openssl req -x509 -sha256 -new -key localCA.key -out localCA.cer -days 356
-subj /CN="Local CA"

2. Generate key,CSR, and cer for SX II.
openssl genrsa -out sx2.key 2048
openssl req -new -out sx2.req -key sx2.key -subj /CN=<SX IP ADDRESS>

openssl x509 -req -sha256 -in sx2.req -out sx2.cer -CAkey localCA.key -CA
localCA.cer -days 355 -CAcreateserial -CAserial serial

3. Email the localCA.cer and sx2.cer files created to an email account that can be opened on the I10S
device.

4. Open the email through the iOS device mail app and click on the localCA.cer to install the certificate.
Follow prompts and trust the certificate.

Repeat for the sx2.cer.
Install the sx2.key and then the sx2.cer onto the SX Il
Reboot the SX II.

Use any browser on the iOS device to connect to the SX II. If there is any error in the certificate or it
is not trusted, the javascript client will immediately disconnect when attempting to connect.

© N

Change Your Password from the Remote Console

Note: You can also update passwords using command line interface. See Change Your Password Using
CLI (on page 173).

e To change your password, open the Change Password page by selecting User Management > Change
Password.

A confirmation that the password was successfully changed is displayed after you change it.
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If strong passwords are in use, this page displays information about the format required for the
passwords.

For more information, see Strong Passwords.

 Port Access | Power [ g N
(| Heeme = User Management » Change Password

Change Password

Qid Password
MNew Passwaord

Confirm Mew Passward

[oK] [cancel

Important: If the administrator password is forgotten, SX II must be reset to the
factory default from the Reset button on the rear panel and the initial configuration
tasks must be performed again.

SX Il Port Access Page

After a successful login, the Port Access page opens listing all ports along with their status and
availability.

Note that target access is not enabled in the Admin-Only Interface version of the Remote Console.
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Ports are numbered from 1 up to the total number of ports available for the SX Il. For example, Port_1 -
Port_48, Port_1 - Port_32.

"SerialPort"_"Port #" are what make up the default name the physical port until a name is configured
for the port. Once a name is designated for a port, the name stays with the port until the name is edited
or SX Il is factory reset.

Port type includes:

e Auto - No target connected
e DTE - DCE target is connected or this port is forced to be configured as DTE.
e DCE - DTE target is connected or this port is forced to be configured as DCE.

Sort by Port Number, Port Name, Status (Up and Down), and Availability (Idle, Connected, Busy,
Unavailable, and Connecting) by clicking on the column heading.

Click on any port that listed and marked as Available to open its Port Action menu so you can then
manage the target. For more information, see Port Action Menu Options - Connect, Disconnect, Power
On, Power Off and Power Cycle Targets (on page 32).

Note that in the Remote Console, you can also quickly access a powerstrip's page from the Port Access
page by clicking on the Powerstrip link in the Type column.

AUTO

TTE

—_—

SX Il Left Panel

The left panel contains the following information.
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Note that some information is conditional - meaning it is displayed based on your role, features being
used and so on. Conditional information is noted here.

Information
Time & Session
User

State

Your IP
Last Login

Under CC-SG
Management

Device Information
Device Name

IP Address
Firmware

Device Model
Network

Powerlinl

PowerIn2

Port States

Connected Users

Online Help

FIPS Mode

Description
The date and time the current session started
Username

The current state of the application, either idle or active.

If idle, the application tracks and displays the amount time the session
has been idle.

The IP address used to access SX Il
The last login date and time.

The IP address of the CC-SG device managing the SX II.

Information specific to the SX Il you are using.

Name assigned to the SX Il you are accessing.

The IP address of the SX Il you are accessing.

Current version of firmware installing on the SX II.
The model of the SX Il you are accessing.

LAN1, or LAN1 and LAN2 if you are in dual LAN mode.

Status of the power 1 outlet connection. Either on or off, or Auto-detect
off

Status of the power 2 outlet connection. Either on or off, or Auto-detect
off

The statuses of the ports being used by SX Il - up, down, idle.

The users, identified by their username and IP address, who are currently
connected to SX II.

Links to online help.

FIPS Mode: EnabledSSL Certificate: FIPS Mode Compliant

Displayed when?
Always
Always

Always

Always
Always

When SX Il is being
managed by CC-SG.

Always
Always
Always
Always
Always
Always

Always

Always

Always

Always

Always

When FIPS is
enabled

Port Action Menu Options - Connect, Disconnect, Power On,
Power Off and Power Cycle Targets

Once you log in to SX Il via a web browser, the SX Il Port Access page displays. For more information on
the Port page, see SX Il Port Access Page (on page 30).

From the Port Access page, use the Port Action menu to connect, disconnect, or control power of
targets and power strips that are connected to SX Il
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Once connected, you can manage a target with Serial Client, HSC See: HTML Serial Console (HSC) Help
(on page 42)

Note that you must have permissions to a target or power strip in order to access it.
» To access the Port Action menu for a target or power strip:

1. Hover your mouse over a target's port name in the list and click on your mouse.
The Port Action menu appears.

Note that only currently available options, depending on the port's status and availability, are listed in the
Port Action menu.

2. Choose the desired menu option for that port to execute it.
e Connect to a Target (on page 34)

e Disconnect from a Target (on page 35)

e Power On a Target (on page 35)

e Power Off a Target (on page 36)

Power Cycle a Target (on page 36)

I Hema » Pory

Port Access

€ individual port name to se¢ allowable operations.

You can then connect using the Serial Client. When you connect to a target, the serial client opensin a
new window. This screenshot shows an HSC connection.
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@ Raritan HTML Serial Console : 192.168.61.142 (1) - Mozilla Firefox

b 192.16861.17

EMULATOR EDIT POWER HELP

| —_— (=) i_

Alternatively, you can connect via Direct Port Access, if SX Il is configured for Direct Port Access.

Note that you can also connect to targets via command line interface. See Connect to Targets Using CLI -

Connect, Disconnect, Power On, Power Off and Power Cycle Targets (on page 37).

Connect to a Target

Creates a new connection to the target device.

From the SX Il Remote Console, HSC opens in a new window and you manage the target from there.

If you are connected to the SX Il from the Local Console port, you access the target via command line
interface. See Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off and Power

Cycle Targets (on page 37).

Port Access

Click on the individual port name to see allowable operations.

1 . brial Port 1 "— nLJ

TS
2 serial Port 2 DCE
3 Senal Port 3 AUTO
4 Senal Port 4 AUTO
b Senal Port 5 AUTO
G Senal Port 6 AUTD

down
up

down
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Disconnect from a Target

Once connected to a target, the Disconnect menu option is available in the Port Action menu.

Clicking on the Disconnect option disconnects from a target, and closes the HSC window. You can also
click the X icon on the window or use the Exit menu option.

See Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off and Power Cycle Targets
(on page 37).

Port Access

CIick ot e AnORFvRCE! DOAT Hame 10 S8 aliowable ODerarins.
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Power On a Target

Power on the target from the Remote Console through the associated outlet.

This option is visible only when there are one or more power associations to the target, and when you
have permission to manage the target's power.

You can also perform these actions through HSC, and command line interface. See HTML Serial Console
(HSC) Help (on page 42), and Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off
and Power Cycle Targets (on page 37).

Port Access
| Connect
- Ee—— e POrT mame 10 Si0 alowabie opeTaiE.

— !l | Power CHf Tipe Sl Avmlababty
B [ Power Cycle BCE o e
] 1 : Swal P 2 AT e =
» -
[T e e e e e s
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Power Off a Target

Power off the target through the associated outlet.
This option is visible only when -

e there are one or more power associations to the target or power strip
¢ you have permission to manage the power

You can also perform these actions through HSC, and command line interface. See HTML Serial Console
(HSC) Help (on page 42), and Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off
and Power Cycle Targets (on page 37).

Port Access
| Connict
CHCA Power On &/ PO name [ Sed allowabie Dparamis.
i T s AT oo -

Power Cycle a Target

Power cycling allows you to turn a target off and then back on through the outlet it is plugged into.
This option is visible only when -

e The power strip is connected to SX Il and configured properly.
e There are one or more power associations to the target.

* You have permission to manage the power.

You can also perform these actions through HSC, and command line interface. See HTML Serial Console
(HSC) Help (on page 42), and Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off
and Power Cycle Targets (on page 37).
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Port Access
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Connect to Targets Using CLI - Connect, Disconnect, Power On,
Power Off and Power Cycle Targets

Before connecting to a target, the terminal emulation and escape sequence must be configured. See Set
Terminal Emulation on a Target (on page 20) and Set the CLI Escape Sequence (on page 21).

Connect the SX II While at the Rack

While at the rack, do one of the following depending on your needs -

e Connect a computer to the Terminal port with a CAT-5 cable and Raritan Adapter ASCSDB9YF.

Q>

e Connect a keyboard trav or KVM console to the DVI-D and USB ports.
¥

L S

e Connect a laptop to the Mini-USB Admin port.

Fm )
AL

Note that connecting to the SX Il Local Console via the Local port is an independent access path to each
connected target device.

Video Resolution

The default, Local Console port video resolution is 1024x768@60.

By default, monitors are typically set to the highest resolution they support.

Once a monitor is connected to the SX Il Local Port DVI, SX Il retrieves EDID information from the
monitor, including its native, preferred resolution. SX Il uses the monitor's preferred, native resolution

as long as it is a resolution that SX Il supports. If it is not, SX |l switches to a resolution it supports and
that most closely matches the monitor's resolution.
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For example, if a monitor with a native resolution of 2048x1600@60Hz is connected to SX II, SX I
detects that it is not an SX Il supported resolution and selects a resolution it does support, such as
1280x1024@60Hz.

Note that you can connect to targets using the Remote Console and manage them using HTML serial
console. See HTML Serial Console (HSC) Help (on page 42) and Port Action Menu Options - Connect,
Disconnect, Power On, Power Off and Power Cycle Targets (on page 32) .

Connect Commands

Connect to a port using port number or port name. Use double quotes around port names that contain
space symbols. For example: "Serial Port 1".

admin > connect <port number>

OR

admin > connect <port name>

OR

admin > console <port number>

OR

admin > console <port name>

OR

admin > <port number>

Port Sub-Menu Commands
The port sub-menu can be reached using the escape key sequence.

Clear history buffer for this port.

admin > [portname] > clearhistory

Close this target connection. When a target is disconnected, the appropriate disconnect message
appears.

admin > [portname] > close, quit, g
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Display the history buffer for this port.

admin > [portname] > gethistory

Get write access for the port.

admin > [portname] > getwrite

Return to the target session.

admin > [portname] > return

Send a break to the connected target.

admin > [portname] > sendbreak

Lock write access to this port.

admin > [portname] > writelock

Unlock write access to this port.

admin > [portname] > writeunlock

Query Power status of this port.

admin > [portname] > powerstatus

Toggle Power On/Off of this port.

admin > [portname] > powertoggle

Power on the target.

admin > [portname] > poweron

Power off the target.

admin > [portname] > poweroff
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Power cycle the target.

admin > [portname] > powercycle

Command Line Interface Protocols

e SSH (Secure Shell) via IP connection
e Telnet via IP connection
e Local Console via the Local Port and Mini-USB port

e Terminal port

If SX Il has an internal modem and console mode is enabled, the modem interface can also be accessed
from CLI.

Many SSH/TELNET applications are available such as PuTTY, SSH Client and OpenSSH Client. These can
be located and downloaded from the Internet.

Command Line Interface Partial Searches

Enter the first few characters of command and press the Tab key on your keyboard in order to locate a
specific command.

The command line interface (CLI) completes the entry if the characters form an exact match.

For example entering

admin > Config > us

and then pressing the Tab key, returns the result users.

If an exact match is not found, all of the commands at the same level the CLI hierarchy that are potential
matches are listed.

For example, entering

admin > Config > User > add

and then pressing the Tab key, returns results for addgroup and adduser.

If needed, enter additional text to make the entry unique and press the Tab key to complete the entry.
Alternatively, use a command from the list.

Raritan.

& brand of O fgrarad



Command Line Interface Tips

e When commands are displayed as a list, they are in alphabetical order.
e Commands are not case sensitive.
e Commands without arguments default to show current settings for the command.

e A command's parameters are usually parameter-value pairs in which the parameter name is
followed by a space and the value.

e Typing a question mark ( ? ) after a command displays help specific to the command.

Command Line Interface Shortcuts

e Press the Up arrow key to display the last entry.

e Press Backspace to delete the last character typed.

e Press Ctrl + C to terminate a command or cancel a command if you typed the wrong parameters.
e Press Enter on your keyboard to execute the command.

e Press Tab on your keyboard to complete a command. Tab also completes parameters and values (if
the value is part of an enumerated set).

Command Line Interface High-Level Commands

The CLI is menu based. Some commands move to a menu with a different command set.
The following common commands can be used at all levels of the command line interface (CLI):

e top - Returnto the top level of the CLI hierarchy, or the username prompt.
e history - Displays the last 200 commands the user entered into the SX Il CLI.
e logout - Logs the user out of the current session.

e quit - Moves the user back one level in the CLI hierarchy.

e help - Displays an overview of the CLI syntax.
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HTML Serial Console (HSC) Help

You can connect to serial targets using HSC. HSC is supported with several Raritan products that offer

serial connections. Not all products support all HSC features. Differences are noted.
[j Raritan HTML Serial Console : D5AMT Port 1 (101) - Work - Micraso.. — 0 =

[ I 1 Hips//192.168.53.150

Write Access  Emcoding: wif-8  Term Siee: 124 x 35 1

Emulator

IMPORTANT: HSC sessions are affected by the SX II Idle Timeout.

If you have not changed the SX II Idle Timeout setting from the default, your
session could be closed automatically if it exceeds the Idle Timeout period.

Change the default Idle Timeout setting and then launch the HSC. See Login
Limitations (on page 132) for details on changing the Idle Timeout setting.
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Access Emulator Options
1. Select the Emulator drop-down menu to display a list of options.

EMULATOR EDIT TOOLS POWER HELP
Settings L !
Get History

Clear History

Get Write Lock
Write Unlock
Send Break
Reset Port

Connected Users...

Settings

Note:

KX3 administrators can set Terminal emulation settings in Setup > Serial Port Configuration.

KX4-101 and KX3G2 administrators can set terminal emulation settings in DSAM Serial Ports > Settings.

SX2 administrators can set terminal emulation settings in Device Settings > Port Configuration.
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1.

ok wnN

Choose Emulator > Settings. The Terminal Properties dialog displays the default settings.

Terminal Properties

Columns BO Rows: 25
Foreground: [ ]~ Background: ||| -

Font size 11 Scrofllback: 1000
Encoding: |utf-B “|Language English ~

Backspace Sends: | Delete v

OK Cancel Reset

Set the terminal size by selecting the number of Columns and Rows. Default is 80 by 25.
Set the Foreground and Background colors. Default is white on black.
Set the Font size. Default is 11.
Set the Scrollback number to indicate the number of lines available for scrolling.
Choose one of the following from the Encoding drop-down menu:

UTF-8

8-bit ascii

ISO-8859-1

ISO-8859-15

Shift-JIS

EUC-JP

EUC-KR
Choose one of the following from the Language drop-down menu:

English

Japanese

Korean

Chinese

Bulgarian

8. The Backspace Sends default is ASCII DEL, or you can choose Control-H from the Backspace Sends

9.

drop-down menu.

Click OK to save. If you changed the Language setting, the HSC changes to that language when the

Display Settings window is closed.

The emulator settings are saved on a per port basis in the browser used for HSC, so make sure your
browser is not set to delete history on exit.

Get History
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History information can be useful when debugging, troubleshooting, or administering a target device.
The Get History feature:

e Allows you to view the recent history of console sessions by displaying the console messages to and
from the target device.

e Displays up to 512KB of recent console message history. This allows a user to see target device
events over time.

When the size limit is reached, the text wraps, overwriting the oldest data with the newest.

Notes: History data is displayed only to the user who requested the history.

To view the Session History, choose Emulator > Get History.

Clear History
e To clear the history, choose Emulator > Clear History.

Get Write Access

Only users with permissions to the port get Write Access. The user with Write Access can send
commands to the target device. Write Access can be transferred among users working in the HSC via the
Get Write Access command.

To enable Write Access, choose Emulator > Click Get Write Access.

® You now have Write Access to the target device.
e When another user assumes Write Access from you:
e The HSC displays a red block icon before Write Access in the status bar.

* A message appears to the user who currently has Write Access, alerting that user that another
user has taken over access to the console.

Get Write Lock

Write lock prevents other users from taking the write access while you are using it.

1. To get write lock, choose Emulator > Get Write Lock.

2. If Get Write Lock is not available, a request rejected message appears.

Write Unlock

To get Write Unlock, choose Emulator > Write Unlock.

Send Break

Some target systems such as Sun Solaris servers require the transmission of a null character (Break) to
generate the OK prompt. This is equivalent to issuing a STOP-A from the Sun keyboard.

Only users with Write Access privileges can send a break.

To send an intentional “break” to a Sun Solaris server:
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1. Verify that you have Write Access. If not, follow the instructions in the previous section to obtain
write access.

Choose Emulator > Send Break. A Send Break Ack (Acknowledgement) message appears.
Click OK.

Reset Port

Reset Port resets the physical serial port on the SX2 and re-initializes it to the configured values
regarding bps/bits, and so on.

Connected Users

The Connected Users command allows you to view a list of other users who are currently connected on
the same port.

1. Choose Emulator > Connected Users.

User List

o admin

System: Auto Naming

OK

2. Astar appears in the Write column for the User who has Write Access to the console.

Exit
1. Choose Emulator > Exit to close the HSC.

Copy and Paste and Copy All

Data on the current visible page can be selected for copying. Copy and Paste are accessible in the HSC
by right click in the terminal window. Select Copy or Paste in the context menu that appears.

To copy all text, use the Copy All option in the Edit menu.

If you need to paste a large amount of data, it is better to save the data in a file and use the Send a Text
File function. Pasting a large amount of data in a browser windows can cause the browser to hang as it
processes the data. See Send Text File (on page 47).

When pasting data to a port, the end of a line is sent as a carriage return.

The Cut option on the right-click menu is disabled.

Do not use the Delete option that appears in the right-click menu of IE and some versions of Firefox.
This Delete option will remove display lines entirely from the emulator window.
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» Browser-specific behaviors

When copying from IE or Edge browsers, there are no end of line characters in the copied data. The
pasted data appears to be all in one line and contains many spaces. When pasting back into a HSC
window, the data may appear to be misaligned, but the data is complete.

Send Text File
1. Select Edit> Send Text File.
2. Inthe Send Text File dialog, click Browse to find the text file.

3. Click OK.
e When you click OK, the selected file sends directly to the port.

e If there is currently no target connected, nothing is visible on the screen.

Send Text File

Choose File | No file chosen

sy = - 08
-
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» Note, if you are using a Mac® and/or Safari®, do the following in order to use this feature:

In Safari, select Preferences.

Under the Security tab, select "Manage Website Settings"
Click on the SX Il website.

Select "Run in unsafe mode" from the drop-down box.

vk wN e

Restart Safari.
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Tools: Start and Stop Logging

The Tools menu contains options for creating a data history file and downloading it.

1. Choose Tools > Start Logging to start the storage of serial port data in memory.

2. Click Stop Logging to save the log file. A pop up message appears with a download link. Click to
download the memory buffer into a text file.

EMULATOR EDIT TOOLS POWER HELP

Successfully Conmected!

Save Log File

Click Here to Download

OK

Write Access  Encoding: utf-8  Term Size: 80 x 25

Power Status

Power Status in HSC shows the status of the outlet the target is plugged into.

1. Choose Power > Power Status.
2. The Notification dialog shows the status of the outlet as ON or OFF.
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Status may also show no associated outlet, or no power permission to the port.

Notification

192.168.61.142(1) Power
Status : Off

OK

E  Notification

Port has no associated
outlets, or user does not

have power permission on
this port.

Power on a Target

Use this option to power on a target from HSC.
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This option is visible only when there are one or more power associations to the target, and when you

have permission to manage the target's power.

1. Select Power> Power On.
2. Click OK in the success message.

Notification

Power operation succeeded.

OK

Power Off a Target

Use this option to power off a target from HSC.

This option is visible only when there are one or more power associations to the target, and when you

have permission to manage the target's power.

1. Select Power> Power Off.
2. Click OK in the success message.

Notification

Power operation succeeded.

OK

Power Cycle a Target
Power cycling allows you to turn a target off and then back on through the outlet it is plugged into.

This option is visible only when -
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e there are one or more power associations to the target
e the target is already powered on (the port status us Up)
e you have permission to manage the target's power
Choose Power> Power Cycle.
Click OK in the success message.

Browser Tips for HSC

Some browsers have limitations that affect HSC.

e Edge & Chrome, disabling the background throttling to prevent background tabs from disconnecting
after a certain amount of time. Go to chrome://flags, then search for "throttle". Set "Throttle
Javascript timers in backgound" and "Calculate window occlusion on Windows" to "Disabled".
Restart chrome to apply settings.

® Browser option to select certificate for authentication displayed on Edge and Chrome after session
is idle for about 5 minutes, due to internal browser SSL caching and timeouts. If certificate is
selected promptly, reconnection is successful. With longer idle times, authentication is not
successful, and the browser should be restarted to reconnect. Issue is not observed in Firefox.

e Edge has an internal limitation on the number of websockets that are allowed to be created to a
single server (6). This can be changed by modifying a registry variable as shown here : https://
msdn.microsoft.com/en-us/library/ee330736(v=vs.85).aspx#fwebsocket_maxconn.

e Edge,and Safari have a limitation when connecting to IPv6 devices. Using the numerical URL will not
work when it attempts to establish a websocket connection. In these browsers, use the device
hostname or literal IPv6 as UNC to connect to the SX II. See https://en.wikipedia.org/wiki/
IPv6_address#Literal_IPv6_addresses_in_UNC_path_names

e When using HSC in 10S Safari, the keyboard may not appear in some pages if the "request desktop
website" setting is enabled. To change the setting, go to Settings > Safari >Request Desktop Website,
then make sure All Websites is not selected, and the device address is not selected. You can also set
this per address by clicking the "aA" in Safari's URL pane when connected to the HSC port, then
select "Website Settings" and make sure that "Request Desktop Website" is not selected.
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SX Il Administration

This help contains information on tasks typically performed by Administrators, such as managing user
groups and users, managing authentication and security, configuring network settings and so on.

Note that the same tasks can be performed from the Remote Console, the Admin Client or command
line interface (CLI), so this section is divided into a Remote Console and CLI section.

In This Chapter

Administering SX Il from the Remote Console and Admin-Only Interface. . ..... 52

Administering SX Il Using command line interface. . ....................... 172
Administering SX Il from the Remote Console and Admin-Only
Interface

This section is specific to tasks performed in the SX Il Remote Console, including the Admin-Only
Interface

For information on performing tasks using command line interface, see Administering SX Il Using
command line interface (on page 172).

Configure Power Strips from the Remote Console

You can control Raritan PX rack PDU outlets (power strips) and Baytech rack PDU power strip outlets
that are connected to SX II.

For details on how to connect a PX to SX Il, see Connect and Configure a Rack PDU (Powerstrip) (on page
55).

Once connected to SX Il, the rack PDU and its outlets can be configured.

Configure power strips from the Remote Console as shown here, or using command line interface. See
Configure Power Strips Using CLI (on page 173).

Note that in the Remote Console, you can also quickly access a powerstrip's page from the Port Access
page by clicking on the Powerstrip link in the Type column.

If no power strips are connected to SX Il, a message stating "No power strips found" is displayed in the
Powerstrip Device section of page.
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If power strips are down or cannot be reached, the message "Cannot communicate with power strip or
outlet number not match, please check!" is displayed on the page in red.

Powers¥ip: [Powerstip | w| [Retresn

CANMNOE COMTRINCaTe With DoWersirp of Outier mimiber not march, please checkf
|
A

All of the power strips you have permissions to access and that are connected to SX Il are listed in the
Powerstrip drop-down.

Information about the currently selected power strip is displayed under the Powerstrip drop-down -

e Name

e  Model

e Temperature

e Current Amps

e Maximum Amps
e \Voltage

® Powerin Watts

e Power in Volts Ampere

tow Cossitbrpl Mandrpd \Vstags Powerlsiies Frabriein
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| Cusm = [0 ] (o] [ Cuie]
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Cotit 7 an [E=] [0 [Trke]
Coamgt a8 |T_-—| TG [Tyeie

The currently selected powerstrip's outlet names, their current state, and their associated ports, if
applicable, are displayed below the powerstrip information.

Use the On, Off and Cycle buttons on the page to control each of the powerstrip's outlets.
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Select another powerstrip from the drop-down to view its information and control its outlets.
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Control Powerstrip Outlets
» To turn an outlet on:

1. From the Powerstrip drop-down, select the rack PDU (power strip) you want to turn on.
2. Click On next to the outlet you want to power on.

3. Click OK to close the Power On confirmation dialog. The outlet will be turned on and its state will be
displayed as 'on'.

» To turn an outlet off:

1. Click Off next to the outlet you want to power off.

2. Click OK on the Power Off confirmation dialog. The outlet will be turned off and its state will be
displayed as 'off".

» To cycle the power of an outlet:

1. Click Cycle next to the outlet you want to cycle. The Power Cycle Port dialog opens.
2. Click OK. The outlet then cycles (note that this may take a few seconds).
3. Once the cycling is complete a dialog will open. Click OK to close the dialog.

Specify Power Cycle Duration

To specify the duration between powering an outlet off and on when the cycle command is given, enter
it in the "Power Cycle Duration (5-300 seconds)" field and select Set.
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Note: If you are connecting a PX to SX II, it is recommended you set the power cycle time to 5 seconds.
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Connect and Configure a Rack PDU (Powerstrip)

SX Il allows you to connect rack PDUs (power strips) to SX Il ports. You must configure these ports as
power port via the SX Il Port Configuration page.

A special Raritan cable or CSCSPCS -1 Rev.0C adapter is required to connect an SX Il port to the Feature
port of rack PDU.

Important: When configuring your PDU, make sure the Feature port setting is "Power CIM".

Only Raritan rack PDUs are supported.

Configure an SX Il port as power port.

On the Port Configuration page, click the port connected to power strip to open its Port Edit page.
Change the port type from "Serial" to "Power Strip".

change the port name, if needed.

Click OK. SX Il attempts to communicate with the power strip. If communication is successful, the
port is configured as a power port.

vk wN e

Note: If the power strip is in not in support mode, a communication failure occurs. Update the power
strip to support mode from the power strip application, then configure the port in SX Il again..

6. Once a port is configured as power port, you can change outlet names on the Port Edit page, as well.

Raritan.

A brand of O fpgrarsd



1.2-1.4KVA

Remove a Power Association

When disconnecting target servers and/or rack PDUs from the device, all power associations should first
be deleted. When a target has been associated with a rack PDU and the target is removed from the
device, the power association remains. When this occurs, you are not able to access the Port
Configuration for that disconnected target server in Device Settings so that the power association can
be properly remove.

» To remove a rack PDU association:

1. Select the appropriate rack PDU from the Power Strip Name drop-down list.
2. For that rack PDU, select the appropriate outlet from the Outlet Name drop-down list.

3. From the Outlet Name drop-down list, select None.

4. Click OK. That rack PDU/outlet association is removed and a confirmation message is displayed.

» To remove a rack PDU association if the rack PDU has been removed from the target:

1. Click Device Settings > Port Configuration and then click on the active target.

2. Associate the active target to the disconnected power port. This will break the disconnected target's
power association.

3. Finally, associate the active target to the correct power port.

Configure and Manage Users and Groups from the Remote Console

Note: These functions can also be performed using command line interface. See Configure and Manage
Users and User Groups Using CLI (on page 174).

SX Il stores an internal list of all user profiles and user groups.

User profiles and groups are used to determine access authorization and permissions. This information
is stored internally. User passwords are stored in an encrypted format.

SX Il allows the administrator to define groups with common permissions and attributes. They can then
add users to the groups, and each user takes the attributes and permissions of that group.

Since the group permissions are applied to each individual in the group, permissions do not have to be
applied to each user separately. This reduces the time to configure users.
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For example, create a group called Modem Access that has permission to manage modems. Each user
assigned to the Modem Access group can then manage the modem function; you do not have to assign
each user a separate permission.

View a List of Users
e (Click User Management > User List.

The User List page shows every user profile created to date, and for each one, lists:

e Username
e Full name

e User group

User List

samin Admin azmin |

Wit Sreceur RV |

sgmis Skigharths Geutama Admin |

i P Deji Ak

neEwuser nEwUSEmT |

Rows per Page [ Ger

Add | | Delete |

Users belong to a group and groups have privileges. Organizing the various users of your SX Il into
groups saves time by allowing you to manage permissions for all users in a group at once, instead of
managing permissions on a user-by-user basis.

You may also choose not to associate specific users with groups. In this case, you can classify the user as
“Individual.”

Upon successful authentication, the appliance uses group information to determine the user's
permissions, such as which server ports are accessible, whether rebooting the appliance is allowed, and
other features.

Note: These functions can also be manged using command line interface, see Configure and Manage
Users and User Groups Using CLI (on page 174) .

User Groups

Every SX Il is delivered the default user groups. These groups are listed in the User Groups drop-down
on the Add User page.

e Admin
Users that are members of this group have full administrative privileges to all functions.
The original, factory-default user is a member of this group and has complete system privileges.
In addition, the Admin user must be a member of the Admin group.
e Unknown
Additionally, if the remote server does not identify a valid user group, the Unknown group is applied.
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This is the default group for users who are authenticated remotely using LDAP/LDAPS, RADIUS or
TACACS+.

Any newly created user is automatically put in this group until they are assigned to another group.
e Individual Group

An individual group is essentially a "group" of one. That is, the specific user is in its own group and
not affiliated with other groups.

Use an individual group when you need a user account can have the same rights as a group.
Individual groups can be identified by @ in the Group Name.

The default user groups cannot be deleted but you can create additional user groups that meet your
needs and assign users to them, if needed.

Username *
| pedones

Full Name
[Pema Dosee
lFBBSW‘{Nﬂ *

Confirm Passwond *
— selet —

ohiserver h

<Unknown> (default setting)

0K Cancel

User Profiles

User profiles serve two purposes:

e To provide users with a username and password to log in to SX II.

e To associate the user with a user group. The user group determines which functions and ports the
user can access.

SX Il is shipped with one user profile built in, the Admin user.

This user profile is associated with the Admin user group and has full system and port permissions. This
profile cannot be modified or deleted.

Up to 254 user profiles per group are supported by SX II.

You can create a profile that is unique to each SX Il user.

Alternatively, you can create a profile and assign multiple people to it. Each person assigned to the
profile will then have the same privileges. This saves time but requires caution to ensure a user is not

given inappropriate access to a function. Use this function to limit permissions as well. See Create a
Group with Limited Access to SX Il (IP Access Control List) (on page 62).

Local and Remote Authentication

All users must be authenticated to access SX II.
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SX Il can be configured to authenticate users locally and/or remotely using LDAP/LDAPS, RADIUS or
TACACS+. Remote user authentication is processed before local authentication if remote authentication
is enabled. For details, see Configure User Authentication from the Remote Console (on page 67).

Add a User Group

1. Select User Management > Add New User Group or click Add on the User Group List page.
2. Type a descriptive name for the new user group into the Group Name field.

Homa > Uszer Managemeant > qu:ll

| Device Access While Under CC-5G Management
Device Settings

Diagnostics

Maintenance

Modem Access

PC-Share

Port Management

Security

O User Management

1L

IB0000C

= Port Permissions

= [P ACL
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Set Group Permissions

ii

Group Name *
(Group1) ]

| Device Access While Under CC-SG Management
[ Device Settings
[ Dpiagnostics
L) maintenance
L) modem Access

! PC-Share
Port Management
O Security
=

4 User Management

= Port Permissions

= [P ACL

oK Cancel

3. Select the permissions to assign to the group.
¢ Device Access While Under CC-SG Management - Allows users and user groups with this
permission to directly access the SX Il while it is under CC-SG management.
SX II is accessed using an IP address when Local Access is enabled for the device in CC-SG.

When a device is accessed directly while it is under CC-SG management, access and connection
activity is logged on SX II.

User authentication is performed based on SX II authentication settings.

Note: The Admin user group has this permission by default.

® Device Settings - Network settings, date/time settings, port configuration, event management
(SNMP, Syslog), and so on.

e Diagnostics - Network interface status, network statistics, ping host, trace route to host, SX Il
diagnostics.

¢ Maintenance - Backup and restore database, firmware upgrade, factory reset, reboot.
® Modem Acess-Access to the modem.
e PC-Share - Simultaneous access to the same target by multiple users.

¢ Port Management-To manage and modify ports within their groups.
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e Security - SSL certificate, security settings, IP ACL.

e User Management - User and group management, remote, authentication, login settings.

Important: Selecting User Management allows the members of the group to change the
permissions of all users, including their own. Carefully consider granting these permissions.

e Modem Access - Displayed on the page when an external modem is connected to SX Il. Select this
option if you want the group to have access to the external modem. If broadband access is enabled
for a supported Sierra Wireless modem, this permission allows the group to access SX Il via the
wireless modem, as well. See Connect and Enable Global Access to an External USB-Connected
Broadband Modem (on page 114).

Set Port Permissions
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4. Select the access permissions the group has to server ports and power control. The default is Deny.
Select each port individually, or use the checkboxes at the bottom of the page to apply permissions to all

ports.
Set All to Deny Set All Power to Deny
d d
D Set All to View
|:| Set All to Control |:| Set All Power to Access

e Deny - Denied access completely.
¢ View - View but not interact with the connected target.
e Control - Control the connected target.
Control must be assigned to the group if power control access will also be granted.
5. Click OK to create the group and apply permissions.

For information on IP ACL, see Create a Group with Limited Access to SX Il (IP Access Control List) (on
page 62).
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Create a Group with Limited Access to SX Il (IP Access Control List)

Important: Exercise caution when using group-based IP access control. It is
possible to be locked out of your SX II if your IP address is within a range that has
been denied access.

This feature limits a user's access to the SX Il by allowing you to assign them to a group that can only
access the device through specific IP addresses.

This feature applies only to users belonging to the specific group. This is unlike the IP Access Control List
feature that applies to all access attempts to the device. IP access control takes priority over group-

based IP ACL and is processed first.

Use the IP ACL section of the Group page to add, insert, replace, and delete IP access control rules on a
group-level basis.

Group Name *
SH2-Horth

.

Rule £ Starting IP Ending IP Action

1 |:5E 255.55.55 255.255.55.55
) DROF

[Append | [Replace | [Delete |

| = =

» To add (append) rules:

1. Type the starting IP address in the Starting IP field.

2. Type the ending IP address in the Ending IP field.

3. Choose the action from the available options:
e Accept - IP addresses set to Accept are allowed access to the SX Il device.
e Drop - IP addresses set to Drop are denied access to the SX Il device.

4. Click Append and then click OK. The rule is added to the bottom of the rules list. Repeat steps 1
through 4 for each rule you want to enter.

» Toinsert arule:

Enter a rule number (#). A rule number is required when using the Insert command.
Enter the Starting IP and Ending IP fields.
Choose the action from the Action drop-down list.

P w e

Click Insert and then click OK. If the rule number you just typed equals an existing rule number, the
new rule is placed ahead of the exiting rule and all rules are moved down in the list.
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» Toreplace a rule:

1. Specify the rule number you want to replace.

2. Type the Starting IP and Ending IP fields.

3. Choose the Action from the drop-down list.

4. Click Replace and then click OK. Your new rule replaces the original rule with the same rule number.

» To delete a rule:

1. Specify the rule number you want to delete.
2. Click Delete.
3. When prompted to confirm the deletion, click OK and the click OK on the page to save the changes.

Create and Activate a User

1. Choose User Management > Add User.

Home > User Managemeant > User

Username *

| |

Full Name

| |

Password *

Confirm Password *

Dialback Number
[ |

User Group
| - select — b

Active

: GF-'.l Can:el'_

2. Type alogin name in the Username field. This is the name the user enters to log in to SX Il. Required
3. Type the user's full name in the Full Name field.

4. Type a password in the Password field, and then type it again in the Confirm Password field.
Required

e The password is case sensitive.
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Note: If the strong password feature is enabled, there are other password requirements. See Strong
Passwords for details.

Associate the user with a user group by selecting from the User Group drop-down. Required
Enter a Dialback Number for modem usage.

7. Decide whether or not to activate this profile immediately. By default, the Active checkbox is
selected.

To deactivate this account, deselect this checkbox. You can return at any time and activate the user when
necessary.

8. Click OK. The page closes.
9. The user profile is created and should appear in the User List page. Reopen the user's page and the

SSH key section is enabled. If needed, assign an SSH key to the user profile. See Add SSH Client
Certificates for Users (on page 64).

Add SSH Client Certificates for Users

If needed, SSH (Secure Shell) Client Authentication keys can be added to a user. The user must first be
created before the client certificate can be added. You can add more than one key if needed.

1. Select User Management > User List, then click on the name of the user you want to add a SSH client
certificate to. The User's page opens.

BT > Lipar Managamant 5 User

Username *
mibnodeur
Full Namie Rew S5H Key
| Martin Brodeur =
Password

Confrm Password

User Groap *
olarves ]

A Active

[0K] [Detete | [Cancel

2. Enter the SSH key data in the SSH Key Data box. This data is the rsa_id.pub key generated for your
client.

Linux users should delete "name@Ilocal host" that appears at the end of the generated key when adding
public keys.

3. Click Add.
The SSH key data is validated in several ways:

a. Specified keytype is validated: [ssh-rsa|ssh-dsa|ecdsa-sha2-nistp256 | ecdsa-sha2-nitsp384 |
ecsda-sha2-nitsp512]

b. Keytype is followed by whitespace, followed by the base64 data.
C. Base6b4 data is validated.

d. Whitespace and any characters after the base64 are dropped from the key data.
4. The key data should be used for authentication and you should not have to enter a password.
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» To delete an SSH key:

1.
2.
3.

Click the checkbox next to the key you want to delete.
Click Delete.
Click OK when prompted to confirm.

Edit or Deactivate a User

Note: This function can also be performed using command line interface. See Configure and Manage
Users and User Groups Using CLI (on page 174).

Ll S

5.

Choose User Management > User List. The User List page opens.
Click the checkbox the user profile you want to edit or deactivate.
You can change any of the fields except the Username field.

For security reasons, the password is not displayed. To change the profile's password, type a new
password in the Password and Confirm Password fields. If you leave these fields as is, the password
is unchanged.

Click OK when finished. The user profile is modified.

Delete a User

Note: This function can also be performed using command line interface. See Delete Users Using CLI.

P wnN e

Choose User Management > User List. The User List page opens.
Click the checkbox to the left of the user profile you want to delete. You can select more than one.
Click Delete. You are prompted to confirm the deletion.

Click OK. The selected user profiles are deleted.

View Users by Port

The User By Ports page lists all authenticated local and remote users and ports they are being
connected to.

If the same user is logged on from more than one client, their username appears on the page for
each connection they have made. For example, if a user has logged on from two (2) different clients,
their name is listed twice.

This page contains the following user and port information:
Port Number - port number assigned to the port the user is connected to
Port Name - port name assigned to the port the user is connected to

Note: If user is not connected to a target, 'Local Console' or 'Remote Console' is displayed under the
Port Name.

Username - username for user logins and target connections
Access From - IP address of client PC accessing the SX Il

Status - current Active or Idle status of the connection
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To view users by port:

e Choose User Management > User by Port. The Users by Port page opens.
W ame Ao B et deivrva Froe taran

=]

Disconnect a User from a Port

You can disconnect a user from a specific port without logging them off of SX Il. For example, if a user is
connected to Serial Port 1 via HSC, you can disconnect them from the port.

Write Afcess  Endeslng; W5 B Tedm Sipe: 8005 75

This is unlike the force user logoff SX Il function that disconnects users from the target port and logs
them off of SX II. See Logging Users Off the SX Il (Force Logoff) for information.

Choose User Management > Users by Port. The Users by Port page opens.

Select the checkbox next to the username of the person you want to disconnect from the target.
Click "Disconnect User from Port".

Click OK on the confirmation message to disconnect the user.

A confirmation message is displayed to indicate that the user was disconnected.

vk wnN e

If the "Disconnect User from Port" is disabled, the user is not logged on to a port at the current time or
you did not select the checkbox next to their name in the list above..

Log a User Off of SX Il (Force Logoff)

If you are an administrator or have user management permissions, you are able to log off any
authenticated user who is logged on to SX II. Users can also be disconnected at the port level. See
Disconnecting Users from Ports.
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Choose User Management > Users by Port. The Users by Port page opens.

Select the checkbox next to the username of the person or persons you want to disconnect from the
target.

3. Click "Force User Logoff".
4. Click OK on the Logoff User confirmation message.

If the "Force User Logoff" button is disabled (grayed out), the user is not logged on and/or connected to
a port at the time or you have not selected the checkbox next to their name in the list above.

Configure User Authentication from the Remote Console

SX Il requires users be authenticated to access the appliance.

Authentication is the process of verifying that a user is who he says he is. Once a user is authenticated,
the user's group is used to determine his system and port permissions. The user's assigned privileges
determine what type of access is allowed. This is called authorization.

Users can be authenticated via SX Il locally or remotely.

By default, users are authenticated locally; you must enable remote authentication. When remote
authentication is enabled, there is an option to allow or deny local authentication as a fallback. See
Fallback to Local Authentication.

When the SX Il is configured for remote authentication, the external authentication server is used
primarily for the purposes of authentication, not authorization.

SX Il provides several options to remotely authenticate users -

e LDAP/LDAPS
e RADIUS
e TACACS+

For information on configuring LDAP, RADIUS and TACACS+ servers, see Configure LDAP, RADIUS and
TACACS+ Servers.

For information on enabling Telnet and SSH in SX I, see Enable Telnet (Optional) (on page 86) and
Enable SSH Access (Optional) (on page 85).

Note: You can also configure remote authentication via command line interface. See Configure User
Authorization and Authentication Services Using CLI (on page 178).

Enable Local User Authentication

Users are validated based on their username and password from a local database.
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When Fallback to Local Authentication is enabled, local authentication will be used when remote
authentication is enabled but the user is not found, or when remote servers are not available. See
Fallback to Local Authentication.

| Port Access | Power [ | Device Semings

Homsi > Uit Maragasmint > Authentcation Settings

Authentication Settings

| . Loc:l!hl.rﬂ'l!nf.it:ation]
LDAP
RADIUS
TACAC S+

< Faliback to Local Authentication

* TACACS+

[OK] || Reset To Defaults | [ Cancel |

1. Choose User Management > Authentication Settings. The Authentication Settings page opens.
2. Select Local Authentication.
3. Click OK to save.

» To return to factory defaults:

e Click Reset to Defaults.

Fallback to Local Authentication

Fallback to Local Authentication allows local authentication to be performed when remote
authentication fails for any reason. A remote authentication server is considered available if the server
can be pinged and ICMP communication is available between the SX Il and the authentication server.

Fallback is enabled by default. Deselect the fallback option if you do not want local authentication to be
used.

CC-SG users can always connect to SX Il regardless of the fallback setting.
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» To configure fallback to local authentication:

[ Fort Access | Power [UBSEMBHSGRI] Device setings | securty |

Home > User Management » Authentcabon Sefings

Authentication Settings

Local Authentication
LDAP

s RADIUS
TACAC S+

] ¥ Faliback to Local Authentication I

Choose User Management > Authentication Settings. The Authentication Settings page opens.

Select or deselect the Fallback to Local Authentication checkbox. This option works with remote
authentication, so another remote authentication option must be selected when fallback is selected.

3. Click OK to save.

Enable LDAP/LDAPS Authentication

Note: When configuring the LDAP server, the query string format on the server should contain the name
of the group configured on SX 11

You can use the Lightweight Directory Access Protocol (LDAP) to authenticate SX Il users instead of local
authentication.

Lightweight Directory Access Protocol (LDAP/LDAPS) is a networking protocol for querying and
modifying directory services running over TCP/IP.

A client starts an LDAP session by connecting to an LDAP/LDAPS server (the default TCP port is 389). The
client then sends operation requests to the server, and the server sends responses in turn.

Reminder: Microsoft Active Directory functions natively as an LDAP/LDAPS authentication server.

1. Click User Management > Authentication Settings to open the Authentication Settings page.
2. Select the LDAP radio button to enable the LDAP section of the page.
The LDAP section expands. If it does not, click on the LDAP section header.

3. Select Fallback to Local Authentication if you want local authentication to be performed if remote
authentication fails. See Fallback to Local Authentication (on page 68).
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Server Configuration

Authentication Settings

() Local Authentication
@ LDAP

() RADIUS

() TACACS+

Fallback to Local Authentication

v LDAP

[ Server Configuration

Primary LDAP Server
[192.168.61.228 |

Secondary LDAP Server (optional)

| |
Type of External LDAP Server

| Microsomt Active Direciony |

Active Directory Domain (optional)

[

User Search DN

|cn=users, dc=sysad de=com |
User Login Attribute

[samAccouniName |

DM of Administrative User [optional)
[en=systemtesti en=users de=sysad dc=c|

Secret Phrase of Administrative User

l.....u. |

Confirm Secret Phrase

l |

Dialback Query String

[ |

4. Inthe Primary LDAP Server field, type the IP address or host name of your LDAP/LDAPS remote
authentication server.

5. Optional In the Secondary LDAP Server field, type the IP address or host name of your backup LDAP/
LDAPS server (up to 256 characters). When the Enable Secure LDAP option is selected, the DNS
name must be used. Note that the remaining fields share the same settings with the Primary LDAP
Server field.
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6. Select the type of External LDAP Server.
e Generic LDAP Server.

¢ Microsoft Active Directory. Active Directory is an implementation of LDAP/LDAPS directory services
by Microsoft for use in Windows environments.

= Type the name of the Active Directory Domain if you selected Microsoft Active Directory. For
example, acme.com. Consult your Active Directive Administrator for a specific domain name.
Optional
7. Inthe User Search DN field, enter the Distinguished Name of where in the LDAP database you want
to begin searching for user information. An example base search value might be:
cn=Users,dc=raritan,dc=com. Consult your authentication server administrator for the appropriate
values to enter into these fields.

8. DN of Administrative User: Optional. Complete this field if your LDAP server only allows
administrators to search user information using the Administrative User role.

Consult your authentication server administrator for the value. Example:

cn=Administrator,cn=Users,dc=testradius,dc=com.

9. If you entered a Distinguished Name for the Administrative User, you must enter the password that
will be used to authenticate the Administrative User's DN against the remote authentication server.

Enter the password in the Secret Phrase field and again in the Confirm Secret Phrase field.

10. Dialback Query String: Enter the string. Ifyou are using Microsoft Active Directory, enter the
following string: msRADIUSCallbackNumber

LDAP/Secure LDAP

1. For an encrypted connection, select the Enable Secure LDAP checkbox to use SSL, or select the
Enable StartTLS checkbox to use StartTLS. Both options enable the Enable LDAPS Server Certificate
Validation checkbox.

e For an unsecured connection, do not enable Secure LDAP or StartTLS. The default port for
unsecured connections is 389. Use the standard LDAP TCP port or specify another port.

e SSLis a cryptographic protocol that allows SX Il to communicate securely with the LDAP/LDAPS
server. The default Secure LDAP port is 636, or you may specify another port. This field is used only
when Enable Secure LDAP is selected.

e StartTLS is a command that upgrades an unsecured connection to a secure connection using SSL/
TLS. StartTLS does not require a specific port. The standard LDAP port 389 is default.

2. Select the Enable LDAPS Server Certificate Validation checkbox to use the previously uploaded root
CA certificate file to validate the certificate provided by the server. If you do not want to use the
previously uploaded root CA certificate file, leave this checkbox deselected. Disabling this function is
the equivalent of accepting a certificate that has been signed by an unknown certifying authority.
This checkbox is only available when the Enable Secure LDAP checkbox has been enabled.

Note: When the Enable LDAPS Server Certificate Validation option is selected, in addition to using the
Root CA certificate for validation, the server hostname must match the common name provided in the
server certificate.

3. If needed, upload the Root CA Certificate File. This field is enabled for secured connections only.
Consult your authentication server administrator to get the CA certificate file in Base64 encoded
X-509 format for the LDAP/LDAPS server. Use Browse to navigate to the certificate file.

If the certificate has been uploaded to the Certificate Repository, select it in the Repository LDAP
Certificate List (by Subject) list. See Certificate Repository for details.
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Note: You must reboot the device after the certificate file is uploaded or when a different file is chosen
from the repository.

LDAR [ Secure LDAP
Enable Secure LDAP Enabis S1ardTLS
Port
389
Secure LDAP Pomn
Enable LDAPS Senver Cerficate Validation
Root CA Certificate File
Mua file chosen

[ Upload |
MNote: Reboot device after certificate file is uploaded

or when & file is changed via the pulidown menu.
Mo LDAP Cerlificaie has badn uploaded

Repositony LDAP Certificate List (by Subject):

Test LDAP Server Access
= Teat LOAFP Server ACCess

Losgim for testing

Password for testing

4. To test the LDAP configuration, enter the login name and password in the "Login for testing" field
and the "Password for testing" field, respectively. Click Test.

This is the username and password you entered to access the SX II. It is also username and password the
LDAP server uses to authenticate you.

The SX II then tests the LDAP configuration from the Authentication Settings page. This is helpful due to
the complexity sometimes encountered when configuring the LDAP server and SX II for remote
authentication.

Once the test is completed, a message is displayed that lets you know the test was successful or, if the
test failed, a detailed error message is displayed. It also can display group information retrieved from
remote LDAP server for the test user in case of success.

Enable RADIUS Authentication

Note: When configuring the RADIUS server, the Filter-ID format for the users on the server should have
the following format "Raritan:G{GroupOnSX}:D{DialbackNumber}".

You can use Remote Authentication Dial-In User Service (RADIUS) to authenticate SX Il users instead of
local authentication. RADIUS is an AAA (authentication, authorization, and accounting) protocol for
network access applications.
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The following authentication types are supported: PAP, CHAP, MS-CHAPv1, and MS-CHAPv2.

(") Local Authentication
:. LDAP

(8 RADIUS

) TACACS+

Fallback to Local Authentication

= LDAP

¥ RADIUS

Primary RADIUS Server
|192.168 62.152 |

Shared Secret

r— |

Authentication Port

Accounting Port

Timeout (in seconds)

ﬂ

Require the Message-Authenticator attribute in Access-Request replie

Secondary RADIUS Server

Shared Secret

Authentication Port

Accounting Port

Timeout {in seconds)

il

Require the Message-Authenticator attribute in Access-Request replies

Click User Management > Authentication Settings to open the Authentication Settings page.

Click the RADIUS radio button to enable the RADIUS section of the page. The section expands. If it
does not, click the section header to expand it.

3. Select Fallback to Local Authentication if you want local authentication to be performed if remote
authentication fails. See Fallback to Local Authentication (on page 68).
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4. Inthe Primary Radius Server and Secondary Radius Server fields, type the IP address of your primary
and optional secondary remote authentication servers, respectively.

5. Inthe Shared Secret fields, type the server secret used for authentication.

The shared secret is a character string that must be known by both the SX II and the RADIUS server to
allow them to communicate securely. It is essentially a password.

6. The Authentication Port default is port is 1812 but can be changed as required. Port range is
1-65535.
The Accounting Port default port is 1813 but can be changed as required. Port range is 1-65535.
The Timeout is recorded in seconds and default timeout is 1 second, but can be changed as
required.

9. The timeout is the length of time the SX Il waits for a response from the RADIUS server before
sending another authentication request.

10. Enable the 'Message-Authenticator attribute in Access-Request' replies to strengthen security. This
feature complies with RFC standards for integrity verification in RADIUS communications.

11. The default number of retries is 3 Retries.

This is the number of times the SX II will send an authentication request to the RADIUS server.

12. Choose the Global Authentication Type from among the options in the drop-down list:

e PAP - With PAP, passwords are sent as plain text. PAP is not interactive. The user name and

password are sent as one data package once a connection is established, rather than the server
sending a login prompt and waiting for a response.

e CHAP - With CHAP, authentication can be requested by the server at any time. CHAP provides more
security than PAP.

e MS-CHAPv2 - MS-CHAPvV2 provides stronger security than the above two. Selecting this option will
support both MS-CHAPv1 and MS-CHAPv2
Test RADIUS Server Access

To test the configuration, enter the login name and password in the "Login for testing" field and the
"Password for testing" field, respectively. Click Test.

This is the username and password you entered to access the SX II. It is also username and password the
RADIUS server uses to authenticate you.

The SX II then tests the configuration from the Authentication Settings page. This is helpful due to the
complexity sometimes encountered when configuring the server and SX II for remote authentication.

Once the test is completed, a success message or a detailed error message is displayed. It also can
display group information retrieved from remote server for the test user in case of success.

Enable TACACS+ Authentication

Note: When configuring the TACACS+ server, a dominionsx service should be added. A user-group
attribute under this service should contain the name of a group configured on the SX Il . A user-dialback
field under this service would contain the modem dialback number for this user.
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You can use the Terminal Access Controller Access-Control System Plus (TACACS+) to authenticate SX I
users instead of using local authentication.

[ Port nccess | power | UsetManagement] pevice setings

Homg > Lser Managément > Authenbcabon 5&{!‘595

Authentication Settings
Lecal Authentication
LDAP

RADIUS
s TACACS+

¥ Fallback to Local Authentication

¥ TACACS+

Primary TACACS+ Server
Shared Secret

Port
49

Timeout (in seconds)
1

Ratries
3

1. Click User Management > Authentication Settings to open the Authentication Settings page.
2. Click the TACACS+ radio button to enable the TACACS+ section of the page.
The section expands. If it does not, click the section header to expand it.

3. Under Primary TACACS+, type the IP address of the TACACS+ server and the port on which it is
listening (default is 49) in the IP Address and Port fields.

4. Fillin the Shared Secret field. Also known as a key, this field is necessary for encryption and mutual
identification with the TACACS+ server.

5. The Timeout is recorded in seconds and default timeout is 1 second, but can be changed as
required.

6. The timeout is the length of time the SX Il waits for a response from the TACACS+ server before
sending another authentication request.

7. The default number of retries is 3 Retries.

This is the number of times the SX II will send an authentication request to the TACACS+ server.

8. If you have a backup TACACS+ server, enter the same information in the Secondary TACACS+ fields.
9. Click OK. TACACS+ authentication is enabled.
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Authentication Setfings

™ Local Authentication
LDAP
~ RADIUS

—— @ TACACS:
T

¥ TACACS+

Primary TACAC 5+ Server

Shared Secret

Port

43

! Timeout (in seconds)
1

Retries
3

Secondary TACAC S+ Server

Shared Secret

Paort
43

Timeout (in seconds)
1

Retries
a

Configure SX Il Network Settings from the Remote Console

The configuration settings described in Initial SX Il Configuration from the Remote Console (on page 18)
are the same that apply when making any changes.

Choose Failover or Isolation Mode

Configure SX Il for Dual LAN Failover Mode (on page 76): In failover mode, LAN status is used to
determine which LAN port is used in failover. LAN port #1 is switched as default. If the switched LAN
port status is down, then the other LAN port will be switched to until a LAN port whose status is on is
found.

Configure SX Il for Dual LAN Isolation Mode (on page 78)

Configure SX Il for Dual LAN Failover Mode

LAN1 and LAN2 share the same IP address to support automatic failover.

LAN1 is the primary port. If LAN1 fails, LAN2 is used to access SX Il.
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Select Device Settings > Network to open the Device Network Settings page.

Set the IP Auto Configuration to None in the IPv4 section.

Select the "Enable Automatic Failover" checkbox under LAN Interface Settings to enable failover.
Manually specify the network parameters by entering the Default Gateway.

Enter the IPv4 IP Address, if needed. The default IP address is 192.168.0.192.

Enter the IPv4 Subnet Mask. The default subnet mask is 255.255.255.0.

The LAN1 settings are applied to LAN2 if failover occurs.

Basic Network Settings

No v e wDne

Device Name

[ KX3-Device |

— IPvd Address
IP Address Subnet Mask
[ 192 168.59.235 | | 255255 255.0 |
Default Gateway IP Auto Configuration
[192.168.50.126 | [None |

- IPv6 Address

GlobalUnigue IP Address Prefix Length
|rd0?.2fa.6cﬂ.2ﬁ30 206 | | iﬁd l
Gateway |IP Address

|1d07 2fa 6eff 20301 |

Link-Local IP Address Zone 1D
fed80::20d6dff-felf:61Bc |

IP Auto Configuration

| Nene b

— LANZ IPv4 Address

IP Address Subnet Mask
192 168.62 46 255,255 255.0
D_Efaultﬁatew_ay IP Auto Configuration
192.168.62.126 DHCP v |

8. Complete the IPv6 sections, if applicable.

9. Select the IP Auto Configuration.

If None is selected, you must manually specify -
= Global/Unique IP Address - this is the IP address assigned to SX II.
= Prefix Length - this is the number of bits used in the IPv6 address.
* Gateway IP Address.
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Select Router Discovery to locate a Global or Unique IPv6 address instead of a Link-Local subnet. Once
located, the address is automatically applied.

Note that the following additional, read-only information appears in this section -
e Link-Local IP Address - this address is automatically assigned to the device. It is used for neighbor
discovery or when no routers are present.
e Zone ID - Identifies the device the address is associated with. Read-Only

10. Next, select "Use the Following DNS Server Addresses" and enter the Primary DNS Server IP Address
and Secondary DNS Server IP Address. The secondary address is used if the primary DNS server
connection is lost due to an outage.

Note: "Obtain DNS Server Address Automatically" and "Preferred DHCP Host Name" are only enabled
when SX Il is configured in DHCP mode

Prefenmed DHCP Host Hamse
£ 60137

Oébesin DN S Server Address Automastically

s Use the Following DNS Server Addressss

Primary OM5 Server IF Address

Secondary DMS Server IP Address

[oK] [ Reset To Detautis Cancel I

11. Set the LAN 1/LAN 2 Interface Speed and Duplex, and the LAN 1/LAN 2 MTU.
¢ Valid range for MTU is 576 - 1500.

12. Set ARP Accept (default 0), ARP Announce (default 2) and ARP Ignore (default 1) options for Address
Resolution Protocol (ARP) if needed to change the default system ARP behavior.

13. When finished, click OK. Your SX Il device is now network accessible.
Configure SX Il for Dual LAN Isolation Mode

Isolation mode allows you to access each LAN port independently using different IP addresses.

Failover is not supported in this mode.
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1. Select Device Settings > Network to open the Device Network Settings page.

2. Set the IP Auto Configuration to None in the IPv4 section.

3. Ensure the "Enable Automatic Failover" checkbox is not selected.

LAN Interface Settings

Note: For reliable network communication, configure the Dominion
SX2 and LAN Switch to the same LAN Interface Speed and Duplex.
For example, configure both the Dominion SX2 and LAN Switch to
Autodetect (recommended) or set both to a fixed speed/duplex such
as 100Mbps/Full.

Current LAN Interface Parameters:
autonegotiation on, 1000 Mbps, full duplex, link ok

LAN Interface Speed & Duplex
| Autodetect |

LANT MTU
1500

Current LAN2 Interface Parameters:
autonegotiation on, 10 Mbps, half duplex, no link

LANZ2 Interface Speed & Duplex
| Autodetect |

LAN2 MTU

1500

D Enable Automatic Failover

ARP Accept

=
<

=

RP Announce

h
<

b -]
o

RP Ignore

‘H

802.1X Configuration
Link te 802.1x Configuration

4. Set ARP Accept (default 0), ARP Announce (default 2) and ARP Ignore (default 1) are options for
Address Resolution Protocol (ARP) if needed to change the default system ARP behavior.

5. If needed, manually specify the network parameters by entering the Default Gateway and then
complete the steps that follow.

6. Enter the IP address you want to use to connect to the SX Il LAN1. The default IP address is
192.168.0.192.

Enter the IPv4 Subnet Mask. The default subnet mask is 255.255.255.0.
In the LAN2 IPv4 section, set the IP Auto Configuration to None.
Enter the IP address you want to use to connect to the SX Il LAN2.
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10. Enter the LAN2 IPv4 Default Gateway and Subnet Mask.

Basic Network Settings

Device Mame *

| DominionDevice |
— |Pvd Address
IP Address Subnet Mask
| 192 168.61.104 | |255.255.255.0 |

Default Gateway
| 192 168.61.126 |

IP Auto Configuration

[None v

P 1 ! IPvE Address
GlaballUnigue IP Address Prefix Length
| !
Gateway |P Address
Link-Local IP Addrass Zone ID
MIA %1
IP Aute Configuration
Mone hd
T LANZ IPvd Address
IP Address Subnet Mask
| 192 168.61.105 | | 255.255.255.0 |

Default Gateway
| 192 168.61.126 |

IP Aute Configuration
| None v |

11. Complete the IPv6 sections, if applicable.
12. Select the IP Auto Configuration.
If Mone is selected, you must manually specify -

= Global/Unique IP Address - this is the IP address assigned to SX II.
= Prefix Length - this is the number of bits used in the IPv6 address.

= Gateway IP Address.

Select Router Discovery to locate a Global or Unique IPv6 address instead of a Link-Local subnet. Once

located, the address is automatically applied.
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Note that the following additional, read-only information appears in this section -
e Link-Local IP Address - this address is automatically assigned to the device. It is used for neighbor
discovery or when no routers are present.
e Zone ID - Identifies the device the address is associated with. Read-Only
13. Select "Use the Following DNS Server Addresses" and enter the Primary DNS Server IP Address and
Secondary DNS Server IP Address. The secondary address is used if the primary DNS server
connection is lost due to an outage.

Note: "Obtain DNS Server Address Automatically" and "Preferred DHCP Host Name" are only enabled
when SX Il is configured in DHCP mode

Obtain DNS Server Address Automatically

™= (8 Use the Following DNS Server Addresses

Primary DNS Server IP Address
| 192.168.55.100 |

Secondary DNS Server IP Address
| 192 168.55.101 |

14. Set the LAN 1/LAN 2 Interface Speed and Duplex, and the LAN 1/LAN 2 MTU.
¢ Valid range for MTU is 576 - 1500.
15. When finished, click OK.
Your SX II device is now accessible via the LAN1 IP address and the LAN2 IP address.

Reset Network Settings to Factory Defaults

1. Select Device Management > Network to open the Network Settings page.
2. Click "Reset to Defaults" at the bottom of the page.

Enable Auto Script from the Remote Console for Use with TFTP or a USB
Stick

Use this feature to copy the same settings to each of your SX lls.
To do this, a configuration script file with the SX II's settings is created.

Example Script

config

localport

config enable false

Script Result Example
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config

Config > localport

Config > LocalPort > config enable false
Local port configuration successful.
Config > LocalPort >

Create the file and then do one or both of the following to distribute it to the appliances -

e Save the file to a TFTP server with the same name DSX2_SERIAL.autoscript. The first time a new SX Il
boots up, it contacts the DHCP server and retrieves the IP address of the appliance, and the DHCP
server sends the SX |l the TFTP server IP address.

Once contacted, the configuration file is sent from the TFTP server, the configuration settings are
applied to the appliance, and the appliance reboots.

No manual intervention is required with this method.
Note that SX II must receive the TFTP server address from one of these settings:
e DHCP next-server (siaddr)

e TFTP server address (option 66). This option takes precedence if both are specified.
e Save the file to USB stick. The file can then be brought to each appliance and used to configure it.

Auto Script Configuration

Script File Name: DSXZ_GQX94C00004. autoscript

Enable Automatic Script Configuration via USB Stick

| Enable Automatic Script Configuration via TFTF

S

1. Access and configure the SX Il you want to create a configuration file from.
2. Select Device Settings > Auto Configuration.

3. The name of the script is listed at the top of the Auto Script Configuration section. Read-only
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» Enable automatic script configuration via USB stick:

1. Prepare your USB stick and then plug it in to a USB port on the front or back of SX Il. See Prepare a
USB Stick for an Auto Configuration File (on page 84).

Select the "Enable Automatic Script Configuration via USB Stick" checkbox.

Click OK to create the script. A success message is displayed on the page.

Home > Devce Sattngs > Aulo Senpt Confaquration

Auto Script Configuration

Script File Marme: DSX2_OXS5TDR0001 autosceript

¥ Enable Automatic Script Configuration via USE Stick

Enable Automatic Script Configuration via TFTP

TFTP Auto Script Settings

Last Time Script Executed:

»  Execute Script Only Once.
Execute Script On Every Bootup If Script Has Changed.

¢ Retrieve TFTP IP Address via DHCP.
Set TFTP IP Address Manually
TFTF Server IP AddressiHast Name

OK ] |[ Reset To Defauits | [ Cancl |

» Enable automatic script configuration via TFTP server:

1. Select the "Enable Automatic Script Configuration via TFTP Stick" checkbox.
2. The TFTP Auto Script Settings section is enabled.
3. Select when scripts are run on the appliances -

e Execute Script Only Once - the script will only be executed on the appliance the first time it boots
up and not again. Changes must be made manually afterward.

e Execute Script On Every Bootup If Script Has Changed - updates are applied to the appliances upon
bootup when the script changes.

Note that SX II only runs a script if it is different from the last script that was run. This applies
regardless of the option selected here.

Raritan.

A brand of O fogransd

83



84

SX II remembers most recently executed script, including the time the script was run.
4. Select how the IP address is configured -

e Retrieve TFTP IP Address via DHCP - Note that to do this, IP auto configuration must set to DHCP
and enabled on the SX II. See Disable or Enable DHCP in SX II.

e Set TFTP IP Address Manually - enter the IP address in the field provided.
5. Click OK.

I Horme > Deace Sethngs > Auto Senpl Configuration

Script File Name: D5X2_QX55700001. autoscript

Enable Automatic Script Configuration via USB Stick

* Enable Automatic Script Configuration via TFTP

TFTP Auto Script Settings

Last Time Script Executed:

Executs Script Only Once.
& Executs Script On Every Bootup If Seript Has Changed.

& Retrieve TFTF IP Address via DHCP.
Set TFTP IP Address Manually
TFTP Server IP Address/Host Name

[oK| || Reset To Detauns | [ cancel |

Prepare a USB Stick for an Auto Configuration File

Do the following in order to prepare your USB stick -

Plug the USB stick into a client machine.
Create an empty file named !automatic config.

Create a file named credential that contains the SX Il username and password. Use the
following syntax -
username=<user name>

password=<password>

Note: This is an Administrator user only. No other level user can use this function.

4. Create a script file named <Device Type> <Serial Number Of Device>.autoscript
containing all of the scripts that need to be executed on the appliance to configure it.

Copy all above files to the top directory of the USB stick.
6. Remove any file named <Device Type> <Serial Number Of Device> result.txt.

Following are examples of the files you should have on your USB in the end.
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lautomatic config

credential

DSX2 QVY4C00007.autoscript

8. Add other script files for other devices on the same USB stick, if needed.

9. Safely remove the USB stick from the client machine when done.

Execute Auto Configurations with a USB Stick

Following are steps to configure SX lIs using an auto configuration from a USB stick.

Prepare the USB stick and put the auto configuration file on it. See and, if you have not already done
so.

Make sure device is in working condition.
Plug the prepared USB stick in to a USB drive on either the front or back of the SX Il you are
configuring.

3. The script executes automatically after validating the username and password credentials.

Once the script finishes, SX Il beeps twice and the
<Device Type> <Serial Number Of Device> result.txt fileis generated and

saved at the top directory of the USB stick.
5. You can then unplug the USB stick.

Important - the script will stop executing if you unplug the USB stick prior to its completion.

Configure Device Settings from the Remote Console

Enable SSH Access (Optional)
SSH is enabled by default.

For information on required open ports and port protocols, see Port Access Protocol Requirements (on

page 209).

Note that SSH can be disabled or enabled via Remote Console or command line interface (CLI). See
Configure Device Settings Using CLI (on page 185).

Select Device > Device Settings to open the Device Services page.
Check the Enable SSH Access checkbox and complete the SSH Port.
If needed, select the Enable Legacy DSA checkbox.
Select the SSH Auth Method:
e Password Only: Do not allow any configured certificate authentication

W PE

e Certificate Only: Do not allow any password login to the SSH
e Password and Certificate: Allow both authentication methods access to the device
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See Add SSH Client Certificates for Users (on page 64) for help with certificates.
5. Click OK to save.

| Home > Device Settings = Device Sernces

Services

Enable TELNET Access

TELNET Port
33

Enable S5H Access
S5H Port

i

P
P

Enable Legacy DSA

$5H Auth Method
[ Password and C-erl_lﬁcaie bl

HTTFFort™

I

TIPS Port *

2 e
=
a e
Q
=
a
)
0
=]
%

(] Encrypted

ﬁ

Enable Telnet (Optional)

Due to the lack of security, the username, password and all traffic is in clear-text on the wire.
Telnet must be enabled before it can be used; is disabled by default.

Note that Telnet can be disabled or enabled via Remote Console or command line interface (CLI). See
Configure Device Settings Using CLI (on page 185).

For information on required open ports and port protocols, see Port Access Protocol Requirements (on
page 209).

1. Select Device Settings > Device Services to open the Device Services page.
2. Change the default port, if needed.
3. Check the Enable Telnet Access checkbox and enter the Telnet Port. Click OK to save.

Change HTTP and HTTPS Port Settings

If needed, change HTTP and/or HTTPS ports used by SX II. For example, if you are using the default HTTP
port 80 for another purpose, changing the port ensures the appliance does not attempt to use it.

For information on required open ports and port protocols, see Port Access Protocol Requirements (on
page 209).
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Note that HTTP/HTTPS can be disabled or enabled via Remote Console or command line interface (CLI).
See Configure Device Settings Using CLI (on page 185).

1. Choose Device Settings > Device Services. The Device Service Settings page opens.
2. Enter the new ports in the HTTP Port and/or HTTPS Port fields.
3. Click OK.

| Home > Dewice Settings > Device Sernces

Services

Enable TELNET Access

TELNET Port
233

Enable S5H Access

SE
.
e

Enable Legacy DSA

£5H Auth Method
Password and Cerificate v |

5000 (] Encrypted

Change the TCP Discovery Port

SX Il discovery occurs over a single, configurable TCP Port.
The default is Port 5000, but you can change it to use any TCP port except 80 and 443.

To access SX Il from beyond a firewall, your firewall settings must enable two-way communication
through the default Port 5000 or a non-default port configured on this page.

The device will transmit information about itself (make,model,firmware version,encryption) in clear text
unless the encryption option is selected.

For information on required open ports and port protocols, see Port Access Protocol Requirements (on
page 209).

Note that TCP discovery port can be configured via Remote Console or command line interface (CLI).
See Configure Device Settings Using CLI (on page 185).
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Choose Device Settings > Device Services. The Device Service Settings page opens.
Enter the Discovery Port.

Select the Encrypted checkbox to encrypt the transmission of device information.
Click OK.

W nN e

Enable Direct Port Access

Direct Port Access allows users to bypass having to use the SX Il's Login dialog and Port Access page.
There are three methods to access ports directly.

Note that Direct Port Access can be configured via Remote Console or command line interface (CLI). See
Configure Direct Port Access Using CLI (on page 186).

» "Enable Direct Port Access" and "Enable Direct Port Access via URL":

e Direct Port Access via URL - This feature provides the ability to directly access a port via HTTP/HTTPS
by using one of following syntax:

e https://IPaddress/dpa.asp?
username=usernameg&password=password&port=port number

e https://IPaddress/dpa.asp?
username=username&password=password&portname=port name

This feature also provides the ability to enter a username and password if the username and password
is not contained in the URL.

1. To enable this feature, select Device Settings > Device Services. The Device Service Settings page
opens.

2. Inthe Direct Port Access section, select the "Enable Direct Port Access" checkbox and "Enable Direct
Port Access via URL" checkbox.

3. Click OK to apply the settings.

E Enable Direct Port Access

Enable Direct Port Access via URL

Enable Direct Port Access via Username for S8H/Teinat

» Enable Direct Port Access via SSH/Telnet Using a Unique TCP Port or Unique IP Address

To use this feature, you must configure a unique IP address or a unique TCP port for a server port that
SSH/Telnet can use to access SX Il. The address must be different from the SX Il IP address and TCP port.

When an anonymous user attempts DPA via SSH/Telnet, username and password prompts will not
appear. See: Login Limitations (on page 132) for details about anonymous user access.
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Select Device Settings > Device Services.

In the Direct Port Access section, select the "Enable Direct Port Access" checkbox.

Locate the port in the table below the checkboxes, then enter the IP address you want to assign to
the port.

4. Click OK to apply the settings.

Enabie Direck Porf ACCeS s
| Emabde Direct Pori Access via URL

Enabde Dirgct Port Access via Username for S5H Teinst

1 Serial Port 1 DTE BT ] [&= ] [z | [+

2 senPonz | 0 [ ] .
3 Sestal Port 3 [ ] | | [ ] [

. el L JNL NN ] L J

|ox] [ Feset ToDefautts | [ Cancel

Example:

ssh -1 [user] -p [SSH Port] [SX2 IP/Hostname]
ssh -1 [user] [Serial Port IP]

telnet -1 [user] [SX2 IP/Hostname] [Telnet Port]
telnet -1 [user] [SX2 IP/Hostname] [TCP Port]
telnet -1 [user] [Serial Port IP]

» Enable Direct Port Access via Username for SSH/Telnet

This feature provides the ability to access DPA through a username and port combination without
requiring a unique IP address or TCP port.

When an anonymous user attempts DPA via SSH/Telnet, no login prompt will be shown, and user is
directly connected to the port. See Login Limitations (on page 132) for details about anonymous user

access.
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Choose Device Settings > Device Services. The Device Service Settings page opens.

In the Direct Port Access section, select the "Enable Direct Port Access" checkbox and "Enable Direct
Port Access via Username for SSH/Telnet" checkbox.

3. Click OK to apply the settings.

Direct Port Access

m Enable Direct Port Access
D Enable Direct Port Access via URL

m Enable Direct Port Access via Username for 55HTelnet

Example:

ssh -1 [user]:[Serial Port Name] [SX2 IP/Hostname]

ssh -1 [user]:[Serial Port Number] [SX2 IP/Hostname]
telnet -1 [user]:[Serial Port Name] [SX2 IP/Hostname]
telnet -1 [user]:[Serial Port Number] [SX2 IP/Hostname]

Example of access port-#1 as admin:
e ssh -1 admin:1 192.168.51.101
IP Forwarding and Static Routes

Enable IP forwarding, or create static routes if SX Il has two LAN ports or is configured for modem
access.
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» To enable IP forwarding and static routes:

1. Select Device Settings > Static Routes. The Static Routes page opens.
2. Select the checkboxes to enable each feature, then click OK.

| Home > Device Settings > Static Routes

IP Forwarding

Enable IP Forwarding
[] Enable Static Routes

» To add a static route:

1. When Static Routes is enabled, click Add, then enter the Route details.

| Home > Devace Settngs > Stabe Routes > Route

Interface:
LaM 1 v
Destination:

oK Reset To Defaults J | Cancel

2. Select the LAN you want to configure from the drop-down menu in the Interface field.
e LAN1 = ethO
® LAN2 =ethl

3. Type the IP address, subnet mask, and gateway of the destination host in the Destination, Mask, and
Gateway fields.

4. Enter the maximum transmission unit (MTU) in bytes in the MTU field.
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5. Type the TCP windows size for connections over this route in bytes in the Window field.

6. Select your route type from the Flags drop-down menu.
e Host means this route is for a host machine.
¢ Net means this route is for a subnet.

7. Click OK.

To reset a static route:

1. Select Device Settings > Static Routes. The Static Routes page opens.
2. Click Reset To Defaults to reset the route fields to the factory defaults.

To delete a static route:

Select Device Settings > Static Routes. The Static Routes page opens.

Click Delete. You are prompted to confirm the deletion.
Click OK. The route is deleted.

bl S

Advanced Routing

Advanced routing allows you to customize network routing settings. Similar to iptables support,

Go to the Static Routes List and select the checkbox next to the route you want to delete.

individual 'ip' commands can be executed on the device and the runtime state of the device will be
updated with each command. Once saved, the "route commands" should be executed on every bootup
of the device and will be applied after the default system routes are brought up. You can backup/restore

these settings.
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» To enable and configure Advanced Routing:

1. Choose Home > Device Settings > Advanced Routing. The Advanced routing page opens.
2. Select the "Enable Advanced Routing" checkbox.
3. Click OK.

Blawre. = Do Sepiis » kv Blaeking 1

Hote. Crepted rfen e arw applbed after M 3 yIiem euting rable ITS De sl B 60T RN vid Y ol pavts. 1o
BBl Artwies TRECURTON 0 i invalil rulb. Reutel e o8 B Saved untl Sive Rewtrs 4 cehed Do pae
i fe page untid Save Routen or Rewed i gelecred in coue of inaswy, 8 reaar] of (e devics wil nespf e
FERaBRG LR ROT e

B Crabis ddeaniesd Readng

O (= -

It Fenta e Gormmang

Bl A5 Buwy

Cuvrent [P routesules abies

Hrdwdh |

4. Enter 'ip route <data>' or 'ip rule <data>', followed by the Linux 'ip route' and 'ip rule' command
format.

5. Click Apply. The IP Route/Rule Command List appears.

Enable Advanced Routing

oKk | [Cancei]

I HouteFtuke Command Lt

| Ip rowle add 192 168 2 100 wia 152 165 2 89 dev ethl
ip route add default via 182 168.2. 7T dev ol table 200
I ip rube a0 from 90.0.0.10 iookup 200
ip routelip rule Command:
| ]

[‘Apply | | Reset AR Rubes |

Note: Created rules are applied after the system routing table. It's best to edit this via the local ports, to
prevent network interruption on an invalid rule. Routes will not be saved until Save Routes is clicked. Do
not exit the page until Save Routes or Reset is selected. In case of issues, a restart of the device will
reset the routing tables if not saved.
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» To reset Advanced Routing:

e C(lick "Reset All Rules" to clear the custom settings.

e A factory reset of the device will delete all custom commands and disable advanced routing.

Enable Syslog Forwarding

This feature logs all system activities and forwards them to remote Syslog servers. You can configure up
to 8 different servers. All messages will be forwarded to all configured servers. If you need to focus on
specific messages per server, you should apply message filters at the server level. Messages are sent
even if some servers are experiencing errors.

Choose Device Settings > Event Management. The Event Management - Settings page opens.
Select Enable Syslog Forwarding to log the appliance's messages to remote Syslog servers.

Type the IP Address/Hostname of your Syslog servers in the IP Address/Hostname fields. IPv4 and
IPv6 are supported.

4. Enter the port number for each server. Default is 514.
5. Click OK at the bottom of the page.

o + Dirvioe Semmge » D Managament - Sefings

SHMP Motfic Mions Confgurason
SHMP Logging Ensbisd NP vIo Mottheations Enabied NP v3 Mouncstons Ensbied
L 1 S Augent Cortiguratios
S P I Wi T [ICITEnion K7 SHLE LG
Sytlog Configuration
Enable Syslog Forwaeding
Sysiog Message Formal
ERi2 W
~ Sysiog Servers
P Aagres 3HoST Name Pori #
[z eaes = | B |
[ J EiL ]
| [51 ]
| -
| J5 |
[ ]
| | [ |
l | EIE |

Note: IPv6 addresses cannot exceed 80 characters in length for the host name.

e C(lick Reset to Defaults at the bottom of the page to remove the setting.

802.1X Security

IEEE 802.1X authentication can be configured independently on each LAN port to give the SX Il secure
access to your wired LAN.

Supported authentication methods include:
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e EAP_TLS

e EAP_TTLS

e EAP_PEAP

If your network switch does not allow access to the network without 802.1X in effect, you will not be

able to configure SX Il remotely using a web browser. You can use the Local Port of the SX Il or a
crossover cable to the switch itself.

Configure 802.1X Security

Before proceeding, upload your certificate in the Certificate Repository so that it can be accessed from
the 802.1X configuration page. See Certificate Repository (on page 150).

Important: Do not delete certificates that are in use from the Certificate Repository.
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» To configure 802.1X security:

1. Choose Device Settings > 802.1X Security. The settings page opens. Note that LAN and LAN2 settings
are separate.
Fies = Chuwicn Salirgs & 000 UK Sacurly
i |
Gurrers BU1E Bavius. disables Casrremt B3 VX SSatuy: covabied
B Enstes B33 14 Secury Erabie B 1K Ssounty
oA Carmnedss [ CA Cartficas
Erasis verneasse of TLS Servid oo Ed Enans Verneaten of TLE Server Cemhicsts
Reporicry Ch Cortfcsie Lint By Subjest) bk Bl Regpasiory C& CertRcate Lk By Subpecd] Rl el
M Foy e W ek Ay w
Bigrs gTpersd and oot yat v akd SRty & B wapared 3o nigt et walid certhoatey.
™ A rDE A00A MaTr = A TP et BRI 0
# EAP PEAF % EAF_PEAF
BAP TR EAP TLE
EAF TTLE EAF TTLE
2. Inthe LAN or LAN2 sections, select the Enable 802.1X Security checkbox to begin.
3.

In the CA Certificate section, select Enable Verification of TLS Server Certificate if your configuration
requires a certificate.

¢ If your certificate has been uploaded, select it in the Repository CA Certificate List (by Subject) field.

¢ If your certificate doesn't appear, you must add it to the Certificate Repository. See Certificate
Repository (on page 150).

e Select the option for "Allow expired and not yet valid certificates" to enable if needed.

1. Select your Authentication Method to activate the necessary fields in the form:
e EAP_PEAP: Inner Authentication is set to MSCHAPv2. Enter the user name and password.
= Username: Numerals: 0-9, Lower case letters: a-z, Upper case letters: A-Z, Printable special
characters: ASCII codes 33-47, 123-126, Space (ASCII code 32) is not allowed. Up to 32
characters.
= Password: Numerals: 0-9, Lower case letters: a-z, Upper case letters: A-Z, Printable special
characters: ASCII codes 33-47, 123-126, Space (ASCII code 32) is allowed. Up to 64 characters.
inner Authentication: MSCHAPv2
User Name:
Password;
e EAP_TLS:
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= If your certificate has been uploaded, select it in the Repository Client Certificate List (by
Subject) field.

= If your certificate doesn't appear, you must add it to the Certificate Repository. See Certificate
Repository (on page 150).

[ Client Contificate

Repository Client Certificate List (by Subjecty: Hot St
| Hone Availabie

= If the certificate uploaded to the repository requires a password, the Key Requires Password
and password fields will populate automatically.

[ Client Private Key

Client Private Key: File Mot St
| Mo fite sedected

Key Requires Password
Password

e EAP_TTLS: Select the Inner Authentication method from the list: MSCHAPv2, CHAP, or PAP. Enter
the user name and password.

EAP_TTLS

Inner Authentication: | MSCHAPv2 ¥

User Name:

Password;

1. Click OK and wait for authentication. This may take several minutes. You can check the status at the
top of the 802.1X settings page. After clicking OK the status will be "enabled/pending". If
authentication is successful, the status changes to "enabled/authorized". If authentication fails, the
status changes to "enabled/failed".

| Port Access | Power | Virtual Media | User Management [ DéVice Setiings |

Home > Device Settings > 802, 1X Security

Operation completed successfully.

Current 802.1X Status: enabled/authorized
h

802.1X Status
Rar;ta "' 2.802.1X status at the top of the settings page. Go to Device Settings > 802.1X Security.
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Interface State | Authentication State  Status

Enabled Pending Wait

Enabled Authorized Success

Enabled Failed Failed/Troubleshoot
Disabled 802.1X Disabled

Troubleshooting 802.1X Authentication Failure

The following tips may help you troubleshoot 802.1X authentication failure.

e Wait for the authentication to complete — it may take several minutes.

e Double-check that the SX Il 802.1X settings you have entered match how 802.1X is configured on
your network switch.

e Check the 802.1X Status under Device Settings>802.1X Security, in the Audit Log, and the status on
the network switch

e On the network switch: Make sure Periodic Reauthentication is enabled. Set the Reauthentication
Period to the lowest possible value. The switch will reauthenticate when the Reauthentication
Period expires

e Switches may have a way to trigger reauthentication immediately, for example, a 'Reauthenticate
Now' checkbox that can be selected to restart authentication immediately on the switch.

e Reboot the SXII.

e Make sure all certificates are uploaded and remain in the Certificate Repository. See Certificate
Repository (on page 150).

Configure Date and Time Settings from the Remote Console

Use the Date/Time Settings page to specify the date and time for the SX II. There are two ways to do
this:

e Manually set the date and time.

e Synchronize the date and time with a Network Time Protocol (NTP) server.

Note: NTP security is added to the SX I, which allows it to request the date and time with or without
authentication. If the NTP server is configured to use authentication, it will accept the request along
with the authentication key, and send back the date and time along with a digital information of the
authentication key. The SX Il will verify the digital information and will use the date and time if the key
matches; otherwise discard the received information.
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» To set the date and time:

Choose Device Settings > Date/Time. The Date/Time Settings page opens.

Choose your time zone from the Time Zone drop-down list.

Adjust for daylight savings time by checking the "Adjust for daylight savings time" checkbox.
Choose the method to use to set the date and time:

e User Specified Time - use this option to input the date and time manually. For the User Specified
Time option, enter the date and time. For the time, use the hh:mm:ss format (using a 24-hour

clock).
e Synchronize with NTP Server - use this option to synchronize the date and time with the Network
Time Protocol (NTP) Server.
5. For the Synchronize with NTP Server option:

a. Enter the IP address of the Primary Time server, Authentication Type, ID, key Format and key
value.

b. Enter the IP address of the Secondary Time server, Authentication Type, ID, key Format and key
value Optional

PwnN e

Note: If DHCP is selected for the Network Settings on the Network page, the NTP server IP
address is automatically retrieved from the DHCP server by default. Manually enter the NTP
server IP address by selecting the Override DHCP checkbox.

6. Click OK.
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Configure SNMP Agents from the Remote Console

See Viewing the SX Il MIB (on page 104) for information on viewing the SX || MIB.

SX Il supports SNMP logging for SNMP v2c and/or v3. SNMP v2c defines message formats and protocol
operations when SNMP logging is enabled. SNMP v3 is a security extension of SNMP that provides user
authentication, password management and encryption.

IIP‘ [T —— _\l
] Enabie SHUF Daemon
System Mame Syssem Comnaer Sysum Loastnn
52 [az=n [o<
Wl Ernabls SRMP wibvla;
[ oty Typs
[prwe [Feasvien[]
(] Enable SHUP v2 { Use Muth Fassphrase
Srcority Koo At Profccol Aot Paispieass  Privacy Proficcol  Privacy Paniphrase
[Famicar W [ e [ =]
Qm& SHAP Trap Carfguiason J

1. Choose Device Settings > Device Services. The Device Service Settings page opens.
2. Select the Enable SNMP Daemon checkbox to activate to the SNMP section.
3. Provide the following SNMP agent identifier information for the MIB-II System Group objects:
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e System Name - the SNMP agent's name/appliance name
e System Contact - the contact name related to the appliance
e System Location - the location of the appliance

4. Select either or both Enable SNMP v1/v2c and Enable SNMP v3. At least one option must be
selected. Required

5. Complete the following fields for SNMP v2c (if needed):
e Community - the appliance's community string

e Community Type - grant either Read-Only or Read-Write access to the community users

Note: An SNMP community is the group to which appliances and management stations running
SNMP belong. It helps define where information is sent. The community name is used to identify the
group. The SNMP device or agent may belong to more than one SNMP community.

6. Complete the following fields for SNMP v3 (if needed):

e Select Use Auth Passphrase if one is needed. Select this option if you want to use the same pass
phrase for the authorization pass phrase and privacy pass phrase without having to re-enter it.

e Security Name - the username or service account name of the entity communicating with the
SNMP agent (up to 32 characters).

e Authentication Protocol - the MD5 or SHA authentication protocol used by the SNMP v3 agent.
Note: When FIPS is enabled, SHA must be used for v3 traps for FIPS compliance.

e Authentication Passphrase - the pass phrase required to access the SNMP v3 agent (up to 64
characters).

e Privacy Protocol - if applicable, the AES or DES or AES256 algorithm used to encrypt data.

e Privacy Passphrase - if applicable, the pass phrase used to access the privacy protocol algorithm (up
to 64 characters).

Next, configure SNMP traps. This is done on the Event Management - Settings page, which can be
quickly accessed by clicking the SNMP Trap Configuration link at the bottom of the Device Services page.
See Configuring SNMP Notifications (on page 101)for information on creating SNMP traps and List of SX
I SNMP Traps for a list of available SX Il SNMP traps.

The events that are captured once an SNMP trap or inform is configured are selected on the Event
Management - Destination page. See Configuring Event Management - Destinations.

Configuring SNMP Notifications

Simple Network Management Protocol (SNMP) is a protocol governing network management and the
monitoring of network devices and their functions.

SNMPV2 provides for both traps and informs to be sent out over a network to gather information. The
basic difference between traps and informs is that when the remote application receives an inform it
sends back an acknowledgment, while traps are not acknowledged. In SNMPv3, there are further
capabilities and restrictions on how the messages are handled.

The traps and informs are configured on the Event Management - Settings page. See List of SX || SNMP
Traps for a list of supported traps and informs.
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SNMP agents are configured on the Device Services page. See Configuring SNMP Agents for information
on configuring SNMP agents and Viewing the SX Il MIB (on page 104) for information on viewing the SX
Il MIB.

1. Choose Device Settings > Event Management - Settings. The Event Management - Settings page
opens.

2. Select the SNMP Logging Enabled checkbox to enable to remaining checkboxes in the section.
Required

3. Select either or both SNMP v2c Notifications Enabled and SNMP v3 Notifications Enabled. At least
one option must be selected.

Once selected, all related fields are enabled. Required

4. Complete the following fields for SNMP v2c (if needed):

e Destination IP/Hostname - the IP or hostname of the SNMP manager. Up to five (5) SNMP
managers can be created

Note: IPv6 addresses cannot exceed 80 characters in length for the host name.

a. Port Number - the port number used by the SNMP manager

b. Community String - the appliance's community string

Note: An SNMP community is the group to which appliances and management stations running
SNMP belong. It helps define where information is sent. The community name is used to identify
the group. The SNMP device or agent may belong to more than one SNMP community.

C. Type - notification type, either Trap or Inform

d. Retries and Timeout - for Informs, enter the number of retries to be attempted, and the timeout
period in seconds.

WARNING: Non-responding destinations may significantly slow system response if informs are
configured with large values for retries and/or timeouts.

5. [Ifitis not already, select the SNMPv3 Notifications Enabled checkbox to enable the following fields.
Complete the following fields for SNMP v3 (if needed):

e Destination IP/Hostname - the IP or hostname of the SNMP manager. Up to five (5) SNMP
managers can be created

Note: IPv6 addresses cannot exceed 80 characters in length for the host name.

a. Port Number - the port number used by the SNMP manager

e Security Name - the username or service account name of the entity communicating with the
SNMP agent (up to 32 characters).

e Authentication Protocol - the MD5 or SHA authentication protocol used by the SNMP v3 agent.
Note: When FIPS is enabled, SHA must be used for v3 traps for FIPS compliance.

e Authentication Passphrase - the pass phrase required to access the SNMP v3 agent (up to 64
characters).

e Privacy Protocol - if applicable, the AES or DES or AES256 algorithm used to encrypt data.
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a. Privacy Passphrase - if applicable, the pass phrase used to access the privacy protocol algorithm
(up to 64 characters).

Note: If you are accessing the Event Management - Settings page from the local console and are
using a screen resolution lower than 1280x1024, the Privacy Passphrase column may not be
displayed on the page. If this occurs, hide the SX II's left panel. See Left Panel

b. Type - notification type, either Trap or Inform.

C. Retries and Timeout - for Informs, enter the number of retries to be attempted, and the timeout
period in seconds.

6. Click OK to create the notifications.
Use the Link to SNMP Agent Configuration link to quickly navigate to the Devices Services page from the
Event Management - Settings page.

The events that are captured once an SNMP trap or inform is configured are selected on the Event
Management - Destination page. See Configuring Event Management - Destinations.

SX Il supports SNMP logging for SNMP v2c and/or v3. SNMP v2c defines message formats and protocol
operations when SNMP logging is enabled. SNMP v3 is a security extension of SNMP that provides user
authentication, password management and encryption.

» To edit existing SNMP notifications:

1. Choose Device Settings > Event Management - Settings. The Event Management - Settings page
opens.

2. Make changes as needed and click OK to save the changes.

Note: If you disable SNMP settings at any time, the SNMP information is retained so you do not have to
reenter if you re-enable the settings.

» To delete SNMP notifications:

e (Clear all of the SNMP fields and save.

e Use the reset to factory defaults feature to remove the SNMP configuration and set the SX Il to its
original factory default.

» To reset to factory defaults:

e C(Click Reset To Defaults.

WARNING: When using SNMP notifications over UDP, it is possible for the SX Il and the router that it is
attached to fall out of synchronization when the SX Il is rebooted, preventing the reboot completed
SNMP notification from being logged.
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Viewing the SX Il MIB

1. Choose Device Settings > Event Management - Settings. The Event Management - Settings page
opens.

2. Click the 'Click here to view the 'SNMP MIB' link. The MIB file opens in a browser window.

Performance Information in the MIB

The following Gets() have been added to the MIB.
» CPU (processor)
e systemUsageCPU: Current usage as percentage
» Memory
e systemUsageMemory: Current usage as percentage.
» Power supply status
e systemPowerSupplyTable: Table of up to two power supplies' on/off status.
» Port utilization and Port status

e portDataTable: Table of the portDataStatus for each port with the possible states below:
e inactive - Target cannot be accessed. (Ul Status:down, Availability:idle)
e available - Target can be accessed. (Ul Status:up, Availability:idle)

e connected - A user is connected but capacity is available. (Ul Status:up/down,
Availability:connected)

¢ busy - Reached maximum access capacity. (Ul Status:up/down, Availability:busy)

Configure Event Management - Destinations

If system events are enabled, SNMP notification events (traps and informs) are generated. The events
can be logged to the syslog or audit log.

Events and where the event information is sent is configured on the Event Management - Destinations
page.

Note: SNMP, Syslog, and SMTP logging only works when enabled in the Event Management - Settings
page.

» To select events and their destinations:

1. Choose Device Settings > Event Management - Destinations. The Event Management - Destinations
page opens.

Raritan.

104 i brand of Dlegeand



System events are categorized by Device Operation, Device Management, Security, User Activity, and User

Group Administration.

2. Select the checkboxes for those event line items you want to enable or disable, and where you want
to send the information.

Tip: Enable or disable entire categories by checking or clearing the Category checkboxes, respectively.

3. Click OK.
» To reset to factory defaults:

e C(Click Reset To Defaults.

WARNING: When using SNMP notifications over UDP, it is possible for the SX Il and the router that it is
attached to fall out of synchronization when the SX Il is rebooted, preventing the reboot completed
SNMP notification from being logged.

Heme > Device Seftings > Event Management - Destinations

Event Management - Destinations

Note: SNMP traps will only be generated if the "SNMP Logging Enabled” option is checked. Syslog
events will only be generated if the "Enable Syslog Forwarding” option is checked. SMTP messages
will only be generated if the "SMTP Logging Enabled” option is checked. Event destination settings
can be found on the "Event Management - Settings" page on the Device Settings menu.

Category Event SNMP Syslog SMTP Audit Log

Device Operation
System Startup
System Shutdown
Power Supply Status Changed
Powerstrip Outlet Status Changed
Network Parameter Changed
Port Status Changed
MNetwork Failure
Ethemet Failover
802 1x Authentication Failure
Automatic Script Configuration

Enable Email (SMTP) Notifications from the Remote Console

Enable email notifications for users on the Event Management - Settings page.

Each person for whom SMTP is enabled receives notification when an event is triggered. Up to ten (10)
users can be added.

Configure SMTP server settings on the SMTP Settings page. Use the "Link to SMTP server configuration"
quick link at the bottom of the Event Management - Settings page. See Configure and Test SMTP Server

Settings (on page 106).
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» To enable SMTP Notifications:

1. Select Device Settings > Event Management - Settings to open the Event Management - Settings
page.
2. Go to the SMTP Settings panel and select the Enable SMTP Server checkbox.

SysLog Configuration

[_] Enable Syslog Forwarding

Syslog Message Format
legacy

SMTP Configuration

SMTP Logging Enabled
Email Sub=cribers

L abcirarilan.com

o 123 @rantan com

Wew Email Subscriber Address

I |
(ad] [Doet]

Link to SMTP server configuration

3. Type the email address of the SMTP subscriber in the New Email Subscriber Address field and then
click Add.

4. Click OK.

Configure and Test SMTP Server Settings

Enter the information required for a connection to your SMTP server on the SMTP Server Settings page.

Note that if the server requires STARTTLS, SX Il automatically uses it.
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Select Device Settings > SMTP Settings.
Provide the server address, port and the email address used to send SMTP notifications.

If the server requires a username and password authentication to send emails, provide them in the
User Account and Password fields, respectively.

4. Click Apply.
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It is important that the SMTP server information be accurate so that the SX Il appliance can send
messages using that SMTP server.

This test sends an email using the settings displayed on the page in the SMTP Settings pane. SX |l saves
the settings once you click Apply.

1. Send a test email by entering a destination email address to receive the test message
Note that the receiver email is not saved.

2. Verify the message was received by the intended email target. If there are problems, contact your
SMTP administrator to make sure your SMTP server IP address and authorization information are

correct.
[ Homa » Gavice Saiings » SWTP Seings
I
:59;0‘:.;‘13 ] I;:;r;g. will i aave changes. Use B apply buson ahan you se satisfied with your
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[Apply | [Reset To Defaults

Configure Modem Settings from the Remote Console

Configure modem settings for SX I| models with internal, analog modems on the Modem Settings page.
You can also configure modem settings via command line interface. See Configure a Modem Using CLI
(on page 180).

Note: SX Il models without internal modems do not have access to the Modem Settings.
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SX Il models with internal modems are indicated by an M in the model, such as DSX2-4M. For a list of
models. see SX Il Models (on page 15). You model number is in Device Information in the left panel of
the Remote Console.

Device Information:
Device Mame: DominionSX2For250Tesing2022
IF Address:

192 168.59.132

192 .168.10.42
Firmware: 2.5.0.1.3842
Device Model:
DSX2-32M
MNetwork: LANT LANZ
Powerin1: on
Powerin2: on

» Restrictions of PPP dialup:

When accessing SX Il over dialup, the Port Access tab in the web interface is disabled, but administrative
features are available. Port access cannot load over slow dialup connections. When using PPP dialup,
use SSH CLI for port access.

Connect to the Internal Modem via the Modem Port
e Use atelephony cable to connect to the Modem port on the SX II.

Configure the Internal Modem
1. Choose Device Settings > Modem Settings to open the Modem Settings page.

Note: The Enable Broadband Modem feature is specific to use of an external, wireless modem. See
Connect and Enable Global Access to an External USB-Connected Broadband Modem (on page 114).

2. Select Enable Modem. Default is enabled.
3. Select the Modem Access Mode.
e All - allows modem access through both PPP and console access.
If a PPP signal is not detected, uses console access.
e PPP_Only - allows only PPP connections that will access the SX Il through the configured PPP server
IP address.
e Console_Only - allow only Local Console connections, meaning CLI access through a terminal
emulation program such as Hyperterminal.
4. |If you selected All or PPP_Only as the modem access mode, enter the IP address information.

e Enter the PPP server IP address.
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This is address assigned to SX II when a connection is established via dial-up. Required
e Enter the PPP client IP address.

This is the internet address SX II assigns to the Remote Client when a connection is established via
dial-up. Required

Note: The PPP server IP address and PPP Client IP address must be different and cannot conflict
with the network addresses used by the server or the client.

5. PPP_Only mode supports dialback. Select the Enable Modem Dial Back checkbox to enable the
dialback feature.

Only tone dial back is supported; pulse dial back is not supported.

Both Dial-in and Dialback must be enabled on the modem, and the dialback numbers for a user must be
configured in the authentication service (local, RADIUS, LDAP, or TACACS+). See Create and Activate a
User (on page 63).

Users who belong to a user group with Modem Access permission but who do not have a dial-in number
cannot establish a connection.

Each user accessing the SX II via modem must have a call-back number defined in their profile. A Comma

(,) character is supported to enable a pause, such as in dialing a 9 before a phone number. Add up to 8

dialback numbers per user. See Configure Multiple Dialback Numbers and Caller ID Verification (on page

110).

6. Select the Caller ID Verification for Dialback checkbox to enable. When enabled, numbers used to
access the modem will be verified against the dialback numbers listed for a user. See Configure
Multiple Dialback Numbers and Caller ID Verification (on page 110) for more details.

7. Select Enable Modem Dialout to allow outbound modem connections. When enabled, an access
point called "Internal Modem" is added to the end of the port list that will launch an HSC interfaces
directly with the modem. AT commands can then be given to initialize and dial out from the modem.

8. Click OK to commit your changes or click Reset to Defaults to return the settings to their defaults.

# Enable Modem

Modem Access Mode
Console_Only

Enabile Modern Dialback

Caller IO Verification for Dialback

PPP Server IP Address
10.00.1

PPP Client IP Address
10.0.0.2

[oK] [ResetToDefauts] [ cCancel]

Assign User Groups Modem Access Permissions

e |f needed, assign users to a group with Modem Access permissions.
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110

Modem Access permission is assigned to a user group on the Group page, and the user is then
assigned to the group on the User page. For more information, see Configure and Manage Users and
Groups from the Remote Console (on page 56).
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Configure Multiple Dialback Numbers and Caller ID Verification

You can associate multiple phone numbers with a user for dialback from the modem. Caller ID
verification can be enable to validate and dial back to the proper number in the list.

When a user logs in via the modem, and Caller ID Verification is enabled, the system will check the
phone number used to log into the device. If the Caller ID number is found in the user's configured
dialback numbers, dialback will be allowed to continue and dial back to the number in the CallerID.
When Caller ID Verification is diabled, and the user has multiple numbers configured, the system will
always dial back the first number that is in the list of numbers in the dialback field.

Multiple dialback numbers and caller ID verification work the same way with both PPP dialback and
console dialback implementations.
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» To configure dialback numbers:

1. Choose User Management, then select a user or create a user. See Create and Activate a User (on
page 63). When your SX [l model has an internal modem, the user profile contains modem-specific
fields.

Usarname *
modem

Full Mame
modem lesier

Fassword
Confirm Password

Dialback Mumber
17326522965 T324441234 73258512347

User Group *
Aadrmin v

« Active

[OK] [Deleta] [Cancel]

2. Inthe Dialback Number field enter the list of phone numbers for this user. Use a space between
each complete phone number. Up to 128 characters total.

3. Click OK.
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» To configure caller ID verification:

Choose Device Settings > Modem Settings to open the Modem Settings page.
Verify PPP_Only is selected for Modem Access Mode.

Verify Enable Modem and Enable Modem Dialback checkboxes are selected.
Select the Caller ID Verification for Dialback checkbox.

Click OK.

vk wN e

Modem Settings

¥ Enable Modem

Modem Access Mode
PPP_Cnly v

¥ Enable Modem Dialback
* Calier ID venfication for Dialback

PPF Server IP Address
10000.1

FPP Client IP Address
10.0.0.2

0K | [ Reset To Defaults | [ Cancel |

Configure Caller ID Verification for Dialin Numbers

Caller ID verification for dialin numbers allows you to configure a list of 8 approved dialin numbers from
which analog phone calls will be accepted.

When enabled, if a call is received from a number that is not present in the dialin list, the phone does
not answer the line.

If the phone number is present in the dialin list, the connection will take place after the third ring of the
phone.
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.Hemcrtlemkmnlhﬂen&ﬂnm

Broadband Modem Senngs

[ ensie Braadband Madem
[J Enabie Broadband Modem Failover

Enable Madem
Modemn Access Mode
L —
[ Enabbe Modem Dialback
D Caaller ID Verification for Dialbesch

PP Server IP Addiress:
10001

FPP Clhenit IF Address
[r000.2

Caller ID Veridication for Dialin

Modem Senings

— MSodlern Dialin List
Phane Numiber

[=

Ok Reset To Detouis | | Cancel |

» To configure caller ID verification for dialin numbers:

PwnN R

Click OK.

External Modem Support

There are two supported options for external broadband modems. One option may be better for your

configuration.
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In Device Settings > Modem Settings, make sure a modem is enabled.
Select the Caller ID Verification for Dialin checkbox.
Enter the approved dialin numbers in the Modem Dialin List.
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» USB-connected modem:

e All SX Il models support an external, 3G/4G wireless modem connection with USB using a Sierra
Wireless AirLink® GX440, GX450, or ES450 gateway modem.

e With this modem configuration, you can set permissions on SX Il that control who can access using
this modem. See Connect and Enable Global Access to an External USB-Connected Broadband
Modem (on page 114)

» LAN-connected modem:

e All SX Il models support an external 4G modem connection via Ethernet using a Cradlepoint
AER1600 or Cradlepoint IBR200 modem. See Connect to a LAN Connected External Modem (on
page 116).

e With this modem configuration, the modem is unknown to SX Il because it is Ethernet-connected.
You cannot control the modem using SX Il permissions.

e The "Failover to Modem" feature does not apply to this modem configuration.

e This configuration can be used with VPN access.
Connect and Enable Global Access to an External USB-Connected Broadband Modem

Users who need access to SX Il via the Sierra Wireless modem must be assigned to a user group with
Modem Access permissions. This is a security measure that helps control who can access SX Il via the
modem. For example, create a user group called Sierra Wireless Users and give the group Modem
Access permissions, then assign only users who need access to the modem to that group.

The Enable Broadband Modem feature must be enabled in SX Il in order for users to access SX Il via the

Sierra Wireless modem. This is a global-level feature, so it is disabled by default in order to prevent all
users from being able to access SX Il via the modem.

Broadband Modem Settings

C] Enable Broadband Modem

Enable Broadband Modem Failover

Sierra Wireless Software and Firmware Versions
Sierra Wireless must have at least ALEOS Software Version 4.4.1.014

This configuration has been tested with the Verizon Wireless MC7750 Radio Module using firmware
version 3.05.10.13.

Connect the External, Wireless Modem
USB Connection

Use either a Micro A or Micro B to USB Type A cable to connect the Sierra Wireless to the SX II.

e Connect the Sierra Wireless USB port to any of the USB ports on back of the SX Il or to the USB port
on the front of the SX II.
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Note: Only USB connections are supported for this modem.

Configure the Sierra Wireless Modem

Configure the Sierra Wireless modem for use with SX 1l using these connections. These settings are
configured on the Sierra Wireless modem, not SX II.

Configure the Sierra Wireless Modem for a Cellular Connection

e A SIM card must be purchased from your service provider and installed in the Sierra Wireless
modem.

e Get a static IP address from your service provider, then assign it to the Sierra Wireless modem.
e Sierra Wireless must be configured for Public mode.

e Host Connection Mode must be set to "USB Uses Public IP".

e USB Device Mode must be set to "USBNET".

Change Default Username

For security reasons, change the default Admin account username to a new name before using the
Sierra Wireless .

Assign User Groups Modem Access Permissions

Following are settings applied in SX II.

e Modem Access permission is assigned to a user group on the Group page.

e Then assigned the user to this group on the User page. For more information, see Configure and
Manage Users and Groups from the Remote Console (on page 56).

Enable Global Access and Failover Settings to External USB-Connected Broadband
Modem

Use this feature to enable or disable access to an external Sierra Wireless modem.

Note: These settings do not apply to the Cradlepoint LAN-connected modem option.

Cellular (broadband) access is disabled by default. Since this is a global-level feature, it is disabled for all
users.

Once it is enabled, only users who belong to a user group with Modem Access permissions can access
SX Il via the Sierra Wireless modem.
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Broadband can be enabled from the Remote Client and via CLI.

» To enable broadband from the Remote Client:

1. Enable broadband by selecting Device Settings > Modem Settings and selecting the Enable
Broadband Modem checkbox.

2. Click OK to apply the change.
SX II is now accessible using the Sierra Wireless modem.

3. If you want your modem automatically enabled only when both LAN ports go down, also select the
Enable Broadband Modem Failover checkbox.

Once either LAN port comes back up, the model will be automatically disabled. All active sessions will be
dropped.

4. Click OK to apply the change.

Broadband Modem Settings

+ Enable Broadband Modem

J Enable Breadband Modem Failover
OK Reset To Defaults | cancel

External Modem Connection Status and Checks
The connection event is logged in the SX Il audit log.

Once the devices are on and the connection is active, the gateway IP address is displayed in the Remote
Console in the left panel under the Network section.

Additionally, the gateway IP address is displayed on the Network Settings page in the IPv4 section's
Default Gateway field.

As with other targets connected to SX II, you can perform diagnostics, ping and perform a trace of the
Sierra Wireless modem using the SX Il Diagnostics tools.

Connect to a LAN Connected External Modem

Cradlepoint AER1600 or IBR200 are supported for LAN-connected external modem access.

» To connect Cradlepoint modems to SX Il:

e Connect the AER1600's or IBR200's LAN port to the SX Il LAN1 or LAN2 port.

e The SX Il LAN port must be configured for DHCP so that the AER1600 DHCP server can provide it
with the IP address. It is possible to reserve an IP address on the AER1600 so that the user can
configure the SX Il LAN port with a static IP address.

e Inthe SX Il network settings, Enable Automatic Failover should be disabled. Choose Device Settings
> Network, then deselect the Enable Automatic Failover checkbox.
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» To configure VPN access:

OpenVPN client on Windows 7 works with the AER1600 when configured according to the instructions
provided by Cradlepoint. A Cradlepoint prime license is required:

http://knowledgebase.cradlepoint.com/articles/Support/OpenVPN-Bridged-Client-Server-Configuration

e Note: If VPN is not in use, port forwarding must be configured in the AER1600 to forward the IP
packets to the SX II.

Power Supply Setup

SX Il provides dual power supplies, and can automatically detect and provide notification regarding the
status of these power supplies.

When both power supplies are used, SX Il automatically detects them and notifies you of their status.
Additionally, both the PowerIn1 and Powerln2 Auto Detect checkboxes are automatically selected on
the Power Supply Setup page.

If you are using only one power supply, you can enable automatic detection for only the power supply in
use.

Proper configuration of power supplies ensures SX Il sends the appropriate notifications should a power
supply fail. For example, if power supply number one fails, the power LED at the front of the unit will
turn red.

The Power LED on the front of the SX Il appliance is red when the checkbox is selected for an
unconnected power supply. The LED is blue when the checkbox is not selected for an unconnected
power supply.
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» To enable automatic detection for the power supplies in use:

1. Choose Device Settings > Power Supply Setup. The Power Supply Setup page opens.

Heowa 3 Dt Satagt 3 Pned? Supedy Satus Page

- Powerind Auto Detect

7 Powerind Auto Detect

2. If you are plugging power input into power supply number one (left-most power supply at the back
of the unit), then select the Powerln1 Auto Detect option.

3. |If you are plugging power input into power supply number two (right-most power supply at the back
of the unit), then select the PowerIn2 Auto Detect option.

4. Click OK.
» To turn off the automatic detection:
e Deselect the checkbox for the appropriate power supply.

» To reset to factory defaults:
e Click Reset To Defaults.

Configure Local Port Settings from the Remote Console

Configure Local Console port settings on this page.

Some changes you make to the settings on the Local Port Settings page restart the local terminals. If a
local terminal restart occurs when a setting is changed, it is noted here.
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JHome = Device Sefiings » Local Porl Seings )|

Enable Local Porls

Nore: Some changes to the Local Port Sertings will
restart the local terminal.

] Enabile DV Local Por, Adman Port and Terminal Por

Terminal Port Settings

Baud Rate:

15200 [ =]
Local Port Settings

Keyboard Type
us =]
Local User Authentication
@ Locall DAPRAMNUSTACACS+
Hone
o lgnare CC managed mode on local port

oK | | ResetToDetautts | | Cancet |

1. The "Enable DVI-D Local Port, Admin Port and Terminal Port" checkbox is selected and the ports are
enabled by default. Deselecting the checkbox disables the ports.

The local terminal is restarted when this change is made.
2. Inthe Terminal Port Settings, choose the terminal port's Baud Rate.

3. Choose the appropriate keyboard type from among the options in the drop-down list. These
keyboard options apply only to the Remote Console; they do not apply to the Local Console.

The local terminal is restarted when this change is made.

e US e Portuguese (Portugal)
e US/International * Norwegian (Norway)
e United Kingdom e Swedish (Sweden)

e French (France) e Danish (Denmark)

e German (Germany) e Belgian (Belgium)

e German (Switzerland) e Hungarian

e Simplified Chinese ® Spanish

e Traditional Chinese e |talian

e Dubeolsik Hangul (Korean) e Slovenian

JIS (Japanese Industry Standard)
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Note: Keyboard use for Chinese, Japanese, and Korean is for display only. Local language input is not
supported at this time for SX Il Local Console functions.

1. Choose the type of Local Console authentication.
e Local/LDAP/RADIUS/TACACS+ - This is the recommended option.
* None - There is no authentication for Local Console access.

Important - If local port authentication is set to None, users only need to hit a character key on their
keyboard and are automatically logged in as admin user.

This option is recommended for secure environments only. For default settings, users are required to
login to the local port via username and password.

2. Select the "Ignore CC managed mode on local port" checkbox if you would like local user access to
the SX Il even when the appliance is under CC-SG management. Alternatively, use the direct device
access while under CC-SG management feature.

If you do not ignore CC manage mode on the local port now and decide at a later time to remove the
appliance from CC-SG management, you must remove the device from within CC-SG and then return to
this page to deselect this checkbox.

Changing the Default GUI Language Setting from the Remote Console

The SX Il web-based interface defaults to English, but also supports the following localized languages.
These languages are not applied to the Local Console.

e Japanese
e Simplified Chinese

e Traditional Chinese

» To change the GUI language:

1. Select Device Settings > Language. The Language Settings page opens.
2. From the Language drop-down, select the language you want to apply to the GUI.
3. Click Apply. Click Reset Defaults to change back to English.

Note: Once you apply a new language, the online help is also localized to match your language
selection.

Configure Port Logging Settings from the Remote Console

e Select Device Services > Port Logging Settings to access the Port Logging - Settings page and
configure the local log settings.

Timestamp and Update Frequency

SX Il logs the port status at regular intervals as defined by the Timestamp value. Enter a time in seconds
between 0 —99999. Note that entering 0 disables timestamps for port logging. Changes to the
timestamp interval will go into effect after the current interval has passed and that port status
timestamp has been logged. The default value is 0 seconds, so port status logging is disabled by default.

The update frequency is the interval between each data push to the port log file, port syslog and NFS
port logging, if they are enabled. The default value is 30 seconds.
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Data is buffered in SX Il during the time between the intervals or until the appliance buffer is full. This
feature manages the logging traffic so it is not pushed continuously.

. Heoma » Device Settngs > Port Loggang - Seftings

Port Logging Settings

Timastamp (Interval)
0

Update Frequency (seconds)
30

Port Log Local File and Port Log Local Input File

Enable the Port Log Local File to capture data for each port locally on SX II. To capture inputs for each
port, enable the Port Log Local Input File.

Log files are stored on SX II's internal flash drive. 8 and 16 port models have a 2GB internal flash drive.
All other models have an 8GB flash drive.

If needed, enter a maximum file size. When files reach the maximum size, the oldest data is overwritten

to maintain size. To retrieve the files, see Manage Port Logging - Local Files from the Remote Console
(on page 123).

Home » Device Setfings > Port Logging - Settngs

Port Logging Settings

Timestamp (Interval)
0

Update Freguency (seconds)
30

= Fort Log Local File

Enable Port Log Local File

Enable Port Log Local Input File

Maximurm File Size{bytes)
S000000

Port SysLog

This feature sends port log data to a remote Syslog server. The messages from the SX Il appliance are
sent to the LOCALS category of the Syslog server for more efficient parsing.

Note: Local5 is the default category, but it is configurable to other local categories.

Since all messages are sent from the same category on the syslog server, all port output resides in the
same file. Use NFS Port Logging if you prefer separate files for each port's data.

Raritan.

Abrand of Dlegeand 121



122

1. Go to the System Logging panel and select the Enable Port Syslog checkbox.

g > Dapvice Semiegn > Poel Logpng - Semings

Timesiamp |inderal)
[

Update Frequansy [secondsi
)

[~ Pl Log Lol File
Enabis Post Log Local File
Enabis Post Log Local inpid File

Mazimum File See{byies)
SOO000T

r~ Pert Sysiog
Erakis Porl Srilog
Syaleg Category
B
Sysbog Message Format
Sibeg Primary [ 1 B4 58 Pt

51d

Syibisy Saconasny IF [ Mo Pad
20

2. Type the IP address of the remote Syslog server in the Primary IP Address field.
3. If you have a backup Syslog server, type its IP address in the Secondary IP Address field.
4. You can use the default port of 514 for primary and secondary syslog servers or define your own.

Network File System (NFS) Logging

Network File System (NFS) logging allows you to log all port activity to an NFS shared directory. All user
activity and user port logins and logouts are logged. There are two log files:

e Input: Records all input (keystrokes) from users.

e Qutput: Contains all the messages that come from the server into the console server. This includes

all user input that is echoed back from the managed device/server.

You must also enable port logging. For more information on port logging, see Enable Port Logging.

Note: The NFS server must have the exported directory with write permission for the port logging to
work.

Select the Enable NFS checkbox to enable NFS logging.

Type the IP address or hostname of the NFS server in the Primary IP/Hostname field, and then enter
the path to the log file in the NFS Primary Directory field.

3. If you have a backup NFS server, enter the IP/hostname in the Secondary IP/Hostname field and NFS

Secondary Directory fields. If the primary server fails, port logging is redirected to the secondary
server.

4. Enter a File Prefix to be added to all filenames. Use " " for a blank prefix.
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Enter a maximum File Size in megabytes.

Specify the directory for output of log files in the Out Directory field.

If needed, activate the Enable Input Port Logging feature and type a directory for input in the In

Directory field. To turn this feature off, deselect this checkbox.

Use Port Name in Filename: select to customize log file names with the port name.

Select the Encryption checkbox to enable encryption of log files.
e Enter the RC4 key in the NFS Encryption Key (RC4) field.

[~ NF5 Port Logging

¥| Enable NFS Port Logging
MNFS Primary IP /| Hostname

NF5 Secondary IP ! Hostname
File Prefix

s¥_nfs

Out Directory

Enable Input Port Logging

In Directory

MFS Primary Directory

MNFS Secondary Directory

File Size (megabytes)
1

Use Port Name in Filename
(Port name should be unique)

Encryption
MFS Encryption Key (RC4)

Manage Port Logging - Local Files from the Remote Console

» To delete log files:

1. Select checkbox for log files.
2. Click Delete Log File.

» To retrieve a log file:

e C(lick the Download link for a log file's "OutputFile" or "InputFile".

Note that power string data is not saved in port log files.

For information on configuring local log files for ports, see Configure Port Logging Settings from the

Remote Console (on page 120).
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Configure Ports from the Remote Console

The Port Configuration page displays a list of the SX Il ports.

Port Access
Click on the individual port name to see allowable operations.

i No.

1

4 ; BN A % I S

1. To access the Port Configuration page, choose Device Settings > Port Configuration.

Mame

Senal Port 1
Sarial Port 2
Serial Port 3
Serial Port 4
Serial Port 5

Type
AUTO

AUTO
AUTO
AUTO
AUTO

Status

down
down
down
down
down

Availability

idller
iclle
il
e
idle

This page is initially displayed in port number order, but can be sorted by Name or Type by clicking on the

column heading.

2. To access a port's page to configure it, click the Port Name for the port you want to configure.
3. Select the Type of target, either Serial or Powerstrip.

4. Provide a meaningful name for the serial target or power strip. Or, click Auto Name Search to use
the configured autoname search settings to retrieve the System Name. Auto Name does not work
for power ports. See Port Auto Name (on page 130).

Note: CommandCenter Secure Gateway does not recognize rack PDU names containing spaces.

Configure Powerstrips

1. If you selected Power Strip, change the Power Strip Name and click OK. If a power strip is detected,
you are returned to the Port Configuration page.

2. Select the port again to edit it and its outlet names, if desired. Outlet names default to the outlet

number.

124
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Note: When a rack PDU is associated with a target device (port), the outlet name is replaced by the
target device name, even if you assigned another name to the outlet.

3. Click OK to save, or Reset to Defaults to start over.

Typee
_*. [Fowsr S5 [2]
Mame
Fovmititog
Mumber Hime Port Anscowbon
1 .‘i-m e

Configure Target Devices

If you selected a target device, there are various settings you can configure.

Note: When a rack PDU is associated to a target device (port), the outlet name is replaced by the target
device name (even if you assigned another name to the outlet).

1. Enter or update the Target Name.
2. If an outlet is connected to the same server that the port is connected to, a power association can
be made with the target device.

A port can have up to four associated outlets, and you can associate a different rack PDU (power strip)
with each. From this page, you can define those associations so that you can power on, power off, and
power cycle the server from the Port Access page.
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To use this feature, you need Raritan remote rack PDU(s).

3. Select the Power Strip Name and associate an name with each of the power strip's outlets by
selecting from the Outlet Name drop-down.

4. Click OK. A confirmation message is displayed.

Power Association

PDLU Narme P -5146R ] Outlet Name Cent0S(1) v
FOU Mame FE3-5146R I Outlet Name Cent05{2) v
POU Name FxI-5146R - Dutlet Name Cent0S(3 H
POU Name PR3-5146R = Gutlet Name Cent0S5(4) H

5. To allow direct port access to the target's port, enter the port's IP address, the SSH port, the Telnet
port and the TCP port.

Direct Port Access

IP Address: S5H Port: Telnet Port: TCP Port:
|192.168 62,247 | |29 | [24 | [40 |

Configure Port Settings

Configure the remaining port settings, as needed or required.

1. Select the terminal emulation type from the drop-down menu in the Emulation field. This is the
terminal emulation mode used to match the serial targets connected to the ports. The choices are:

e VT100
e VT220
e VT320
e ANSI
2. Set Encoding to always use a specific character encoding for this port.
Encoding overrides the global setting for the port to whatever value you set.
The choices are: DEFAULT,US-ASCII,IS08859-1, ISO8859-15,UTF-8, Shift-JIS, EUC-JP, EUC-CN, EdUC-KR.

3. Inthe Equipment Type field, indicate whether you want the SX Il to automatically detect a physical
connection to the target. The default is Auto Detection.

e Auto Detection

e Force DTE: SX Il acts as a piece of data terminal detection equipment to detect targets connected
toit.

e Force DCE: SX Il acts as a piece of data communications equipment to detect equipment connected
to it.
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Note: If the target has the ability to autodetect either DTE or DCE, you must select either Force DTE
or Force DCE for the port. SX Il does not support autodetection of both DCE and DTE on the same
port.

Select the value of Bits Per Second from the Bits Per Second drop-down menu.
Select the Parity Bits from the Parity Bits drop-down menu.
Select the Flow Control from the Flow Control drop-down menu.

N o v e

If you need to configure the delay between when individual characters are sent via the port, enter

the time in milliseconds in the Char Delay field.

8. To configure the delay between when lines of text are sent via the port, enter it in the Line Delay
field.

9. Configure the sendbreak duration by entering the send break time in the Send Break Duration field.
The send break is configurable from Oms - 1000ms.

10. The Always Active setting affects port data logs. Select Always Active if you want to log activities
coming into a port even if no user is connected.

The default option is to not maintain port access without a connected user, which means ignore data

coming into a port when no user is connected.

11. Port Detection: When disabled, the port will always be shown as "UP", bypassing port detection.
This can be useful for targets that show issues conflicting with the Port/DTE/DCE detection.

12. Select from the Multiple Writers drop-down if you want multiple clients to be able to write to the
port at the same time. The default behavior is that only one user may have write access to the port
at a single time.

13. Select Suppress Messages to prevent messages from being displayed to anonymous users

connecting to SX |l via Direct Port Access.

14. Select the Escape Mode: Control, None or Disabled.

The escape sequence affects only the CLI. When entering escape mode, the user is given a menu of
commands that can be performed (for example, gethistory, power commands, and so forth), a command
to return to the port session, and a command to exit the port connection.

The default is Control.
15. Type the character in the Escape Character field. The default for the SX Il is ] (closed bracket).

Raritan recommends that you do not use [ or Ctrl-[. Either of these may cause unintended commands,
such as invoking the Escape Command unintentionally. This key sequence is also triggered by the arrow
keys on the keyboard.

16. Type a command in the Exit Command field, such as 1ogout.

This is the command that is sent to your system when a user with write permission disconnects from the
port.

The main function of this command is to ensure that the user's session on the target machine is closed;
however, it is not imperative to have an Exit command configured on a port.
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Note: See Configure Discovery Port Using CLI for details on port configuration commands.

17. Click OK to save, or click Reset to Defaults to start over.

Serial Port Settings

Emulation: Encoding: Equipment Type:
VT100 v | Default v| |Force DTE |
BPS: Parity/Bits: Flow Control:

Stop Bits:

Char Delay (ms): Line Delay (ms): Send Break Duration (ms):

0 [ | [300 I

Multiple Writers:
| Single writer allowed on a port at atime. v |

(] Suppress Messages [_] Always Active
Port Detection

Escape Mode: Escape Character:
Disabled v D

Exit Command:
key 1

Apply Settings to Other Ports
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Once finished, you can apply the same port settings to other ports.

1. Select the ports from the Apply Serial Port Settings To Other Ports section of the page by selecting
them individually or using the selection buttons at the bottom of the page.

* Apply Serial Port Settings To Other Ports

& Port Number
U 2 Serial Port 2
- 3 Senal Porl 3
6] 4 Serial Porl 4

2. Click OK to apply the port configuration settings.

Port Keyword List

Port keywords work as a filter. You can create port keywords and associate them with Event
Management Destinations, such as Audit Log, SNMP, Syslog, SMTP for "Serial Alert" under User Activity.

If a keyword is detected -

e A corresponding event is sent via SMTP (if configured).
e A corresponding trap is sent via SNMP (if configured).

This feature is useful for notifying administrators if a particular event occurs on a port. For keywords to
trigger when no users are connected to a port, "Always Active" must be selected on the port's Port
Configuration page. A list of existing port keywords is displayed on the Port Configuration page, at the
bottom of the page, near Exit Command.

Exit Command:

Port Keywords:
key1

Ort AULD Ha B

* Apply Serial Port Settings To Other Ports

OK | | Cancel | | Reset To Defaults |

The Serial Alert event is selected from the Event Management - Destinations page.
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1. Choose Device Settings > Port Keywords. The Port Keyword List page opens.

2. Click Add at the bottom of list on the page. The Keyword page opens.

| Home > Device Settings > Port Keyword List = Keyword

Add Keyword

Keyword: *

[key2

=3

1

0o~ W L

[~ Ports

Available:

Senal Port 1
Senal Port 3
senal Fort 4
Senal Port 5

- Sanal Port 6

Senal Port 7
Senal Port 8
Senal Port 9

Selected:
2. Senal Port 2

| [ Aeas ]

= Remove

[ CJH| '“C"-ann::é'l_j

o v kW

Click OK.

Port Auto Name

Type a keyword in the Keyword field.

Select the Port(s) you want to associate with that keyword.
Click Add to add them to the Selected box.

Port Auto Name automatically detects a port's System Name from the target output. You can configure
when you want auto naming to run, and select the trigger and matching string pattern pairs to assign to
each port. These pairs form the basis of the search. When the auto name process begins, the trigger
string is sent to a target and the time limit begins. As data is returned, ANSI color codes are filtered out
and the pattern match strings are applied against the data to seek a match. When a matching name is
found, the port's name field is updated and saved. Names are not unique in SX II. If a name is too long,
it is rejected. If a name is not found for a port, the name is set to default: Serial Port #

130
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» To configure Port Auto Name:

1. Choose Device Settings > Port Auto Name.
2. Select when Auto Name will run:

Port Auto Name Settings

Search on Port Down to Up Status

Minimum Down Time
10

Search at Boot Time

Once

Search Time Limit Per Port
20

ok |

e Search on Port Down to Up Status: Port name search will start when a port changes from Down to
Up status, if the port has been down for the specified Minimum Down Time.
= Minimum Down Time: Enter the time in seconds.
e Search at Boot Time: Port name search will start for all configured ports as soon as the system
starts.
= Select Once to allow the Port Auto Name search process to happen once, and then the setting
will be turned off when search completes.
3. Search Time Limit Per Port: Enter the time in seconds to allow for each port name search. If the
search times out, the default port name is saved.
Click OK to save.
Select the triggers and patterns you want to use in the search. Triggers prompt a response from the
target. Patterns are the strings to match in a found name:
¢ Available Triggers and Patterns: Select the checkbox of any trigger or pattern you want to exclude
and click Delete. Optional.

Available Triggers and Patterns

4 Trigger

in (HOST)

\r (HOST) [Lijogin:
A @(HOST) [~1."\$
hostname'r

Delate |

e Part Pairs: Click Add to open the Add Auto Name Pair dialog. Select a common Trigger and Pattern,
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or type directly in the text fields below the lists, then click Add. Select the ports to assign these

search terms, then Add to the Selected list. Click OK to save.

= Supported special characters: \n, \r, AC, \xXX (an octet in hexadecimal)
= \ and * may be escaped as \\ and \* to negate their special operation.

= (HOST) indicates the expected location of the host name.

| Home > Device Seltings > Port Auto Name List > Auto Name

Add Auto Name Pair

Trigger: Pattern: :
\n v [ HosT) v]
[in JHosT) | [ Add |
Trigger Pattern
1 \r (HOST) [Liogin
[~ Ports
Available: Selected:
5 Senal Port 5 1: Serial Port 1 i
6 Senal Port 6 2: Serial Port 2
7. Senal Port 7 3 Senal Port 3
& Senal Port 8 4; Serial Port 4
9 Senal Port 9 Im
10: Senal Port 10 | B bl bt
11; Serial Port 11
12: Senal Port 12 v

|O_K ' Can:ei]

® Your assigned Port Pairs display in the main page.

Configure Security Settings from the Remote Console

Login Limitations

Using login limitations, you can specify restrictions for single login, password aging, and the logging out

idle users.

Login limitations are configured on the Security Settings page.
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e Select Security > Security Settings.

Home > Seourity > Security Setlings

Login Limitations

— Enable Single Login Limitation

| Enable Password Aging

Password Aging Interval [days)
60
1 Log Out idle Users

Idie Timeout (minutes)
1

1 Anonymous Port Access

e Enable Single Login Limitation

When selected, only one login per user name is allowed at any time. When deselected, a given user
name/password combination can be connected into the appliance from several client workstations
simultaneously.

e Enable Password Aging

When selected, all users are required to change their passwords periodically based on the number of
days specified in Password Aging Interval field.

This field is enabled and required when the Enable Password Aging checkbox is selected. Enter the
number of days after which a password change is required. The default is 60 days.

e Log Out Idle Users and Idle Timeout

When selected, users are automatically disconnected after the amount of time you specify in the Idle
Timeout (minutes) field. If there is no activity from the user, all sessions and all resources are logged
out. Range is 1-365 minutes.

e Anonymous Port Access

When selected, users can access ports via SSH and Telnet using username anonymous only, so long
as Direct Port Access is enabled for the port. When the setting is enabled, a user group called
"@anonymous" is added. The permissions of this group determine which DPA ports the anonymous
user can access.

User Blocking

The User Blocking options specify the criteria by which users are blocked from accessing the system
after the specified number of unsuccessful login attempts.

e Select Security > Security Settings.
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User Blocking

(@) Disabled
~ Timer Lockout

Attempis
e |

Lockout Time
5

Deactivate User-ID

Failed Attempits
3

The three options are mutually exclusive:

e Disabled
The default option. Users are not blocked regardless of the number of times they fail authentication.
e Timer Lockout

Users are denied access to the system for the specified amount of time after exceeding the specified
number of unsuccessful login attempts. When selected, the following fields are enabled:

e Attempts - The number of unsuccessful login attempts after which the user will be locked out.
The valid range is 1 - 10 and the default is 3 attempts.

e Lockout Time - The amount of time for which the user will be locked out. The valid range is 1 -
1440 minutes and the default is 5 minutes.

Note: Users in the role of Administrator are exempt from the timer lockout settings.

e Deactivate User-ID

When selected, this option specifies that the user will be locked out of the system after the number of
failed login attempts specified in the Failed Attempts field:

Failed Attempts - The number of unsuccessful login attempts after which the user's User-ID will be
deactivated. This field is enabled when the Deactivate User-ID option is selected. The valid range is 1
- 10.

When a user-ID is deactivated after the specified number of failed attempts, the administrator must
change the user password and activate the user account by selecting the Active checkbox on the User

page.
Strong Passwords

Enable and configure strong passwords on the Security Settings page.

e Select Security > Security Settings to configure strong passwords.

Strong passwords provide more secure local authentication for the system. Using strong passwords, you
can specify the format of valid SX Il local passwords such as minimum and maximum length, required
characters, and password history retention.

Users with passwords not meeting strong password criteria are automatically required to change their
password on their next login.
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When not enabled, only the standard format validation is enforced.
The minimum, general requirements when strong passwords are enabled are that -

e Passwords must be at least 8 characters long

e Have at least one alphabetical character

e Have at least one nonalphabetical character such as a punctuation character or number
e The first four characters of the password and the user's username cannot match

A password cannot begin with a space or end with a space

To enforce this use of a special character, select "Enforce at least one printable special character".

"Number of restricted passwords based on history" enforces the number of prior passwords that cannot
be repeated. The range is 1-12 and the default is 5.

Strong Passwords

_| Enable Strong Passwords

Minimum length of strong password
8

Maximum length of strong password
16

. Enforce at least one lower case character

. Enforce at least one upper case character

. Enforce at least one numeric character

| Enforce at least one printable special character

Number of restricted passwords based on history
5

Configure Encryption & Share

Using the Encryption & Share settings you can specify the type of encryption used, PC share modes, and
the type of reset performed when the SX Il Reset button is pressed.

WARNING: If you select an encryption mode that is not supported by your browser, you will not be able
to access the SX Il from your browser.

1. Choose one of the options from the Encryption Mode drop-down list. When you select a mode, the
associated cipher displays in the Cipher Configuration box.

When an encryption mode is selected, ensure that your browser supports it, or you will not be able to
connect to the SX II.

e Auto: This is the recommended option. The SX Il autonegotiates to the highest level of encryption
possible.
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You must select Auto in order for the device and client to successfully negotiate the use of FIPS
compliant algorithms.

e AES-128: 128 is the key length. See Checking Your Browser for AES Encryption (on page 137) for
more information.

e AES - 256: 256 is the key length. See Checking Your Browser for AES Encryption (on page 137) for
more information.

e Custom: Enter your own custom cipher. Openssl v1.0.2 ciphers are accepted as values.
2. For government and other high security environments, enable FIPS 140-2 Mode by selecting the
Enable FIPS 140-2 checkbox. See FIPS 140-2 Support Requirements (on page 138).

3. PCShare Mode - Determines global concurrent remote access, enabling up to 10 remote users to
simultaneously log into one SX Il and concurrently view and control the same target server through
the device. Click the drop-down list to select one of the following options:

e Private - No PC share. This is the default mode. Each target device can be accessed exclusively by
only one user at a time.

e PC-Share - targets can be accessed by up to ten users (administrator or non-administrator) at one
time. One user will have write permission to the port and others will have read only, unless this
port is configured in multi-write mode.

4. If needed, select Local Device Reset Mode. This option specifies which actions are taken when the
hardware Reset button at the back of the device is depressed. For more information, see Reset the
SX 1l Using the Reset Button on the Appliance (on page 165). Choose one of the following options:

® Enable Local Factory Reset (default) - Returns the SX Il device to the factory defaults.

e Enable Local Admin Password Reset - Resets the local administrator password only. The password is
reset to raritan.

e Disable All Local Resets - No reset action is taken.

5. Select any TLS protocol version you want to enable, but TLS 1.3 is the most secure protocol. In order
to get TLSv1.3 support in .Net, you must have the latest .Net 4.8 installed, and Windows 11. Select
the most secure version that your environment supports. All versions are enabled by default.
Unchecked protocols are not used. You should uncheck the lesser options to ensure they are not
used. At least one protocol must be enabled.
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Note for Users with CC-SG: CommandCenter Secure Gateway v6.2 and below only supports TLS v1.0. If
you are using CC-SG v6.2 or below, TLS v1.0 will be used to connect with SX Il even if it is disabled here. If
you are using CC-SG 7.0 and higher, CC-SG and SX Il uses the most secure protocol.

6. Click OK to apply the settings.

Encryption Mods
Al L
Enable FiFS 140-2 Mode (Changes are actyvaied on seboot onkyl)

Cumrant FIPS status: Inacihe
Cipher Conhguratron
ALL: |ADH: | EXPORTSE

L Share Mode
PCERAMRE w

Local Deveon Resat Mode
Enabie Local Faciony Reset e

TLS Encryption [ Strongest -> Weakesi)
B Enasis TLEVI3

Enaible TLEv1.2
Enable TL5v1.1 {nonFiPS mode only]
Enable TL5v1.0 (non-FIPS mede only)

Farce HTTP S fof Wb JCoess

Checking Your Browser for AES Encryption

If you do not know if your browser uses AES, check with the browser manufacturer or navigate to the
website using the browser with the encryption method you want to check. This website detects your
browser's encryption method and displays a report.

AES 256-bit encryption is supported on the following web browsers:

e Edge

e Firefox
e Chrome
e Safari

Jurisdiction files for various JREs™ are available at the “other downloads” section the Java download
website.
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FIPS 140-2 Support Requirements
The SX Il supports the use of FIPS 140-2 approved encryption algorithms. This allows an SSL server and

client to successfully negotiate the cipher suite used for the encrypted session when a client is
configured for FIPS 140-2 only mode.

Following are the recommendations for using FIPS 140-2 with the SX II.

SX

Set the Encryption & Share to Auto on the Security Settings page. See Configure Encryption & Share (on
page 135).

Microsoft Client
FIPS 140-2 should be enabled on the client computer.
To enable FIPS 140-2 on a Windows® client:

1. Select Control Panel > Administrative Tools > Local Security Policy to open the Local Security Settings
dialog.
From the navigation tree, select Select Local Policies > Security Options.
Enable "System Cryptography: Use FIPS compliant algorithms for encryption, hashing and signing".
4. Reboot the client computer.

Enable FIPS 140-2

For government and other high security environments, enabling FIPS 140-2 mode may be required.

The SX Il uses an embedded FIPS 140-2-validated cryptographic module running on a Linux® platform
per FIPS 140-2 Implementation Guidance section G.5 guidelines.

Once this mode is enabled, the private key used to generate the SSL certificates must be internally
generated; it cannot be downloaded or exported.

Note that performance may be impacted once FIPS 140-2 mode is enabled.

To enable FIPS 140-2:

1. Access the Security Settings page.

2. Enable FIPS 140-2 Mode by selecting the Enable FIPS 140-2 checkbox in the Encryption & Share
section of the Security Settings page.

You will utilize FIPS 140-2 approved algorithms for external communications once in FIPS 140-2 mode.

The FIPS cryptographic module is used for encryption of session traffic.

3. Reboot the SX II. Required

Once FIPS mode is activated, 'FIPS Mode: Enabled' will be displayed in the Device Information section in
the left panel of the screen.

For additional security, you can also create a new Certificate Signing Request once FIPS mode is activated.
This will be created using the required key ciphers. Upload the certificate after it is signed or create a self-
signed certificate. The SSL Certificate status will update from 'Not FIPS Mode Compliant' to 'FIPS Mode
Compliant'.
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When FIPS mode is activated, key files cannot be downloaded or uploaded. The most recently created
CSR will be associated internally with the key file. Further, the SSL Certificate from the CA and its private
key are not included in the full restore of the backed-up file. The key cannot be exported from SX II.

Enabling Force HTTPS for Web Access

Force HTTPS for web access is disabled by default. When enabled, SX Il forces HSC to launch using
HTTPS, and SX Il will perform validation of server certificate for downloads. Make sure that the Device
CA or self-signed certificate is added to the Trusted Root CA store of the browser.

» To enable or disable Force HTTPS for web access:

Choose Security > Security Settings.

In the Encryption and Share section, select the Force HTTPS for Web Access checkbox to enable, or
clear the checkbox to disable.

3. Click OK to save.

¢ When disabling the feature, restart your browser after saving. Switching between enabled/disabled
may require a refresh of the browser cache.

Host Allowlist

The Host Allowlist feature helps prevent host header attacks by limiting what a web client can send in
the HOST header of an HTTP request.When enabled, the HOST header is checked and only addresses or
hostnames that are in the allowlist are permitted. If the HOST header contains a domain or IP that is not
in the list, then the client HOST specified will be removed and replaced with the device IP address.
Redirection to non-allowed domains is prevented.

You must have the Security and Device Settings permission to manage this feature.

Home > Securlty = Host Allovis

Host Allowlist Enabled

Host Albowdist

fardan. com
agrand. us

Hew Allowlist Host Address

[Add | [ Delete

[oK] [ResetToDefauis] | cCancet |
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» To configure the host allowlist:

140

1. Click Security > Host Allowlist.
2. Toenable or disable the feature:

e Select the Host Allowlist Enabled checkbox to enable the feature. Clear the checkbox to disable.
3. To add or delete host addresses:

e Enter an approved domain in the New Allowlist Host Address field, then click Add to add it to the
list.

e Select a host address checkbox in the Host Allowlist, then click Delete to remove it.
4. Click OK to save.

Firewall

The SX Il has a firewall function to provide protection for the IP network and to control access between
the internal router and LAN 1, LAN 2, and the modem interfaces.

Disabling the firewall deletes your configured rules, but default rules will return when the firewall is
enabled again.

o Enable Faewall

0K | | Canced |

riplabiles gritables Carmmani:

Choose Security > Firewall. The Firewall page opens, displaying the existing IPTables rules.
Select the Enable Firewall checkbox.
Click OK.

Note: When you enable IP forwarding for Dual LAN units, use IPTables rules to create policies for traffic
being forwarded between LAN interfaces

Add IPTable rules as needed. When you enable IP forwarding for Dual LAN units, use IPTables rules to
create policies for traffic being forwarded between LAN interfaces.
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These rules take effect immediately but persist permanently only after clicking the Save button. If there is
a mistake in the rules and as a result, the appliance becomes inaccessible, this allows you to recover from
the mistake. Reboot the system. If you do not Save the rules, you lose them in the reboot.

Rules are added using the IPTables command to the kernel.

4. Enter arule in the IPTables Rule field the click Apply. Add as many rules as are needed.
5. Click Save. The rule is displayed on the screen.

6. You can delete some or all of the default rules if you choose to.

SSL and TLS Certificates

SX Il uses the Transport Layer Security (TLS) for any encrypted network traffic between itself and a
connected client.

When establishing a connection, SX Il has to identify itself to a client using a cryptographic certificate.
SX Il can generate a Certificate Signing Request (CSR) or a self-signed certificate using SHA-2.
The CA verifies the identity of the originator of the CSR.

The CA then returns a certificate containing its signature to the originator. The certificate, bearing the
signature of the well-known CA, is used to vouch for the identity of the presenter of the certificate.

Important: Make sure your SX II date/time is set correctly.

When a self-signed certificate is created, the SX Il date and time are used to calculate the validity
period. If the date and time are not accurate, the certificate's valid date range may be incorrect, causing
certificate validation to fail. See Configuring Date/Time Settings.

Note: When upgrading firmware, the active certificate and CSR are not replaced.

» To create and install a SSL certificate:

1. Select Security > Certificate.
2. Complete the following fields:

a. Common name - The network name of the SX Il once it is installed on your network (usually the
fully qualified domain name). The common name is identical to the name used to access the SX
Il with a web browser, but without the prefix “http://”. In case the name given here and the
actual network name differ, the browser displays a security warning when the SX Il is accessed
using HTTPS.

b. Organizational unit - This field is used for specifying to which department within an organization
the SX Il belongs.

Organization - The name of the organization to which the SX Il belongs.
Locality/City - The city where the organization is located.

State/Province - The state or province where the organization is located.

-~ 0 a9 o0

Country (ISO code) - The country where the organization is located. This is the two-letter ISO
code, e.g. DE for Germany, or US for the U.S.

gd. Email - The email address of a contact person that is responsible for the SX Il and its security.
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h. Subject Alternative Name (SAN) - Optional. Add up to ten SANs, which may include alternate
hostnames. Maximum of 64 characters. This allows devices that are reachable under different
names to pass the TLS hostname validation for each name registered in the TLS certificate. Enter
the SAN in the Enter Hostname/IP address field, then click Add to create the list of SANs. Select a
SAN and click Remove to delete.

i. Challenge Password - Some certification authorities require a challenge password to authorize
later changes on the certificate (e.g. revocation of the certificate). Applicable when generating a
CSR for CA Certification.

j. Confirm Challenge Password - Confirmation of the Challenge Password. Applicable when
generating a CSR for CA Certification.

K. Key length - The length of the generated key in bits. 1024 is the default. Up to 4096 is supported.
3. To generate, do one of the following:
¢ To generate self-signed certificate, do the following:

a. Select the Create a Self-Signed Certificate checkbox if you need to generate a self-signed
certificate. When you select this option, the SX Il generates the certificate based on your entries,
and acts as the signing certificate authority. The CSR does not need to be exported and used to
generate a signed certificate.

b. Specify the number of days for the validity range. Ensure the SX Il date and time are correct. If
the date and time are not correct, the certificate's valid date range may not be calculated
correctly.

C. Click Create.
d. A confirmation dialog is displayed. Click OK to close it.
€. Reboot the SX Il to activate the self-signed certificate.
¢ To generate a CSR to send to the CA for certification:
a. Click Create.
b. A message containing all of the information you entered appears.

C. The CSR and the file containing the private key used when generating it can be downloaded by
clicking Download CSR.

d. Send the saved CSR to a CA for certification. You will get the new certificate from the CA.

Note: The CSR and the private key file are a matched set and should be treated accordingly. If the
signed certificate is not matched with the private key used to generate the original CSR, the
certificate will not be useful. This applies to uploading and downloading the CSR and private key
files.

* Once you get the certificate from the CA, upload it to the SX Il by clicking Upload.
* Reboot the SX Il to activate the certificate.

After completing these steps the SX Il has its own certificate that is used for identifying itself to its
clients.

Important: If you destroy the CSR on the SX II there is no way to get it back! In
case you deleted it by mistake, you have to repeat the three steps as described
above. To avoid this, use the download function so you will have a copy of the CSR
and its private key.
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Converting a Binary Certificate to a Base64-Encoded DER Certificate (Optional)

SX Il requires an SSL certificate in either Base64-Encoded DER format or PEM format.

If you are using an SSL certificate in binary format, you cannot install it.

However, you can convert your binary SSL certificate.

| Viergon
ey

_lvabd o
Hy i

‘__Suwh.ud;uﬂm
|| Sgrature hash sigonthm

vakd from

Vale
V3

Dce7eles 178346 fedles ...

sha1RSA
shal
DegeCert Assured D Root CA, ...

wrsday, November 03, 2006...
Sunday, November 09, 2031 7...

Mt " b iy w1 Dot (7§

1. Locate the DEGHKVMOO0O1.cer binary file on your Windows machine.
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Double-click on the DEGHKVMO0001.cer file to open its Certificate dialog.
2. Click the Detail tab.
3. Click "Copy to File...".

Welcome to the Certificate Export

Wizard
This wizard helps you copy cerbificates, cerbficate trust
ksts and certficate revocation bets from a certifizate

- ione bo yoir disic,

A cerificate, Mumdhﬂmﬂnhnm .4
a corfrmabon of your denbty and contans Rformaton

used o probect dats or to establsh secure retwerk
correctons. A certificate stone is the system area where
cerificates are kept,

To continue, dick hext,

Wf'w ]

4. The Certificate Export Wizard opens. Click Next to start the Wizard.

Certficates can be exported in & vansty of fe formats,

Select the format you want to use:
encoded X.500 Eﬂﬂaﬁ
J Gryptographic Message Syntax Standard - PYCS &7 Certificates [P7E)
[rachucde &l corbficates i the cerbficabon path If possibie
Perscnal brformaten Exchangs - PRCS 812 [PFY)
Iraciyctes &l earbificates m the oo ifhcabion path if posclle
Db thae privade ey if the export B sutoessiul

Expart gl extended proper Ses

Mrosalt Serslred Cevtificate Stere [55T)

Learn mone about cerificate fis formats

5. Select "Base-64 encoded X.509" in the second Wizard dialog.
6. Click Next to save the file as a Base-64 encoded X.509.

You can now install the certificate on your SX II.
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TLS Ciphers for Web Access
When set to AUTO, the following TLS ciphers are used on the web port.

TLSv1.0

e | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256r1) - A
e | TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
e | TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (secp256r1) - A
e | TLS_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A

TLSv1.1

e | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256r1) - A
e | TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
e | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256r1) - A
e | TLS_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A

TLSv1.2

e | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp256r1) - A
e | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (secp256r1) - A
e | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256r1) - A

e | TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A

e | TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A

e | TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A

e | TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (secp256r1) - A
e | TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (secp256r1) - A
e | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256r1) - A

e | TLS_RSA_WITH_AES_128 GCM_SHA256 (rsa 2048) - A

e | TLS_RSA_WITH_AES_128 CBC_SHA256 (rsa 2048) - A

e | TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A

TLS-v1.3

e | TLS_AKE_WITH_AES_256_GCM_SHA384 (secp256rl) - A
e | TLS_AKE_WITH_AES_128 GCM_SHA256 (secp256r1) - A

Certificate and Smart Card Authentication

Remote Smart Card Authentication Overview

Remote Smart Card Authentication enables users to login to SX Il using a smart card reader connected
to their client computer. Users can be verified through local or LDAP authentication. Radius and
TACACS+ authentication is not supported. This process works exactly like PKI Certificate Authentication,
except the client certificates are stored in the smart card instead of in the browser.
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» Steps to Configure Remote Smart Card Authentication:
Step 1: Use a CA to generate client certificates to be used in authentication.

Step 2: Add the CA certificate to the repository: Certificate Repository (on page 150)

Step 3: Add Client certificates to cards and connect a Smart Card reader to the client computer:
Supported Smart Card Readers and Cards (on page 149)

Step 4: Enable and configure Client Certificate Authentication: Client Certificate Authentication Settings
(on page 147)

Step 5: Configure users on LDAP or locally on the SX II: User Management

Step 6: Use a Smart Card for Remote Login: Using a Smart Card at the Client Computer (on page 156)

Certificate Repository
CRL Root

Optional Certificates
LDAP Server L.

Chisnt PC
e
‘Wil Brawier

e

B o

LPar gnigers Pin us8
wilsin browser use
prompts for it = Reader

li+  Smart Card

PKI Certificate Authentication Overview

PKI Certificate Authentication enables users to login to SX Il using a certificate installed in the browser
on their client computer. Users can be verified through local or LDAP authentication. Radius and
TACACS+ authentication is not supported. This process works exactly like Remote Smart Card
Authentication, except the client certificates are stored in the browser instead of in the smart card.

» Steps to Configure PKI Certificate Authentication:
Step 1: Use a CA to generate client certificates to be used in authentication.

Step 2: Add the CA certificate to the repository: Certificate Repository (on page 150)

Step 3: Add Client certificates to the browsers of each client computer: Tips for Smart Card and PKI
Certificate Authentication

Step 4: Enable and configure Client Certificate Authentication: Client Certificate Authentication Settings
(on page 147)

Step 5: Configure users on LDAP or locally on the SX II: User Management
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Step 6: Login with a PKI Certificate in the Browser: Login with a PKI Certificate in the Browser (on page

157)

Browser
Cartificates f L
Cartificate Repository
Cpdonal CRL Ch
LORE SN Lists Cortificates

Web Browser

Client PC

Client Certificate Authentication Settings

When enabled, Client Certificate Authentication applies to smart card and certificate authentication.

All Client Certificate Authentication settings are disabled by default.

IMPORTANT: Selecting "Require Client Authentication” will lock out standard username/password
access to the web interface. Do not enable this setting until you have tested all other settings to verify
successful authentication. Another option for ensuring continued access would be to make sure you
have access to the SX Il Local Port while configuring and testing these settings.

Both OCSP and CRLs are supported as methods to validate certificates against a certificate authority. To

use CRLs, you must add them to the repository. See Adding CRL (Client Revocation Lists) to the
Repository (on page 155).
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» To configure client certificate authentication settings:

Home > Securiy » Clisn| Cartificile Authentcabon

Note: Client Certificate Authentication must use either LDAP or Local
Authentication.

[ Client Certificate Authentication

— Enabling/Disabling
Enable Client Certificate Authentication
Require Client Certificate Authentication
All HTTFPS connections will require the clients fo submit Certificates.

[~ Clsent Certificate

Require Client Extended Key Usage

— Certificate Attribute Mapped to semame
[ SAN Email w |

—OCSP
Enable OC SP

Delault Responder URL
| nttpcirad-kodest koud-ad. comiocsp |

Orwerride URL with Defawlt
OCSP Checking Scope: [Leal w |
Allow Unknown Revocation Siatus
Enable Honcé Exténsion Suppon
Enable Verification of OC 5P Respoender Certificate

—CRL
Enable CRL Chicking
Allow Cenifscate if no CRL

CRL Checking Scope Full s

[0K] [ResetToDetauns | [Cancel |

1. Click Security > Client Certificate Authentication.

® You can also access this page via hyperlink at Security > Remote Smart Card Authentication.

2. Enabling/Disabling:

¢ Enable Client Certificate Authentication: Select this checkbox to enable client certificates for
authentication. When enabled, client certificate authentication will be in effect for smart card
authentication and PKI certificate authentication.

e Require Client Certificate Authentication: IMPORTANT-Test and verify all other client certificate
settings before using this setting. Removes the ability to authenticate on HTTPS connections via
username/password. All access must be authenticated using client certificates, whether by smart
card or certificates in the browser.

3. Require Extended Key Usage: Extended Key Usage enforces that the certificate's public key is being
used for it’s intended purpose of authentication. When this setting is selected, login will be
unsuccessful for certificates without extended key usage or those determined to be intended for
purposes other than authentication.

4. Certificate Attribute Mapped to Username: Select the certificate attributes that should be used as
the SX Il user's login name. The login determines which group the user is in.

Raritan.

148 A brand of Diegeand



e Common Name
e emailAddress
e Other Name
® DNS Name
e SAN Email
e URI
e UID
5. OCSP: Enable OCSP to use this method to validate certificates against a certificate authority.

e Default Responder URL: Enter a default responder URL to be used if the certificate does not contain
an OCSP server.

e Override URL with Default: Restricts all OCSP communications to the URL entered in Default
Responder URL.

e OCSP Checking Scope: Leaf will check only the final client certificate for revocation. Full will check
the entire chain.

¢ Allow Unknown Revocation Status: Possible certificate statuses are Good, Revoked, or Unknown.
When selected, SX Il will still allow access for certificates with an Unknown status. When not
selected, access will only be allowed for certificates with a Good status.

e Enable Nonce Extension Support: Sends a nonce with the OCSP protocol to help prevent timing
attacks. This requires support on the OCSP server side. Make sure that date/time is synced
between SX Il and the OCSP server.

e Enable Verification of OCSP Responder Certificate: Ensure that the OCSP response is signed with a
trusted CA key. This requires either that the OCSP server send the CA certificate it uses in the OCSP
response data, or that the CA certificate for the OCSP server is added into the Certificate
Repository.

6. Enable CRL Checking: Enables checking of CRLs to see if a certificate is revoked. CRLs must be added
to the Certificate Repository.

® Allow Certificate if no CRL: Allows access to the device if there is no CRL uploaded.

e CRL Checking Scope: Leaf will check only the client certificate. Full requires that the entire
certificate chain’s CAs and their CRLS are added to the repository.

7. Make sure you haven't selected Require Client Certificate Authentication unless you have already
verified your access with these settings, or you have access to the SX Il local port.

8. Click OK to save.

Supported Smart Card Readers and Cards

» Supported Smart Card Readers
A card reader must be USB-based and CCID compliant.
A complete list of card readers supported by CCID driver version 1.4.30 is available at:

https://ccid.apdu.fr/#readers

The following readers were tested with the SX II:
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https://ccid.apdu.fr/#readers

e SCR331 - firmware 0518 or later
e SCM Microsystems SCR3310
e HID Global 3121

e Dell Smarcard Reader Keyboard
» Supported Smart Cards

e DOD Common Access Card (CAC)
e Personal Identity Verification (PIV) Card

The following card was tested with the SX II:

e PIVKey C910 — The client authentication certificate must be mapped to 9A.
Certificate Repository

The Certificate Repository enables a central location and management point for all X509 certificates and
Certificate Revocation Lists except for the SX II's own server authentication certificate.

Upon upgrade to Release 2.4.0, all previously loaded certificates shall be automatically populated in the
repository, with the exception of the SX Il device certificate.

The Certificate Repository enables you to store the necessary security certificates for several purposes:

e CA Certificates:
e LDAP over TLS/SSL
e 802.1X Security
e Client Certificate Authentication
e Client Certificates for 802.1X
e Certificate Revocation Lists for Client Certificate Authentication

Once you load certificates into the repository, they are available for selection in the appropriate feature
configuration page.

Important: Do not delete certificates that are in use from the Certificate Repository. The associated
feature will fail.
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» To access the Certificate Repository:

e C(lick Security > Certificate Repository.

v > Bty 3 BEL Corvtaan Raposanry

Certificals quu!ﬂu'r
Chend Coriticats | CRL |

P T T

CN = TESTAD-CA

DN-CH = CIOM

CN = DCSPwsiCA

DN-CH = U8 NJ OCSPInsaCA
OCSPIesICA

CN = TESTAD-CA

DN-CH = COM

CN = OCSFgner

DN-CH = US NJ OCSPSigrar

e C(lick the category you want to view a list of all stored certificates in that category. In the screenshot
above CA Certificate is selected.

e In any category, click a certificate to select it, then click Show Certificate to view it, or Download
Certificate to download a copy.

e To remove a certificate, select it, then click Remove Certificate. You should only remove certificates
that are not in use by any feature.

e To add a certificate, first click the category button (CA Certificate, Client Certificate, or CRL), then

Ot 15 19047 49 2004
GMT

Fen 7 205829 2030
GMT
Ot 18 15047 49 200
T
Fa 7 205830 2030
GMT

Shirw Corthicate

click Add Certificate to open the addition form.

LODAF gwar TLSSSSL TOES 10 JaladBoa4 0T Tacada
Chent Certicate

Sasrdicalicn B0 Fadooi 3 11001

Chant Caridicaty
PREERTRCEN

Clant Cansicate o4
ATt abon

ToeS 1 cdd Jadad Bbddcid 3010 T acada

Femave Corticate

¢ Adding CA Certificates to the Repository (on page 151)

¢ Adding Client Certificates to the Repository (on page 153)

e Adding CRL (Client Revocation Lists) to the Repository (on page 155)

Adding CA Certificates to the Repository

When adding CA Certificates, you must select an "Intended Use" to make the certificate available to the
selected function. The same CA Certificate can be added multiple times with different intended uses.
For example, a CA certificate added with Intended Use: Client Certificate Authentication may be added

again with Intended Use: LDAP over TLS/SSL.

CA certificates added to the repository must be in PEM (Privacy Enhanced Mail) format.

A maximum of 10 CA Certificates can be stored in the repository.
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» To add CA certificates to the repository:

1. Click Security > Certificate Repository.
2. Click the CA Certificate button, then click Add Certificate.

Homa = Securily » 551, Cadicate Repoalany

[Chcamcan ] e | on |

il sunect L
= U T T

=l | A2 Corisicans Shrw Cartibcaty Rinmove Cartteats Dierwsloies Condeaty

0% | [Aesel To Datauits | [ Cancel

3. The Add CA (Certificate Authority) Certificate tool opens. Click Choose File and select the certificate
file.
4. Select the checkbox for the certificate's Intended Use.
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e LDAP over TLS/SSL
e 802.1X

e Client Certificate Authentication

Bl CA Cenificate | Cherd Comficale

Add CA (Certificate Authority) Certificate

[ Choose File | sampleCacensticate PEM

LDAP over TLS/SSL
O s0z.1x
Client Ceftificate Authenbcation

Add Certificate | [ Cancel

5. Click Add Certificate.

6. The newly added certificate appears in the list on the main Certificate Repository page, in the CA
Certificate category.

I—Hnr"t" Secufity > SSL Cetfoate Repostony

Ciient Cerliicate

Subject
iy orvates foitusefsosammier |

CN = TESTAD-CA Oct 18 19:47:49 2024

el T LDAP over TLS/SSL  70DS1cd23a8348044cId30430
CM = OCSPlesiCA
DON-CN = US NJ OCSPlesiCA e ot bO467adecBI 170N
OCSPlestCA

Add Centificate Show Certificate Remove Cerificate Downboad Certificate

Adding Client Certificates to the Repository

Client Certificates in the repository can be used for 802.1X security. See 802.1X Security (on page 94).

Client certificates must be in PEM (Privacy Enhanced Mail) format. A maximum of 2 Client Certificates
can be stored in the repository.
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154

» To add client certificates to the repository:

1. Click Security > Certificate Reposito

ry.

2. Click the Client Certificate button, then click Add Certificate.

Home v Secwily o S3L Cortoile Repoddon

3. The Add Client Certificate tool opens. In the Certificate section, click Choose File and select the

certificate file to add it.

4. Inthe Private Key section, click Choose File and select the private key file to add it.

If needed, select Enable Password Protection checkbox, then enter and confirm the password.
6. Select the checkbox for the certificate's Intended Use.

e 802.1X/LAN
e 802.1X/LAN2

CA Certificabe

CRL

Add Chent Cerfificate

—Certificala

Enabile password prol
Enter Password

BTN

IHH—H-H

Confirm Passwond

r=Intended Lise

502 1XLAN
| BO2 1XLANZ

[ Cancel | ["Add Certificate And Private Koy

7. Click Add Certificate and Private Key.

8. The newly added certificate appears in the list on the main Certificate Repository page, in the Client

Certificate category.
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Adding CRL (Client Revocation Lists) to the Repository

A Certificate Revocation List (CRL) contains certificates that were revoked before they expired. A
certificate authority might revoke a certificate if it has been compromised. For more information on
CRLs, see RFC 5280.

The CRL has a limited validity period, and updated versions of the CRL are published when the previous
CRUs validity period expires. Certificate revocation lists are considered valid until they expire. The URL of
the CRL can usually be found in the CRL Distribution Points extension of an X.509 Certificate.

CRLs must be in DER (Distinguished Encoding Rules) format. A maximum of 10 CRLs can be stored in the
repository.

A limited amount of internal memory is provided to store CRL files, with an option to use USB storage.
CRL files can be large, so additional storage space may be required. An error message will appear if
external storage is needed. Inserting a USB stick into the SX Il USB port will automatically cause the
repository to store CRL files there instead. Any existing CRL’s will be copied to the USB stick when it is
inserted. You must pre-format the USB stick with a fat32 file system and a /crl directory for this purpose.

Note: To add a CRL, the repository must already contain the corresponding CA certificate of the CA that
issued and signed the CRL.

» To add CRL to the repository:

1. Click Security > Certificate Repository.
2. Click the CRL button, then click Add CRL.

Ve ¢ Sacunly » S5L Catficats Ragoslory

e |

CRL Repesitony Locamon: Local S
- T T

b L Show CHL Ropsce TR [T Upaty CRL Mo Changs LAL

3. The Add CRL (Certificate Revocation List) tool opens. Click Choose File and select the CRL file to add
it.

4. The Intended Use is pre-selected as Client Certificate Authentication.
Specify the URL for updates to the CRL.
Click Add CRL to save.

Reset Certificate Repository to Default

The Certificate Repository can be reset to default, which will delete all existing certificates, CRLs and
supporting data from the repository. Using the Reset to Defaults option will leave the SX Il with no
certificates or CRLs except for the SX Il's own device certificate.
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» To reset the certificate repository:

IMPORTANT: Using reset to defaults will delete all certificates that have been added, for all intended
uses.

1. Click Security > Certificate Repository.
2. Click the Reset to Defaults button.
3. Click OK to confirm.

Tips for Smart Card and PKI Certificate Authentication

Various client and browser combinations may behave differently depending on your chosen access
client. Check these tips for recommendations.

e Browser option to select certificate for authentication displayed on Edge and Chrome logins after
session is idle for about 5 minutes, due to internal browser SSL caching and timeouts. If certificate is
selected promptly, reconnection is successful. With longer idle times, authentication is not
successful, and the browser should be restarted to reconnect. Issue is not observed in Firefox or IE
11.

e Unable to perform Smart Card login on Linux and Apple Mac OS. The login menu is displayed
instead. Users are recommended to use HKC. The JRE does not have the capabilities to interface
directly with smart card devices as it cannot access the certificate in the browser

e Smart card login fails in Safari. Apple keychain does not see the reader.

e Clicking Cancel at the smart card PIN login will not cause the local username/password login page to
display. Instead, either a blank page or "Application Error - Unable to launch the Application"
displays. If a local login with username and password is needed, remove the smart card and reload
the client.

Using a Smart Card at the Client Computer
When Client Certificate Authentication is enabled and configured, you can access SX Il with a smart card

at the card reader connected to your client computer.

» To use a smart card at the at the client computer:

1. Insert the smart card into the reader.
2. Launch a browser and go to the SX Il URL.
3. When prompted by the browser, enter the smart card PIN. If approved, you will be logged in.
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If login fails, check the Audit log for failure information.

Winderan 1y

Smart Card

Login with a PKI Certificate in the Browser

When Client Certificate Authentication is enabled and configured, you can access SX Il with a client
certificate installed in your browser.

» To login with a PKI certificate in the browser:

1. Launch a browser and go to the SX II.
2. The browser presents a dialog to select the certificate for authentication. Select the correct
certificate, then click OK. If approved, you will be logged in.

Select a certificate
Select a certificate to authenticate yourself to 192.168.61.140:443

Subject Issuer Seral

48942009- 5667 -4bc6-8cdd-40018b...  MS-Organization-Acc..  DSTAAS223B45ABB24...

.‘l-.|'.-I ||"-_"||..:I|-_'" “ |:_.I"_I.

et

Security Banner

SX Il provides you with the ability to add a security banner to the SX Il login process. This feature
requires users to either accept or decline a security agreement before they can access the SX Il. The
information provided in a security banner will be displayed in a Restricted Service Agreement dialog
after users access SX Il using their login credentials.
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The security banner heading and wording can be customized, or the default text can be used.
Additionally, the security banner can be configured to require that a user accepts the security
agreement before they are able to access the SX Il or it can just be displayed following the login process.
If the accept or decline feature is enabled, the user's selection is logged in the audit log.

» To configure a security banner:

Click Security > Banner to open the Banner page.
Select Display Restricted Service Banner to enable the feature.

If you want to require users to acknowledge the banner prior to continuing the login process, select
Require Acceptance of Restricted Service Banner. In order to acknowledge the banner, users will
select a checkbox. If you do not enable this setting, the security banner will only be displayed after
the user logs in and will not require users acknowledge it.

4. If needed, change the banner title. This information will be displayed to users as part of the banner.
Up to 64 characters can be used.

5. Edit the information in the Restricted Services Banner Message text box. Up to 6000 characters can
be entered or uploaded from a text file. To do this, do one of the following:

a. Edit the text by manually typing in the text box. Click OK.

b. Upload the information from .txt file by selecting the Restricted Services Banner File radio
button and using the Browse feature to locate and upload the file. Click OK. Once the file is
uploaded, the text from the file will appear in the Restricted Services Banner Message text box.

Howa > Gaturdy > Benne’

7 Diaplay Restricted Service Banner

Requite Acceplance of Reatricied Service Banmer

Bisniner Tigle
Resriied Azcess

w Restricted Service Banmer Measage:

¥ will be reported to

appropriate agthorities.

Restricied Service Banner File:

[OR] [Reset To Defauits | [ Cancel

Configure Maintenance Settings from the Remote Console

Audit Log

A log is created of SX Il system events.
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The audit log can contain up to approximately 2000 lines worth of data before it starts overwriting the
oldest entries.

To avoid losing audit log data, export the data to a syslog server or SNMP manager. Configure the syslog
server or SNMP manager from the Device Settings > Event Management page.

1. Choose Maintenance > Audit Log. The Audit Log page opens.

The Audit Log page displays events by date and time (most recent events listed first). The Audit Log
provides the following information:

e Date - The date and time that the event occurred based on a 24-hour clock.
e Event - The event name as listed in the Event Management page.
e Description - Detailed description of the event.

Click Save to File. A Save File dialog appears.

Choose the desired file name and location and click Save. The audit log is saved locally on your client
machine with the name and location specified.

Click Refresh to refresh the list. Click Older to view older log entries.

. To page through the audit log, use the [Older] and [Newer] links.
|[Fores astarance s Auatiog |

Audit Log

[ Retresn ][ oider ]
Date Event Description
082972017 17:27:02 Arcess Login Liser ‘admin’ from host '192 168.32 172 logged in
082412017 20:56:46 Network Fallure Ethemet fallure on LAN port 2 |
08/2412017 20:56:45 Power Supply Status Changed Power supply outiet 1 status ‘ON'
D&/24/2017 20,5646 Power Supply Status Changed Power supply outiet 2 status 'ON' |
08/24r2017 20:565:46 Syslem Stanup Device slared
08/24/2017 20.56:45 Port Status Changed Status of port 'Senal Porl 3 changed 1o ‘available’ |
08242017 20.56 45 Pont Status Changed Status of port ‘Outlet &' changed 1o ‘ol
082472017 20:56:45 Poet Status Changed Status of port 'Outlet 7" changed 10 'off |
0872472017 20.56:45 Pon Status Changed Status of port 'Outlet 6 changed 10 ‘ol
082412017 20.56:45 Port $tatus Changed Status of port 'Outiet 5 changed 10 'off |
08242017 20:56:45 Pont Status Changed Status of port ‘Outlet 4' changed 1o ‘off
082472017 20:56:45 Port Status Changed Status of port ‘Outiet 3' changed 1o ‘off |
0872472017 20:56 45 Poa Status Changed Status of port 'Outlet 2 changed 10 ‘ol
082412017 20:56:45 Port Status Changed Status of port ‘Cutlet 1' changed 1o ot |
082412017 20.56:45 Port Status Changed Status of port ‘Senal Port 4' changed 1o 'inactive’
08/24/2017 20:55:41 Arcess Logout User ‘admin’ from host '192 168.61_125' logged oul |
0872472017 2005541 System Shutdown Device resel performed by user ‘admin’ from host '192 168.61.125
0872472017 20.55:39 Device Update Compieted Device update io version '2.2.0.5. 1825 by user ‘admin’ from host '192.168.61.125 completed. |
08242017 20 Access Logout Uiser "admin’ from host 192 168.55, 128 logged out
D824/2017 20:52:55 Device Update Started Device update 1o version '2.2.0.5.1825' by user “admin’ from host '192.168.61.125" staned |

[ Save To File |
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Device Information

Selection Maintenance > Device Information to view information specific to your SX Il. This is useful for

support.
Device Information

Model: DSX2-32M

Hardware Revision: OxC8

Firmware Version: 2.5.0.1.3842

Serial Number: 72500002

MAC Address: 00:0d:5d:24:h9:12
00:0d:5d:24: 0913

Backup and Restore

From the Backup/Restore page, you can backup and restore the settings and configuration for your SX II.

In addition to using backup and restore for business continuity purposes, you can use this feature as a
time-saving mechanism.

For instance, you can quickly provide access to your team from another SX Il by backing up the user
configuration settings from the SX Il in use and restoring those configurations to the new SX II.

You can also set up one SX Il and copy its configuration to multiple SX Il devices.

Note: Backups are always complete system backups. Restores can be complete or partial depending on
your selection.

» To create a backup file:

Choose Maintenance > Backup/Restore.
To password protect the backup file, enter a password in the Password Protection field. Optional.

Click Backup. The backup file is created and displays as a downloaded file in your browser. Download
location varies based on browser.

» To restore your SX Il:

WARNING: Exercise caution when restoring your SX Il to an earlier version. Usernames and password in
place at the time of the backup will be restored. If you do not remember the old administrative
usernames and passwords, you will be locked out of the SX II.

In addition, if you used a different IP address at the time of the backup, that IP address will be restored
as well. If the configuration uses DHCP, you may want to perform this operation only when you have
access to the local port to check the IP address after the update.

1. Choose the type of restore you want to run:
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e Full Restore - A complete restore of the entire system. Generally used for traditional backup and
restore purposes.

e Protected Restore - Everything is restored except appliance-specific information such as IP address,
name, and so forth. With this option, you can setup one SX Il and copy the configuration to
multiple SX Il appliances.

e Custom Restore - With this option, you can select User and Group Restore, Device Settings Restore,
or both:

= User and Group Restore - This option includes only user and group information. This option does
not restore the certificate and the private key files. Use this option to quickly set up users on a
different SX II.

= Device Settings Restore - This option includes only device settings such as power associations
and Port Group assignments. Use this option to quickly copy the device information.

Click Browse. A Choose File dialog appears.

Navigate to and select the appropriate backup file and click Open. The selected file is listed in the
Restore File field.

4. If the backup is password-protected, enter the password.
5. Click Restore. The configuration (based on the type of restore selected) is restored.

CLI Script

The CLI Script function generates a CLI script file that can be used to configure a different SX Il device
with the settings of the current SX II. The script follows the model of the SX Il CLI.

Scripts created on CC-SG managed SX Il devices can be used only for other SX Il devices under CC-SG
management. Scripts created on SX Il models with internal modem include commands that will cause
the script to fail on non-modem models. If two devices have a different number of ports, errors will be
reported, but the script can continue to run successfully.

Upload the file to another SX Il to configure it. Or, you can incorporate the script into your own CLI files.

You must be logged in as admin, or a member of the default ADMIN group to use this function.

» To generate the CLI script:

Log into the SX Il whose configuration you want to use as a script.
Choose Maintenance > CLI Script.
Click Export Script. The script.sx2 file generates into your browser's download location.

Examine the script for any unneeded parameters and delete them, such as extra ports.

vk W R

For security, passwords are not exported. Instead, you will see the password parameter name, such

as "secret", "privpass", "authpass", and so on, with a placeholder for the password, for example:

’

"secret_Enter_password_here". To add passwords before importing:

Search the script for the text "_Enter_password_here", and replace "_Enter_password_here" with the
required password. For example, if the parameter name is "secret" and the password is "password":

secret Enter password_ here should be replaced by: secret password
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» To import and run the CLI script:

Log into the SX Il you want to configure with the script.
Choose Maintenance > CLI Script.

Click Choose File to select the script.sx2 file you generated and click OK. The file name displays next
to the Choose File button.

Export System Generated Configuration Script:

[ Export Script |
Import User Configuration Script:

Selact Script File:
Choose File | script sx2

[Run Seript| [cancel |

4. Click Run Script. A status message box appears in the same page. As each setting is processed, the
results appear in this status box.

Script » @ 50 Generated Settings Soript
Script » ® modiel: OSX)-ABM

SEript » W sarduare Revisios: BA

script » @ Firmare Wersion: 7.5.9.1.R861
Script » @ Serial Sweber: QVVSSODBES
Seript » W M addresst O0:OdiSd:leiel:dd
Seript » @ Dz 5d: 16 el 3e
Sgript » @ Timer Mon dug IS L4:NTIBE 202X
script » config

script » Conflg > ewthentication

script » Config » &wthenticetion » swtheode mode local Tallback tree
suthentication mode conflpuration seccessful,

seript » Comfig » &wthentication » top

Script » comfig

script » Confif » swtogonfif ensble Filse run onte source dhop
sutomatic Soript Configuration configuration successful.

Script » Coadig » swtecondigush easdle tree

bute Conflp wis Uil condlperation sefcesiful.

Seript » Comfig » language 32t en
LaApaigs coof | guration wutoeiaful.

5.  When your script completes successfully, you will see a Status: Successful. If your script cannot
complete due to an error, see CLI Script Errors (on page 162).

CLI Script Errors

Errors are presented just as they are in the interactive CLI. A caret below the command indicates the
position of a syntactic error. Syntactic errors , such as malformed commands, will halt the script.
Semantic errors, such as settings that are not possible given the SX Il model, will display an error
without interrupting processing. Examples of semantic errors are number of ports or overriding
settings.
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If you encounter errors, you can correct the script and run it again. Some commands will emit an error if
run again without a factory reset or otherwise undoing the settings. For example, adding a user or
group that already exists. Depending on your goals for your script, you could fix errors and run again,
remove the successful commands and run again with corrected failed commands, run the failed
commands individually on the interactive CLI, or factory reset the machine and run a completely fixed
script again.

Firmware Upgrade

Use the Firmware Upgrade page to upgrade the firmware for your SX ll, as well as upgrade from CC-SG if
SX Il is under CC-SG management.

Important: Do not turn off your SX II appliance or disconnect targets while the
upgrade is in progress - doing so will likely result in damage to the appliance.

1. Choose Maintenance > Firmware Upgrade. The Firmware Upgrade page opens.

Firmware Upgrade

Show Latest Firmware

Browse...

[07577] [Gomer]

2. Click the Show Latest Firmware link to locate the appropriate Raritan firmware distribution file
(*.RFP) on the Raritan website on the Firmware Upgrades web page.

3. Unzip the file. Please read all instructions included in the firmware ZIP files carefully before
upgrading.

Note: Copy the firmware update file to a local PC before uploading. Do not load the file from a network
drive.

4. Click Browse to navigate to the directory where you unzipped the upgrade file.
Click Upload from the Firmware Upgrade page.

Information about the upgrade and version numbers is displayed for your confirmation (if you opted
to review target information, that information is displayed as well).

Note: At this point, connected users are logged out, and new login attempts are blocked.

7. Click Upgrade.

Please wait for the upgrade to complete. Status information and progress bars are displayed during the
upgrade. Upon completion of the upgrade, the appliance reboots (1 beep sounds to signal that the reboot
has completed).

8. As prompted, close the browser and wait approximately 5 minutes before logging in to SX Il again.
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Upgrade History

The SX Il provides information about upgrades performed on the SX Il and attached devices.

e Choose Maintenance > Upgrade History to view the upgrade history.

Information is provided about the SX Il upgrade(s) that have been run, the final status of the upgrade,
the start and end times, and the previous and current firmware versions. Information is also provided
about the targets, which can be obtained by clicking the show link for an upgrade. The target
information provided is:

* Type - The type of target

e User - The user who performed the upgrade
e |P-IP address firmware location

e Start Time - Start time of the upgrade

e End Time - end time of the upgrade

e Previous Version - Previous firmware version
e Upgrade Version - Current firmware version

e Result - The result of the upgrade (success or fail)

Rebooting the SX I

The Reboot page provides a safe and controlled way to reboot your SX II. This is the recommended
method for rebooting.

Important: All connections will be closed and all users will be logged off.
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» To reboot your SX Il:

1. Choose Maintenance > Reboot. The Reboot page opens.

This may take up to two minutes.

2. Click Reboot. You are prompted to confirm the action. Click Yes to proceed with the reboot.

Rebooting the system will logoff all users.
Do you want to proceed with the reboot?

Reboot

This may take up to two minutes.

Reset the SX Il Using the Reset Button on the Appliance

On the back panel of the appliance, there is a Reset button. It is recessed to prevent accidental resets,
so you need a pointed object to press this button.

The actions that are performed when the Reset button is pressed are defined on the Encryption & Share
page. See Configure Encryption & Share (on page 135).

Note: It is recommended that you save the audit log prior to performing a factory reset.

The audit log is deleted when a factory reset is performed and the reset event is not logged in the audit
log. For more information about saving the audit log, see Audit Log (on page 158).

1. To ensure you are able to properly access and press in the Reset button, remove the bottom USB
cable that is closest to the Reset button.

2. Power off SX II.

Raritan.

A brand of O fogransd



3. Use a pointed object such as a paperclip to press and hold the Reset button.

4. While continuing to hold the Reset button, power the SX Il device back on. Continue holding the
Reset button until you hear a beep that is about one second long.

Once the device is successfully reset, two (2) beeps are emitted from the appliance.

Configure Diagnostic Options from the Remote Console
Ping Host Page

Ping is a network tool used to test whether a particular host or IP address is reachable across an IP
network. Using the Ping Host page, you can determine if a target server or another SX Il is accessible.

1. Choose Diagnostics > Ping Host. The Ping Host page appears.
2. Type either the hostname or IP address into the IP Address/Host Name field.
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Note: The host name cannot exceed 232 characters in length.

3. Click Ping. The results of the ping are displayed in the Result field.

4. If necessary, select the interface in the Network Interface drop-down box. Optional

Home = Diagnestics = Fing Host

Ping Host

IP Address/Host Name:
182.188.60.137
Metwork Interface:
AUTO| v

1

a
m
i
=
=3

FING 192 168 80137 (102.183.60.137):
G4 bytes from 192.188.9
G4 bytes from 192,188
G4 bytes from 192.168.
G4 bytes from 192.188.80.

58 data bytes

—- 1B2.163.60.137 ping statistics —

round-trig min/awg'max = 0.130/0.179/0.300 ms

137: seq=0 ttl=04 tim==0.300 ms
seq=1 =04 time=0.138 ms
seq=2 tti=04 time=0.130 m=s
: 52g=1 =04 time=0.130 ms

4 packets transmitted, 4 packets received, 0% packst loss

Trace Route to Host Page

Trace route is a network tool used to determine the route taken to the provided hostname or IP

address.

» To trace the route to the host:

1. Choose Diagnostics > Trace Route to Host. The Trace Route to Host page opens.
2. Type either the IP address or host name into the IP Address/Host Name field.
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Note: The host name cannot exceed 232 characters in length.

3. Choose the maximum hops from the drop-down list (5 to 50 in increments of 5).

4. Click Trace Route. The trace route command is executed for the given hostname or IP address and
the maximum hops. The output of trace route is displayed in the Result field.

5. If, necessary, select the interface in the Network Interface drop-down box. Optional

Home = Diagnestics > Trace Route to Host

Trace Route to Host

IP Address/Host Name:
182.188.61.11

Metwork Interface:
AUTO| v

]

Maximum Hops:
1

=1
<

Result

traceroute started wait for 2mins....

traceroute to 182.168.61.11 {182.168.61.11), 10 hops max, 32 byte packets
1 182.168.60.5 {182.183.6 2 ms 1.282 ms 2.289 ms

2 192.168.60.5 (182.188.6
3 182.168.60.5 {182.183.6

149 mzH**
849 ms H * 1.508 ms 'H

Execute a Diagnostics Script and Create a Diagnostics File

Note: This page is for use by Raritan Field Engineers or when you are directed by Raritan Technical
Support.

Use this feature to download diagnostic information from the SX Il to the client machine.
Three operations can be performed on this page:

e Execute a special diagnostics script provided by Raritan Technical Support during a critical error
debugging session. The script is uploaded to the appliance and executed. Once this script has been
executed, you can download the diagnostics messages using the Save to File function.

e Download the device diagnostic log for a snapshot of diagnostics messages from the SX Il appliance
to the client. This encrypted file is then sent to Raritan Technical Support. Only Raritan can interpret
this file.

e Export the configuration database in a readable text file. No passwords are exported.

Note: This page is accessible only by users with administrative privileges.
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Choose Diagnostics > SX Il Diagnostics. The SX Il Diagnostics page opens.

To execute a diagnostics script file emailed to you from Raritan Technical Support, retrieve the
diagnostics file supplied by Raritan using the browse function.

3. Click Run Script. Send this file to Raritan Technical Support.

Device Diagnostics

Diagnostics Scripis:

Script File:
CrlsersijenniferniDownlz)  Browse. .

[ 5] [

Dominion 5X2 Diagnostic Log:

Sawe To File

4. To create a diagnostics file to send to Raritan Technical Support, click Save to File and save the file
locally from the Save As dialog.

5. Email this file as directed by Raritan Technical Support.
6. To export the configuration file, click Export Configuration, then save the file.

Device Diagnostics

Diagnostics Scriptsy COpening exportconfig_save Hﬁ

You have chosen to openc
Browse... | No file selectd | i

& exportconfig_save

Dominion SX2 Diagn | which is: application/octet-stream (37.9 KB)
from: https//192.168.61.17
Save To File
What should Firefox do with this file?
Export Configuration Open with | ﬁrcm.
@) Save File
Do this gutomatically for files like this from now on

0K Cancel

Network Interface Page

The SX Il provides information about the status of your network interface.
» To view information about your network interface:

e Choose Diagnostics > Network Interface. The Network Interface page opens.

The following information is displayed:
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e Whether the Ethernet interface is up or down.
e Whether the gateway is pingable or not.
e The LAN port that is currently active.

» To refresh this information:

e Click Refresh.

Network Statistics Page

The SX Il provides statistics about your network interface.

1. Choose Diagnostics > Network Statistics. The Network Statistics page opens.
2. Choose the appropriate option from the Options drop-down list.
3. Click Refresh. The relevant information is displayed in the Result field. See examples.
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e Statistics

e Interfaces:

e Route:

Raritan.
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Home = Diagnostics > Metwork: Statistics

Network Statistics.

Options:

[~statistics [~]

Result

Ip:

1897874 total packsts received
0 forwarded

0 incoming packets discarded
1179770 incoming packets delivered
TE993T requests sent out

1524 reassemblies requirsd

264 packsts reassembled ok
lemp:

28027 ICMP messages receved
0 input ICMP meszapge failed.
ICMP input histogram:
destination unreachable: 4308

Home = Diagnostics = Network Statistics

Network Statistics

Options:
—-interfaces

Result

Kemel Interface table

ethi 1500 0 1821360 0 0 0 764600 0 0 0 ABMRU
ethl 1500 02433580 0004000 ABMRU
lo 16438 081310008131000LRY

lface MTU Met RX-OK RX-ERR RX-DRP RX-OWR TX-OK TX-ERR TX-DRP TX-0VR Fig

Home = Diagnostics > Metwork: Statistics

Network Statistics.

Result

Kemel IPwE routing table

Destination Mext Hop Flags Metric Ref Use face

1128 U001 ke

Kemel IP routing table

Destination Gateway Genmask Flags M35 Window irtt face
102.163.60.0 * 255.255.255.0 U 0 0 0 ethd
2240002400000 000 ethd

default 182.168.60.126 0.0.0.0 UG 0 0 0 ethd
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Network Statistics Page Cont'd

e Ports:
Harne » Didgnoslics » Network Stpdabes
Options:
=ROItE L
Result

Actie Intefnel conmections (senvers and estabished) o
Proto Recw-Q Send-0 Local Address Foneign Address Stabe

fcp 000 5000 " LISTEN

icp 00 780 ;" LISTEN

g 00 522 0 LISTEN

1cp 00 443 =" LISTEM

icp 00 #7162 168.61.1:443 MM 162 168 32;58607 TIME_WAIT

lcp O 0 CET 162 16881, 1:443 M 182 168 3258784 TIME_WaIT

fcp 00 EM152.168.67.1:443 (M. 192 168.32:58803 TIME_WAIT

1ep 00 #1652 16867, 1:443 M7 1592 168.32: 58698 TIME_WaIT

icp 000 CfT 162 168.61.1:443 MM 192 168 .32:537 14 TIME_WAIT

fep 00 ST 162 168.61.1:443 "M 192 168 61:50404 TIME_WAIT -
e O 6 #P G 1RR RS 1-44% M 147 TRA AY-RHETL TILEFE WAIT
| ¥

e ARP:

| Home > Diagnostics > Network Statistics

Network Statistics

Result:

7 (192.1658.63.5) al a0 29:19.ba 1a:90 [ether] on ethd &
7 (192_1658.62.T71) at 00:50:56:ac:54:a1 [ether] on ethd

T (192.168.62.152) at 00:50:56-60:58:14 [ether] on ethQ

7 (192.168.59.84) at d4:be:d%b0:fd:0f [ether] on athd

7 (192.1658.59.52) at d4:be.d9.p0:fd.06 [elher] on eth)

7 (192.168.62.126) at 00:09:01.09:23.01 [ether] on ethD

Administering SX Il Using command line interface

This section is specific to tasks performed using command line interface.

For information on performing tasks in the SX Il Remote Console, see Administering SX Il from the
Remote Console and Admin-Only Interface (on page 52).
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USB Local Admin Port

The USB local admin port is used to add the SX Il as a com port on an external PC to allow this PC direct
access to the SX II's CLI.

» Requirements:

e USB to mini-USB cable to connect

e Serial communication program such as putty, tera term, or minicom

» To use the USB local admin port:

1. Connect the mini-USB cable to the SX Il and USB to the laptop. The laptop should attempt to install a
serial driver.

e |f the driver does not install: In Windows, open the Device manager.Look for Gadget Serial v2.4
under "Other Devices". Click to select Gadget Serial v2.4, then click Update Driver Software. Search
the Microsoft network for the driver, and it should install properly.

2. Note the COM port that is associated with this newly added USB serial device.
3. Launch a serial communication program and open up the COM port with bps 115200.
4. The SX lI's CLI will appear for login and administration of the device.

Change Your Password Using CLI

Note: This feature can also be configured from the Remote Console. See Change Your Password from
the Remote Console (on page 29).

Important: If the administrator password is forgotten, SX II must be reset to the
factory default from the Reset button on the rear panel and the initial configuration
tasks must be performed again.

Enter admin > password to access the menu.

When creating a password via CLI, it cannot begin with a space or end with a space. This does not apply
to creating passwords in using the Remote Console.

Command Description Parameters

password Create a new password, if needed. ® new password

Configure Power Strips Using CLI

Note: These functions can also be managed from the Remote Console. See Configure Power Strips from
the Remote Console (on page 52).

The following power commands allow you to manage power strips attached to SX II.

Enter admin > power to accessthe menu.

Raritan.

& brand of O logeand 173



174

Command

associate

cycle

off

on

powerdelay

powerstatus

powerstrip

setpowerport

unassociate

unsetpowerport

Description

Associate a power strip outlet to a SX
Il port.

Power cycle specified power strip.

Note: If you are connecting a PX
to SX II, it is recommended you
set the power cycle time to 5
seconds.

Power off a specified power strip.

Power off a specified power strip.

Configure global power strip delays.

Get the status of a specified power
strip.

Get power strip information.

Configure an SX Il Port to contain a
power strip.

Remove a power outlet association
from a SX Il port.

Configure an SX Il Port to remove a
power strip.

Parameters

e <port number> - SX port number to associate

e <powerstrip name> - Name of power strip to access

e <outlet number> - Outlet number on power strip to
associate

e <port number> - SX port number to cycle

e <powerstrip name> - Name of power strip to access

e <outlet number> - Outlet number on power strip to
cycle

e <port number> - SX port number to turn off

e <powerstrip name> - Name of power strip to access

e <outlet number> - Outlet number on power strip to
turn off

e <port number> - SX port number to turn on

e <powerstrip name> - Name of power strip to access

e <outlet number> - Outlet number on power strip to

turn on

e <cycle value> - Delay between power off/on

e <powerstrip name> - Name of power strip to access

e <powerstrip name> - Name of power strip to access

e <port number> - SX port number

e <port number> - SX port number to unassociate

e <powerstrip name> - Name of power strip to access

e <outlet number> - Outlet number on power strip to
unassociate

e <port number> - SX port number

Configure and Manage Users and User Groups Using CLI

Note: These functions can also be performed from the Remote Client. See Configure and Manage Users
and Groups from the Remote Console (on page 56).

SX Il stores an internal list of all user profiles and user groups.

User profiles and groups are used to determine access authorization and permissions. This information
is stored internally. User passwords are stored in an encrypted format.
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SX Il allows the administrator to define groups with common permissions and attributes. They can then
add users to the groups, and each user takes the attributes and permissions of that group.

Since the group permissions are applied to each individual in the group, permissions do not have to be
applied to each user separately. This reduces the time to configure users.

For example, create a group called Modem Access that has permission to manage modems. Each user
assigned to the Modem Access group can then manage the modem function; you do not have to assign

each user a separate permission.

Enter admin > Config > Users to accessthe menu.

Command Description Parameters
addgroup Creates a group with common  group <groupname> - Group name
permissions. e control <number | range | *> - Port(s) the user group has full
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control permissions to (users assigned to this group have
read and write access to the listed ports). Control must be
assigned to the group if power control access will also be
granted. Applies to a single port or range of ports (1-n or
1,3,4 or * for all ports).

power <number | range | *> - Port(s) the user group has full
power control permission to. Permitted (true), denied (false).

pcshare <true | false> PC-Share Access - Indicate whether
users in the group are allowed to access a port that already
has users connected to it if the port access mode is set to
Share. Permitted (true), denied (false).

settings <true | false> Permission to change device settings.

viewonly settings <number range *> <true or false><true |
false> - User group has view only permissions to the port.
Permitted (true), denied (false).

cc <true | false> - Allow access under CC-SG management
commands. Permitted (true), denied (false).

diagnostics <true | false> - Permission to access diagnostics
commands. Permitted (true), denied (false).

maintenance <true | false> - Permission to access
maintenance commands, backup and restore the database,
firmware upgrade, factory reset, and reboot. Permitted
(true), denied (false).

security <true | false> - Permission to access security
commands. SSL certificate, security settings, IP ACL.
Permitted (true), denied (false).

manage user <true | false> - Permission to access user
management commands. User and group management,
remote, authentication, login settings. Permitted (true),
denied (false).
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Command

editgroup

showgroup

deletegroup

adduser

176

Description

Command to edit an existing
user group.

Shows the details of existing
user groups.

If there is no group specified,
the command displays all
groups in the system.

Deletes an existing user group.

Add an individual user to SX II.

Parameters

Important: manage user allows the members of the group to
change the permissions of all users, including their own.
Carefully consider granting these permissions.

modem <true | false> - Permission to access the modem.
Displayed on the page when a built-in modem is connected
to SX Il. Select this option if you want the group to have
access to the external modem. If broadband access is
enabled for a modem, this permission allows the group to
access SX Il via the wireless modem, as well. Permitted (true),
denied (false).

deny <number | range | *> - Deny permissions to listed
ports.

powerdeny <number | range | *> - Deny power permissions
to listed ports.

All commands listed under addgroup can be used to
editgroup.

<group name> - Group to display.

<group name> - Group to delete.

user <loginname> - User's login name
full name <user's fullname> - User's full name
group <groupname > - The group the user us associated with

password <password> - User's password. When creating a
password via CLI, it cannot begin with a space or end with a
space. This does not apply to creating passwords in using the
Remote Console.

active <true | false> - Activate (true) or deactivate (false) the
user account

<dialback> - User's dialback phone number
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Command

addsshkey

viewsshkey
deletesshkey

edituser

deleteuser

showuser

insertgroupacl
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Description

The addsshkey command

adds SSH key data for the user.

This data is the rsa_id.pub key
generated for your client. The
user must exist in SX |l before
you can add an SSH key for
them.

The key data should be used
for authentication and users
should not have to enter a
password.

Linux users should delete
"name@Ilocal host" that
appears at the end of the key
when adding non-default
public keys. This is not
necessary if using the
corresponding private key.

The SSH key data is validated
in several ways. Specified
keytype is validated: [ssh-rsa|
ssh-dsa|ecdsa-sha2-nistp256 |
ecdsa-sha2-nitsp384| ecsda-
sha2-nitsp512]. Keytype is
followed by whitespace,
followed by the base64 data.
Base64 data is validated.
Whitespace and any
characters after the base64
are dropped from the key
data.

Displays the SSH key data for
the specified user.

Delete the SSH key for a
specified user.

Update information for a
specified user.

Delete a specified user.

Displays the details for an
existing user.

Insert Group ACL Rule

Parameters

e user <loginname> - User's login name

e key <value> - User's SSH key

e user <loginname> - User's login name

e index <index> - View the index of the SSH key

e user <loginname> - User's login name

e index <index> - Delete the SSH key index

e See addgroup parameters.

e user <loginname> - User to delete

e user <loginname> - User to display

e group: Affected group name

e id:id number

e start: Beginning IP address of range <ipaddress>
e stop: Ending IP address of range <ipaddress>

e policy: <ACCEPT/DROP>
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Command Description

replacegroupacl Replace Group ACL Rule

deletegroupacl Delete Group ACL Rule

showgroupacl Display Group ACL Rules

addgroupacl Add Group ACL Rule

Parameters

e group: Affected group name

e id:id number

e start: Beginning IP address of range <ipaddress>
e stop: Ending IP address of range <ipaddress>

e policy: <ACCEPT/DROP>

e group: Affected group name

e id:id number or <all>
e group: Group name

e group: Group name

e start: Beginning IP address of range <ipaddress>
e stop: Ending IP address of range <ipaddress>

e policy: <ACCEPT/DROP>

Configure User Authorization and Authentication Services Using CLI

Note: These functions can also be performed from the Remote Console. See Configure User
Authentication from the Remote Console (on page 67).

SX Il requires users be authenticated to access the appliance.

Authentication is the process of verifying that a user is who he says he is. Once a user is authenticated,
the user's group is used to determine his system and port permissions. The user's assigned privileges
determine what type of access is allowed. This is called authorization.

Users can be authenticated via SX Il locally or remotely.

By default, users are authenticated locally; you must enable remote authentication. When remote
authentication is enabled, there is an option to allow or deny local authentication as a fallback. See

Fallback to Local Authentication.

When the SX Il is configured for remote authentication, the external authentication server is used
primarily for the purposes of authentication, not authorization.

SX Il provides several options to remotely authenticate users -

e LDAP/LDAPS
e RADIUS
e TACACS+

Enter admin > Config > Authentication to access the menu.

Authentication Method
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Command Description Parameters

authmode Set the authentication mode e mode <local|ldap|radius|tacacs>

and fallback. e fallback <true | false> Enable or disable fallback to local authentication
if remote is unreachable

LDAP Configuration
The LDAP configuration menu offers commands to set up LDAP and LDAPS.

Enter admin > Config > Authentication > ldap to access the menu.

Command Description Parameters

ldap Configure secure LDAP  * primip <ipaddress | hostname> - Primary server IP address
authentication mode. ® secip <ipaddress | hostname> - Secondary server IP address
e port <value>- LDAP port
e basedn <Base DN> - Admin user DN
e secret <value> - Admin user authentication secret
e search <value> - User search DN
e dialback <value> - Dialback search query
e domain <Active Directory Domain> - Active Directory domain

e server <generic | ads> - Server type, Active Directory or Generic

ldaps Set/Get secure LDAP e port <value> - Secure LDAP port
authentication mode. e enable <true | false> - Secure LDAP enable (true), disable (false)

e verify <true | false> - LDAPS certificate validation enable (true), disable (false)

testldap Used to test LDAP e |ogin <LDAP user> - LDAP login to test

settings. e password <LDAP users password>

RADIUS Configuration

The RADIUS menu provides access to commands used to configure access to a RADIUS server.

Enter admin > Config > Authentication > RADIUS to accessthe menu

Command Description Parameters

primaryradius Access to configure the e ip<ipaddress | hostname> - IP Address
primary RADIUS settings. ¢  secret <value> - RADIUS authentication secret
e authport <value> - RADIUS authentication port
® acctport <value> - RADIUS accounting port
e timeout <value> - RADIUS timeout (in seconds)
e retries <value> - RADIUS retries
e chap <true | false> - CHAP enable/disable (true/false)

e requirema <true | false> - Require Message Auth in Access Request
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Command Description Parameters

secondaryradius Access to configure the e ip<ipaddress | hostname> - IP Address
secc.)ndary RADIUS e secret <value> - RADIUS authentication secret
settings. e authport <value> - RADIUS authentication port
® acctport <value> - RADIUS accounting port
e timeout <value> - RADIUS timeout (in seconds)
e retries <value> - RADIUS retries
e chap <true | false> - CHAP enable (true), disable (false)

e requirema <true | false> - Require Message Auth in Access Request

TACACS+ Configuration

The TACACS+ menu offers commands used to configure access to a TACACS+.

Enter admin > Config > Authentication > TACACS+ to access the menu.

Command Description Parameters
primarytacacs Used to configure the primary TACACS+ e ip <ipaddress | hostname> - IP Address
settings. e secret <value> - TACACS+ authentication secret

e port <value> - TACACS+ port
e timeout <value> - TACACS+ timeout (in seconds)
e retries <value> - TACACS+ retries

secondarytacacs Used to configure the secondary TACACS+ e ip<ipaddress | hostname> - IP Address
settings. e secret <value> - TACACS+ authentication secret
e port <value> - TACACS+ port
e timeout <value> - TACACS+ timeout (in seconds)

e retries <value> - TACACS+ retries

Configure a Modem Using CLI

Note: You can also configure modems from the Remote Console. See Configure Date and Time Settings
from the Remote Console (on page 98).

Enter admin > Config > Modem to accessthe menu.

Command Description Parameters
dialback Enable dialback and caller ID ® enable <true | false> - enable or disable dialback, enable (true),
verification disable (false)

e callerid <true | false> - enable or disable caller id verification of
dialback
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Command Description Parameters
dialin Configure dialin settings. * enable <true | false> - Enable or disable modem, enable (true),
disable (false)
e mode <All/PPP_Only/Console_Only> Modem access mode
e serverip PPP <IPv4 address> - PPP server IP address
e clientip PPP <IPv4 address> - PPP client IP address

e callerid <true | false> - enable or disable caller id for dialin

numbers

dialinadd Add phone number to e [number phonenumber] - add a phone number to the approved
dialin. list of dialin numbers

dialindel Delete phone number from @ [number phonenumber] - delete a phone number from the
dialin. approved list of dialin numbers

dialout Enable internal modem e enable <true/false>
dialout feature.

bmodem Enable/Disable broadband e enable <true | false> - enable or disable broadband modem
modem. access, enable (true), disable (false)

bmodemfailover Enable/Disable broadband e enable <true | false> - enable or disable broadband modem
modem failover failover, enable (true), disable (false)

e The command is
available if bmodem is
enabled.

Assign User Groups Modem Access Permissions

If needed, assign users to a group with Modem Access permissions.

Modem Access permission is assigned to a user group on the Group page, and the user is then assigned
to the group on the User page.

For more information, see Configure and Manage Users and User Groups Using CLI (on page 174) or
Configure and Manage Users and Groups from the Remote Console (on page 56).

Server Settings to Support Modems

Primary (or/and Secondary) RADIUS Server Settings should be configured correctly and enabled on SX II.

e On the Remote RADIUS Server, the user's configuration should contain the following line.

Filter-Id = "Raritan:G{<local user group>}:D{<number for
dialback>}"

The LDAP server user's configuration should contain the dialback number in the attribute that is
configured as the 'dialback search string' on SX II.

Dialback with remote LDAP user (OpenLdap v.2 & v.3)
e Dialback with remote TACACS+ user (TACACS++ v.4.0.3a)

Dial-in and Dialback should be enabled on SX II used for modem communication. Primary (or/and
Secondary) TACACS+ Server Settings should be configured correctly and enabled on SX IIs.
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On the Remote TACACS+Server user's configuration should own the following line .

user—-dialback='129"

Run an Autoconfiguration Script Using CLI

Note: These functions can also be configured from the Remote Console. See Enable Auto Script from
the Remote Console for Use with TFTP or a USB Stick (on page 81).

Enter admin > config > to accessthe menu.

Command Description Parameters
autoconfig Set and get Automatic e enable <true/false> - enable (true), disable (false)
Script Configuration. e run<once/every> - Run script once or at every boot

e source <manual/dhcp> - Use TFTP address provided by DHCP or
manually set

e tftp address <ipaddress | hostname> - TFTP server address

autoconfigusb Set/Get Automatic Script e enable <true/false> - enable (true), disable (false)
via USB Configuration.

Enter admin > to access the menu.

Command Description Parameters
scriptget Retrieves the remote e address <ipaddress | hostname> - Address of FTP server
configuration script. e port <FTP port> - Port of FTP server (1..65535)
e path <path to file> - FTP server path for config file. e.g. /ftphome/
config.txt

e user <FTP username> - Optional FTP server user name

e password <FTP password> - Optional FTP server password. Will prompt if
missing and user name given.

scriptrun Runsthe autoconfiguration NA
script.

Configure Network Settings Using CLI

Note: This feature can also be managed from the SX Il Remote Console. See Configure SX Il Network
Settings from the Remote Console.

The network menu commands allow you to configure SX Il network settings.

Enter admin > config > network to accessthe menu.
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Command Description

802.1x with
commands

Enable and configure
802.1x security

advancedrouting Change to Advanced

Routing sub menu

dns Get and configure the
DNS parameters for the
network.

eth Get/set ethernet
parameters

Used to enable and
disable the ability to
failover from one LAN to
another.

ethernetfailover

interface Configure network
settings for dual-LAN

failover.

By default, dual LAN
failover mode is
disabled.

ipforwarding IP forwarding

configuration.

Set IPv6 network
parameters and retrieve
existing IPv6
parameters.

IPv6 interface

Raritan.

A brand of O fpgrarsd

Parameters

enable8021x <true/false>

auth: 802.1x authentication type: <eap_peap/eap_tls/
eap_ttls>

tlsServerCert: CA certificate settings for 802.1x server
certificate

advancerounting enable <true/false>

ip <ipaddress> - ip rule/route command

resetroutes Reset route/rule table to system default
saveroutes Save advanced route rules

viewroutes View routing/rule tables

mode <auto/manual> - DNS server IP mode
primary <ipaddress> - Primary DNS server IP address

secondary <ipaddress> - Secondary DNS server IP address

if <lan1/lan1> Interface

mtu <576 - 65536> - Maximum Transmission Unit

enable <true/false> - Ethernet failover enable (true), disable
(false)

ipauto <none | dhcp> - Enable DHCP as ip configuration
<lan1 | lan2> - Select LAN interface you are configuring.

ip <IPv4 address> - IP Address of SX Il assigned for access from
the IP network

mask <subnetmask> - Subnet Mask obtained from the IP
administrator

gw ipaddress <IPv4 address> - Gateway IP Address obtained
from the IP administrator

mode <auto | 10hdx | 10fdx | 100hdx | 100fdx | 1000fdx> -
Set Ethernet Mode to auto detect or force a specified mode.

enable <true/false>

ipauto <none | routerdisc> - Enable IPV6 auto configuration
if <lanl | lan2> - Select LAN interface you are configuring.

ip ipaddress <ipaddress> - IPv6 address of SX Il assigned for
access from the IP network.

prefixlen <prefix length> - IPV6 Address prefix length (is the
number of bits in the prefix, in range of 0-128 (decimal))

gw ipaddress <IPv6 address> - Gateway IP Address obtained
from the IP administrator.

mode <enable or disable> - IPV6 network operational mode,
enable (true), disable (false)

ipforwarding: Enable <true/false>
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Command Description Parameters

name Name the appliance. e devicename <value> - name assigned to SX Il

e hostname <value> - Preferred host name (DHCP only)

staticroute Configure static routes.  ® enable <enable> - enable (true), disable (false)

staticrouteadd Add a static route. e dest <dest> - Destination
e if<lanl | lan2> - Interface (lan1/lan2)
e prefix <prefix> - IPv6 prefix length
e mask <mask> - IPv4 mask
e gateway <gateway> - Gateway
e mtu <mtu>- MTU (64..65536)
e flags <host|net> - Flags (host/net)

staticrouteshow Show a list of static NA
routes.

staticroutedelete Usedtoremovearoute ® id<id>-id numberorall

from the kernel routing
table.

Configure 802.1X Security Settings Using CLI

Note: This feature can also be managed from the SX || Remote Console. See 802.1X Security (on page
94).

The network>802.1X sub-menu commands allow you to configure SX 1l 802.1X security settings.

Enter admin > config > network > 802.1X to accessthe menu.

Command Description Parameters
enable8021X Enable or disable 802.1x e Interface: <lan1/lan2>

security e Enable: Enable feature <true/false>
auth 802.1x authentication type ¢ Interface: <lan1/lan2>

® type: Authentication type <eap_peap/eap_tls/eap_ttls>

eap_peap EAP-PEAP configuration e Interface <lan1 /lan2>
e user <username for EAP-PEAP>

e password <password for EAP-PEAP>

eap_tls Display EAP-TLS settings. e Interface <lan1/lan2>
Configuration cannot be e Use Key Password: <true/false>
done with CLI.

e Key Password: <password for EAP-TLS>
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Command Description Parameters

eap_ttls EAP-TTLS configuration e Interface <lan1/lan2>
® Inner Authentication: <MSCHAPv2/CHAP/PAP>
e Username: <username for EAP-TTLS>

e Password: <password for EAP-TTLS>

tlsServerCert 802.1x CA Certificate settings ® Interface: <lan1/lan2>

e (A Certificate Validation: Enable or disable CA certificate validation.
<true/false>.

e Disable Certificate Date Check: Allow expired or not yet valid
certificates. <true/false>

Configure Advanced Routing Using CLI

Note: This feature can also be managed from the web interface. See Advanced Routing (on page 92).

The network>advanced routing commands allow you to configure SX Il advanced routing
settings.

Enter admin > Config > Network > Advanced Routing > to accessthe menu.

Command Description Parameters

advancedrouting Enable/Disable Advanced Routing Feature enable <(true/false)>

ip ip rule/route command ip <ipaddress> - ip rule/route command
resetroutes Reset route/rule table to system default

saveroutes Save advanced route rules

viewroutes View routing/rule tables

Configure Device Settings Using CLI

Note: These functions can also be configured from the Remote Console. See Configure Device Settings
from the Remote Console (on page 85).

These commands provide the ability to configure SX Il server services.

Enter admin > config > services to access the menu.

Command Description Parameters

discovery Configure the discovery port. e port <value> - Discovery TCP listen port

e encryption <true/false> - Discovery port encrypted
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Command

dpa

dpaport

http

https

ssh

telnet

Description

Direct Port Access Configuration

Set/Get Port Configuration

Used to control http access and define
the port.

Used to control https access and define
the port.

Enable or disable SSH access and
configure settings.

Enable or disable Telnet access.

Due to the lack of security, the
username, password and all traffic is in
clear-text on the wire.

Telnet must be enabled before it can be
used; it is disabled by default.

By default, the telnet port is set to 23
but can be changed by issuing the
following command.

Configure Direct Port Access Using CLI

Parameters

enable <true/false> - Enable/Disable DPA access

url <true/false> - Enable/Disable DPA via URL

loginstring <true/false> - Allow specifying DPA port in
username when logging in

port - Port(s) to view/modify

dpaip - IP Address assigned for direct port access

telnet - TCP Port assigned for direct port access via Telnet.

ssh - TCP Port assigned for direct port access via SSH

port <value> - HTTP server default listen port (tcp)

port <value> - HTTPS server default listen port (tcp)

enable <true | false> - Enable or disable SSH access, enable
(true), disable (false)

port <value> - SSH server tcp listen port

dsa <true/false> - Use Legacy DSA

authmethod <pass/cert/passcert> - Password, Certificate, or
both

enable <true | false> - Enable or disable Telnet access, enable
(true), disable (false)

port <value> - Telnet server tcp listen port

The permitted TCP Port Range is 1024-64510. When run without the mode parameter, the system
displays the current dpa type.

Enter admin > Config > Services > toaccess this menu.

Command

dpa

Description Parameters

Enable direct port .
access .

enable <true | false> - DPA access, enable (true), disable (false)
url <true | false> - DPA via URL, enable (true), disable (false)

e |oginstring <true | false> - Allow specifying DPA port in username when logging
in, enable (true), disable (false)
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Command Description Parameters

dpaport Configure the e port <number | range | *> - Port(s) to view/modify (Single port or range of ports
IP/SSH/telnet DPA (1-nor 1,3,4 or * for all ports))
ports for specified ¢ dpaip <ipaddress> - IP Address assigned for direct port access. 0.0.0.0 clears the
serial ports. setting.

e telnet <port number> - TCP Port assigned for direct port access via Telnet. O clears
the setting.

e ssh <port number> - TCP Port assigned for direct port access via SSH. O clears the
setting.

e tcp <port number> - TCP Port assigned for direct port access via TCP. O clears the
setting.

Anonymous Connections

You can establish an anonymous Direct Port Access connection via Telnet by typing anonymous, or
pressing Enter at the username prompt. The anonymous connection is established without prompting
for a password.

When establishing a Direct Port Access connection via SSH, entering the username anonymous is
required. The anonymous connection is established without prompting for a password.

Use the suppress parameter to configure the following messages to display or not display the first time
SX Il is accessed via anonymous Direct Port Access -

Escape Sequence is : <escape string> <true\false>

"You have read-only access to this port." OR "You are now master for the port."
If suppress is true, the above messages are not displayed and connected directly to the target prompt.

If suppress is false, the above messages are displayed.

Configure SNMP Traps and Alerts Using CLI

Note: SNMP traps can also be configured from the Remote Console. See Configure SNMP Notifications
from the Remote Console.

SX Il supports sending SNMP alerts to a predefined SNMP server. The Raritan SNMP MIB can be found in
Viewing the SX Il MIB (on page 104).

Enter admin > config > snmp to access the menu.

Command Description Parameters

add Add SNMPv2c trap or inform. ® dest <ipaddress | hostname> - Destination IP/hostname
A recipient is an IP address ® port <port number> - Destination port
with an optional space- e community <community>- SNMP community

separated port number.
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Command

addv3

viewtraps

del

delv3

snmpagent

snmptrap

188

Description

Traps may be sent to multiple
ports with the same IP
address.

WARNING: NON-
RESPONDING DESTINATIONS
MAY SIGNIFICANTLY SLOW
SYSTEM RESPONSE IF
INFORMS ARE CONFIGURED
WITH LARGE VALUES FOR
RETRIES AND/OR TIMEOUTS.

Add SNMP V3 Trap or Inform.

WARNING: NON-
RESPONDING DESTINATIONS
MAY SIGNIFICANTLY SLOW
SYSTEM RESPONSE IF
INFORMS ARE CONFIGURED
WITH LARGE VALUES FOR
RETRIES AND/OR TIMEOUTS

A recipient is an IP address
with an optional space-
separated port number.

Traps may be sent to multiple
ports with the same IP
address.

Display existing SNMP traps.

Delete SNMP traps.

Delete SNMPv3 traps.

Configure SNMP daemon.

Enable or disable an SNMP
trap.

Parameters

NA

type: SNMP Notification Type (Trap/Inform)
retries: (Number of Inform retries before quiting) <0-10>

timeout: Number of seconds to wait for an Inform response <1-20>

dest <ipaddress | hostname>- Destination IP/hostname

port <port number> - Destination port

name <name> - Security name

authproto <MD5 | SHA> - SNMP auth protocol

authpass <authpass> - SNMP auth passphrase

privproto <None | DES | AES | AES256 > - SNMP privacy protocol
privpass <privacy password> - SNMP privacy passphrase

type: SNMP Notification Type (Trap/Inform)

retries: (Number of Inform retries before quiting) <0-10>

timeout: Number of seconds to wait for an Inform response <1-20>

dest <ipaddress | hostname>- Destination IP/hostname

port <port number> - Destination port

dest <ipaddress | hostname>- Destination IP/hostname

port <port number> - Destination port

enable <true|false> - SNMP Daemon, enable (true), disable (false)

contact Contact Sunbird Professional Services and Support via the
Support site at http://support.sunbirddcim.com or via email
(tech@sunbirddcim.com ) - SNMP contact

location <location> - SNMP location

community <community> - SNMP community

type <read_only | read_write> - SNMP community type
v2cenable <true | false> - SNMP v1/2 agent, enable (true), disable
(false)

enable <true | false> - SNMP traps, enable (true), disable (false)

v2cenable <true | false> - SNMP v1/v2c traps, enable (true), disable
(false)

v3enable <true | false> - SNMP v3 traps, enable (true), disable
(false)
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Command Description

snmpv3agent Configure an SNMPv3 agent. ®

Parameters

enable <true|false> - SNMP V3 Agent, enable (true), disable (false)

name <security name> - Security name

authproto <MD5 | SHA> - SNMP auth protocol

authpass <auth password> - SNMP auth passphrase

privproto <None | DES | AES | AES256 > - SNMP privacy protocol

privpass <privacy password> - SNMP privacy passphrase

useauthforpriv <true | false> - Use auth passphrase for privacy,
enable (true), disable (false)

Configure Date and Time Settings Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Date and Time
Settings from the Remote Console (on page 98)

Enter admin > config > time to accessthe menu.

Command

clock

timezonelist

ntp
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Description

It is important to set the date
and time correctly to ensure
that log entries and events
contain the correct timestamp.

Use this to set the time and
date on the server.

Used to find the number code
that corresponds to your time
zone.

Use this command if you are
synchronizing SX Il with an NTP
server.

Parameters

NA

tz timezone - Timezone index is a number corresponding to the
desired time zone.

dst <true | false> - Apply DST settings, enable (true), disable
(false)

time - Time String <HH:MM:SS>
date - Date String <YYYY-MM-DD>

enable <true | false> - enable or disable the use of NTP, enable
(true), disable (false)

primip <primarylP> - Primary NTP server to use first.
primkeytype <none | MD5 | SHA-1> - Authentication Key Type.
primkeyid <numeric value>

primkeyform <ASCII | HEX> - Authentication Format.

primkey <Primary server key> - Key value.

secip <secondaryip> - Secondary NTP server if the first is not
available.

seckeytype <none | MD5 | SHA-1> - Authentication Key Type.
seckeyid <numeric value>

seckeyform <ASCIl | HEX> - Authentication Format.

seckey <Secondary server key> - Key value.

override <true/false> - Override DHCP settings for NTP server
(true/false)
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Change the Default GUI Language Setting Using CLI

Note: This setting can also be configured from the Remote Console. See Changing the Default GUI
Language Setting from the Remote Console (on page 120).

Enter admin > config > language to access the menu.

Command Description Parameters

language Language settings only apply to the Remote Console web interface; theydo ® set <en|ja | zhs | zht>
not apply to the Local Console interface. - GUI language code

The SX Il GUI defaults to English, but also supports the following
localized languages:

e English (default)
® Japanese
e Simplified Chinese

e Traditional Chinese

Configure SMTP Events and Notifications Using CLI

Note: This setting can also be configured from the Remote Console. See Enable Email (SMTP)
Notifications from the Remote Console (on page 105).

Use the 1og > smtp menu to access to the options that can be used to configure the SMTP server
and destination email addresses.

Enter admin config > log > smtp to accessthe menu.

Command Description Parameters

smtp Configure the SMTP server. e enable <true|false> - SMTP server, enable (true), disable (false)
e ip<ipaddress | hostname> - SMTP server IP address
e port <port number> - SMTP server port (1..65535)

e auth <true | false> - SMTP auth required, enable (true), disable
(false)

e user admin - SMTP user account
® pass <password> - SMTP user password

® source <source> - SMTP source address

addemailsub Add a mail subscriber. Upto ® email Info@Acme.com - Email address to add
ten subscribers can be

added.
delemailsub Delete an email subscriber. e email Info@Acme.com - Email address to delete
testsmtp Test email notification e dest <destination email> - Destination email address
settings.
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Command Description Parameters

viewemailsub View a list of email NA
subscribers.

Configure Port Logging Settings Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Port Logging
Settings from the Remote Console (on page 120).

As part of its security capabilities, SX Il logs data and to provide alerts based on activities between the
users, SX Il, and the target device.

Audit trail that allows authorities to review what has happened in the system, determine who
implemented what action and when is captured as part of this function.

Event logging and SNMP traps are also available. Events can be logged locally using Syslog. Local events
are maintained in a 512K per port buffer and can be stored, reviewed, cleared, or sent periodically to an
FTP server.

Configuration log commands allow you to manage the logging features of the SX Il server.

Enter admin > config > Log to access the menu.

Command Description Parameters

eventlogfile Use this command to e size <value> - Maximum size of local log file (in bytes).
control and configure the

If the event log file size exceeds the available flash memory on your SX
logging of events to the

Il model, the event is not saved.

local log.
To avoid this, set the file size to greater than 1024 but less than
10000000.
Note: SX Il model's flash memory varies.
e style <wrap or flat. - Specifies what action to take when the maximum
size is reached:
wrap will cause the log to circle around when end is reached.
flat will cause logging to stop when the end is reached.
eventdest Event configuration. e event <index of event> - Event Index, use 'eventlist' to see index and
current configurations
e audit <true | false> - Audit Logging, enable (true), disable (false)
e snmp <true | false> - SNMP Logging, enable (true), disable (false)
e syslog <true | false> - Syslog Logging, enable (true), disable (false)
e smtp <true | false> - SMTP Logging, enable (true), disable (false)
eventlist Display an indexed list of ~ NA

all configurable events.
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Command

syslog

portsyslog

nfsportlog

nfsencrypt

Description

Displays the list of
configured syslog servers.

Configure the syslog
servers.

Up to 8 servers can be
added.

Each syslog server is
added and identified by a
number: ipl, ip2, ip3, and
so on.

Configure the UDP port on
the syslog server to which
the syslog messages are
sent. Default is 514.

Configure portsyslog
server.

Configure the logging of
port data.

Set the encryption key to
be used for encrypting
port log.

Parameters

enable <true | false> - System event log logging, enable (true), disable
(false)

ipl <ip address | hostname | delete> - syslog server address. portl
<portlnumber> - UDP port number for ip1.

ip2 <ip address | hostname | delete> - syslog server address. port2
<portlnumber> - UDP port number for ip2.

ip3 <ip address | hostname | delete> - syslog server address. port3
<portlnumber> - UDP port number for ip3.

ip4 <ip address | hostname | delete> - syslog server address. port4
<portlnumber> - UDP port number for ip4.

ip5 <ip address | hostname | delete> - syslog server address. port5
<portlnumber> - UDP port number for ip5.

ip6 <ip address | hostname | delete> - syslog server address. port6
<portlnumber> - UDP port number for ip6.

ip7 <ip address | hostname | delete> - syslog server address. port7
<portlnumber> - UDP port number for ip7.

ip8 <ip address | hostname | delete> - syslog server address. port8
<portlnumber> - UDP port number for ip8.

enable <true | false> - Port logging data to a remote NFS server and
also to the Syslog server, enable (true), disable (false)

primaryip <primaryip> - Primary Portlog Syslog server address
secondaryip <secondip> - Secondary Portlog Syslog server address
category - Syslog Category local <0 - 7>

enable <true|false> - Logging of port data to remote NFS server,
enable (true), disable (false)

primaryip <primaryip> - Primary Portlog Syslog Server

secondaryip <secondip> - Secondary Portlog Syslog Server

primarydir <mountpath. - Primary NFS Server's mount directory. Eg., /
nfslog

secondarydir <mountpath> - Secondary NFS Server's mount directory.
Eg., /nfslog

prefix <name> - Prefix for log file name. Use " " for a blank prefix
size <value> - Maximum Size (in bytes) for the log file

inputlogging <true |false> - Enable/Disable logging of user input data
on the port. This refers to input via keystroke from the user.

indir <name> - Directory name for storing input log

outdir <name> - Directory name for storing output log. Output implies
data sent from target to the SX port.

enable <true|false> - SMTP Server, enable (true), disable (false)

key <string> - Provide RC4 key string to be used for encryption
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Command Description

portlogtime  Use to configure the Port
Log Time.

Changes to the timestamp
interval will go into effect
after the current interval
has passed and that port
status timestamp has been
logged."

Parameters

timestamp - Time interval (in seconds) between two timestamps in
the log file. A value of 0 will disable timestamp logging. The default
value is 20. The max value is 99999.

update <update> - Update frequency (in seconds) between two
updates to the remote log file. Default interval value is 30. Update
Frequency range is 1 and 65535.

Enter admin > config > log > local to access the menu.

Command Description
serialportlog Configure serial
port log file.

serialportlogdel Delete serial port
log file.

serialportlogview View serial port
log file.

serialportlogftp .

Parameters

size <value> - Maximum File Size (bytes)
enable <true|false> - Serial Port Log File, enable (true), disable (false)

input <true|false> - Enable logging of all input keystrokes to file.

port <number> - Ports to delete log of

port Ports to view log. (Single port or range of ports (1-n or 1,3,4 or *
for all ports))

type Log type <input/output>
start Position in log file to start viewing <Number>

length: Length of port data to read <number>

port: Port number to retrieve log <Number>

type: Log type <input/output>

address: FTP server address <ipaddress>

ftpport: FTP server port (default 21), TCP/UDP Port, <1..65535>
path: FTP server path for serial log file <String>.

file: Optional destination file name. Default: portlog_[portnum]
user: Optional FTP user name. <String>

password Optional FTP password. Will prompt if missing and user
name given. <String>

Decrypt Encrypted Log on Linux-based NFS Server

To decrypt nfs encryption on Linux® platform, follow these steps:

1. Retrieve the current nfs encryption key

admin > Config > Log > nfsencrypt

Cut and paste the key printed after the Key: in the command response into a file.

Retrieve decryption application and either place it on the Linux machine or compile its source.

Save the encryption key file (dsx-encrypt.key) in the same directory where the decryption

application is stored.
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5. Copy the encrypted portlog file to the same directory.

6. Decrypt the file using the command:

./decrypt -f <portlogfile> -e <keyfilename> -o <outputfile>

7. The decrypted file should be saved in <outputfile>.

Configure Ports Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Ports from the
Remote Console (on page 124).

Enter admin > to access the menu.

Command

listports

Description

Parameters

List accessible ports NA

Enter admin > config > port toaccessthe menu.

Command

keywordlist

keywordadd

keyworddelete

config

Description

Display all
configured
keywords.

Add a
keyword to
the port.

Delete an
existing
keyword from
the port.

Parameters

NA

e port <number | range | *> - Single port or range of ports (1-n or 1,3,4 or * for all
ports)

e keyword <value> - When keyword is detected on target, notification is sent.

e port <number | range | *> - Single port or range of ports (1-n or 1,3,4 or * for all
ports)

e keyword <value> - When keyword is detected on target, notification is sent.

e port <number | range | *> - Single port or range of ports (1-n or 1,3,4 or * for all
ports)

® name <port name> - Port name

e bps<1200 | 1800 | 2400 | 4800 | 9600 | 19200 | 38400 | 57600 | 115200 |
230400> - Port speed in bits-per-second

e parity <none|even|odd> - Port parity type

e flowcontrol <none|hw|sw> - Port flowcontrol type hw = hardware flow control
sw =X on/X off)

e eqtype <auto|dte|dce> - Equipment type (auto=>AUTO Detection, dte=>Force
DTE, dce=>Force DCE)

Note: If the target has the ability to autodetect either DTE or DCE, you must
select either Force DTE or Force DCE for the port. SX Il does not support
autodetection of both DCE and DTE on the same port.

e escapemode <none|contro|disabled> - Use Ctrl-key (escapemode=control) or
single key (escapemode=none) or disabled (escapemode=disabled) as escape
sequence; for example, Ctrl- => escapemode=control
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Command Description  Parameters

escapechar= escapechar char-Escape character

Raritan recommends that you do not use or Ctrl- as the Escape command. Either
of these may cause unintended commands, such as opening a menu, instead of
invoking the Escape Command.

emulation <vt100 | vt220 | vt320 | ansi> - Target Emulation type
sendbreak <duration> - Duration of the sendbreak signal in milliseconds.

exitstring <cmd #delay; > - Execute exit string when port session closes, for
example, config port 1 exitstring logout (execute logout on exit) config port 1
exitstring #0 (disable exit string for the port). The delay is the amount of time to
wait after writing the command to the target. Number in seconds up to 60.

dpaip <ipaddress> - IP Address assigned for direct port access
ssh <tcp port> - TCP Port assigned for direct port access via ssh

alwaysactive <true | false> - Determine whether data coming into a port is
logged, for example, config port 1 alwaysactive true (always log activities coming
into a port even if no user is connected) config port 1 alwaysactive false (ignore
data coming into a port when no user is connected)

encoding - Target Encoding type (DEFAULT | US-ASCII |ISO-8859-11SO-8859-15 |
UTF-8|Shift-JIS | EUC-JP | EUC-CN | EUC-KR)

chardelay delay - Delay inserted between writing characters (0-9999ms)
linedelay delay - Delay inserted between writing lines (0-9999ms)
stopbits - Number of bits used to signal the end of a character (usually 1) (1/2)

telnet - TCP Port assigned for direct port access via Telnet. O clears the setting.
(TCP/UDP Port) (0..65535)

ssh - TCP Port assigned for direct port access via SSH. O clears the setting.
(TCP/UDP Port) (0..65535)

tcp - TCP Port assigned for direct port access via TCP. O clears the settings.
multiwrite <true/false> - Port set in multiple writer mode

suppress <true/false> - Suppress SX messages when connecting to this
target(true/false)

portdetect <true/false> - Enable port up/down detection.

DPA Mode Port Config Command Example

The following example configures Direct Port Access. The following port command sets an IP address for
DPA access to the port which is not the same as DPA by URL. The DPA IP address is just an address that

goes directly to the port.

admin > Config > Port > config port 1 dpaip10.0.13.1

admin > Config > Services > dpa enable true

e dpa enable true -enablesIP and port DPA methods for configured ports

After entering the password, you have direct access to port 1, using the newly assigned IP specifically

for port 1.
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admin@10.0.13.1's password:
Escape Sequence is: Control-

You are now master for the port.

The following example configures DPA port settings for DPAIP for range of ports.

admin > Config > Port > config port 1-32 dpaip 10.0.13.200

or

admin > Config > Port > config port * dpaip 10.0.13.200

In both cases above, port 1 will have an IP assigned as 10.0.13.200, while port 2 will have 10.0.13.201,
port 3 10.0.13.203, and so on.

The following example configures DPA port settings for SSH and Telnet by TCP port.

admin > Config > Port > config port 1 ssh 7000 telnet 8000

DPA Telnet and SSH port changes are available immediately without rebooting.

ssh -1 sx user -p 7000 10.0.13.13 or telnet -1 sx user 10.0.13.13 8000
admin@10.0.13.13"'s password:
Escape Sequence is: Control-

You are now master for the port.

After entering the password, you have direct access to port 1, using the newly assigned TCP Ports(either
ssh or telnet), specifically for port 1.

The following example configures DPA port settings for a group of ports (make sure no TCP Ports have
been assigned, and a free range of TCP Ports are available for dpa TCP Port mode usage).

admin > Config > Port > config port 1-32 ssh 7000 telnet 8000

or

admin > Config > Port > config port * ssh 7000 telnet 8000

In both cases above, port 1 will have ssh port 7000 and telnet port 8000 assigned for direct port access,
port 2 will have ssh port 7001 and telnet port 8001, and so on.

To configure all ports using a block of contiguous port numbers, use the <port *> command. If
port_range is specified, a block of contiguous port numbers are used. The given value of base_tcpport is
used as starting value. For individual port configuration, the <port number> command can be used.
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Configure the Local Port Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Local Port Settings
from the Remote Console (on page 118).

Enter admin > config > localport to accessthe menu.

Command Description Parameters
config Configure local ® enable <true/false> - Standard Local Port, enable (true), disable (false)
ports. e auth <common|none> - Local User Authentication: common-(Local/LDAP/RADIUS/

TACACS+); none-(No authentication) (common/none)

e ignorecc <true/false> - Ignore CC managed mode on local port, enable (true), disable
(false)

e kbd - Keyboard Type
e config baud <9600|19200|38400|57600|115200>

Configure Security Settings Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Security Settings
from the Remote Console (on page 132).

There are various settings configured from the security menu.

Enter admin > Security to accessthe menu.

Command Description Parameters

banner SX Il optionally supports a customizable e enable <true | false> - Banner display, enable
welcome banner that is displayed after login. (true), disable (false)
Up to 6000 characters can be entered. e audit <true | false> - Audit for the banner,
When you log in to SX Il via a GUI, a banner enable (true), disable (false)

with a fixed width typeface and acommon o title <value> - Title of the security banner
dimension, such as 80x25, appears. If the

banner is very large, that is, over 9000 lines,

the banner displayed on the GUI does not

increase the overall page size because it is

contained within a scrollable text area.

The banner identifies the location to which
the user has logged in. You can also add a
consent banner that forces the user to
accept stated conditions prior to advancing
into operation of the console server.

The banner command controls the display
of a security banner immediately after login.
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Command

bannerget

pcshare

resetmode

encryption

hostallowlist

addhostallow

delhostallow

clientcertauth

Description

Directs SX Il to go to this site to retrieve the  ®
welcome banner. The welcome banner and

the audit statement can be configured using o
the above command maintained on an

external FTP site.

Simultaneous access to the same target by
multiple users.

Configure Local Factory Reset Mode .

Sets the encryption type and FIPS mode of .
SXII.

Helps prevent host header attacks by limiting
what a web client can send in the HOST
header of an HTTP request.

Add a Hostname/IP to the Host Allowlist. ]
Delete a Hostname/IP from the Host U]
Allowlist.

Client certificate settings. °

Parameters

address <ipaddress | hostname> - FTP Server
Address

port <FTP port> - FTP Server Port (default 21)

path <path to file> - Path to Banner file to
retrieve

user <FTP username> - FTP Username

password <FTP password> - FTP Password
(prompted if missing)

mode <shared/private> - Set PC-Share mode to
shared or private (shared/private)

mode full <full| password | disabled> - full factory
reset | password - only admin password reset |
disabled - disable factory reset (full/password/
disabled)

mode <auto | aes128 | aes256 | custom> - Set
the encryption mode of the device

fips <true | false> - Enable/disable FIPS 140-2
mode, enable (true), disable (false). This option
requires a reboot of the device to take effect.

https <true/false> - Force HTTPS for web access.
customciphers <string> - Custom ciphers for
HTTPs.

enable <true/false> - Enable/Disable the Host
Allowlist feature.

host <Hostname/IP> - to add to the allowlist

host <Hosthame/IP> to delete from the allowlist.

clientcert: Client certificate global settings.

clientcertauth: Client certificate authentication
map settings.

clientcertcrl: Client certificate CRL settings.

clientcertocsp: Client certificate OCSP settings.

Enter admin > Security > firewall to accessthe menuand menu options.

Command

firewall

viewtables

198

Description

Enable the firewall.

Rules are deleted upon disable.

View current iptables/ip6tables.

Some rules exist by default and cannot be deleted.

Parameters and examples

enable <true | false> - Enable/Disable firewall

NA
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Command

iptables

ip6tables

iptables-
save

Description

Administration tool for IPv4 packet filtering and NAT.

SX Il supports most modules.

Firewall must be enabled.

Administration tool for IPv6 packet filtering and NAT.

Firewall must be enabled.

Save IP Tables (v4 and v6) to make firewall rules
persistent.

Parameters and examples

Example - to block icmp packets

iptables -A INPUT -p icmp -J
DROP

iptables -A OUTPUT -p icmp -3
DROP
Example -

A INPUT -p icmpv6 --icmpvé6-type
128 -j DROP

ipétables -A OUTPUT -p icmpvé --
icmpvée-type 128 -3j DROP

NA

Enter admin > Security > loginsettings to accessthe menuand menu options.

Command

idletimeout

passwordaging

singleloginperuser

Strongpassword

Description

Specify the amount of idle
time allowed before the
system disconnects the user.

Control when a password
expires.

Restrict to a single login
session per user.

Configure strong password

Parameters
enable <true | false> - Enable/Disable password aging

time - Idle Timeout Period in Minutes

enable <true | false>

days <value> - Number of days in Password Aging
Interval

enable <true/false> - Enable/Disable system wide single
login session per user

enable <true|false> - Enable/Disable strong password

rules. rules for local users

When creating a password
via CLI, it cannot begin with a
space or end with a space.
This does not apply to
creating passwords in using
the Remote Console.

minlength <value> - Minimum password length
maxlength <value> - Maximum password length

history <value> - Number of passwords to store in
password history

uppercase <true|false> - true => force uppercase

characters in password

lowercase <true|false> - true => force lowercase
characters in password

numeric <true|false> - true => force numeric characters
in password

other <true|false> - true => force special characters in
password

Unauthorizedportaccess Enable/Disable unauthorized enable <true/false> - Enable/Disable anonymous access
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access to a set of ports
assigned to 'Anonymous'
group.

to a set of ports assigned to the 'Anonymous' group
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Command Description Parameters

userblocking Configure user lockout mode - <disabled/timer_lockout/deactivate_userid> Set
parameters. User Blocking mode (disabled/timer_lockout/
deactivate_userid)

timerattempts <timerattempts> - Timer Lockout
Attempts

lockouttime <lockouttime> - Timer Lockout Time

deactivateattempts <value> - Deactivate UserlD
Attempts

Enter admin > security > certificate toaccessthe menuand menu options.

SSL Security certificates are used in browser access to ensure that you are connecting to an authorized
appliance.

Note: If SX Il is not used to generate the certificate signing request and an external certificate is used
instead, encryption needs to be removed from the private key before installing it on SX Il. If this is the
case, to remove the encryption from the key, a command such as openssl rsa -in server.key -out
server2.key and server2.key should be used. Encrypted private keys are used to prevent the web server
from being started by unauthorized users. Since SX Il does not allow users to access the web server
directly, encrypted private keys are not required and does not compromise security.

Note: When SX Il is used to generate the certificate signing request, the private key is not required since
SX Il keeps the private key exclusive.

Command Description Parameters
generatecsr Generate certificate signing bits <1024 | 2048 | 4096> - Bit Strength of Certificate Key
request.

name <name> - Common Name (CN)

country <code> - 2 Character I1SO Country Code (C)

state <state> - State/Province (ST)

locality <locality> - Locality/City (L)

org <organization> - Organization (O)

unit <unit> - Organizational Unit (OU)

email Info@Acme.com - Email

challenge <challenge> - Challenge Password

selfsign <true | false> - Create a Self Signed Certificate (true/false)

days <days> - Days certificate will be valid

getcert Get the certificate from a specific ~ address <ipaddress | hostname> - FTP Server Address
location. port <FTP port> - FTP Server Port (default 21)
path <path to file> - Path to Certificate file to retrieve
user <FTP username> - FTP Username

password <FTP password> - FTP Password (prompted if missing)
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Command Description Parameters

getkey Get certificate key. address <ipaddress | hostname> - FTP Server Address
port <FTP port> - FTP Server Port (default 21)
path <path to file> - Path to Certificate Key file to retrieve
user <FTP username> - FTP Username

password <FTP password> - FTP Password (prompted if missing)

viewcert View the current certificate. NA

viewcsr View the certificate signing NA
request.

viewcsrkey View the certificate signing NA

request key.

deletecsr Delete the current certificate NA
signing request.

Enter admin > Security > tls toaccessthe menuand menu options.

Command Description Parameters
tls Configure TLS settings. TLSv1.0 <Enabled/Disabled>: <true|False>
At least one protocol must be enabled. TLSv1.1 <Enabled/Disabled>: <true|False>

TLSv1.2 <Enabled/Disabled>: <false | False>
TLSv1.3 <Enabled/Disabled>: <true|False>

Addressing Security Issues

Consider doing the following in order to enhance security for console servers.
SX Il supports each of these, but they must be configured prior to general use.

e Encrypt the data traffic sent between the operator console and SX Il appliance.
e Provide authentication and authorization for users.

e Log data relevant to the operation for later viewing and auditing purposes. In some cases, this data
is required for compliance with governmental or company regulations.

e (Create a security profile.

Security Notes

Encryption of traffic between the operator console and SX Il appliance is determined by the access
methodology being used.

SSH and encrypted browser access (HTTPS) are enabled by default.

To accept unencrypted connections, you must manually enable the Telnet services. HTTP automatically
redirects users to HTTPS, if applicable.
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Configure Maintenance Settings Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Maintenance
Settings from the Remote Console (on page 158).

The maintenance commands allow you to perform maintenance-related tasks on the SX Il firmware.

Enter admin >maintenance to accessthe menu.

Command Description Parameters
deviceinfo Provides information about the NA

SX Il appliance such as build and

so on.
userlist Displays a list of all users who are A

logged in, as well as their source
IP addresses and any ports to
which they are connected.

Also found under the command

root menu.
upgrade Upgrade device from file on FTP  ® address <ipaddress | hostname> - Address of FTP Server
server. e port <FTP port> - Port of FTP server (1..65535)

e path <path name> - FTP server path for upgrade file.
e user <FTP username> - Optional FTP server user name

e password <FTP password> - Optional FTP server
password. Will prompt if missing and user name given.

upgradehistory Get information about the last NA
time you upgraded the system.

backup Back up appliance settings and e address <ipaddress | hostname> - Address of FTP Server
store on the FTP server. e port <FTP port> Port of FTP server (1..65535)
e path <path name> - FTP server path for backup file.

e file <file name> - Optional destination file name. Default:
backup.rfp

e user <FTP username> - Optional FTP server user name

e password <FTP password> - Optional FTP server
password. Will prompt if missing and user name given.

e keypass <Encryption password> - Optional encryption
password.

auditlog View the appliance audit log. NA
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Command Description

auditlogftp Get the audit log and store on FTP
server.
factoryreset Returns the SX Il console server to

its default factory settings.

Important: If you choose to revert
to the factory settings, you will
erase all your custom settings and
will lose your connection to SX Il
because, upon rebooting, the IP
address of the appliance is reset
to the factory default IP address
of 192.168.0.192.

reboot Reboots SX Il from the CLI
interface.
restore Restore device settings from

backup file on FTP server.

logoff Log a user off SX Il (terminate
their session).
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Parameters

NA

address <ipaddress | hostname> - Address of FTP Server
port <FTP port> - Port of FTP server (1..65535)
path <path name> - FTP server path for audit log file.

file <file name> - Optional destination file name. Default:
audit.log

user <FTP username> - Optional FTP server user name

password <FTP password> - Optional FTP server
password. Will prompt if missing and user name given.

mode <full|network> - Type of factory reset to perform

mode <full | protected | user | device | userdevice> -
Type of restore to perform.

address <ipaddress | hostname> - Address of FTP Server
port <FTP port> - Port of FTP server (1..65535)

path <path name> - FTP server path for backup file.

user <FTP username> - Optional FTP server user name

password <FTP password> - Optional FTP server
password. Will prompt if missing and user name given.

keypass <Encryption password> - Optional encryption
password.

user <loginname> - Close all sessions for the specified
user by name.

session <id | all> - Close the session by identifier number
or all sessions (ID/all)

port <port name | port number> - Close sessions on the
specified port by name or number.

address <ipaddress> - Close all sessions from the
specified remote address.
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Command Description Parameters

scriptconfigcat List (cat) the system generated scriptconfigcat {start startline] {end endline}
configuration script.

Start line and end line are user
configurable.

The default values shall be as
shown below.

start line: "BEGIN CONFIG.
SCRIPT"

end line: "END CONFIG. SCRIPT"

scriptget e address: FTP server address <IP address>
e port: FTP server port (default 21), <1..65535
e path: FTP server path for config file.
e user Optional FTP user name

e password Optional FTP password. Will prompt if missing
and user name given.

scriptput U e address: FTP server address <IP address>
e port: FTP server port (default 21), <1..65535
e path: FTP server path for config file.
e file: Optional destination file name. Default: script.sx2
e user Optional FTP user name

e password Optional FTP password. Will prompt if missing
and user name given.

Configure Diagnostic Settings Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Diagnostic Options
from the Remote Console (on page 166).

The diagnostic commands allow you to gather information for troubleshooting.

Enter admin > Diagnostics to access the menu.

Command Description Parameters
netif Network Interface Info  NA
netstat Get Network Statistics ® type <stats | interfaces | route | ports> - stats interfaces route
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Command

ping

traceroute

diagscript

diaglogput

exportconfig

uptime

Description

Ping a remote system
to ensure it is
reachable.

Trace the network
route to a host.

Get and execute
diagnostic script from a
FTP server.

Take diagnostic
snapshot and store on
FTP server.

Export a configuration
file.

view system uptime

Parameters

e ip<ipaddress | hostname> - IP Address/Hostname to Ping
e if<auto | lanl | lan2 | usb0> - Network interface (default: auto)

e ip<ipaddress | hostname> - IP Address/Hostname to trace to

e maxhops<5| 10| 15]|20|25|30]| 35| 40| 45 | 50> - Maximum hop
limit (default: 10)

e if<auto | lanl | lan2 | usb0> - Network interface (default: auto)

e address <ipaddress | hostname> - Address of FTP Server

e port <FTP port> - Port of FTP server (1..65535)

e path <path name> - FTP server path for diagnostic script file.
e user <FTP username> - Optional FTP server user name

e password <FTP password> - Optional FTP server password.

e address <ipaddress | hostname> - Address of FTP Server

e port <FTP port> - Port of FTP server (1..65535)

e path <path name> - FTP server path for diagnostic script file.
e file Optional destination file name. Default: diagnostic_save
e user <FTP username> - Optional FTP server user name

e password <FTP password> - Optional FTP server password.

e address: FTP server address <ipaddress>

e port: FTP server port (default 21) <1..65535>

e path: FTP server path for configuration file.

e file: Optional destination file name. Default: exportconfig_save
e user: Optional FTP user name

e password: Optional FTP password. Will prompt if missing and user name
given.

NA

Enter admin > diagnostics > debug to access the menu.

Command Description

setlog Set/get diagnostics log.
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Parameters

e module <module> - Module name

e |evel <level> - Diagnostics log level (err/warn/info/debug/trace)
e vflag <vflag> - Verbose flag (timestamp/module/thread/fileline)
e verbose <on|off> - Verbose control (on/off)
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Connect a Rack PDU to SX Il and Configure Power
Control Options

SX Il provides the following options when connecting a Raritan PX PDU to a SX II:

e Connect SX Il to the PX PDU Serial port.

In this configuration, access to the PX PDU is done through the PX PDU command line interface (CLI).
e Connect the SX Il to the Feature port on the PX PDU.

In this configuration, the PX PDU is managed from the SX II interface like any other power strip.

Go to https://www.raritan.com/support/product/px for support on PX PDUs.

In This Chapter

Connecting the SX Il to the PXPDU Serial Port. . ........ .. ...t 206
Connecting the SX Il to the PX PDU FEATUREPort. . ...........covvnnn... 207

Connecting the SX Il to the PX PDU Serial Port

In this configuration, after the PX is connected to the SX I, access the PX using the PX CLI.

Note that the appliances used in the diagram may not match your specific models. However, the
connections and ports used are the same across models.

» To connect the SX Il to the PX:

1. Connect an ASCSDBIF adapter to the PX2 DB9 console/modem port.

Note: The adapter is purchased from Raritan. It does not come with PX or SX Il appliances.

2. Plug a Cat5 cable into the ASCSDB9F adapter, then plug the other end of the cable in to the port on
the SX 1.

3. Power on the PX (if it is not already). The command line interface (CLI) interface appears.
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o PX appliance
@ SX I

Connecting the SX Il to the PX PDU FEATURE Port

In this configuration, the PX is managed from the SX Il interface like any other powerstrip. See Power
Control.

Note: Make sure that the PX PDU's Feature Port is configured to the PowerCIM setting.

Note that the appliances used in the diagram may not match your specific models. However, the
connections and ports used are the same across models.

» To connect the SX Il to the Feature port on the PX:

1. Connect the gray end of the CSCSPCS crossover Cat5 cable into the Feature port on the PX.
2. Connect the yellow end of the CSCSPCS crossover Cat5 cable into a port on the SX II.

3. Power on the PX (if it is not already).

You can now add the PX as a managed power strip to the SX II. See Configure Power Strips from the
Remote Console (on page 52)or Configure Power Strips Using CLI (on page 173)..

THie

PX appliance

D>

SX 1

©
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Appendix A Specifications

In This Chapter

SX Il Dimensions and Physical Specifications. .. .......................... 208
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SX L POt PiNS. . .o e 211
POrt RANGES. . .ttt e e e 212
Network Speed Settings. .. ...t e 213
Default User Session TIMEOULS. . . .. oottt e e e e 214
SX Il Supported Local Port DVI Resolutions. . ............. ..., 214
SX Il Appliance LED Status Indicators. .. ...ttt 214
Target Cable Connection Distancesand Rates. . ........... ... ... ion.. 215

SX Il Dimensions and Physical Specifications

Form factor 1U, rack mountable

Dimensions 17.3"W x13.15" Dx 1.73'H '; (440mm x 334mm x 44mm)

Weight 9.08 Ibs; (4.12 kg)

Power 100/240VAC auto-switching: 50-60 Hz, .35A, 36-72VDC auto-switching

Max power consumption 4-Port SX: 21W | 8-port SX: 21W | 16-port SX: 22W | 32-port SX: 23W | 48-port SX: 25W

Temperatures Operating: 0°C — 50°C. Non-Operating: 0°C — 55°C
Humidity Operating: 20% — 85%. Non-Operating: 10% — 90%
Altitude Operates properly at any altitude from 0 to 2,000 meters

Supported Remote Connections

Network

e 10BASE-T

e 100BASE-T

e 1000BASE-T (Gigabit) Ethernet
Protocols

e TCP/IP

e HTTP
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e HTTPS

e RADIUS

e LDAP/LDAPS
e SSH

e Telnet

e TACACS+

e UDP

e SNTP

Supported Number of Ports and Remote Users per SX || Model

Model Number of ports
-04 and -04M 4

-08 and -08M 8

-16 and -16M 16

-32 and -32M 32

-48 and -48M 48

Maximum Number of Users Session

A maximum of 200 users can access a single SX Il at the same time.

This applies to the Remote Console access, Direct Port Access and command line interface access via
SSH/Telnet.

Maximum Number of Support Users Per Port

A maximum of 10 users can access the same port and the same time.

This applies to the Remote Console access, Direct Port Access and command line interface access via
SSH/Telnet.

Port Access Protocol Requirements

Protocol Port Communication
direction
HTTP Ports 80, 443 and 5000 must be open in the firewall for the appliance to operate.  Both
Port 80

This port can be configured as needed. See HTTP and HTTPS Port Settings.

By default, all requests received by the SX Il via HTTP (port 80) are automatically
forwarded to HTTPS for complete security.
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Protocol Port Communication

direction
The SX Il responds to Port 80 for user convenience, relieving users from having to
explicitly type in the URL field to access the SX I, while still preserving complete
security.
Port 443
This port can be configured as needed. See HTTP and HTTPS Port Settings.
By default, this port is used for multiple purposes, including the web server for the
HTML client, the download of client software onto the client's host, and the
transfer of data streams to the client.
Port 5000
This port is used to discover other Dominion devices and for communication
between Raritan devices and systems, including CC-SG for devices that CC-SG
management is available.
By default, this is set to Port 5000, but you may configure it to use any TCP port
not currently in use. For details on how to configure this setting, see Network
Settings.
HTTPS SSLonly  Port 443 Both
TCP port 443 must be open.
Port 80 can be closed.
SSH Port 22 Both
TCP port 22 must be open.
Port 22 is used for the SX Il command line interface (CLI).
Telnet Port 23 Both
TCP port 23 must be open.
TACACS+ Port 49 Outgoing
Port 49 must be open.
RADIUS Port 1812 Outgoing
If SX Il is configured to remotely authenticate user logins via the RADIUS protocol,
port 1812 is used and must be open.
However, but the system can also be configured to use any port of your
designation. Optional
Port 1813
If the SX Il is configured to remotely authenticate user logins via the RADIUS
protocol, and it also employs RADIUS accounting for event logging, port 1813 or
an additional port of your designation is used to transfer log notifications.
LDAP Ports 389 and 636 Outgoing
Port 389 or 636 must be open.
If the SX Il is configured to remotely authenticate user logins via the LDAP/LDAPS
protocol, ports 389 or 636 will be used, but the system can also be configured to
use any port of your designation. Optional
SNMP Ports 161 and 162 Both (Port 161)

Port 161 is used for inbound/outbound read/write SNMP access.
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Protocol Port Communication

direction
Port 162 must be open. Port 162 is used for outbound traffic for SNMP traps. Outgoing (Port 162)

For FTP Port 21 Outgoing
upgrades Port 21 must be open.
SYSLOG on Port 514 Outgoing
Configurable By default UDP port 514 is used. Configurable to a port of your choice.
UDP Port
SNTP (Time Port 123 Both
Serw.er) on The SX Il offers the optional capability to synchronize its internal clock to a central
Configurable time server.
ubP

This function requires the use of UDP Port 123 (the standard for SNTP), but can
also be configured to use any port of your designation. Optional

You may have to open additional ports when NFS logging, using LDAP servers, and so forth.

These ports may vary from installation-to-installation depending on network topologies, virtual Local
Area Networks (VLANSs), and firewall configurations.

Contact your network administrator for site-specific information and settings.

SX Il Port Pins

Local Terminal Port

pin Definition Direction
pinl RTS Output
pin 2 N/A

pin 3 TXD Output

pin 4 Ground

pin 5 Ground

pin 6 RXD Input
pin 7 N/A
pin 8 CTS Input

DTE Mode on Server Port

pin Definition Direction
pinl RTS Output
pin 2 DTR Output
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DTE Mod
pin 3
pin4
pin 5
pin 6
pin7

pin 8

DCE Mod
pin

pinl

pin 2

pin 3
pin4

pin 5

pin 6
pin7

pin 8

e on Server Port

TXD Output
Ground

Ground

RXD Input
DSR Input
CTS Input
e on Server Port
Definition Direction
CTS Input
DSR Input
RXD Input
Ground

Ground

TXD Output
DTR Output
RTS Output

Port Ranges

The port range for internal port configuration - CSC, HTTP, HTTPS, SSH, Telnet, DPA SSH, DPA Telnet - is 1

to 64510. The configurable port range for socket creation is limited to 1024 to 64510.

External port configuration - LDAP, RADIUS, TACACS+ and SNMP - is not affected by a port range

limitation.
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Network Speed Settings

SX Il network speed setting

Network

switch
port
setting

Legend:

Auto

1000/

Full

100/
Full

100/
Half

10/
Full

10/
Half

Auto

100/Half

10/Half

1000/Full

100/Half

No
Communication

100/Full

No
Communication

No
Communication

100/Half

100/Half

No
Communication

No
Communication

10/Full

No
Communication

10/Half

10/Half

No
Communication

No
Communication

No
Communication

No
Communication

No
Communication

No
Communication

Does not function as expected

Supported

Functions; not recommended

NOT supported by Ethernet specification; product will communicate, but collisions

will occur

Per Ethernet specification, these should be “no communication,” however, note
that the SX Il behavior deviates from expected behavior
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Note: For reliable network communication, configure the SX Il and the LAN switch to the same LAN
Interface Speed and Duplex. For example, configure the SX Il and LAN Switch to Autodetect
(recommended), or set both to a fixed speed/duplex such as 100MB/s/Full.

Default User Session Timeouts

e SXllinterface - 5 minutes (to change this, select Security > Settings and update the "ldle Timeout
(minutes)" field)

e SSH - 16 minutes

e Telnet-2 hours

SX Il Supported Local Port DVI Resolutions

Following are the resolutions supported when connecting to a DVI monitor from the SX Il local port.

e 1920x1080@60Hz
e 1280x720@60Hz
e 1024x768@60Hz (default)
e 1024x768@75Hz
e 1280x1024@60Hz
e 1280x1024@75Hz
* 1600x1200@60Hz
e 800x480@60Hz

e 1280x768@60Hz
* 1366x768@60Hz
e 1360x768@60Hz
e 1680x1050@60Hz
e 1440x900@60Hz

SX Il Appliance LED Status Indicators

LEDs are used to indicate power status, appliance status and target connection status.

There are LEDs located on the front panel and rear panel of the SX II. Front Panel
LED Status Indicators

e When SX Il boots up, only the Power LED turns on. The power LED turns both red and blue.
e Port Channel LEDs are off the whole time SX Il boots up.
e Once SX Il is fully powered on, the Power LED remains on.

e [f a single power supply is plugged in, the Power LED is Red.

e If both power supplies are plugged in, the Power LED is Blue.

e When you physically connect a powered-on target to a port on SX Il via a CAT5 cable, the Port
channel's LED turns on.

The LED remains on until the target is disconnected.
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Note: The target must be powered on in order for the SX Il Port channel LED to turn on and the SX Il to
detect the target.

e When you physically disconnect a target from a port on an SX Il, the port channel's LED turns off.

e When you log in to SX Il and connect to a target via either HSC, SSH or the Local Console, the port

channel's LED blinks.

The LED blinks until you end the your connection to the target.
If you are connected to more than one target at the same time, all LEDs blink in unison.

e When you press the SX ll's Reset button to reset the appliance or when you perform a reboot from
the SX Il GUI, the Power LED(s) blinks as the appliance powers down and turns off.

While the appliance powers back up, the Power LED(s) continue to blink.
Once the appliance is powered on, the Power LED(s) stop blinking and the LED remains on.

Target Cable Connection Distances and Rates

SX Il supports the following connection distances using a CAT5 cable between its Serial port and a

target.

Distance
300ft/91m
300ft/91m
300ft/91m
200ft/60m
100ft/30m
50ft/15m
25ft/7.5m
16ft/5m
8ft/2.5m

4ft/1.2m

Bits per second
1,200

1,800

2,400

4,800

9,600

19,200

38,400

57,600

115,200

230,400

Updating the LDAP Schema

Returning User Group Information

Use the information in this section to return User Group information (and assist with authorization)

once authentication is successful.
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From LDAP/LDAPS

When an LDAP/LDAPS authentication is successful, the SX Il determines the permissions for a given user
based on the permissions of the user's . Your remote LDAP server can provide these user names by
returning an attribute named as follows:

rciusergroup attribute type: string

This may require a schema extension on your LDAP/LDAPS server. Consult your authentication server
administrator to enable this attribute.

In addition, for Microsoft® Active Directory®, the standard LDAP memberOf is used.

From Microsoft Active Directory

Note: This should be attempted only by an experienced Active Directory® administrator.

Returning user information from Microsoft's® Active Directory for Windows 2000® operating system
server requires updating the LDAP/LDAPS schema. See your Microsoft documentation for details.

1. Install the schema plug-in for Active Directory. See Microsoft Active Directory documentation for
instructions.
2. Run Active Directory Console and select Active Directory Schema.

Setting the Registry to Permit Write Operations to the Schema

To allow a domain controller to write to the schema, you must set a registry entry that permits schema
updates.
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» To permit write operations to the schema:

1. Right-click the Active Directory® Schema root node in the left pane of the window and then click
Operations Master. The Change Schema Master dialog appears.

Change Schema Master d |

The zchema master manages modifications to the zchema. Only one
zemver in the enterprize performs this role.

Current gchema maszter [online]:

rei-gofdi2nzmzt. mypc. mydarmain. com

To transfer the schema master rale to the targeted
domain contraller below, click Change.

rei-gofdi2nzmat. mypc. rmydarnain. com

Claze

2. Select the "Schema can be modified on this Domain Controller" checkbox. Optional
3. Click OK.
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Creating a New Attribute

» To create new attributes for the rciusergroup class:

Click the + symbol before Active Directory® Schema in the left pane of the window.
Right-click Attributes in the left pane.

Click New and then choose Attribute. When the warning message appears, click Continue and the
Create New Attribute dialog appears.

Create New Attribute d |

. Create a Mew Altribute Object
~ |derdification
Commaon Name: |r:use¢gnm

LDAP Display Name:  [rchusesgioup
Uriique %500 Object D: |1.3.E.1.4.1.13?d2.5[l

Description: | LDAP attribute

- Syntax and Range

Syntax: | Case Insensitive String j
Miramum: |1

Maarmun: |H

™ MubiValed ok | Cancel

Type rciusergroup in the Common Name field.

Type rciusergroup in the LDAP Display Name field.

Type 1.3.6.1.4.1.13742.50 in the Unique x5000 Object ID field.

Type a meaningful description in the Description field.

Click the Syntax drop-down arrow and choose Case Insensitive String from the list.

L N o Uk

. Type 1 inthe Minimum field.
10. Type 24 in the Maximum field.
11. Click OK to create the new attribute.
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Adding Attributes to the Class

» To add attributes to the class:

Click Classes in the left pane of the window.
Scroll to the user class in the right pane and right-click it.

=g
d Corvrks Rt Marve [ Type [ stabes [finena]
=g ﬂ_uw:-ﬂrrw;- Siletia | IS cmnr el prrechonFoet Senctasl tren sera
- -_l Decer B2 sovicelstang Souctaal Sulive Servi
L) AtrDutes B2 rrplilonmithadt funchary Fucki The &
L Sctasl dutren e
e elik Fiaal Bl el
L5 dhelinkBridze skl ftrm el
L Frrtarsl Aaitren Shes
oo Snctasl Bt Shere
LT e ] Sruchaal daitive Ty
2 ol Tt e St Aithre F
B3 mitSchana Srtuesl Euttien Gubis
] Alrrat e Top
B3 trustueDrain Fuctal L Trusi
L Zckes Bt Ty
= e o e T
Movy From shere
Bole —— 0 Adivn Yolew
a o Aedpes | ,
| Froperties I
el

3. Choose Properties from the menu. The user Properties dialog appears.
Click the Attributes tab to open it.
5. Click Add.
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6. Choose rciusergroup from the Select Schema Object list.

Select Sohema Object - 2=

dMasly :I

7. Click OK in the Select Schema Object dialog.
8. Click OK in the User Properties dialog.

Updating the Schema Cache
» To update the schema cache:

1. Right-click Active Directory® Schema in the left pane of the window and select Reload the Schema.
2. Minimize the Active Directory Schema MMC (Microsoft® Management Console) console.

Editing rciusergroup Attributes for User Members

To run the Active Directory® script on a Windows 2003® server, use the script provided by Microsoft®
(available on the Windows 2003 server installation CD). These scripts are loaded onto your system with
a Microsoft® Windows 2003 installation. ADSI (Active Directory Service Interface) acts as a low-level
editor for Active Directory, allowing you to perform common administrative tasks such as adding,
deleting, and moving objects with a directory service.
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» To edit the individual user attributes within the group rciusergroup:

From the installation CD, choose Support > Tools.

Double-click SUPTOOLS.MSI to install the support tools.

Go to the directory where the support tools were installed. Run adsiedit.msc. The ADSI Edit window

opens.

[l =

R | - gt Cromct = | ] it s it sl
Scheme| A St o | B g ot vy

F 0 e Pl d0wel v i | ) Cower jogotd et g . dams 0P
- Bl g
1

o

4. Open the Domain.

5. Inthe left pane of the window, select the CN=Users folder.

6. Locate the user name whose properties you want to adjust in the right pane. Right-click the user

M bawe s Eeim o e

= | BE| XGRS

[ b =i

g it L Er) [ i [T ibgry
=0 Bt Ll 47wl mow i, | Do o e il Ok i D s pen D g s il amas [
5l s e | Dow, e s el A L TR s riemab
¥l it sl omads Fa M=t e L, O ey O e O
§ LA L A R e T R R e I PER S T
; E:‘:L:.‘r:.'::?; wUE G e v R e LI LR L RO MEL T PR P T
-, i o ZMeComars Campoim, R = D Dom ey
cF besscpfion P VT PP S ST Sy L —T
¥ L0 Covefngan et s M- Tumat DM [ Do ey
55 Ot g 0 e L LAY S e e
.t &3 [ T ey A ey e S (S el
i [ Comapp s o g as | SFO-UBD ol Gt De B CHearrm ey Cramy Deron, e nmp s
S - |FTTISE o o P S
,__h1-q-\.-nu-.r.+¢ g B T Wy S SRy e
iy B B L e L ey
i, e S Py P A T il [
e e ] tup M g AR ST D e iR
U Y S R T WHT SO W e e 8 O e D
T P S R A, Bl 4, L it D R
L1} 1 =] [a] | -#

name and select Properties.
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7. Click the Attribute Editor tab if it is not already open. Choose rciusergroup from the Attributes list.

2%
At Ecice | Socuty |
[ S mrareishory altibites
¥ Shows ppticnnl atiibutes
T S only sttribubes Shat have vk

Anbutes:
Altrkebe | Symteex [ Vol |
proopiaddinspes Urecods Sy <Mt Salx
pradLasiSedl Lage Integer/,., 1 2B236CH504 BIEEES
L D ; oMk Selx
reguleediddiesy Ociet Shing {Hok Sets

repiPropabiataliats  Dctel Sting (sl b ) (0D ke
replll pT ol abe!ecto Dclet Sing Mok Selr

repifeom Oeist Suing Mot Setx
repiTa Oeiat S et Setx zalf
TEwision Irdages <Nt Saly
nd Intege Mot Sebs

Unscods Sinng <Het Setr

== =
#Meccounilions _ Uncode S Admaio ‘.J.‘.'J
_ g |

[ oc | cacd | e |

8. Click Edit. The String Attribute Editor dialog appears.
9. Type the user (created in the SX ) in the Edit Attribute field. Click OK.

String Attribute Editor
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Appendix A RADIUS Configuration Examples

This appendix contains instructions and examples to help configure various RADIUS implementations.

In This Chapter

Cisco ISE 2.1.x Configurations. . .. ..o o it i e e 223
Cisco ACS 5.x for RADIUS Authentication. . ......... ... . oot 242
Configure Microsoft Network Policy Server for Dominion RADIUS Integration. . 243
RADIUS Communication Exchange Specifications. . . ...................... 253
RADIUS Using RSA SecurID Hardware Tokens. . .. ......ccoviiiinnnnnnn... 254

Cisco ISE 2.1.x Configurations

SX Il performs authorization by means of user’s membership to local User Groups. When using remote
authentication, there is no user account locally on SX Il, therefore there must be a way of returning user
group information from the remote authentication server that SX Il will then match and perform
appropriate authorization. To achieve this, you must create the appropriate local group on SX II, and
configure the remote authentication server to return appropriate matching group (case sensitive).
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The following examples demonstrate an authorization profile called "Raritan Dominion KXII1_SXII

Profile".

e See Cisco ISE 2.1.x for RADIUS (on page 224)
e See Cisco ISE 2.1.x for TACACS (on page 234)

Cisco ISE 2.1.x for RADIUS

» Configure SX Il for RADIUS settings:

Login to SX Il with administrative account.
Access User Management>Authentication>RADIUS

Home > Pars

Port Access

Click on the individual port
0/ 4 Remote KVM channels

Add New User
Add New User Group

t

Change Password
Liser Group List
Liser List

Users By Port

3. Configure RADIUS section to point to Cisco ISE 2.1.x running Radius server.

Home > User Management > Authentication Settings

Lecal Authentication
LD&P

2 RADIUS

= LDAP

Primary RADIUS Server

Authentication Settings

[192 168 56.6

Shared Secret
|a-a--¢-

Authentication Port

1812

Accounting Port
1813

Timeout (in seconds)
1

Retries

petnes.

4. Create user group with appropriate permission and port permission by accessing User

Management>User Group List.

Home > Pods

Port Access

Click on the individual port
0/ 4 Remote KVM channels

Power | Virtual Media | User Management
Add Hew User |
Add New User Group

Authentication Settings
Change Password
User Group List
User List

Users By Porl |
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| Device Access While Under CC-5G Management
¥| pevice settings
| Diagnostics

Y| Maintenance

Modem Access

¥l pc-share

[id] Security

[ User Management

¥ Port Permissions

Part Access VI Access Power Control
1: CCSG from BMO Conlrol | = Read-Write | = [Access (=]
2: ESXI Control | » Read-wirite v [Access ]
3 Dominion_KX3_Portd Contral | = Read-Write | = Arcess | ¥
4: Deminlon_KX3_Pertd Conirol | = | Read-Write | | Access | x|
5: Daminlon_KX3_Pers Conirol | = Read-Write | ALcess |
6: Fedora control | Read-Write = | [Access ]
7: Deminion_KX3_PortT Conirol | = Read-Write | = | Arcess | ¥
&: Dominion-KX2 Portds Conirol | = Read-Write | = Access | ¥
9; Deminion_KX3_Pers Control | = Read-\Write | *. Access (7]

! Device Access While Under CC-5G Management
Device Settings

Diagnostics

! Maintenance

| Modem Access

¥ pe-share

i Security

| Usar Management

¥ Port Permissions

Port Access Power Contral
1: DPX2-Consale Control | = | Access | = |
2. DPX3-Conscle Control | | Access | ¥ |
3. Seral Port 3 Control | = Access | *
4: DPX3-5041-Console-86 Confral | = Access | v |
5. DPX3-5041-Console2-83 Confrol | = | Access | = |
& DPX3-5041-Consoled-85 Control | = | Access |7 |
7: Clsco Cat3s80x Control | = | Access |+
8: Serial Port 8 Control | = Access | v |
9: Serial Port 8 Control | » | Access =
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» Configure Cisco ISE:

e Step 1: Add SX Il Network Device

e Step 2: Add/Edit Users (Skip for external user database such as AD/LDAP)

e Step 3: Configure/Verify Allowed Authentication Protocol Service (PAP/CHAP/MS-CHAP)
e Step 4: Create Authorization Profile

e Step 5: Configure/Create Authorization Policy

» Step 1: Add SX Il Network Devices:

1. Access Cisco ISE Web URL https://x.x.x.x/admin and login with administrative credentials.

2. Access Work Certere>SNetwork Resources under Network Access section to load Network Device
Bl

menu and click

walainl g - -
aare  ldentty Services Engine: Home + Conlext Visibdity » Operations b Poiicy + Admenestation = Work Centers
- MNetworkl Access  » GuestAccess  » TrusiSec  » BYOD  » Profler  » Posture  » Device Aoministration Network Access
OvErviEn

b Ovenview o Mdenbities 10 Groups  Extid Sounes = Metwork Resources  Device Groups  » Poicy Elemants
—_—

o
Natwork Devices Network Devices
Default Devica
fradd By Import g
Extemal RADILS Servers LS 0 & & o
Nalte a | IPAMask Profie Name
RADILS Server Sequences Authoetzalion Policy

3. Configure Name, Description and IP Address/Range as well as enable Radius Authentication Settings
option and set Shared secret, then click Submit to save changes. If appropriate and applicable,
assign Device Type and Location.
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https://x.x.x.x/admin

Mezwor Devices List » New Nebwork Device
Network Devices

* Nama 162 168 55 32
] S—

| *IPAddress: (19216856320 x| /32 |

* Device Profile | &5 Cisto| +

Ll e—
el —

* Matwork Divice Group

Deace Type |.ﬂ£5 Device Types & | Set To Default

Location s Locations © | [ 5etToDolauk

|+ RADIUS Aushentication Settings

Enatre Authenticaton Seftings

Frolocol  RADIUS

"SharsdSecred [essssss | [Show,
Enasle KeyWrap [ 4
* Ky Encryption Key
* Message Aushentcator Code Key

» Step 2: Create/Edit User

Note: Skip this step in production environments where user accounts are already created, or there is a
configured external identity source (AD/LDAP).

ok hdd
1. Access Work Centers>Device Administration>ldentities> and click to add a user
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*TrstSec  » BYOD  » Profier  » Postues | = Device Administration

vGroups  [Ext bt Sources

Network Access Users

 Network Rescurces.  Network Device Groups.

eimport  ghErpent
= Dessription

ve

Ext I8 Sounces
Admirisiration
Network Devices
Confiqure

Manage Ascauns
Py Eloments
Authantc ation Policy
Authonzation Polcy
Reports

Settings

entity Groups
Metwork cevices
Ext Id Sources
Chent Provisioning

Poiicy Elements
Autnenticason Poicy
Autherization Poiiey
Reports

2. Configure required fields and click Submit to add user

Profiler
=0
Ext Id Sources
Network Devices
Endpoint Classification
Nede Config
Feass
Manual Scans.
Folicy Elements

Network devices
Chent Prowisioning
Folicy Elements:
Pasture Policy
Authentication Policy
Authorzation Policy
Troublishoot
Reports.

Device Administration
Crearview

Edentities.
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New Network Acoecs User

v Nebwork Acoess Liser

= fama eraduEer
Status Enabled =
Emal

* Passwords

Passwond Typa Infernal Users -

Password Ri-Erilie Password
* Legin Passward [esnsnsss LLLE LY Cereerate Passwind
Enable Password | : | | Generate Password i

= User Information

First Mame

Cco ISE

LastName [ Radius Used *

* Account Options
Descriphion |

Change password on nead login - 1L

* Account Disable Policy

Dezabhe @t counl if date Exesds Ayyy=mim=ad)

» Step 3: Configure/Verify Allowed Authentication Protocol Service (PAP/CHAP/MS-CHAP)

1. Access Policy>Results under Policy Elements section. Select Allowed Protocols under Authentication
Dropdown from left pane. Click to Edit Default Network Access and select CHAP. SX Il supports both
PAP and CHAP authentication types. If CHAP authentication type is desired, verify Global
Authentication Type setting on SX Il RADIUS configuration is set to CHAP, and verify this step is
completed on Cisco ISE 2.1.x server.
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v Operations

- Policy

» Adminisiration

Authencation  Authorizaion Profling  Posture  Clienl Provisioning = Polcy Elen  aythentication
Dictionanes  » Condiions  ~ Resulis Profiling
[:] Chient Provisioning
Allowed Protocols Services
oo For Polcy Export po to Admnisirabon > System >
rrdd By
» Austhorizati
o [] Service Name » | Description

P ng Datfautt Default Allowed Protocs! Senice
» Posture

Adigwed Profocos Senvices List > Default Netwaork Access

¢ Client Proviskoning

Name

Detription

Allowed Protocols

Default Allowad Protocol Service

w Allowed Prolocols

Authentication Bypass

]

Process Host Lookup

Authintication Protocols

=

i)

(]

Allow PAPIASCH

Allsi CHAP

Allow M3-CHAPY1

Allow MS-CHAPYZ

» Step 4: Create Authorization Profile

Authorization
Posture

Puolicy Elements
Dictionaries
Concaons

1. Inthe Policy Elements tab, choose Policy > Results. In the left panel that displays, choose
Authorization > Authorization Profiles, then Click Add

2. Under General Tab configure Policy Friendly Name

o ldentity Services Engine

Home

v Context Wisiilly

» Operations » Admerasiration

Authentication  Auhorizaion  Profiling  Posture

Dictonanes  » Conditions  ~Resulls
—_—
-]
+ Authentication

Chent Provisioning = Policy E0 A uthentication
Profiling

Client Provisioning

Standard Authorization Profiles
For Policy Expan oo to Administraton

> Sysied

- 03| Name Profila
Aot O e cle_\Wirsiess_Access 2= Cisco @
LRI 0 cisea 1P Phates 2= Cisco (0
0 « Mok i @
+ Posture i i Cisco

Authorization
Posture

Policy Elements
Dictionars
Conditicns

3. Specify appropriate Profile name. Scroll down to Advanced Attributes Settings section and click on
drop down next to Select and Item text field. Select Radius and from Submenu select Filter-ID--[11]

option.
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Authorizabion Profiles > New Authorization Profile

Authorization Profile

*Name |Raritan Dominion KXIII_SXII Profi

Description
“Access Type  [ACCESS ACCEPT -]
" Dictionaries Radius
Network Device Profile sk Cisco
Do) ( =)
Service Template [] I b .f"L-I .:,_.?:.Mw s S
w Akatel-Lucent 3
~ ® DN5-Server-IPvé-Address—[169] A
Track Movement [ u Auba » e 791
w BSrocade > -
Passive Identity Tracking [ v B Egress-VLAN-Name--[58]
’ B Egress-VLANID--[56]
o Cxeo-885M »
o CReo-VPNGDO »
| M3 3 ~ ey
» Common Tasks [ - T Appr Lk 19
o Framed-AppleTalk-Network--[38)
e o ’ Framed-AppleTalk-Z: [39]
«Zone-
w Micosoft » %
? @ Framed-Compression--[13]
* Advanced Attributes Settings ¢ ’ B Framed-Interface-1d--[96] v
u Radus ¢
o Framed-IP-Address—-{8]

i [Select an item (@] 5

o

4. Verify your selection in the text box. It must correctly display attribute name Radius:Filter-ID. In the
next test field, type attribute value Raritan:G{KVM_Admin} and click anywhere on the page to set it.
Confirm Attribute Details display as shown below.

* Advanced Attributes Settings

[Radhus:Fiter-ID O] = [Raritan:G{KvM Admin} ]

* Attributes Details

Aocess Type = ACCESS_ACCEPT
Filter-1D = Raritan: G{KVM_Admin}

5. Click Submit to create new Authorization profile and return to the profile list summary page. Verify

Fad

profile name and mouse over icon for preview of summary.
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Lality

» Operatons » Adminisirabon

Authontication  Aufhorization  ProSing  Posture  Client Provisioning | = Policy Elements

Dictionanes  » Conditions = Results.
o
+ Aurthentication Standard Authorization Profiles
For Policy Export 90 to Adminsiration = Sysiom = o & Resicrn = Polity Export Page
= Authorization
f B add  [(Duplicste = 3 Delete
Authanzation Proties = + o
[ Name Profile a  Descripth
Downioadabie ACLS
O eacihoie_winsless._Access =% Cisco @ Dafault p
» Profiling [ Cisco IP Phones == Cisco @ Default p
O e -
» Posture 2 Standard Authorization Profile Details =
O nsP_onboard
Ciient Provisioning - Name Raritan Dominéon KI11_SXIT Profile
. ] Non_Cisco_IP_Prones
Description
4] Rarttan Dominion KXHI_SXN Profie === = =
O Rasitan Dominion P Profile Setitay Dkdat
Access Type ACCESS_ACCEPT
O DenyAccess
RadiuszFilter-1D Raritan:G{KVI_Admin}
O PemitAccess

» Step 5: Configure/Create Authorization Policy

1. Access Policy>Authorization to see policy listing.

E'-'u'lo Igentity Sel

 Visibility » Operations

Authenbication  Authorization  Profiling Podture Chent Provisioning  » Polky Bl pumentication Authorization
Profiling Posture
Authorization Policy Client Provisioning Policy Elements
Defing the Authorzation Policy by configuring rules based on identity groups andior ofhee condll Cic bonanes
For Policy Export 9o o Adminisiration = Systermn = Backup & Restore = Policy Export Page Condiions
[ First Matched Rue Apgiies -| o]
Edil |+

Click the Edit

Authorization Policy

er condibans. Drag and drop fules Yo changs the order

» Exceptions (0)

Rute Name

Condiions (identiy groups and. Permissons
Wrsless Black Lis Defaut Blackist * Wirsless_Access Btacihols_Wirsiess_Access
Profied Cisco IF Phanes CiscolP-Phone Cisea_IP_Phanes

Profica Non Cisco P Prones

Stas
]
@

Non_Gisto, Profied_Pones Non_Giseo_IP._Pranes.

Comaiant Devees Actess Network Attess Aumenication Passed 70 Comakant Deviees Permtaceess

New first row is added.

Status

Rute Mame

Conditions (entity groups and other conditions)

dropdown in the first row and select Insert New Rule Above.

Ay

1. Specify appropriate Policy name and Click Add ( v ) in the Permission text box. Select Standard
to view a submenu with a list of available profiles. Select Raritan Dominion KXIII_SXII Profile and

click Done complete selection.
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Defie the duthor
For Poscy Exportgo

Rue Name

Dommicn KOXIL_SXI Pobey

e conditions, Drag and drop ks 1o change the order
Page

Canditions (entiy groups and oet £andins)

Pemissons

(oot [0 [Conaonis)

Dominion P Posey Any
Wireiess Biack ListDetau BlackESt A1 Wirwess Access
B Profieq Ciseo P Prones CiscodPPhone.
Profied Non Cisca IP Prones. Non_Ciszo_Prafied_Prones
@  Compliant Devices_Access INetwork_Access_uhentication_Passed ANO Compkant_Devices
@  Emposes EPTLS Wireiess_802.1X A140 BYCD,s_ReQste(ed A1) EAP-TLS A
MAC_in_SAN
@  Empojec_onboarding Wireless_802 13 710 EAP-MSCHAPY2
@  WFLGues|Access (Guest_Flow 140 Wireless_MAS
@  WeF_Recrect to_Guesi_togn Wireless_MAB
Basic_Authentiated_Access Notwork_Access_Auhentcation Passed
Staius  Rule Name Conditns {dentty groups and cther condions)

[eezm. =1
&
oy Sesctanmen

cif

Nd

PemitAccess
Pemitaccess 410 BY0D
NSP_Onboarg A1) BYOD
PemmitAceess 140 Guests
Cisco_WebAuin
PormitAccess

B Deorion 1001 £ Poter

[aer & U [ consmoner 3

B DomecnPxroiy ay

2. Click Save to create policy.

» Troubleshooting Tips:

1. Verify from Live Lc~< under Operations> TACACS that correct Authorization Policy is being applied.

Click Details icon
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[PE—

Adapive Network Contral
Polcy List ) Client Stopped Responding O Repeat Counter O
Endpoint Assignment

0 o 0 0
Comosd g

CrRetesn  © Resel Rapeat Counts

- ¢
Time status Detals  Repeal.. lgently End.. ENd.. Authentcal. AUhorzation Poicy Authorization Profies IPA..  NeworkDevke D

x

Mar 10, 2017 07°5355.700 Pb B 3

S s ] [ ] wwss

A a0 Detaut>> 0. 12188532

Mar 10, 2017 01:5327.043 PM °

2. User authorization may fail on SX Il if incorrect policy is applied. If this occurs, consider the following
options:

¢ Moving policy higher up in the order (in case of multiple policy sets).

* More appropriate conditions in policy coupled with device type and location when adding SX Il as a
network device in Cisco ISE.

Cisco ISE 2.1.x for TACACS

» Configure SX Il for TACACS+ settings:

1. Login to SX Il with administrative account.

2. Access User Management>Authentication Settings and Configure it to point to Cisco ISE 2.1.x
running TACACS server

GESTIERAGRRERE e vice Settings | security | Maint

| Home > Liser Management > Authentication Settings

Authentication Settings

Local Authentication
LDAP
RADIUS

@ TACACSH

+'| Faliback to Local Authentication

= LDAP

T TACACS+

Primary TACAC 5+ Server
|192' 168.56.6

Shared Secret

|.I LLL L L] {a

Part
m

Timeout (in seconds)
1

Retries

pruet.

3. Create user group with appropriate permissions and port permissions by accessing User
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Management>User Group List>Add New User Group

Port Access | Power m \Management| Device Settings| Security | Maintenance | Diagnestics | Help
| Hemi > User Management > Group

Device Access While Under CC-5G Management
Device Settings

Diagnostics

* Maintenance

Modem Access

PC-Share

Security

¢ User Management

v Port Permissions

s SSS S S

Port ACCess Poewer Control
1: DPX2-Console M I Access ||
2: DPX3-Console Control | x| [Access [=]
3: serial Port 3 Control x| [Access [+
4: DPX3-5041-Conscle-86 Contral | * | IAccess- =
5: DPX3-5041-Console2-83 Contral | = [Access [=
&: DPX3-5041-Conscled-85 | Control v [Access[=]
7: Clseo Catas60x Control | x| [ccess [+

» Configure Cisco Identity Service Engine (ISE):
Step 1: Add SX Il Network Device
Step 2: Add/Edit Users (Skip if using external user database such as AD/LDAP)
Step 3: Create TACACS profile policy element
Step 4: Configure/Create Device Admin Policy Set
» Step 1: Add SX Il Network Devices:

1. Access Cisco ISE Web URL https://x.x.x.x/admin and login with administrative credentials.

2. A";L;:;; Work Centers>Network Access>Network Resources> to load Network Device menu and click
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https://x.x.x.x/admin

bl jdentity Services Engine dod ' Operations + Policy

cuce

= Mebaowk Access  » GuestAccess  » TrusiSec  » BYOD  » Profler  » Posture  » Device Adminisiralion Hetwork Access
¢ Ovendew  » Menbbes 10 Groups  Exthd Scurces = Network Resources  Device Groups v Policy Elemants A ﬁenhm
————————

-]
Natwork Devices Network Devices
Default Devica
- i J el ofaadd Doimpat  @eboon | (@) Generate B ] Pelicy Elaments
e | IPask Frofiia Name i /ushenticalon Pokey
RADIUS Server Sequences Authonization Policy

3. Configure Name, Description, IP Address/Range as well as enable TACACS Authentication Settings
option. Set Shared secret, then click Submit to save changes. If appropriate and applicable, assign
Device Type and Location.

Metwonk Devices List > New Metwork Devioe

Network Devices
* Mame | 192.168.56.30 0]

£ *1P Agoress: | 192 168.56.30 | 1= |

* Device Profie 2t Cisco| » &

Ll —
e —

* Metwork Device Group

Device Type [a Device Types &9 | | Set To Defaut |

1 v RaDIUS Authentication Setings

» TACACS Authentication Settings

Shared Secnal |1-u|-u-1- IE.'I-] | S|

Enabie Sngle Connect Mode [

* Legacy Cisco Device
TACACS Draft Compliance Singia Connact Support
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» Step 2: Create/Edit User

Note: Skip this step in production environments where user accounts are already created, or there is a

configured external identity source (AD/LDAP).

1. Access Work Centers>Device Administration>ldentities> and click

Add

[l Work Centers
*TrustSec  » BYOD  » Profier  » Posturs |+ Dévice Administration Network Access
1Groups  Exthd Sources  » Nebwork Resources  Network Device Groups P :";‘:;2’
Id Groups
Network Access Users Ext id Sources
Network Resturces
et Device Groups
f Edit Add 5 L i
: BNE = = % Folcy Elements
o - «  Description Fi  Authenscation Poicy

Authonzation Fobey
Troubleshoot
Repans
Sedtings
Dictiondries

Guest Access
Ovenview
Ideniities
Icentity Groups:
Ext i Sourtes
Admiristration
Network Devices
Confiqure
Manage Ascounts
Py Eloments
Authantc ation Policy
Authonzation Py
Reports
Settings
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TrustSec
Crverview
Compenents
TristSies Polcy
Authentication Policy
Authorization Polcy
SxP
Troubleshoot
Reports
Setings

BYOD
COwarview
enbbes
bentity Grougs
Metwork cevices
Ext Id Sources
Chent Provisioning
Configure
Folicy Elements
Authenticason Policy
Autherizaton Peiicy
Reports
Senngs

Prafiler
=
Exl Id Sources
Network Devices
Endpoint Classification
Nede Config
Feads
Manizal Scans
Folicy Elements
Profiing Polickes
Authorzation Folicy
Troubleshool
Reports:
Settings
Dichonanas

Posture
Crverview
Network devices
Chent Prowisioning
Folicy Elements
Pasture Policy
Agthentication Policy
Authorization Palicy
Troutleshoot
Regorts

Device Administration
Crearview

to add a user



+ Dperabons

» Network Access  » GuestAccess  » TrustSec v BYOD  » Profler  » Posture | - Denvice Admanisiration
» Ovendew v idenifies  Useridenbly Groups  Extid Sources v Nebwork Resources  Network Device Groups
e

L]
Metwork Adcess Lsers List = New Nebtwork Acoess User

* Network Access User

“name[[Socuser ol

Status | [B] Enabied -

oo |

» Policy Emments  Devvice Admin Policy Sets

Ernai Z__
* Passwords
Pasoword Typs: | Intemal LUisers -
Password Re-Enter Password
« Logn Pastwors [swevere D] [eesanes ® | [ Generats Passeced |
Enabie Password | 2] | B | | Generate Password. |

* User Information

—_—
First Name | Cisco ISE |

LastName | TACACS+ User ]

* Account Options

Devscnpnml

Cnange password on nextlogin [

* Account Disable Policy

O Disable account i date excends

* User Groups

[5ehect an memn 9]

» Step 3: Create TACACS Profile Policy Element:

1. Access Work Centers>Policy Elements>Results >TACACS Profiles and click
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» Operations  + Policy

» adminstraton Rl

¥ Network Access  » GuestAccess »TrustSec  »BYOD  » Profier  » Postre | = Device Adminisiraton

» Overview s Identties  Useridentty Groups  Extid Sourres  » Network Resources  Network Device Groups v

TACACS Profiles

fnssh

O Name

+ Conditions.

Al Protocols.

B

TACACS Commang Sets

TACACS Profies

2. Configure Policy Name and click

Type

Network Access
Grendew
Idenities
1d Groups
Extid Sources
Metwork Resources
Desice Groups
Policy Elements.
Authentc ation Polky
AUTONZAON POy
Troubieshoot
Roports
Setmngs
Ditionaries

RowsPage

Guest Access
Overdew
Ioanies
ety Groups
Ex110 Sources
Aamnsiaben
Network Deviees
Configure
Manage Accounts

Autharization Polcy
Reports
Sattings

ToustSoc
Overview
Compenents
TrusiSec Poicy
Autmenbeaton Poscy
Autmorization Policy
=P
Troubleshoot
Regons
setmngs

BYOD
Overview

Client Provisioning
Consgure

Policy Elements
Aumeaneabon Pesey
Aumenzaton Pety
Regonts

Sertings

ot

COwervew
Exi Id Sources
Network Devices
Endpoint Classification
Node Config
Feeds
Manual Scans
Folicy Elements
oo o
ipmictismdlh
e
Settings
Dictionanes

Posture
ey
o
Foditisrt
ey
i SR
Auihorization Policy
Troublashoot

Reports.

Settings.

S
pidem

i o i
Ext id Sources
Network Resources
Network Device Groups

Device Admin Pobcy Sets

under Custom Attributes section. From Type drop
down, delect option Mandatory, Attribute Name as user-group and value KVM_Admin where

KVM_Admin is the group name created locally on Dominion SXII (Case sensitive) then Click on
to add attribute then select Submit to save changes.

TACACS Prafiles = Neéw

TACACS Profile
Name Deminion SXII Profie
Desenption
Task Altribute View R View
Common Tasks
Comeon Task Type | Sh v

] Default Privilege

@ | tseecton1s)

1 Maximum Privige

) | (Sekect 01 15)

] Access Conirol List

Q|

|.
|
|
[ Auto Comenand | ) I
[ Ho Escape | [+] | (Sebect frue or false)
[ Timsout | @ | Minutes (0-0299)
1 e Time | ) | Ministes (0-0005)

Custom Attributes

#asd | BTrashe

O Type Name

Mo Sl fgnine

Mandatory [l | LESBI-GIOuD

Value

KM _Admin

» Step 4: Configure/Create Device Admin Policy Set

(u

1. Go to Work Centers > Device Administration > Device Admin Policy Sets.

2. Inthe left pane, click

Raritan.
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Work Centers

» Network Access  » GuesiAccess  » TnusiSec » BYOD  » Profier  » Fosiue | = Device Acmimisirason Network Access TrustSec Profiter
s T Ovenvew Overvew
P OvrmW b I0erSB0s  UserIoendly Growse  EXTKISGwces b NebworkResowced  Netwark Devio Groups  bP TEEEE Comgonents
18 Greegs TrustSee Poiey Neswork Deviees
° " Ext 18 Sourees AUmentic abon Pesey Encpoint CLassfic abon
Polly Sals Dextos. Adsaia Policy Seks Netaor: Rescurces Auerization Podcy
Search polcy names & descriptons. D Summary of the defined poicy se Device Groups sxp
e X & For Policy Export 90 fo Administration » System » Bachup & Restore > B pojcy Ejments Troubleshoot
Stans Name Daserglica " Reports
of Policies B e Tacacs_Detaut Authorization Polky Settigs
bt e Troubleshoot BYOD
obal Exceptions Regors it lone
k. s et gkt Settngs Frggsoey
Dictionanies Koty Groups.
B pefauit ~ Guest Access Notwork devices
Tocses_Dent " Oveniew 31 Souites Posture
geniites Crent Provisoneg Ovetiaw
ety Groups Configure Network davices
Exta Sources Poicy Blamants Gt Provsioning
Admintsration Aunentiaton Poicy Poscy Elements
Neswars: Devices Autmorizaton Poacy Posture Paicy
Contigure Regors Autnantiaton Polcy
Manage Actounts. Sefings. Authonzation Policy
Poiicy Elements Troubleshoot
Authenticabon Policy Regorts.
Authorization Pobty Settings
st Dovice Administration
Grenvm
ountives
User Kentity Groups
Ext Id Sources

Netaon: Resources
ik e

Poiey Elements

Device Aamn Poicy Sats

3. Above step will create New Policy Set 1

i, o) Define ihe Poiy Sels by configuring rudes based on conditions. Drag and drop sefs- on the left hand side 1o change ihe order
((Search potcy rames & descripions, P ) For Py Exportgn n > Syt o oort P
Bl 4% Xe Sams  Nams Dase Contons
= = Enter Poicy Name Canditionts)
Summary of Policies a
i of lfyour polcis Regutar ® Prowy Secuence
[ Global Exceptions ~ Authentication Policy

srtiredeployment

T Bl OotmtRus(fromstn)  AlowProiocols | DRRDIVESASA  anduse’ Al User 1D Skares o
;

scacs Defot » Authorization Policy

» Excoptions (0)

Rute Namo s Sne Profies

Tacats Detaut ey Al S Frotie

4. Click Edit and enter the Name, Description, and Condition (optional) and click Done. Authentication
Policy is optional unless it is explicitly required for security guidelines and user store specific needs
of your organization.

Oefing the Poiy Sets by
For Policy Export o to Admin:

g rules based on condiens. Drag and drop sets on The lefl hand side to change e Groer

s Hame
#B = [ Dominion 51 Poliey | [Condmonis) ] [
Regutar ® Proxy Sequence () % -
~ Authentication Policy
Condition Name Description
e
B DefautRule(Wnomaith)  Allow Protocols - Defaut Device Admin § Potwork hocessD0] [ Eawals | [szasesecd O]
w Authorization Policy |
* Exceptions (0) | >
Standard .
Satus  Rue Name s (Kentity groups and oier condition:
” & 7ACCF Metwork Acc
B Tacacs Detat Deny Al st i =

i

5. Create the required Authorization Policy. Click Edit and specify select drop down under
Command Sets and select profile created earlier in step 5 then click Done to save changes.
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* Authorization Policy

» Exceptions (0)

Status  Rule Name Conarons (dentiy groups and other congitions) Command Sets Shel Frofies

8- a Comenan. + ] [Deny Al Shell Profile El Boe
shell Profile
S ]

Syt
6. Click —_— to save changes. This concludes configuration on Cisco ISE pertaining to Dominion
SXII TACACS authentication and authorization.

b NeworAceess b GuestAscess b TSIS  DEYOD b PYollr b Pose | - Deves AdmANanon

P Owrview  »entles  Usee ety Groups  EXHIOSouros > Network Rescurces  Nebwork Diike Grougs  » Poiky Blmants _Devis Admin Polky Sets_ Repori  Satngs

Policy Seis e e
Search ooy names & descrigtiors. D) | Far Poly Export oot

M o

/B Dominion Sl Pocy Network Access Device IP Address EQUALS 192 164.56.30
Regutar ® Proxy Sequence

e vy

B DetutRue(inomakn) - Alow Promocoss ¢ DetaullDevice Admin ansuse  Af User ID_Siores &
=

* Authorization Policy

» Exceptions (0)

ra Tacacs_Default Dominion SXI Profie BT

=)

» Troubleshooting Tips:

1. Verify from Live Lc=< under Operations> TACACS that correct Authorization Policy is being applied.
Click Detailsicon ~  to see more information.

VRADIUS TONAGUVELogs | ~TACACS | Repars b Troudhesl  RADIUS TC-HAC Live Logs
Lve Logs
Live L Reports
ol Y Lve Sessons
Adaptive Matwork Control
[ I ptive Network Conts

e

Endooint Assignment

wute [] | o | Latest 20 recoras (] | within Last 28 houes (]
| Troutleshost
= Diagross: Toos - a-
Chetresn Esimin Vemes @
Logged Time: Status Detats “Usemame Type ‘Authentication Poliey Authorization Policy Ise Node Network Device...  Network Device [P
b = i)
5 aporizates
-] 5 Adhenteaton  Domnion S Pocy »> D

2. Alternatively Choose Work Centers > Device Administration > Reports > ISE Reports
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el T Ty - T SN

Logged Tme Stus | Dot | Usermame Authorization Polky ISE Hode

TACACS Command Accountng

3. User authorization may fail on SX Il if incorrect policy is applied. If this occurs, consider:
* Moving policy higher up in the order (in case of multiple policy sets)

* More appropriate conditions in policy coupled with device type and location when adding SX Il as a
network device in Cisco ISE

Cisco ACS 5.x for RADIUS Authentication
The Cisco Access Control Server (ACS) is another authentication solution supported by the SX II.

For the SX Il to support RADIUS, both the SX Il and the user information must be added into the RADIUS
configuration.

If you are using a Cisco ACS 5.x server, after you have configured the SX Il for RADIUS authentication,
complete the following steps on the Cisco ACS 5.x server.

Note: The following steps include the Cisco menus and menu items used to access each page. Please
refer to your Cisco documentation for the most up to date information on each step and more details
on performing them.

e Add the SX Il as a AAA Client (Required) - Network Resources > Network Device Group > Network
Device and AAA Clients

e Add/edit users (Required) - Network Resources > Users and Identity Stores > Internal Identity Stores
> Users

e Configure Default Network access to enable CHAP Protocol (Optional) - Policies > Access Services >
Default Network Access

e (Create authorization policy rules to control access (Required) - Policy Elements > Authorization and
Permissions > Network Access > Authorization Profiles

e Dictionary Type: RADIUS-IETF
e RADIUS Attribute: Filter-ID
e Attribute Type: String

e Attribute Value: Raritan:G{Serial_Admin} (where Serial_Admin is group name created locally on
SX 11). Case sensitive.

e Configure Session Conditions (Date and Time) (Required) - Policy Elements > Session Conditions >
Date and Time

e Configure/create the Network Access Authorization Policy (Required) - Access Policies > Access
Services > Default Network Access>Authorization
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Configure Microsoft Network Policy Server for Dominion RADIUS
Integration

The following steps show how to configure a Microsoft Network Policy Server as a RADIUS Server for
integration with any Raritan Dominion product. These steps cover Windows 2012 server configurations.

» Prerequisites:

Before you begin, ensure that Network Policy Access and Services as well as Active Directory are
configured and available on Windows 2012 server.

This can be verified in the Server Manager snap-in Role Summary available under Administrative tools.
» 3 Step Process:

e Step 1 - Configure Raritan Dominion switch to use Windows 2012 NPS Radius server
e Step 2 — Add Raritan Dominion switch as Radius client on Windows 2012 NPS Radius server.

e Step 3 — Add Connection Request Policy on Windows 2012 NPS Radius server.

» Step 1— Configure Raritan Dominion switch to use Windows 2012 NPS Radius server

1. Login to Dominion switch and access Remote Authentication setting option and configure Radius
server IP, port, secret and authentication type (CHAP/PAP) and save changes.

2. Create a user group locally on Raritan Dominion Switch with port and permission restrictions as
desired.

» Step 2 — Add Raritan Dominion switch as Radius client on Windows 2012 NPS Radius server.
The Dominion switch is added as a client on Radius server as per Radius protocol requirements. Since
Raritan Radius implementation uses Use Standard IETF Radius spec, select Radius Standard as Vendor

Name.

Follow steps below in order to add Dominion as Radius client on Windows 2012 NPS Radius server.

Raritan
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1. Launch Network Policy Server snap-in via Start>Administrative Tools>Network Policy Server.

File Action Veew Help

«= 0 Bm
& 13 (Local) NFPS [Local)
4 | RADIUS Clients and Seners .
i RADIUS Clients e
i Remote RADIUS Server Groups Mstwrks Pobcy Server (NP S) alows you 1o create and enforce orpanizmtion wicks rtwirk acoed
4 [1] Poicies authentication, and connection request suthorzation
| Connection Request Palicies
21 Network Polcies
| Health Policies Standard Configurabon
4 B MNetwork Access Protection
b 5 Systern Health Validstors Sainci & confipuration scenang e the kst and then click: the nk below B0 open the scenana wizand
& PRemediation Server Groups
B}, Accounting | FADILIS sarverfor Diai-Lip o« VP Connections

¢ W& Templates Management
RAMUS server for Dial-Up or YPH Connections

Wheer o corfagurs MPS as & RADILS server for Dial-Up of VPN connections, you creste netwerdk pd
connacticrs fom Dial-Up o VPN retwork: MWMMWIUSMJ}

B Configurs VPN or Dial-Up B Leammom

Advanced Configurabion

Templales Configuration

2. Right Click NPS (Local) server and select properties as show below. This step is included in order to
verify Radius port number as below and confirm it Dominion switch Radius configuration port
matches with this number.

File Action View Help
4= =] @
= | —
? TSRLL.; Weripront Condrpmstion
F Export Configueation
& Start MPS Service
« g Pnﬂ Saop MPS Service
o= Registier server in Active Directory
E Properties
" ?:;‘ View k
7] Help

3. Right Click RADIUS Client and select New option as show below.

File  Acthon  View Help
& m BHm
& NP5 (Local)
e | Rﬁpﬂ.ﬁtli!mmm
RS
il Remote
a [5f Policies Refresh
7 Connect
g |

4. Configure Friendly name (for identification purpose), IP address of Radius client (Dominion switch IP
address). Specify shared secret that will need to match with secret field of Radius configuration on
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dominion switch. Click on Advanced Tab to select RADIUS Vendor (Select Radius Standard)

| Setings | Advanced |

37 Enable trés FADIUS chert
T Gslect a1 ostng |emlate

Name and Address
[rendly name:
[132 1685642 |

Agdes (IF or DNS)

[192 168 56.42 |
Shared Secrel

Salect o ecdting Shaved Sacrets lemplste:

{tone v|

To marusly tpa 8 thared secrel_ chek Manual. To sulomatically generste & shared
secrel, chok Generate. You must configqune the FADIUS dhent with the same shared
secret enfered here, Shared secrets are case-senstve,

) Myl ) Ganarie

Shared secret:

rilii (113 |
Cgnfim shared secrel:

feneend 1

[ ok || Conca |

[Setings | Advanced |

Wendor
Specly RADIUS Seanderd bor most RADIUS cherits or sslact the RADILS chent
wandor from the st

s s )

Addtional Options
[] Acscess- Racpuest mrosangens rmusl conlmin the Message-Authenicater stabule

[ RADUS chont & NAP-capabin

[Setnga | Advanced |

Wandor
Specly RADIUS Standerd for most FRADIUS cherts. or sslact the RADILS clent
wandor from the Bt

W name:

[RADAUS Sanderd 1]

Addtionsl Options
[ Access-Fmquest messages must contain the Message-Authenticator Mtshute

I RADIUS chont i NAP-capabin
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» Step 3 — Add Connection Request Policy on Windows 2012 NPS Radius server.

1. Expand Policies option, right click Connection Request Policies and select New to create policy.

File Action View Help
«= [ Bm
& NPS (Local)
4 ] RADIUS Chents and Servers

# RADIUS Chents

3 Rernote RADILS Sencer Groups |
a |1 Palicies

= ;&w.m_m'...-__;

O Metwork|  New

1 Health Py Refresh
4 B, Network Acc

oM Systern H Help

2. Specify Policy Name. Type of network access server value can be left default as Unspecified. Click

Next.

You can specify 8 namefor your connection request o

I ~ Specify Connection Request Pol

Palicy nasne:
| Faartar Domirson Pobioy]

Netwerk corrmction method

Select the type of network acoess server that sends the connection mgu
type or Yendor specihic, but nether is requinsd . Fyour network: Scoess 5
pedncd Urapacdfind.

) Typss of restwosk accoss gonver

3. Depending on how many policies are configured on Radius server, how many users and groups as
well as number of dominion switches in the environment, configure Specify conditions to match
option in order to apply correct policy to a user request coming from Dominion switch into Radius

server. Click on Add button to select list of condition before proceeding to next step.

? Spedfy Conditions
] .
* sﬂtl'.lh' the anditians that determine whether thig cannécticn réquest palicy i# evalubted far & corsection FEGwesT, A

minimum of ane condition is reguined.
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4. NAS IPv4 Address option can select and click Add to specify Dominion switch IP address.

Selact n condibon, and then chck Add,
HAS ldentifer
The HAS Identifies condition specihes a characher siing that iz the name of the network sccess server [NAS] You

MHAS IPvd Addiee

MHAS IPvE Addiess

Thmmmmmﬁ:adumu sty thet m the IPvE sddress of the HAS. You can we
peatbermy mahchang syt ba specly |Pvh nebworks

MHAS Port Type

Thmmtmm demﬂhﬁmm,mmmmm
ISON. harnwls: of vitusl pevale retveodcs, IEEE B02 17 weebstt, and Eteenst vesbchs.

Lem]

A Cancel

Spacly the [Pvd mddess of the networdk access server
TOQUES M. Tou can uie patiem mabching FymERc.

[152 162 5645

[Cox]

Spacdy the [Pvd mddess of the networdk access sener
request message. Tou can use patiem mabching symiac.

[152.162. 5644

o

Specify Conditions

Epecify the conditions that determine whether this connection request pi
manirmum of one conditicn is required.

Cesmditicns;
Condion Wialue
BR. NAS IPvd Address 192 168.56.42
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5. Click Next to specify Connection Request Forwarding option. Select appropriate option based on
your environment. If you have local NPS server, select Authenticate requests on this server radius

button (default) and click next to proceed further.

The cannection request cas be suthenticated by the local server or it can be Forwarded to RADIUS servers ina
remote RADIUS perver group.

'.l Specfy Connection Request Forwarding

I the policy condiions match the connection reguesl. thess selngs e aopked,

Gettings:
:;m:““tnmm Specty whither corrmchon mguests ar processed localy, nwwm
— . RADIUS servers for suthentication, o are sccepled wihou! suthentication
% Accountng W drhentae regUeR on (M pereer
Forward pequests bo the following remobe RADILS server group fior authentcation
ot ot :
) Agoept users without valdating credentials

Raritan.
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6. On Authentication Method configuration menu, enable Override network policy authentication
settings option and select CHAP/PAP as applicable to match with Dominion RADIUS configuration

option. Click next to proceed further.

Raritan.

Abrand ol Dlegand

. Spedfy Authentication Methods
* Configure one or more authentication methods required for the connadti

authentication, you must configure an EAR type. If you deploy MAP with
Protected EAR,

[#] Qrvemide network policy suthentication settings

Thetrtst seiirbication petings s used mithar than the constrants nd authentication petings
conneections with HAF, you must configune PEAP authenticalion here.

EAF types ane negoliated between NFS and the chent in the onder in which they ans listed.

2| [ e

Less secure authentication methods;

[ Micregoit Encrypted Authentcation version 2 (MS-CHAP42)
Liser can change password after | has expirsd

[[] Mecreaclt Encripted Autherscation (MS-CHAF)
Liser can change password after | has expired

[+ Engrypled suthentication ICHAF)
[[] Urencrypted suthantication (FAP, SPAF)
[] Mjorw chherts 0 connect without neg W an authenbcation method
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7. Select Standard under RADIUS Attributes located in settings section on next screen show below and
click on Add button to see list of available attributes. As documented in Dominion switch user guide,
Raritan uses Filter-Id attribute and its value for authorization. Select Filter-Id attribute from the list
and click on Add.

c Configure Settings
* ﬁﬂﬁsmwwﬂwwmnmumlhﬁﬂmtmmlwhwmn&ﬁum For the policy sre

Configurs e settings for this netwod
fmm&-mmﬂhmm“ settings arn appbed,
Settings:

Sty e P o To send addtionsl stirbaes ho FRADIUS chonts, seect 5 RADIUS sinndard siirbute, 3nd
o Attt m%lgmwmmmmuuumhmsmm
RADIS Atrbases o 2

(3 Vondr Speche Hates.

T add an striwbe to the ssttings, selact the afidbude, and then cick Add.
mﬂ-mummmmmnmwmwm.ﬂmm

[ vl

Spactes the ruma of ter kst for the user requesting suthentication.

T add an stribwbe io the ssttings, seledt the afidshule, and then dick Add.
T i  cxastoem or preciefined Yersdor Spechic atnbute. close Thes diakg and select Viendar Spectie, and then clck

— Raritan.
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example below value Raritan:G{Admin} is used where Admin is the group name that matches with
local group (case sensitive) on Dominion switch. For configuration test purpose use of default Admin
group in value is best recommended. Click OK on all dialogue boxes to close and come back to main

screen.

Raritan.
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[Enler the afirbube value in:

[Ravtan G [Adern |

[Ertler the afirbube vaiue in;

| Rartan G [Ademin|

[ o [[ Conce |

BADIUS Standed  Fartan G admin}
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» Additional Notes:

252

1. Ifthisis the first time NPS/RADIUS server is being configured and user accounts are located on

Active Directory, it will be required to Register NPS/RADIUS Server in Active Directory so that it can
look up users in AD for password validation and return attribute values pairs back to Dominion

switch.

File Action  View Help
=% mEm
a4 [ RAE Irypart Configuration
i Expart Configuration
2 __‘J' i Stan NP5 Service
= Stop NP5 Service
AW | Propenes
b M Wiew "
3 L
= Help

Ta enable NP5 to suthenticate uters in the Acthe Derectony, the computers
runnang NPS must be suthornzed to read users’ dasl-in properties fram the
darnsen.

Do you wizh ko authodize this computer to read wiers’ disl-in properties from the
Win120C.oom domain?

This computer i now authorized to read users’ dial-in properties from domain
Win120C.com.

To authorize this computer to read users’ dial-in properties from other domaing,
you must register this computer to be a member of the RAS/NPS Senvers Group in
that doemain.

2. Ensure user on Active Directory has Dial-in Permission set to Allow access option.

Resolscotrel | Flemote Dwekdop Services Prefls | COMe
Gerwrsl | Address | Accourt | Profie | Telephones | Orgarization

Hug'b_ug'_| [ | Eroomert | Sessorm
1~ Hetwork: Access Permsson

!ﬁhm

|

| © Denyaccess

if‘ Conteol acoess through NF'S Metwod: Poboy

I Vesy Caller-i):

- Calliack Opticns - -
| & ho Catback

i " Saf by Caller (Reuting and Remote Access Sanice arly) Ra 'ta

i i Mways Calback 1o: I rl n.
L A brand of Dlegend

T Assign Staic P Addreasss
Define [P addeesses to anable for ths
Dialin comneciion.




password should be reset if it is being enabled after user password is set.

Remots cortrel | Fiemote Daskdop Senaces Frofle | COMa
Mok | Dabin | B =R
Gerersl | Addess | Account | Prefle | Telephones | Orgerization |
Lser logon rama _
|bech | | EWin 120 com b
Uwhwﬁnmwﬁmwm_:_
| WIN 12D tech

| lognbioun.. | | logOnTo.
[ undock: aecount

Accound gplions

[# Prasword never mpins -
1 Stove password using reversiile encrpbion

L] Accourt s dissbled

|| Smanl cand m mmguansd For rferacinee logon e
Account epees

"M‘iﬁ'

) Emd of ]

Lok || comad || soy || web

RADIUS Communication Exchange Specifications

The SX Il sends the following RADIUS attributes to your RADIUS server:

Attribute

Log in
Access-Request (1)
NAS-Port-Type (61)
NAS-IP-Address (4)
User-Name (1)
Acct-Session-ID (44)
User-Password(2)
Accounting-Request(4)
Acct-Status (40)
NAS-Port-Type (61)

NAS-Port (5)

Raritan

Abrand ol Dlegand

Data

VIRTUAL (5) for network connections.

The IP address for the SX II.

The user name entered at the login screen.
Session ID for accounting.

The encrypted password.

Start(1) - Starts the accounting.
VIRTUAL (5) for network connections.

Always 0.
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Attribute Data

NAS-IP-Address (4) The IP address for the SX Il

User-Name (1) The user name entered at the login screen.
Acct-Session-ID (44) Session ID for accounting.

Log out

Accounting-Request(4)

Acct-Status (40) Stop(2) - Stops the accounting
NAS-Port-Type (61) VIRTUAL (5) for network connections.
NAS-Port (5) Always 0.

NAS-IP-Address (4) The IP address for the SX Il

User-Name (1) The user name entered at the login screen.
Acct-Session-ID (44) Session ID for accounting.

RADIUS Using RSA SecurID Hardware Tokens

SX Il supports RSA SecurlD Hardware Tokens used with a RADIUS server for two factor authentication

Users will specify their RADIUS password followed by the token ID without a delimiter between.

» For example:

e password = apple
e token=1234
e User enters: applel234

Or, configure the RADIUS server to use only hardware token and no passwords. Users will specify the
token ID only.

Returning User Group Information from Active Directory Server

The SX Il supports user authentication to Active Directory® (AD) without requiring that users be defined
locally on the SX II. This allows Active Directory user accounts and passwords to be maintained
exclusively on the AD server. Authorization and AD user privileges are controlled and administered
through the standard SX Il policies and user group privileges that are applied locally to AD user groups.

IMPORTANT: If you are an existing Raritan, Inc. customer, and have already
configured the Active Directory server by changing the AD schema, the SX II still
supports this configuration and you do not need to perform the following
operations. See Updating the LDAP Schema for information about updating the AD
LDAP/LDAPS schema.

Raritan
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» To enable your AD server on SX Il:

1. InSXII, create special groups and assign proper permissions and privileges to these groups.
For example, create groups such as AD_Admin and AD_Operator.

2. Onyour Active Directory server, create new groups with the same group names as in the previous
step.

3. Onyour AD server, assign the SX Il users to the groups created in step 2.

4. From the SX Il, enable and configure your AD server properly. See Implementing LDAP/LDAPS
Remote Authentication.

Important Notes

e Group Name is case sensitive.

e The SX Il provides the following default groups that cannot be changed or deleted: Admin and
<Unknown>. Verify that your Active Directory server does not use the same group names.

e If the group information returned from the Active Directory server does not match the SX Il group
configuration, the SX Il automatically assigns the group of <Unknown> to users who authenticate
successfully.

e If you use a dialback number, you must enter the following case-sensitive string:
msRADIUSCallbackNumber in field "Dialback Query String".

e Based on recommendations from Microsoft, Global Groups with user accounts should be used, not
Domain Local Groups.

Returning User Group Information via RADIUS

Raritan:G{GROUP_NAME}

When a RADIUS authentication attempt succeeds, the SX Il determines the permissions for a given user
based on the permissions of the user's group.

Your remote RADIUS server can provide these user group names by returning an attribute, implemented
as a RADIUS FILTER-ID. The FILTER-ID should be formatted as follows: Raritan:G{GROUP_NAME} where
GROUP_NAME is a string denoting the name of the group to which the user belongs.

Raritan
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Console 166
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Configure Maintenance Settings from the Remote
Console 158

Configure Maintenance Settings Using CLI 202
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USB-Connected Broadband Modem 114
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