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FCC Information

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
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Safety

e Operation temperature in a closed rack environment may be greater than room temperature. Do
not exceed the rated maximum ambient temperature of the appliances. See Specifications in
Administrators Guide.

e Ensure sufficient airflow through the rack environment.
e Mount equipment in the rack carefully to avoid uneven mechanical loading.
e Connect equipment to the supply circuit carefully to avoid overloading circuits.

e Ground all equipment properly, especially supply connections, such as power strips (other than
direct connections), to the branch circuit.

Welcome

What's New in KX III Release 3.10.0
e  FIPS-140-3 support
e Supports Static Routes

Raritan.

Abrand of Lllegrand
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Introduction

The Dominion KX lll is an enterprise-class, secure, KVM-over-IP switch that provides multiple users with
remote BIOS-level control of 8 to 64 servers.

KX Il comes with standard features such as DVI/HDMI/DisplayPort digital and analog video, audio,
virtual media, smart card/CAC, blade server support, and mobile access.

Deploy KX Ill individually, or with Raritan’s CommandCenter Secure Gateway (CC-SG).

In This Chapter

Package Contents. . ...t e e 14
KX Il Device Photos and Features. . ...t 14
SO WA, ot 16
PROTOS. ot e 17
Remote/Local Console Interfaces and User Station. . ...........coovvvvnn.. 17
KVM Client Applications. . ...t e e e 17
Online Help. ..o e e 17

Package Contents

Each KX 11l ships as a fully-configured stand-alone product in a standard 1U or 2U form with 19"
rackmount chassis.

e 1-KXIIl device

e 1-Quick Setup Guide

e 1-Rackmount kit

e 2-ACpower cords

e 1-Set of 4 rubber feet (for desktop use)
e 1-Application note

KX Il Device Photos and Features

Hardware

* Integrated KVM-over-IP remote access

e 1U or 2U rack-mountable (brackets included)

e Dual power supplies with failover; autoswitching power supply with power failure warning
e Support for the following CIMs:

e For virtual media and Absolute Mouse Synchronization, use one of the following CIMs:



* D2CIM-VUSB
* D2CIM-DVUSB
= D2CIM-DVUSB-DVI
= D2CIM-DVUSB-HDMI
* D2CIM-DVUSB-DP
= D2CIM-VUSB-USBC
= D2CIM-DVUSB-MDP
e Required for PS2 connection:
* DCIM-PS2
DVI monitor support from the DVI local port
® VGA support via a DVI to VGA converter
e DVI support via a standard DVI cable
Remote access and power management from an iPhone” or iPad”
Support for tiering in which a base KX Il device is used to access multiple other tiered devices
Multiple user capacity (1/2/4/8 remote users; 1 local user)
UTP (Cat5/5e/6) server cabling
Dual Ethernet ports (10/100/1000 LAN) with failover or isolation mode support
Field upgradeable
Local USB User port for in-rack access

USB Keyboard/mouse ports, or connect to a cellular modem

One front and three back panel USB ports for supported USB devices

Fully concurrent local and remote user access
e Local graphical user interface (GUI) for administration
Serial port to connect to an external telephone modem
Centralized access security
Integrated power control
LED indicators for dual power status, network activity, and remote user status

Hardware Reset button

Supported Number of Ports and Remote Users per Model

Model Ports Remote users
<kx>-864 64 8
<kx>-832 32 8
<kx>-816 16 8
<kx>-808 8 8
<kx>-464 64 4
<kx>-432 32 4
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Model Ports Remote users

<kx>-416 16 4
<kx>-232 32 2
<kx>-216 16 2
<kx>-132 32 1
<kx>-116 16 1
<kx>-108 8 1
Software

. . . . ® ® . ® .
e Virtual media support in Windows , Mac and Linux environments*

Absolute Mouse Synchronization*

*Note: Virtual media and Absolute Mouse Synchronization require use of a D2CIM-VUSB, D2CIM-
DVUSB, D2CIM-DVUSB-DVI, D2CIM-DVUSB-HDMI, D2CIM-DVUSB-DP CIM or D2CIM-VUSB-USBC

e Support for digital audio over USB

e Port scanning and thumbnail view of up to 32 targets within a configurable scan set
e Web-based access and management

e Intuitive graphical user interface (GUI)

e Support for dual port video output

e 256-bit encryption of complete KVM signal, including video and virtual media

e LDAP, Active Directory®, RADIUS, or internal authentication and authorization

e DHCP or fixed IP addressing

e Smart card/CAC authentication

e SNMP, SNMPv3, SMTP, and Syslog management

e |Pv4 and IPv6 support

e Power control associated directly with servers to prevent mistakes

® Integration with Raritan's CommandCenter Secure Gateway (CC-SG) management unit
e CC Unmanage feature to remove device from CC-SG control

e Support of Raritan PDUs

e Support for remote IP access from the new Dominion KX Ill User Station

e Support for access to serial targets using the Dominion Serial Access Module (DSAM)



Photos

Front View

Remote/Local Console Interfaces and User Station

Use the Remote Console interface to configure and manage the KX Il over a network connection.
Use the Local Console interface to access the KX 11l while at the rack.
See: KX Il Remote Console Interface, KX Il Local Console Interface respectively.

The Dominion User Station provides an alternative interface for IP access to the KX Ill's target servers.
See: Dominion User Station (on page 340).

KVM Client Applications

KX Il works with -

e Active KVM Client (AKC) - Default client, Windows only. Microsoft .NET® 4.5 or above, Microsoft
Edge WebView2 required to use KX Il with the Microsoft Windows -based Active KVM Client (AKC).
See Active KVM Client (AKC) (on page 61)

e Virtual KVM Client (VKC) -Azul OpenlJDK or OpenJRE Java-8 can be used for the Java-based . See
Virtual KVM Client (VKC and VKCs) Help (on page 27)

e  HTML KVM Client (HKC) - Runs on Linux, Mac, and Windows without .Net. Supports Edge, Firefox,
Chrome and Safari browsers. See HTML KVM Client (HKC) (on page 64).

Online Help

KX lll online help is considered your primary help resource.
KVM Client help is provided as part of KX lll online help.

Online help is accompanied by the KX Il Quick Setup Guide, which is included with your KX Il and can
be found on the Support page of Raritan's website.

The Support page also contains a PDF version of the end user help sections of online help, and a PDF
containing the KX lll administrator help sections.

See the KX Il Release Notes for important information on the current release before you begin using
the KX 1.

To use online help, JavaScript must be enabled in your browser.

Raritan. ;
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Virtual Media

In This Chapter
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Overview

All KX 11l models support virtual media. Virtual media extends KVM capabilities by enabling target
servers to remotely access media from a client PC and network file servers.

With this feature, media mounted on client PCs and network file servers are essentially "mounted
virtually" by the target server. The target server can then read from and write to that media as if it were
physically connected to the target server itself.

Each KX Ill comes equipped with virtual media to enable remote management tasks using the widest
variety of media/images.

Virtual media sessions are secured using the strongest encryption offered by the browser, typically 256
bit AES. Older browsers may only support 128 bit AES.

HKC does not support all virtual media features. See HTML KVM Client (HKC) for details

Prerequisites for Using Virtual Media

KX 11l Virtual Media Prerequisites

e For users requiring access to virtual media, the KX Il permissions must be set to allow access to the
relevant port, as well as virtual media access (VM Access port permission) for the port. Port
permissions are set at the group-level.

e |f you want to use PC-Share, VM Share mode must also be enabled in the Security Settings (on page
257) page (Optional).

e A USB connection must exist between the CIM and the target server.

®  You must choose the correct USB connection settings for the KVM target server you are connecting
to.



Remote PC VM Prerequisites

e Certain virtual media options require administrative privileges on the PC (for example, drive
redirection of complete drives).

Note: If you are using Windows, disable User Account Control or select Run as Administrator when
starting Edge. To do this, click the Start Menu, locate Edge, right-click and select Run as
Administrator.

Target Server VM Prerequisites

e KVM target servers must support USB connected drives.

CIMs Required for Virtual Media

You must use one of the following CIMs to use virtual media:

e D2CIM-VUSB

e D2CIM-DVUSB

e D2CIM-DVUSB-DVI

e D2CIM-DVUSB-HDMI
e D2CIM-DVUSB-DP

e D2CIM-VUSB-USBC
e D2CIM-DVUSB-MDP

The black USB connector on the DVUSB CIMs are used for the keyboard and mouse. The gray connector
is used for virtual media.

For CIMs with two USB plugs, keep both connected to the device.

The device may not operate properly if both plugs are not connected to the target server.
Supported Tasks Via Virtual Media

Virtual media provides the ability to perform tasks remotely, such as:

e Transferring files
e Running diagnostics
e |nstalling or patching applications

e Complete installation of the operating system

Important: Once you are connected to a virtual media drive, do not change mouse
modes in the KVM client if you are performing file transfers, upgrades, installations
or other similar actions. Doing so may cause errors on the virtual media drive or
cause the virtual media drive to fail.
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Supported Virtual Media Types

The following virtual media types are supported for Windows®, Mac® and Linux™" clients when using AKC
and VKCS.

e External hard drives

e Internal and USB-mounted CD and DVD drives

e USB mass storage devices

e |SO images (disk images)

e IMG files

e  DMG files

e IS0 9660 is the standard supported. However, other ISO standards can be used.

Note: Due to browser limitations, HKC supports a different set of virtual media types.

Conditions when Read/Write is Not Available

Virtual media Read/Write is not available in the following situations:

e For Linux” and Mac” clients

e When the drive is write-protected

* When the user does not have Read/Write permission:
® Port Permission Access is set to None or View

e Port Permission VM Access is set to Read-Only or Deny

Number of Supported Virtual Media Drives

With the virtual media feature, you can mount up to two drives (of different types) that are supported
by the USB connection settings currently applied to the target. These drives are accessible for the
duration of the KVM session.

For example, you can mount a specific CD-ROM, use it, and then disconnect it when you are done. The
CD-ROM virtual media “channel” will remain open, however, so that you can virtually mount another
CD-ROM. These virtual media “channels” remain open until the KVM session is closed as long as the
USB settings support it.

To use virtual media, connect/attach the media to the client or network file server that you want to
access from the target server.

This need not be the first step, but it must be done prior to attempting to access this media.



Virtual Media

Access a Virtual Media Drive on a Client Computer

Important: Once you are connected to a virtual media drive, do not change mouse
modes in the KVM client if you are performing file transfers, upgrades, installations
or other similar actions. Doing so may cause errors on the virtual media drive or
cause the virtual media drive to fail.

» To access a virtual media drive on the client computer:

1. From the KVM client, choose Virtual Media > Connect Drive, or click the Connect Drive... button

D . The Map Virtual Media Drive dialog appears.

Wlap Vietual Misdha i =

jelect @ local deve of Image 1 mount cnlo he Lerge! sever
O Local Deve

D [Remeyabia) L Write

Fragjno i

Choose the drive from the Local Drive drop-down list.

If you want Read and Write capabilities, select the Read-Write checkbox. This option is disabled for
nonremovable drives. See: Conditions when Read/Write is Not Available (on page 20) for more
information. When checked, you will be able to read or write to the connected USB disk.

WARNING: Enabling Read/Write access can be dangerous! Simultaneous access to the same drive from
more than one entity can result in data corruption. If you do not require Write access, leave this option
unselected.

4. Click OK. The media will be mounted on the target server virtually. You can access the media just like
any other drive.

Access a Virtual Media Image File

Use the "Image File" option to access a disk image of a removable disk.
» Image file guidelines:

® Image files created using dd on Linux (dd if=/dev/sdb of=disk.img) or similar tools such as
Win32Disklmager on Windows, or Mac Disk Utility are supported.

e Apple DMG files:
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DMG image files of a FAT32 USB drive are recognized on all OSs.

DMG images files of a folder on a Mac Drive are recognized only on Mac OS targets.

¢ Image should be created via Mac Disk Utility using the following settings: Encryption: None;
Image format: read/write.

e Not supported: Encrypted or compressed dmg images, MacOS install images, DMG files
downloaded from the Apple support site.

» To access a virtual media image file:

1. From the KVM client, choose Virtual Media > Connect Drive, or click the Connect Drive... button .
The Map Virtual Media Drive dialog appears.

Select the Image File option, then click Browse to find and select the .img or .dmg file.

Click OK. The media will be mounted on the target server virtually.

Mounting CD-ROM/DVD-ROM/ISO Images

This option mounts CD-ROM, DVD-ROM, and ISO images.

Note: ISO 9660 format is the standard supported. However, other CD-ROM extensions may also work.

» To access a CD-ROM, DVD-ROM, or ISO image:

1. From the KVM client, choose Virtual Media > Connect CD-ROM/ISO Image, or click the Connect CD

ROM/ISO button . . The Map Virtual Media CD/ISO Image dialog appears.
2. Forinternal and external CD-ROM or DVD-ROM drives:
a. Choose the Local CD/DVD Drive option.

b. Choose the drive from the Local CD/DVD Drive drop-down list. All available internal and external
CD and DVD drive names will be populated in the drop-down list.

C. Click OK.
3. ForISO images:

a. Choose the ISO Image option. Use this option when you want to access a disk image of a CD,
DVD, or hard drive. ISO format is the only format supported.

b. Click Browse.

C. Navigate to the path containing the disk image you want to use and click Open. The path is
populated in the Image Path field.

d. Click OK.

4. For remote ISO images on a file server:



a. Choose the Remote Server ISO Image option.

b. Choose Hostname and Image from the drop-down list. The file servers and image paths available
are those that you configured using the Virtual Media Shared Images page. Only items you
configured using the Virtual Media Shared Images page will be in the drop-down list.

C. File Server Username - User name required for access to the file server. The name can include
the domain name such as mydomain/username.

d. File Server Password - Password required for access to the file server (field is masked as you
type).

e. Click OK.

The media will be mounted on the target server virtually. You can access the media just like any other
drive.

Note: If you are working with files on a Linux” target, use the Linux Sync command after the files are
copied using virtual media in order to view the copied files. Files may not appear until a sync is
performed.

Disconnect from Virtual Media Drives

» To disconnect the virtual media drives:

e For local drives, choose Virtual Media > Disconnect Drive.
e For CD-ROM, DVD-ROM, and ISO images, choose Virtual Media > Disconnect CD-ROM/ISO Image.

Note: In addition to disconnecting the virtual media using the Disconnect command, simply closing the
KVM connection closes the virtual media as well.

Virtual Media in a Linux Environment
Active System Partitions
You cannot mount active system partitions from a Linux client.

Linux Ext3/4 drive partitions need to be unmounted via umount /dev/<device label> prior to a making a
virtual media connection.

Mapped Drives

Mapped drives from Linux clients are not locked when mounted onto connected targets.

Drive Partitions

The following drive partition limitations exist across operating systems:

e Windows® and Mac targets are not able to read Linux formatted partitions
e Windows and Linux cannot read Mac formatted partitions

e Only Windows Fat partitions are supported by Linux
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Root User Permission Requirement

Your virtual media connection can be closed if you mount a CD ROM from a Linux client to a target and
then unmount the CD ROM.

To avoid these issues, you must be a root user.

Connect Drive Permissions (Linux)

Linux users must have read-only permissions for the removable device they wish to connect to the
target. For /dev/sdb1 run the following as root user:

root@administrator-desktop:~# chmod 664 /dev/sdbl
root@administrator-desktop:~# 1ls -1 /dev/sdbl

brw-rw-r-- 1 root disk 8, 17 12-03-2010 12:02 /dev/sdbl

The drive is then available to connect to the target.

Virtual Media in a Mac Environment

Active System Partition

You cannot use virtual media to mount active system partitions for a Mac client.

Drive Partitions

The following drive partition limitations exist across operating systems:

e Windows® and Mac targets are not able to read Linux formatted partitions
e Windows cannot read Mac formatted partitions
e Windows FAT and NTFS are supported by Mac

e Mac users must unmount any devices that are already mounted in order to connect to a target
server. Use >diskutil umount /dev/disk1s1 to unmount the device and diskutil mount /dev/disk1s1
to remount it.

Connect Drive Permissions (Mac)

For a device to be available to connect to a target from a Mac® client, you must have read-only
permissions to the removable device, and also unmount the drive after doing so.

For /dev/sdb1, run the following commands as root user:



root@administrator-desktop:~# chmod 664 /dev/sdbl
root@administrator-desktop:~# 1ls -1 /dev/sdbl
brw-rw-r-- 1 root disk 8, 17 12-03-2010 12:02 /dev/sdbl

root@admistrator-desktop:~# diskutil umount /dev/sdbl

Note: To connect VM drives from the latest Mac OS, JavaLauncher requires full disk access.

Virtual Media File Server Setup (File Server ISO Images Only)

This feature is only required when using virtual media to access file server ISO images. 1SO 9660 format
is the standard supported. However, other CD-ROM extensions may also work.

Note: SMB/CIFS support is required on the file server.

Use the Remote Console File Server Setup page to designate the files server(s) and image paths that you
want to access using virtual media. File server ISO images specified here are available for selection in
the Remote Server ISO Image Hostname and Image drop-down lists in the Map Virtual Media CD/ISO
Image dialog. See Mounting CD-ROM/DVD-ROM/ISO Images (on page 22).

» To designate file server ISO images for virtual media access:

1. Choose Virtual Media from the Remote Console. The File Server Setup page opens.
2. Check the Selected checkbox for all media that you want accessible as virtual media.
3. Enter information about the file server ISO images that you want to access:

e |P Address/Host Name - Host name or IP address of the file server.

¢ Image Path - Full path name of the location of the ISO image. For example, /sharename0/path0/
image0.iso, \sharenamel\path1\imagel.iso, and so on.

Note: The host name cannot exceed 232 characters in length.

4. Click Save. All media specified here are now available for selection in the Map Virtual Media CD/ISO
Image dialog.
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KVM Clients

There are a variety of KVM clients to support your individual configuration.

e HKC is best for Linux and Mac users without Java.
e AKC is best for Windows Platforms, using Chrome or Edge browsers.

e VKCis best for Linux and Mac users with Java.

KVM Client Name Platforms Features
HTML KVM Client = HKC e Linux ® Java-Free
® Mac e Supports most features
e Windows e See HTML KVM Client (HKC) (on page 64) for supported

e HTML and Javascript features

Active KVM Client  AKC e Windows e Full-featured KVM Client
® Java-Free

e Requires .Net

Virtual KVM Client VKC e Linux e Full-featured KVM Client
* Mac ® Requires Java
e Windows

In This Chapter

KVM Client Launching. . .. ... e 26
Virtual KVM Client (VKCand VKCs) Help. ... 27
Active KVM Client (AKC). . ..ot e e et e 61
HTML KVM Client (HKC). . . o v vt e e e e e e e e e e e 64

KVM Client Launching

KVM Client Name URL to Force Launch
HTML KVM Client - HKC <KX IIl IP Address>/hkc OR
Java-Free <KX Il IP Address>/
Active KVM Client - AKC <KX IIl IP Address>/akc

Requires .NET

Virtual KVM Client - VKCs <KX IIl IP Address>/vkcs

Requires Java




Virtual KVM Client (VKC and VKCs) Help

Overview

There is one Virtual KVM Client for each target server connected.

Virtual KVM Client windows can be minimized, maximized, and moved around your computer desktop.

IMPORTANT: Refreshing your browser closes the Virtual KVM Client connection.

Recommended Minimum Virtual KVM Client (VKC) Requirements
It is recommended that the Virtual KVM Client (VKC) machines meet the following minimum

requirements.

e Client machine with either a -

¢ 'modern' dual-core CPU for a single connections, or

® 'modern' quad core CPU for two or more simultaneous connections
e 4GB of RAM

e VKC requires 50MB of RAM per connection

Virtual KVM Client Java Requirements

A supported Java version is required. Check the release notes for latest supported version.

If Java is not installed, a prompt is displayed that the file cannot be opened, with an option to search for
the program.

Note: VKC cannot be launched from Safari, Edge, Chrome 45 or later, Firefox 42 or later. VKCS is
recommended for these browsers.

» VKCS Launching:

For all browsers, the VKCS standalone application needs to be downloaded every time you use it.
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e Chrome: You can allow and open the file from the browser downloads in the top right corner.

e Edge: You can allow and open the file from the browser downloads in the top right corner.

Downloads P Qa - P

il’l« VkcStandAloneApplication.nlp
Open file

See more

e On browsers launched from an Apple Mac: Save the jnlp file locally. File will be shown as blocked
under System Settings/Privacy and Security - select option Open Anyway.

e Firefox: The current default setting in Firefox on Windows saves the file and runs from the
download. You can launch from the browser with this setting: Tools>Options>Applications, then
select "Jnlp File" in the Content Type column, and change the Action from "Always ask" to "Use Java

Web Launcher".

Connect to a Target from Virtual KVM Client (VKC), Standalone VKC (VKCs),
or Active KVM Client (AKC)

Once you have logged on to the KX Il Remote Console, access target servers via the Virtual KVM Client

(VKC), Standalone VKC (VKCs), or Active KVM Client (AKC).

» To connect to an available server:

1. Onthe Port Access page, click on the port name of the target server you want to connect to. The
Port Action menu opens.

2. Click Connect.

Hama = Padt

Port Access

Click an the individual
@ /4 Remote KM char

| Vi By Girg

See Port Action Menu (on page 111) for details on additional available menu options.

Configuring Connection Properties

Connection properties manage streaming video performance over remote connections to target
servers.



The properties are applied only to your connection - they do not impact the connection of other users
accessing the same target servers.

If you make changes to connection properties, they are retained by the client.

Access Connection Properties

To access connection properties:

Click Connection > Properties, or click the Connection... icon to open the Connection
@ Properties dialog.

Rﬂﬂ_ﬂ'l Connection LISH Profie OnBoard Mouse Wideo AcSo Virtusl Medss Sman Care Tool View Help

e LTl Tl

BLEHEEB A 00866 E @

]
P
Cptimice for: Teat Ribadabiity

Wideo Mode: Full Color 2

Bewt Leat
‘ It ) 2 i
- Eriably Moine Filter- 2 Bandwsjth

Resed o Canoel

Default Connection Property Settings - Optimized for Best Performance

The KX Il comes configured to provide optimal performance for the majority of video streaming
conditions.

» KX3 default connection settings:

e Optimized for: Text Readability - video modes are designed to maximize text readability.

This setting is ideal for general IT and computer applications, such as performing server
administration.

e Video Mode - defaults to Full Color 2.

Video frames transmit in high-quality, 24-bit color. This setting is suitable where a high-speed LAN is
used.

e Noise Filter - defaults to 2.
The noise filter setting does not often need to be changed.

Click Reset on the Connection Properties dialog at any time to return to the default settings.
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Tip: Use the Connection Information dialog to monitor the connection in real-time. See Access and Copy
Connection Information

tem Deschpbon Data

1 Device Mama Cromimicnk

2 IP Address 192 16853214

3 Port 443

4 Data infSecond 608 bit's

5 Data OuwySecond 80 bits

[ Decoded FPS 1

7 Avg FPS 958 (16 5ec)

8 Conniect Time 000020

] Resoluton 1024 x P68

10 Rehesh Rate B0 Hz

1 Protocal Version 0131

12 AuwdioPlayback  Disconnected

13 Audio Capture  Disconnected
Ciose

Optimize for: Selections

Video Mode

The Video Mode slider controls each video frame's encoding, affecting video quality, frame rate and
bandwidth.

Connection Properties X
Optirmize for; Text Rpadability |~

Wideo Made: Full Colior 2

i 9 ]
2 £
] Naise Filter- 2 g
i i

| i
Reset [ o Cancel

In general, moving the slider to the left results in higher quality at the cost of higher bandwidth and, in
some cases, lower frame rate.

Moving the slider to the right enables stronger compression, reducing the bandwidth per frame, but
video quality is reduced.



In situations where system bandwidth is a limiting factor, moving the video mode slider to the right can
result in higher frame rates.

When Text Readability is selected as the Optimized setting, the four rightmost modes provide reduced
color resolution or no color at all.

These modes are appropriate for administration work where text and GUI elements take priority, and
bandwidth is at a premium.

Click Reset on the Connection Properties dialog at any time to return to the default settings.

Noise Filter

Unless there is a specific need to do so, do not change the noise filter setting. The default setting is
designed to work well in most situations.

The Noise Filter controls how much interframe noise is absorbed by the KX Il1.
Connection Properties X
Optirnize for;  Ten! Readability

Widhia Made: Full Calar 2

£ U B
& =
. g
g Noise Fifter: 2 =
% &
H [ s
feset oK || Gancel

Moving the Noise Filter slider to the left lowers the filter threshold, resulting in higher dynamic video
quality. However, more noise is likely to come through, resulting in higher bandwidth and lower frame
rates.

Moving the slider to the right raises the threshold, allows less noise and less bandwidth is used. Video
artifacts may be increased.

Moving the noise filter to the right may be useful when accessing a computer GUI over severely
bandwidth-limited connections.

Click Reset on the Connection Properties dialog at any time to return to the default settings.

Connection Information

Open the Connection Information dialog for real-time connection information on your current
connection, and copy the information from the dialog as needed.

See Configuring Connection Properties (on page 28)
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» To open connection info:

1. Click Connection > Info.

Note: Clicking Copy to Clipboard copies the information for pasting.

Connecticn Info

tem Descnpbion

Data

Dazwicar Mama Darmmacricx
2 IP Address 19216653214
3 Port 443
4 Data InfSecond 640 bil's
5 Data OuwSecond 160 biy's
[ Decoded FPS 1
7 Avg. FPS 0.53 (30 Sec)
8 Connecl Time 00:03:07
g Resolution 1024 x TEE
10 Refresh Rate 60 Hz
1 Protocol Version 01.31
12 Audio Playback Disconnected
13 Audio Capture  Disconnected

Copy to Chipboard

Close

» Current connection information:

e Name of the KX 11l

e |P address of the KX II

e Port - The KVM communication TCP/IP port used to access KX IlI.
e Data In/Second - Data rate received from the KX 11|

e Data Out/Second - Data rate sent to the KX III.

e Connect Time - The duration of the current connection.

e FPS - Video frames per second transmitted received from the KX III.
e Average FPS - Average video frames per second.

e Resolution - The target server horizontal and vertical resolution.
e Refresh Rate - Refresh rate of the target server.

e Protocol Version - The version of the protocol.

e Audio Playback - The status of audio playback.

e Audio Capture - The status of audio recording.

USB Profiles

Select a USB profile that best applies to the KVM target server.



For example, if the server is running Windows® operating system, it would be best to use the Generic
profile.

Or, to change settings in the BIOS menu or boot from a virtual media drive, depending on the target
server model, a BIOS profile may be more appropriate.

» To set a USB profile for a target server:

e Choose USB Profile, then choose Generic, or choose Other Profiles to select from a menu.

Connection | USE Profie | Keyboard Mouse Video Audio Virlual Media Smarl Cargs Power Control Tools View Help
- CHaNE: —
% ¥ w @: Other Profies ull | Linux
1 Halp on USH Profiles Mac O5-X (10.4.5 and later)
| HP Profiant DLIS0DLIS0 G4 (Windows 2003 Server installaton))
BIOS IBM Thinkcerine Lenove
RUBY ndustrinl Marboard |AwaraBIOS)
HP Proliant DLISGDLIM0 G4 (HP SmarSian C0)
BIOS Dell PowsrEdgs Keyboard and Mouse Only
Supermicro Mainboard (Phosnix AnarafBa0s)
SuSE Limx 5.2
BIOS Mag
BIOS Lencwd ThinkPad TE1 and X61
BIOS HP Compag DCT100DCTE0D
Usa Full Spead for \irtual Media G
G 8105 Generic
Troubisahaoting 1
Troutleshooting 2
Troubieshoating 3
BIOS HP Prodlant DL143
BIOS Dell PowerEdge 1950/29502970/8550R200
BIOS Dwll Oplipier Keytaard and Mouse Cnly
BIOS Asus PACAND Manhartanrd
BN BiadaCerter H wih AMM
Lisa Full Spaed for Keyboard and Mouse LISE
BiOS HP Proflant DL38S GT
EHOS Dell Optiplex 790 Kayboard Ordy
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» To view details on USB profiles:

e Choose USB Profile > Help on USB Profiles.
Keyboard

Send Ctrl+Alt+Del Macro

Due to its frequent use, a Ctrl+Alt+Delete macro is preprogrammed.

Selecting Keyboard > Send Ctrl+Alt+Del, or clicking on the Ctrl+Alt+Delete button in the toolbar
sends this key sequence to the server or to the KVM switch to which you are currently connected.

In contrast, if you were to physically press the Ctrl+Alt+Del keys, the command would first be

intercepted by your own PC due to the structure of the Windows operating system, instead of sending
the key sequence to the target server as intended.
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Keyboard Macros

Keyboard macros ensure that keystroke combinations intended for the target server are sent to and
interpreted only by the target server. Otherwise, they might be interpreted by your client PC.

Macros are stored on the client PC and are PC-specific. If you use another PC, you cannot see your
macros.

Send LeftAlt+Tab (Switch Between Open Windows on a Target Server)

Select Keyboard > Send LeftAlt + Tab to switch between open windows on the target server.
Setting CIM Keyboard/Mouse Options
To access the DCIM-USBG2 setup menu:

Put the mouse focus on a window such as Note Pad (Windows® operating system) or an equivalent.

Select Set CIM Keyboard/Mouse options. This is the equivalent of sending the Left-Control and Num
Lock to the target. The CIM setup menu options are then displayed.

3. Set the language and mouse settings.
4. Exit the menu to return to normal CIM functionality.

Send Text to Target

To use the Send Text to Target function for the macro:

1. Click the Keyboard > Send Text to Target or click in the toolbar.

2. Enter the text you want sent to the target.

Note: Non-English characters are not supported by the Send Text to Target function.

3. If the target uses a US/International keyboard layout, select the "Target system is set to the US/
International keyboard layout" checkbox.

4. Click OK.

Build a New Macro

To build a macro:

Click Keyboard > Keyboard Macros. The Keyboard Macros dialog appears.

Click Add. The Add Keyboard Macro dialog appears.
Type a name for the macro in the Keyboard Macro Name field. This name appears in the Keyboard
menu after it is created.

4. From the Hot-Key Combination field, select a keyboard combination from the drop-down list. This
allows you to execute the macro with a predefined keystroke. Optional



5. Inthe Keys to Press drop-down list, select each key you would like to use to emulate the keystrokes
that is used to perform the command. Select the keys in the order by which they are to be pressed.
After each selection, select Add Key. As each key is selected, it appears in the Macro Sequence field
and a Release Key command is automatically added after each selection.

For example, create a macro to close a window by selecting Left Alt + F4. This appears in the Macro
Sequence box as follows:

Press Left Alt

Press F4

Release F4

Release Left Alt

6. Review the Macro Sequence field to be sure the macro sequence is defined correctly.
a. Toremove a step in the sequence, select it and click Remove.

b. To change the order of steps in the sequence, click the step and then click the up or down arrow
buttons to reorder them as needed.

7. Click OK to save the macro. Click Clear to clear all fields and start over. When you click OK, the
Keyboard Macros dialog appears and lists the new keyboard macro.

8. Click Close to close the Keyboard Macros dialog. The macro now appears on the Keyboard menu in
the application.

9. Select the new macro on the menu to run it or use the keystrokes you assigned to the macro.

Construct Macro From Text

Construct Macro From Text will enable you to work more efficiently by producing frequently used
phrases and paragraphs with a single command. Create a new macro and then assign text to it.

» To add text to a macro:

1. Choose Keboard > Keyboard Macros.
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2. Click Add > Construct Macro From Text.
3. Enter text in the text box and then click OK to save.

4. Click OK again in the Add Keyboard Macro to save the macro and click Close.
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» To use macros with text:

1. Connect to target you want to send macro to.
2. Choose Keyboard > select the macro you created.
3. Macro will be sent to the target.
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Importing and Exporting Macros

Macros created in VKC cannot be used in AKC or vice versa. Macros created on HKC are only compatible
with HKC, and cannot be used on AKC or VKC. Likewise, macros created on VKC or AKC cannot be used
on HKC.

Import Macros

» To import macros:

1. Choose Keyboard > Import Keyboard Macros to open the Import Macros dialog. Browse to the
folder location of the macro file.

2. Click on the macro file and click Open to import the macro.

a. If too many macros are found in the file, an error message is displayed and the import
terminates once OK is selected.

b. If the import fails, an error dialog appears and a message regarding why the import failed is
displayed. Select OK to continue the import without importing the macros that cannot be
imported.

3. Select the macros to be imported by checking their corresponding checkbox or using the Select All
or Deselect All options.

4. Click OK to begin the import.
a. If a duplicate macro is found, the Import Macros dialog appears. Do one of the following:



= Click Yes to replace the existing macro with the imported version.

= Click Yes to All to replace the currently selected and any other duplicate macros that are
found.

= Click No to keep the original macro and proceed to the next macro

= Click No to All keep the original macro and proceed to the next macro. Any other duplicates
that are found are skipped as well.

= Click Cancel to stop the import.

= Alternatively, click Rename to rename the macro and import it. If Rename is selected, the
Rename Macro dialog appears. Enter a new name for the macro in the field and click OK. The
dialog closes and the process proceeds. If the name that is entered is a duplicate of a macro,
an alert appears and you are required to enter another name for the macro.

b. If during the import process the number of allowed, imported macros is exceeded, a dialog
appears. Click OK to attempt to continue importing macros or click Cancel to stop the import
process.

The macros are then imported. If a macro is imported that contains a hotkey that already exists, the
hotkey for the imported macro is discarded.

Export Macros

Choose Keyboard > Export Macros to open the Select Keyboard Macros to Export dialog.

Select the macros to be exported by checking their corresponding checkbox or using the Select All or
Deselect All options.

3. Click OK. An "Export Keyboard Macros to" dialog is displayed. Locate and select the macro file. By
default, the macro exists on your desktop.

4. Select the folder to save the macro file to, enter a name for the file and click Save. If the macro
already exists, you receive an alert message.

5. Select Yes to overwrite the existing macro or No to close the alert without overwriting the macro.
Video Properties

Refreshing the Screen

The Refresh Screen command forces a refresh of the video screen. Video settings can be refreshed
automatically in several ways:

e The Refresh Screen command forces a refresh of the video screen.
e The Auto-sense Video Settings command automatically detects the target server's video settings.

e The Calibrate Color command calibrates the video to enhance the colors being displayed.

In addition, you can manually adjust the settings using the Video Settings command.
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» To refresh the video settings, do one of the following:

e Choose Video > Refresh Screen, or click the Refresh Screen button in the toolbar.

Auto-Sense Video Settings
The Auto-sense Video Settings command forces a re-sensing of the video settings (resolution, refresh
rate) and redraws the video screen.

» To automatically detect the video settings:

+ +

e Choose Video > Auto-sense Video Settings, or click the Auto-Sense Video Settings button in
the toolbar.

A message stating that the auto adjustment is in progress appears.

Calibrating Color

Use the Calibrate Color command to optimize the color levels (hue, brightness, saturation) of the
transmitted video images.

The color settings are on a target server-basis.

Note: When color is successfully calibrated, the values are cached and reused each time you switch to
the target. Changes to the brightness and contrast in Video Settings are not cached. Changing resolution
resets the video to the cached values again. You can clear the cached values in Video > Clear Video
Settings Cache. See Clear Video Settings Cache (on page 40).

» To calibrate the color:

e Choose Video > Calibrate Color, or click the Calibrate Color button * in the toolbar.
The target device screen updates its color calibration.

Adjusting Video Settings

Use the Video Settings command to manually adjust the video settings.
» To change the video settings:

Choose Video > Video Settings to open the Video Settings dialog.

Adjust the following settings as required. As you adjust the settings the effects are immediately
visible:

a. PLL Settings: Clock - Controls how quickly video pixels are displayed across the video screen.
Changes made to clock settings cause the video image to stretch or shrink horizontally. Odd
number settings are recommended. Under most circumstances, this setting should not be
changed because the autodetect is usually quite accurate.



Phase - Phase values range from 0 to 31 and will wrap around. Stop at the phase value that
produces the best video image for the active target server.

b. Brightness: Use this setting to adjust the brightness of the target server display.
Brightness Red - Controls the brightness of the target server display for the red signal.
Brightness Green - Controls the brightness of the green signal.

Brightness Blue - Controls the brightness of the blue signal.

C. Contrast Red - Controls the red signal contrast.

Contrast Green - Controls the green signal.
Contrast Blue - Controls the blue signal.

If the video image looks extremely blurry or unfocused, the settings for clock and phase can be
adjusted until a better image appears on the active target server.

Warning: Exercise caution when changing the Clock and Phase settings. Doing so may result in
lost or distorted video and you may not be able to return to the previous state. Contact Technical
Support before making any changes.

d. Horizontal Offset - Controls the horizontal positioning of the target server display on your
monitor.
e. Vertical Offset - Controls the vertical positioning of the target server display on your monitor.
3. Select Automatic Color Calibration to enable this feature.
4. Select the video sensing mode.
e Best possible video mode

The device will perform the full Auto Sense process when switching targets or target resolutions.
Selecting this option calibrates the video for the best image quality.

® Quick sense video mode

With this option, the device will use a quick video Auto Sense in order to show the target's video
sooner. This option is especially useful for entering a target server's BIOS configuration right after a
reboot.

5. Click OK to apply the settings and close the dialog. Click Apply to apply the settings without closing
the dialog.
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Note: Some Sun background screens, such as screens with very dark borders, may not center precisely
on certain Sun servers. Use a different background or place a lighter colored icon in the upper left
corner of the screen.
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Clear Video Settings Cache

You can clear the video settings cache to delete old settings that do not apply anymore, such as when a
target server is replaced. When you clear the video settings cache, the server automatically does a
video auto-sense and color calibration. The new values are cached and reused when the target is
accessed again.

To clear the video settings cache:

e Choose Video > Clear Video Settings Cache in the toolbar.

Screenshot from Target Command (Target Screenshot)

Take a screenshot of a target server using the Screenshot from Target server command. If needed, save
this screenshot to a file location of your choosing as a bitmap, JPEG or PNG file.



» To take a screenshot of the target server:

Select Video > Screenshot from Target, or click the Target Screenshot button on the toolbar.

In the Save dialog, choose the location to save the file, name the file, and select a file format from
the 'Files of type' drop-down.

3. Click Save to save the screenshot.
Mouse Options

You can operate in either single mouse mode or dual mouse mode.
When in a dual mouse mode, and provided the option is properly configured, the mouse cursors align.

When controlling a target server, the Remote Console displays two mouse cursors - one belonging to
your KX Il client workstation, and the other belonging to the target server.

When there are two mouse cursors, the device offers several mouse modes:

e Absolute (Mouse Synchronization)
¢ Intelligent (Mouse Mode)
e Standard (Mouse Mode)

When the mouse pointer lies within the KVM Client target server window, mouse movements and clicks
are directly transmitted to the connected target server. While in motion, the client mouse pointer
slightly leads the target mouse pointer due to mouse acceleration settings.

Intelligent mode requires that "Enhanced Pointer Precision" is unticked on the target (Control Panel/
Mouse/Pointer Options) and mouse speed is 50%.

Single mouse mode allows you to view only the target server's pointer. You can use Single mouse mode
when Intelligent and Standard Modes don't work. You can toggle between these two modes (single
mouse and dual mouse).

Dual Mouse Modes

Absolute Mouse Synchronization

In this mode, absolute coordinates are used to keep the client and target cursors in synch, even when
the target mouse is set to a different acceleration or speed. This mode is supported on servers with USB
ports and is the default mode for virtual media CIMs.

e Absolute Mouse Synchronization requires the use of a virtual media CIM - D2CIM-VUSB, D2CIM-
DVUSB, D2CIM-DVUSB-DVI, D2CIM-DVUSB-HDMI, D2CIM-DVUSB-DP, D2CIM-VUSB-USBC

» To enter Absolute Mouse Synchronization:

e Choose Mouse > Absolute from the KVM client.

The black USB connector on the DVUSB CIMs are used for the keyboard and mouse. The gray connector
is used for virtual media.
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For CIMs with two USB plugs, keep both connected to the device.

The device may not operate properly if both plugs are not connected to the target server.

Intelligent Mouse Mode

In Intelligent Mouse mode, the device can detect the target mouse settings and synchronize the mouse
cursors accordingly, allowing mouse acceleration on the target. Intelligent mouse mode is the default
for non-VM targets.

Enter Intelligent Mouse Mode

To enter intelligent mouse mode:

e Choose Mouse > Intelligent.

Intelligent Mouse Synchronization Conditions

The Intelligent Mouse Synchronization command, available on the Mouse menu, automatically
synchronizes mouse cursors during moments of inactivity. For this to work properly, however, the
following conditions must be met:

e The active desktop should be disabled on the target.

e No windows should appear in the top left corner of the target page.

e There should not be an animated background in the top left corner of the target page.
e The target mouse cursor shape should be normal and not animated.

e For optimal mouse performance, set the target mouse speed to 50%. Avoid using extremely low or
high mouse speed settings.

e The target advanced mouse properties such as “Enhanced pointer precision" or “Snap mouse to
default button in dialogs” should be disabled.

e The edges of the target video should be clearly visible (that is, a black border should be visible
between the target desktop and the remote KVM console window when you scroll to an edge of the
target video image).

* When using the intelligent mouse synchronization function, having a file icon or folder icon located
in the upper left corner of your desktop may cause the function not to work properly. To be sure to
avoid any problems with this function, do not have file icons or folder icons in the upper left corner
of your desktop.

After autosensing the target video, manually initiate mouse synchronization by clicking the Synchronize
Mouse button on the toolbar. This also applies when the resolution of the target changes if the mouse
cursors start to desync from each other.

If intelligent mouse synchronization fails, this mode will revert to standard mouse synchronization
behavior.

Please note that mouse configurations will vary on different target operating systems. Consult your OS
guidelines for further details. Also note that intelligent mouse synchronization does not work with UNIX
targets.



Standard Mouse Mode

Standard Mouse mode uses a standard mouse synchronization algorithm. The algorithm determines
relative mouse positions on the client and target server.

In order for the client and target mouse cursors to stay in synch, mouse acceleration must be disabled.
Additionally, specific mouse parameters must be set correctly.

» To enter Standard Mouse mode:

e Choose Mouse > Standard.
Mouse Synchronization Tips

If you have an issue with mouse synchronization:

1. Verify that the selected video resolution and refresh rate are among those supported by the device.
The KVM Client Connection Info dialog displays the actual values that the device is seeing.

Force an auto-sense by clicking the KVM Client auto-sense button.

If that does not improve the mouse synchronization (for Linux, UNIX, and Solaris KVM target
servers):

a. Open a terminal window.
b. Enter the following command: xset mouse 1 1

C. Close the terminal window.

4. Click the "KVM Client mouse synchronization" button
Synchronize Your Mouse

In dual mouse mode, the Synchronize Mouse command forces realignment of the target server mouse
cursor with the client mouse cursor.

» To synchronize the mouse cursors, do one of the following:

e C(lick the Synchronize Mouse button H:i‘ in the KVM client toolbar, or select Mouse > Synchronize
Mouse from the menu bar.

Note: This option is available only in Standard and Intelligent mouse modes.

Cursor Shape

In dual mouse modes, you can select a custom cursor shape for your session. To make the cursor
selection permanent, see Client Launch Settings (on page 47).

» To change the cursor shape:

e Choose Mouse > Cursor Shape, then select from the list.
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Single Mouse Mode

Single Mouse mode uses only the target server mouse cursor; the client mouse cursor no longer
appears onscreen.

Note: Single mouse mode does not work on Windows or Linux targets when the client is running on a
Virtual Machine.

» To enter single mouse mode, do one the following:

e Choose Mouse > Single Mouse Cursor.

R

e Click the Single/Double Mouse Cursor button in the toolbar.

» To exit single mouse mode:
1. Press Ctrl+Alt+0 on your keyboard to exit single mouse mode.
Tool Options

General Settings

1. Click Tools > Options. The Options dialog appears.
e Select the Enable Logging checkbox only if directed to by Technical Support.
This option creates a log file in your home directory.
¢ Keyboard Type--not visible in AKC, because the keyboard type defaults to the local client:



= English (UK)

= English (US/Int'l)

= French (France)

= German (Germany)

= Japanese

= United Kingdom

= Korean (Korea)

= French (Belgium)

= Norwegian (Norway)

= Portuguese (Portugal)
= Danish (Denmark)

= Swedish (Sweden)

= German (Switzerland)
= Hungarian (Hungary)

= Spanish (Spain)

= [talian (Italy)

= Slovenian

* Translation: French - US
= Translation: French - US International

e Select Adjust Full Screen Window Size to Target Resolution Instead of Client Resolution if you prefer.
Option not available for Linux clients. See Adjust Full Screen Window Size to Target Resolution (on
page 47) for examples.

e Disable Menu in Full Screen: This option prevents the menu from popping back up when cursor
approaches while in Full Screen mode.

e Configure hotkeys:

e Toggle Full Screen Mode - Hotkey.

When you enter Full Screen mode, the display of the target server becomes full screen and
acquires the same resolution as the target server.

This is the hotkey used for toggling in and out of this mode.
e Toggle Single Cursor Mode - Hotkey.
When you enter single cursor mode, only the target server mouse cursor is visible.

This is the hotkey used to toggle in and out of single cursor mode, removing and bringing back
the client mouse cursor.

e Toggle Scaling Mode - Hotkey.
When you enter scaling mode, the target server scales to fit your display.
This is the hotkey used to toggle in and out of scaling mode.

e Disconnect from Target - Hotkey.
Enable this hotkey to allow users to quickly disconnect from the target.

For hotkey combinations, the application does not allow you to assign the same hotkey combination
to more than one function.

For example, if Q is already applied to the Disconnect from Target function, it won't be available for
the Toggle Full Screen Mode function.
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Further, if a hotkey is added to the application due to an upgrade and the default value for the key is
already in use, the next available value is applied to the function instead.

1. Click OK.
Keyboard Limitations

Turkish Keyboards

Turkish keyboards are only supported on Active KVM Client (AKC).
Slovenian Keyboards

The < key does not work on Slovenian keyboards due to a JRE limitation.

Language Configuration on Linux

On Linux, Azul's OpenJDK/JRE may encounter issues generating correct key events for foreign-language
keyboards configured via System Preferences. Use the methods outlined in the following table to
configure foreign keyboards.

Language Configuration method

US Intl Default

French Keyboard Indicator

German System Settings (Control Center)
Japanese System Settings (Control Center)
UK System Settings (Control Center)
Korean System Settings (Control Center)
Belgian Keyboard Indicator

Norwegian Keyboard Indicator

Danish Keyboard Indicator

Swedish Keyboard Indicator

Hungarian System Settings (Control Center)
Spanish System Settings (Control Center)
Italian System Settings (Control Center)
Slovenian System Settings (Control Center)
Portuguese System Settings (Control Center)

Note: The Keyboard Indicator should be used on Linux systems using Gnome as a desktop environment.




Adjust Full Screen Window Size to Target Resolution

When Adjust Full Screen Window Size to Target Resolution instead of Client Resolution is enabled, the
client starts in full-screen in a window equal to the target's resolution, not the resolution of the client
monitor. If you have a multi-monitor client, a full-screen window may cover more than one monitor. See
General Settings for instructions on enabling the setting.

» Example:

The client has a multi-head environment with 8 monitors, 1920 x 1080 each with the following

arrangement:
1 2 3 4
5 6 7 8

A KVM session is launched on monitor 6 with a the target resolution of 3840 x 1080. The client window
opens on monitor 6 and 7 in native resolution and covers both monitors by 100%.

Client Launch Settings

Configuring client launch settings allows you to define the screen settings for a KVM session.

» To configure client launch settings:

1. Click Tools > Options. The Options dialog appears.
2. Click on the Client Launch Settings tab.
¢ To configure the target window settings:

= Select 'Standard - sized to target Resolution' to open the window using the target's current
resolution. If the target resolution is greater than the client resolution, the target window covers
as much screen area as possible and scroll bars are added (if needed).

= Select 'Full Screen' to open the target window in full screen mode.
¢ To configure the monitor on which the target viewer is launched:

= Select 'Monitor Client Was Launched From' if you want the target viewer to be launched using
the same display as the application that is being used on the client (for example, a web browser
or applet).

= Use 'Select From Detected Monitors' to select from a list of monitors that are currently detected
by the application. If a previously selected monitor is no longer detected, 'Currently Selected
Monitor Not Detected' is displayed.

¢ To configure cursor shape:

= Select Default arrow, Dot, Crosshair, or Transparent to set the cursor shape for all sessions. Use
the Mouse menu to change the cursor shape during a session.

¢ To configure additional launch settings:
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= Select 'Enable Single Cursor Mode' to enable single mouse mode as the default mouse mode
when the server is accessed.

= Select 'Enable Scale Video' to automatically scale the display on the target server when it is
accessed.

= Select 'Pin Menu Toolbar' if you want the toolbar to remain visible on the target when it is in Full
Screen mode. By default, while the target is in Full Screen mode, the menu is only visible when
you hover your mouse along the top of the screen.

= Always Show Tool Bar, Vertical Toolbar and Always Show Status Bar are per-user settings that are
stored in the computer you are accessing the client from, so if you use a different computer, the
setting may be different. Select to keep tool bar and status bar visible as default, deselect to
keep tool bar and status bar hidden as default.

3. Click OK.
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Configuring Port Scan Settings in VKC/VKCS and AKC

Configuring port scan options in VKC/VKCS and AKC applies to scanning from the Remote Console.

To configure port scan options for the Local Console, see Configure Local Console Scan Settings (on page
356)

Use the port scanning feature to search for selected targets, and display them in a slide show view,
allowing you to monitor up to 32 targets at one time.

You can connect to targets or focus on a specific target as needed. Scans can include standard targets,
blade servers, tiered devices, and KVM switch ports.

Configure scan settings from either the VKC/VKCS or AKC.

See Scanning Ports - Remote Console (on page 343)

Use the Scan Settings tab to customize the scan interval and default display options.

Configure Port Scan

» To set scan settings:

Click Tools > Options. The Options dialog appears.
Select the Scan Settings tab.

In the "Display Interval" field, specify the number of seconds you want the target that is in focus to
display in the center of the Port Scan window.

4. Inthe "Interval Between Ports" field, specify the interval at which the device should pause between
ports.

5. Inthe Display section, change the default display options for the thumbnail size and split orientation
of the Port Scan window.

6. Click OK.

Collecting a Diagnostic Snapshot of the Target

Administrators are able to collect a "snapshot" of a target.
The "snapshot" function generate log files and image files from the target.

It then bundles these files in a zip file that can be sent to Technical Support to help diagnose technical
problems you may be encountering.

The following files are included in the zip file:

e screenshot_image.png

This is a screenshot of the target that captures a picture of the issue you are experiencing. This
feature operates like the "Screenshot from Target" feature.

® raw_video_image.png:
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A snapshot image created from raw video data. Please note that client's postprocessing is applied,
just as if it were a "regular" screen update.

e raw_video_ycbcr420.bin:
Binary file of the raw snapshot.
e raw_video_ycbcr420.txt:
Text file containing data used to help diagnose issues.
e Log.txt file:
These are the client logs.
Note that the logs are included even if you have not enabled information to be captured in them. VKC
uses internal memory to capture the information in this case.

Collect a Diagnostic Snapshot

To capture a diagnostic snapshot:

"
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Steps
o Access a target, and then click Tools > Collect a Diagnostic Snapshot.
Several messages are displayed as the information is collected.
@ You are prompted to save the zip file containing the diagnostic files.
9 The zip file containing the diagnostic files is saved.
View Options

View Toolbar

You can change the Virtual KVM client's toolbar position (Vertical or Horizontal) or hide it from being
displayed.



e Choose View > Toolbar.

Tools View Help

Toolbar » Hidden
+ Status Bar +  Vertical
Scale Video

Full Screen

Horizontal

e Select Hidden from the list, so the toolbar is no longer displayed.

* You can also select Vertical/Horizontal to display the toolbar vertically or horizontally.

“ontrol Tools View Help

Toolbar > Hidden
~* Status Bar 3 Vertical

Scale Video Horizontal

Full Screen
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View Status Bar

By default, the status bar is displayed at the bottom of the target window.
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» To hide the status bar:
e C(Click View > Status Bar to deselect it.
» To restore the status bar:

e Click View > Status Bar to select it.

Scale Video

Scaling your target window allows you to view the entire contents of the target server window.
This feature increases or reduces the size of the target video to fit the Virtual KVM Client window size,
and maintains the aspect ratio so that you see the entire target server desktop without using the scroll

bar.

To toggle scaling (on and off):

» To turn off scaling:

e Click View > Scale Video to deselect it.
» To turn on scaling:

e Click View > Scale Video to select it.

Full Screen Mode
When you enter Full Screen mode, the target's full screen is displayed and acquires the same resolution
as the target server.

The hotkey used for exiting this mode is specified in the Options dialog, see Tool Options (on page 44).

While in Full Screen mode, moving your mouse to the top of the screen displays the Full Screen mode
menu bar. The behavior of the menu in full screen mode is affected by some options on the Tool
Options menu. See Tool Options > General Settings > Full Screen options

If you want the menu bar to remain visible while in Full Screen mode, enable the Pin Menu Toolbar
option from the Tool Options dialog. See Tool Options (on page 44).



» To enter full screen mode:

KA
K
e Choose View > Full Screen, or click the Full Screen button

» To exit full screen mode:

e Press the hotkey configured in the Tool's Options dialog. The default is Ctrl+Alt+M.

If you want to access the target in full screen mode at all times, you can make Full Screen mode the
default.

» To set Full Screen mode as the default mode:

1. Click Tools > Options to open the Options dialog.
2. Select Enable Launch in Full Screen Mode and click OK.
Connect to Virtual Media

See Virtual Media (on page 18)

Smart Cards

Using the KX lll, you are able to mount a smart card reader onto a target server to support smart card
authentication and related applications.

For a list of supported smart cards, smart card readers, and additional system requirements, see Smart
Card Minimum System Requirements, CIMs and Supported/Unsupported Smart Card Readers (on page
53).

Note: The USB Smart Card token (eToken NG-OTP) is only supported from the remote client.

Smart card reader mounting is also supported from the Local Console.

See Local Console Smart Card Access (on page 356).

Smart Card Minimum System Requirements, CIMs and Supported/Unsupported Smart
Card Readers

Before you begin using a smart card reader, review the following:

e Smart Card Minimum System Requirements (on page 388)

e Supported Computer Interface Module (CIMs) Specifications (on page 382)

e Supported Smart Card Readers (on page 389)

Authentication When Accessing a Smart Card Reader

When accessing a server remotely, you can select an attached smart card reader and mount it onto the
server.
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Smart card authentication is used with the target server, it is not used to log into the device. Therefore,
changes to smart card PIN and credentials do not require updates to device accounts.

PC Share Mode and Privacy Settings when Using Smart Cards
When PC-Share mode is enabled on the device, multiple users can share access to a target server.

However, when a smart card reader is connected to a target, the device will enforce privacy regardless
of the PC-Share mode setting.

In addition, if you join a shared session on a target server, the smart card reader mounting will be
disabled until exclusive access to the target server becomes available.

Smart Card Reader Detected

After a KVM session is established with a target server, a Smart Card menu and button are available in
VKC and AKC.

Once the Smart Card button is selected or Smart Card is selected from the menu, the smart card readers
that are detected as attached to the remote client are displayed in a dialog.

From this dialog, you can attach additional smart card readers, refresh the list of smart card readers
attached to the target, and detach smart card readers.

You are also able to remove or reinsert a smart card. This function can be used to provide notification to
a target server OS that requires a removal/reinsertion in order to display the appropriate login dialog.
Using this function allows the notification to be sent to a single target without affecting other active
KVM sessions.

Mount a Smart Card Reader

When mounted onto the target server, the card reader and smart card will cause the server to behave
as if they had been directly attached.

Removal of the smart card or smart card reader will cause the user session to be locked or you will be
logged out depending on how the card removal policy has been setup on the target server OS.

When the KVM session is terminated, either because it has been closed or because you switch to a new
target, the smart card reader will be automatically unmounted from the target server.

» To mount a smart card reader from VKC or AKC:

1. Click the Smart Card menu and then select Smart Card Reader. Alternatively, click the Smart Card

button in the toolbar.
Select the smart card reader from the Select Smart Card Reader dialog.
Click Mount.

4. A progress dialog will open. Check the 'Mount selected card reader automatically on connection to
targets' checkbox to mount the smart card reader automatically the next time you connect to a
target. Click OK to begin the mounting process.



Update a Smart Card Reader

» To update the smart card in the Select Smart Card Reader dialog:

e Click Refresh List if a new smart card reader has been attached to the client PC.

Send Smart Card Remove and Reinsert Notifications

» To send smart card remove and reinsert notifications to the target:

e Select the smart card reader that is currently mounted and click the Remove/Reinsert button.

Unmount (Remove) a Smart Card Reader

» To unmount a smart card reader:

e Select the smart card reader to be unmounted and click the Unmount button.

Digital Audio

The KX Ill supports end-to-end, bidirectional, digital audio connections for digital audio playback and
capture devices from a remote client to a target server.

The audio devices are accessed over a USB connection.

e Current device firmware is required.

The audio devices are accessed over a USB connection.

e Current device firmware is required.

e One of the following CIMs must be used:
D2CIM-DVUSB

D2CIM-DVUSB-DVI
D2CIM-DVUSB-HDMI
D2CIM-DVUSB-DP
D2CIM-DVUSB-MDP

Windows®, Linux” and Mac” operating systems are supported. VKC, VKCS, and AKC support connections
to audio devices.

Note: Audio CDs are not supported by virtual media so they do not work with the audio feature.

e Before you begin using the audio feature, review the audio related information documented in the
next sections.

Note: Audio formats are no longer selectable from all clients (HKC, AKC, VKCs). It is now set to Stereo 16
bit 44100Hz and cannot be changed.
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Supported Audio Device Formats

The KX Ill supports one playback and capture device and one record device on a target at a time. The
following audio device formats are supported:

e Stereo, 16 bit, 44.1K

Digital Audio VKC and AKC Icons

These icons are located in status bar at the bottom of the client window.

Icon Name |Audio Icons | Description
- Blinking waves indicate an audio playback session is currently streaming
Speakers ol A black speaker icon is displayed when the audio playback session is
connected, but not streaming audio.
Ix A cross in front of the speaker icon means the audio is
disconnected.
" inking waves indicate an audio capture session is currently
Blinki indicat di t ioni tl
underway.
Microphone \!’ A black Microphone icon is displayed without waves when
connected, but not is use.
& A slash on the microphone icon indicates the microphone is
disconnected.

Audio Playback and Capture Recommendations and Requirements

Audio Level
e Set the target audio level to a mid-range setting.
For example, on a Windows® client, set the audio to 50 or lower.

This setting must be configured through the playback or capture audio device, not from the client audio
device control.
Recommendations for Audio Connections when PC Share Mode is Enabled

If you are using the audio feature while running PC Share mode, audio playback and capture are
interrupted if an additional audio device is connected to the target.



For example, User A connects a playback device to Targetl and runs an audio playback application then
User B connects a capture device to the same target. User A's playback session is interrupted and the
audio application may need to be restarted.

The interruption occurs because the USB device needs to be re-enumerated with the new device
configuration.

It may take some time for the target to install a driver for the new device.
Audio applications may stop playback completely, go to the next track, or just continue playing.

The exact behavior is dependent on how the audio application is designed to handle a disconnect/
reconnect event.
Bandwidth Requirements

The table below details the audio playback and capture bandwidth requirements to transport audio.

Audio format Network bandwidth requirement

44.1 KHz, 16bit stereo 176 KB/s

In practice, the bandwidth used when an audio device connects to a target is higher due to the
keyboard and video data consumed when opening and using an audio application on the target.

A general recommendation is to have at least a 1.5MB connection before running audio/video.

e However, high video-content, full-color connections using high-target screen resolutions consume
much more bandwidth and impact the quality of the audio considerably.

e Set Smoothing to High. This will improve the appearance of the target video by reducing displayed
video noise

e Under Video settings, set the Noise Filter to its highest setting of 7 (highest value) so less bandwidth
is used for target screen changes

Saving Audio Settings

Audio device settings are applied on a per KX Il device basis.

Once the audio devices settings are configured and saved on the KX Ill, the same settings are applied to
it.

See: Connecting and Disconnecting from a Digital Audio Device (on page 58) for information on
connecting to and configuring an audio device, and Adjusting Capture and Playback Buffer Size (Audio
Settings) (on page 59) for information on audio device buffer settings.

If you are using the audio feature while running PC Share mode and VM Share mode so multiple users
can access the same audio device on a target at once, the audio device settings of the user who initiates
the session are applied to all users who join the session.

So, when a user joins an audio session, the target machine settings are used.
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Connecting to Multiple Targets from a Single Remote Client

Connect to audio on up to four (4) target servers at the same time from a single, remote client.

See: Connecting and Disconnecting from a Digital Audio Device (on page 58) for information on
connecting to audio devices.

A Speaker icon <) s displayed in the status bar at the bottom of the client window. It is grayed out
*1-
when no audio is being used. When the Speaker icon and Microphone icon
status bar, the session is being captured as it is streamed.

are displayed in the

Note: When audio is connected, the idle user timeout setting is ignored.

Operating System Audio Playback Support

Review the table shown here to see which client works with audio playback/capture for each operating
system:

Operating system Audio playback and capture supported by:

Windows® e Active KVM Client (AKC)

e Virtual KVM Client (VKC)
Linux® e Virtual KVM Client (VKC)

Mac® e Virtual KVM Client (VKC)
Connecting and Disconnecting from a Digital Audio Device
Audio device settings are applied on a per KX Il device basis.

Once the audio devices settings are configured and saved on the KX I, the same settings are applied to
it.

See: Saving Audio Settings (on page 57) for more information.

Note: If you are using the audio feature while running PC Share mode and VM Share mode, see: Audio
Playback and Capture Recommendations and Requirements (on page 56), Audio Playback and Capture
Recommendations and Requirements (on page 390) for important information.

Connect to a Digital Audio Device

» To connect to an audio device:

1. Connect the audio device to the remote client PC prior to launching the browser connection to the
KX 1.

2. Connect to the target from the Port Access page.

¥
3. Once connected, click the Audio button in the toolbar.



The Connect Audio Device dialog appears. A list of available audio devices connected to the remote client
PC is displayed.

Note: If there are no available audio devices connected to the remote client PC, the Audio icon is grayed
out. .

4. Check Connect Playback Device if you are connecting to a playback device.
5. Select the device that you wish to connect from the drop-down list.
6. Select the audio format for the playback device from the Format: drop-down.

Note: Select the format that you wish to use based on the available network bandwidth. Formats with
lower sampling rates consume less bandwidth and may tolerate more network congestion.

7. Select the "Mount selected playback device automatically on connection to target" checkbox to
automatically connect an audio playback device when you connect to an audio supporting target.

8. Check Connect Recording Device if you are connecting a recording device.

Note: The device names listed in the Connect Recording Device drop-down are truncated to a maximum
of 30 characters for Java clients.

9. Select the device that you wish to connect from the drop-down list.

10. Select the audio format for the recording device from the Format: drop-down.

11. Click OK. If the audio connection is established, a confirmation message appears. Click OK.
If the connection was not established, an error message appears.

Once an audio connection is established, the Audio menu changes to Disconnect Audio. The settings for
the audio device are saved and applied to subsequent connections to the audio device.

L D]

A Speaker icon is displayed in the status bar at the bottom of the client window. It is grayed out

Y
when no audio is being used. When the Speaker icon and Microphone icon * are displayed in the

status bar, the session is being captured as it is streamed.

Disconnect from an Audio Device

» To disconnect from the audio device:

)
e (Click the Audio icon in the toolbar and select OK when you are prompted to confirm the
disconnect. A confirmation message appears. Click OK.

Adjusting Capture and Playback Buffer Size (Audio Settings)

Once an audio device is connected, the buffer size can be adjusted as needed.

This feature is useful for controlling the quality of the audio, which may be impacted by bandwidth
limitations or network spikes.

Increasing the buffer size improves the audio quality but may impact the delivery speed.
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The maximum available buffer size is 400 milliseconds since anything higher than that greatly impacts
audio quality.

The buffer size can be adjusted whenever needed, including during an audio session.
Audio settings are configured in VKC or AKC.

Adjust Audio Settings

» To adjust audio settings:

1. Select Audio Settings from the Audio menu. The Audio Settings dialog opens.
2. Adjust the capture and/or playback buffer size as needed. Click OK.

Audio Device Settings
Buffer Sizes (ms)
Playback 120 40 eo—y 400
Advanced
Velurne 100 0 100

Power Control Using VKC, VKCS, and AKC

You can power on, power off, and power cycle a target through the outlet it is connected to.

Access the target, and then select a power control option from the Power Control menu.

h;_‘ﬂg Conmection LSE Profie Keyboard Mouss Video Audic Virtual Medis Smar Cards |Power Control | Tocis \iew Help
DBLIULHALEBAZIDES B EE | rowor

Power Cycle

The menu option is disabled if you do not have permission for power control, and when outlets are not
associated with the port.



Note: The KVM client's Power Control can manage the outlets of the PDU connected to the KVM device.

Version Information

For version information about the client, in case you require assistance from Raritan Technical Support.
» Virtual KVM Client:

e Choose Help > About Raritan Virtual KVM Client.
» Active KVM Client:

e Choose Help > About Raritan Active KVM Client.
» HTML KVM Client:

e Choose Help > About Raritan HTML KVM Client.

Active KVM Client (AKC)

To launch AKC, enter https://<IP address>/akc in a browser.
The Active KVM Client (AKC) is based on Microsoft Windows .NET® technology.
This allows you to run the client in a Windows environments without Java..

For details on using the features, see Virtual KVM Client (VKC and VKCs) Help (on page 27).

Recommended Minimum Active KVM Client (AKC) Requirements

It is recommended that the Active KVM Client (AKC) machines meet the following minimum
requirements.

e Client machine with either a -

¢ 'modern' dual-core CPU for a single connections, or

® 'modern' quad core CPU for two or more simultaneous connections
e 4GB of RAM

AKC Supported Microsoft .NET Framework

The Active KVM Client (AKC) requires Windows .NET®. See the Release Notes for supported versions.

AKC Supported Operating Systems

When launched from Edge®, the Active KVM Client (AKC) allows you to reach target servers via the KX
M.
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AKC is compatible with the following platforms:

e Windows 11 ° operating system (up to 64 bit)
See the Release Notes for the latest supported versions.

AKC Supported Browsers

See the Release Notes for supported browser versions.

Prerequisites for Using AKC

Allow Cookies

Ensure the cookies from the IP address of the device that is being accessed are not currently being
blocked.

Include KX Il IP Address in 'Trusted Sites Zone'

Add the IP address of the device being accessed to the browser's Trusted Sites Zone.

Disable 'Protected Mode'

Make sure that Protected Mode is not on when accessing this device.



Device certificate requirement for AKC

To validate the AKC server certificate following steps must be performed

e Administrators must upload a valid certificate to the device or generate a self-signed certificate on
the device. The certificate must have a valid host designation.

e Each user must add the CA certificate (or a copy of self-signed certificate) to the Trusted Root CA
store in their browser.

Edge Chromium versions

The Edge Chromium browser has experimental ClickOnce support which must be enabled for AKC. The
browser will not detect support for ClickOnce, so you will still need to download AKC manually.

¢ To enable ClickOnce in Edge: Type edge://flags in the browser, search for ClickOnce support, set to
enabled and restart the browser.

* To download AKC manually: Go to the KX Il URL, for example https://(KX-IP-Hostname)/akc then
select "Please click here" on the message showing that ClickOnce support has not been detected.

Browser Tips for AKC

e |f AKC fails to launch and displays an application error, you may need to delete the ClickOnce cache.
https://docs.microsoft.com/en-us/troubleshoot/dotnet/framework/clickonce-application-fails-
update

Connect to a Target from Virtual KVM Client (VKC), Standalone VKC (VKCs),
or Active KVM Client (AKC)

Once you have logged on to the KX Il Remote Console, access target servers via the Virtual KVM Client
(VKC), Standalone VKC (VKCs), or Active KVM Client (AKC).

» To connect to an available server:

1. Onthe Port Access page, click on the port name of the target server you want to connect to. The
Port Action menu opens.

2. Click Connect.

Hama = Post

Port Access

Click on the individual
@/ 4 Remote KVM char

| Vi By Grg

See Port Action Menu (on page 111) for details on additional available menu options.
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HTML KVM Client (HKC)

The HTML KVM client (HKC) provides KVM over IP access that runs in the browser without the need for
applets or browser plugins. HKC uses Javascript, NOT Java.

HKC runs on Linux and Mac clients, and on Windows clients in, Edge, Firefox, Chrome and Safari
browsers.

A mobile version of HKC also runs on iOS v10 and higher. See KVM Client Launching (on page 26) for a
full matrix of clients.

Many KVM features are supported. Future releases will provide more advanced KVM features.
Supported Features:

e Connection Properties

e USB Profiles

e Video Settings

e Audio Playback

e Virtual Media

e Dual Video Targets

e Keyboard Macros

e Import and Export of Keyboard Macros
e Send Text to Target

e Keyboard and Mouse Settings
* Single Mouse Mode

e Power Control

Not supported:

e Port Scanning
e Smartcard
e Limited Tools Menu options.

e Limited keyboard support: US-English, UK-English, French, German, Swiss-German, Swedish and
Japanese are supported.

e Hotkeys for keyboard macros.
e Pre-populated keyboard macros for Sun targets.

e (Can only create Macros from keys that exist on the client PC, no special function keys except for
delay key.

e Virtual Media write not supported.
e USB drive connects.

e Audio capture.



» Tips and Known Issues:

e Ensure that the device certificate is installed and trusted. The certificate Common name should
match the IP address/Hostname used to connect to the device. See SSL and TLS Certificates (on
page 253) for information on creating and installing certificates

e When Single Mouse Mode in the Edge browser is selected for the first time, the user is prompted to
turn off the local mouse pointer. Select the bottom part of the Yes button.

e Target connections from Chrome 61 running on Fedora requires HardWare Acceleration to be
enabled.

e If erratic mouse response is seen in Single Mouse mode on Fedora clients using the default Gnome
desktop, use the Gnome classic desktop.

* To enable scrollbars on Mac Browser target connections: On the OS menu bar, choose System
Preferences > General > Show scroll bars: Always.

e For Mac/Safari IPv6 device connections, use device hostname.
e C(Client Keyboard input selection should be set for each device individually.

e If encountering issues on browsers that have previously connected to an older version, it may be
necessary to clear the Cache Web Content from the browser.

® From Chrome running on Linux, to get * *~ or %, the key needs to be hit three times, or twice followed
by a space.

e |f HKC does not load, but rather displays a white screen, your browser memory may be full. Close all
browser windows and try again.

e In Chrome, disable the background throttling to prevent background tabs from disconnecting after a
certain amount of time. Go to chrome://flags, then search for "throttle". Set "Throttle Javascript
timers in backgound" and "Calculate window occlusion on Windows" to "Disabled". Restart chrome
to apply settings.

Connection Properties

Connection properties manage streaming video performance over remote connections to target
servers.

The properties are applied only to your connection - they do not impact the connection of other users
accessing the same target servers.

If you make changes to connection properties, they are retained by the client.
» To view connection properties:

e Choose File > Connection Properties.

Default Connection Properties

The KX Il comes configured to provide optimal performance for the majority of video streaming
conditions.

» KX3 default connection settings:

e Optimized for: Text Readability - video modes are designed to maximize text readability.
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This setting is ideal for general IT and computer applications, such as performing server
administration.

e Video Mode - defaults to Full Color 2.

Video frames transmit in high-quality, 24-bit color. This setting is suitable where a high-speed LAN is

used.
* Noise Filter - defaults to 2.
The noise filter setting does not often need to be changed.

Click Reset to regain the default connection properties.

Connection Properties

Optimize for Text Readability =

Video Mode: Full Color 2

Best : e Lower
Quality Moise Filter; 2 Bandwidth
e

e (3 (D

Video Mode

The Video Mode slider controls each video frame's encoding, affecting video quality, frame rate and
bandwidth.

Connection Properties

Cptimize for Tt Resdabihity -

Video Mode: Full Color 2

Best s Lower
Quality Maoise Filter: 2 Bandwidth
—— ]

e (0 (D

In general, moving the slider to the left results in higher quality at the cost of higher bandwidth and, in
some cases, lower frame rate.



Moving the slider to the right enables stronger compression, reducing the bandwidth per frame, but
video quality is reduced.

In situations where system bandwidth is a limiting factor, moving the video mode slider to the right can
result in higher frame rates.

When Text Readability is selected as the Optimized setting, the four rightmost modes provide reduced
color resolution or no color at all.

These modes are appropriate for administration work where text and GUI elements take priority, and
bandwidth is at a premium.

Noise Filter

Unless there is a specific need to do so, do not change the noise filter setting. The default setting is
designed to work well in most situations.

The Noise Filter controls how much interframe noise is absorbed by the KX Il1.

Connection Properties

Optimize for Text Readability =
Video Mode: Full Color 2

Best Lower
T
Quality Maoige Filter: 2 Bandwidth

—

Moving the Noise Filter slider to the left lowers the filter threshold, resulting in higher dynamic video
quality. However, more noise is likely to come through, resulting in higher bandwidth and lower frame
rates.

Moving the slider to the right raises the threshold, allows less noise and less bandwidth is used. Video
artifacts may be increased.

Moving the noise filter to the right may be useful when accessing a computer GUI over severely
bandwidth-limited connections.

Connection Info

Open the Connection Information dialog for real-time connection information on your current
connection, and copy the information from the dialog as needed.
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See Default Connection Properties (on page 65) for help configuring the connection properties.

e Name of the device

e |P address of the device

e Port - The KVM communication TCP/IP port used to access the device

e Data In/Second - Data rate received from the device

e Data Out/Second - Data rate sent to the device

e FPS - Video frames per second from the device.

® Average FPS - Average number of video frames per second.

e Connect Time - The duration of the current connection.

e Resolution - The target server's horizontal and vertical resolution.

e Refresh Rate - Refresh rate of the target server.

e Protocol Version - communications protocol version.

e Subsampling - Adaptive color subsampling

e Audio Playback Sample Rate - Audio playback sample rate seen if audio is connected.

To view connection info:

e Choose File > Connection Info.

Device Name

IP Address:

Paort:

Data In:

Data Qut

FPS

Avg, FPS

Connect Time:
Horizontal Resolution
Vertical Resolution:
Refresh Rate
Protocol Version:

USB Profile

Select a USB profile that best applies to the KVM target server.

For example, if the server is running Windows® operating system, it would be best to use the Generic

profile.

Connection Info

KX3-B08-Pete
192.168.63.0
443

4.69 Kbit/s
400 bit/s

5

5.40
00:13:32
1280

1024

60 Hz

1.31



Or, to change settings in the BIOS menu or boot from a virtual media drive, depending on the target
server model, a BIOS profile may be more appropriate.

» To set a USB profile for a target server:

e Choose USB Profile, then choose Generic, or choose Other Profiles to select from a menu.

Raritan ~  U5E Profils =
= R
& i
Help oni58 peofiles Mac 05 (10,49 and lster)
s HP Prosant DLISOVDLIB0 G4 (Windows 2003 Server ingtallation)
B0S BM Thinkcentre Lenowo
@ RUEY Isduitrial Mainboard (AwardBi0s)
BOVDILIAD G4 (P SmaniStart C1)
I} | PowierEdgs Keyboand and Mouse Dy
Sypermecen Manbsard {Phoenin AmandBas)
E] SuSE Linux 9.2

RIOS Ma

Note: When using the D2CIM-VUSB-USBC on Mac targets, you must select the "Mac USB-C" profile.

» To view details on USB profiles:

Choose USB Profile > Help on USB Profiles.

Keyboard and Mouse Menu

Keyboard Layout

» To set your keyboard type.

e Choose Input > Keyboard Layout, then select your keyboard type.
e de-de
e de-ch
* en-gb

® en-us
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® ja

® sv
Ra:illa_-l nection ; file = Keyboard -
= A Keyboard Layout de-de
= 28 Send Macro de-ch
b # Macro Editor en-gh

B Send text 1o larget NS
LI : =
L | fr
@
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Send Macro

Due to frequent use, several keyboard macros are preprogrammed.

To send a preprogrammed macro:

e Choose Input > Send Macro, then select the macro:
e Ctrl+Alt+Del: Sends the key sequence to the target without affecting the client.
e Alt+F4: Closes a window on a target server.
e Alt+Tab: Switch between open windows on a target server.

e Print Screen: Take a screenshot of the target server.

m Y . Keyboand =
[~ A Heyboard Layout
g Bl Send Macro
ﬁ- # Maocro Editor

B Send text to lasget
=a
o

Macro Editor

Keyboard macros ensure that keystroke combinations intended for the target server are sent to and
interpreted only by the target server. Otherwise, they might be interpreted by your client PC.

Macros are stored on the client PC and are PC-specific. If you use another PC, you cannot see your
macros.

Macros created with HKC are only available with the current browser and KVM device. If you use HKC in
more than one browser, or more than one KX I, your macros will only be available on the browser and
KX 1l where they were created. To reuse your macros in another KX Il device, you can import and
export the macro files. See Import and Export Macros (on page 75).




» To Access the Macro Editor:

e Choose Keyboard > Macro Editor.

e Select a macro from the Macros list to view the key combination.

Macro Editor

Name Crri+Al+0el
Macros Keys
press: CTRL LEFT
AleFd press: ALT LEFT
Alt+Tab press: DELETE
Print Screen release: CTRL LEFT

release; ALT LEFT
releaze: DELETE

Text to macro Use in Toclbar

Export Impart
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Add New Macro

» To add a new macro:

1. Choose Keyboard > Macro Editor.
2. Click Add New Macro.

Macro Editor

Mame CtrieAlteDeed
Macros Keys
Al+Fid press: ALT LEFT
AmeTal peess: DELETE Aid Dulary
Prind Scresn redeaae CTRL LEFT
Gretings redpane ALT LEFT

nelease DELETE

Dot

|

Tt 1 Mmacen Uea in Toolbar

(o [ e

3. Enter a Name for the new macro. The name will appear in the Send Macro menu once the macro is
saved.

4. Click Add Key, then press the key you want to add to the macro. The key press and key release
appear in the Keys list.

® To add more keys, click Add Key again, and press another key.
e To remove a key, select it in the Keys list and click Delete.

5. To put the keys in the correct sequence, click to select a key in the Keys list, then click the up and
down arrows.

6. To add a 500 ms delay to a key sequence, click Add Delay. A delay in the middle of a press-and-
release key sequence indicates holding down a key. Add multiple delays to indicate a longer press-
and-hold of a key. Click the up and down arrows to move the delays into the correct sequence.

7. Click OK to save. To use this macro from your toolbar, click Use in Toolbar. See Add a Macro to the
Toolbar (on page 73) for more details.

This example shows a macro for a Mac bootup sequence that requires a 2-second delay.




Delete a Macro

» To delete a macro:

1. Choose Keyboard > Macro Editor.
2. Select the macro, then click Delete Macro.
3. Click OK.

Macro Editor

Mame CrfelteDed
Macros Keys
pess: IR LEFT oo
AlsFd presss ALT LEFT
ATk press: DELETE Add Dolay
Pring Soneon netease: CTRL LEFT
Greetings release ALT LEFT

nelease DELETE

Delete
Add New Macro l Dbrte Moo

Tt 1 mactn Usi in Toolbar

e [

Add a Macro to the Toolbar

You can add a single macro to your HKC toolbar, so that you can use the macro by clicking an icon.
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» To add a macro to the toolbar:

1. Choose Keyboard > Macro Editor.
2. Select a macro from the Macros list.
3. Click Use in Toolbar.

Macro Editor

[T Castedite Do

Mo Er

e
AnsFi poenn: ALT LEFT
Bije Tl presn DELETE ] Culany
Prmt Screwn rolpwie CTRLLIFE
Crpeieega Fidnara ALT LEFT
rideaa DELETE

Delrin
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Fonl 0 maom

o (o [ oo

4. A message appears to confirm the macro is added to the toolbar.

Macro Editor
[ E Welcome
Macros Kirys
CrAnel o w [
AdnFd releame W
A Tabs fod Delay
Pring Screen =
Geewtirgs =

Dbt

Text bo macro Remave trom Togibar

‘Wedcome added 10 1ooibar

5. To remove the macro from the toolbar, click Remove from Toolbar, or select a different macro and
click Use in Toolbar.

6. Click OK and exit the Macro Editor. The macro icon is added to the toolbar when one has been set.
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Import and Export Macros

Macros created with HKC are only available with the current browser and KVM device. If you use HKC in
more than one browser, or more than one KX I, your macros will only be available on the browser and
KX lll where they were created. To reuse your macros in another KX Ill device, you can import and
export the macro files. Imported and exported macro files created on HKC are only compatible with
HKC, and cannot be used on AKC or VKC. Likewise, macro files created on AKC or VKC cannot be
imported for use on HKC.

Macros are exported to an xml file named "usermacros.xml". Files are saved in your browser's default
download location. Default macros are not exported.

Note: When exporting macros from Edge browser, a Down arrow is briefly displayed at the bottom of
the KVM window and a file named "unconfirmed.crdownload" is saved to the default download
directory. To use this file as a macro input file, rename it with a .xml extension.

» To export and import macros:

1. Choose Keyboard > Macro Editor. The list of macros created for your browser and KX Il displays in
the Macro Editor dialog.

To export the list, click the Export button, then save the file.

Log in to the KX Ill where you want to import the macros.

Choose Input > Macro Editor.

Click Import, then click Open to Import and select the usermacros.xml file, and click OK.

The macros found in the file display in the list. Select the macros you want to import, then click OK.

o vk wnN

® Macro names must be unique. If a macro with the same name already exists, an error message
appears. Click the Edit icon to rename the macro, then click the checkmark to save the name.

Macro Import

Open to Import

Select macros to import

Greetings

Welcome .

Select Al Deselect All 0K m

Text to macro

Text to macros will enable you to work more efficiently by producing frequently used phrases and
paragraphs with a single command. Create a new macro and then assign text to it.
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» To add text to a macro:

1.

Choose Keyboard > Macro Editor.

n Connection~

b E—

k]
0

LISB Profile -

2. Select to add new macro and enter a macro name.

3.

4,
5.

Click Text to macro.

Hame

Muascras
Cirl+ AR Dl
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A+ Tab
Frint Screen
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Add

Texi |

Keyboard - Mouse -

A Keyboard Layout
22 Send Macro

| # Macro Editor |

= Send text 1o target

Text to macro
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Clear
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Enter text in the text box and then click OK to save.

m-

Click OK again in the Macro Editor to save the macro.
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» To use macros with text:

Connect to target you want to send macro to
Choose Input > Send Macro and then select the macro you created.
Macro will be sent to the target.

i

¥ 1

LA
W

r
k.
|

L

Known Issues for Macros

® You cannot add the Command (Windows) key to a macro from Fedora browsers. The key is
consumed by the OS.

Send Text to Target

Use the Send Text to Target function to send text directly to the target. If a text editor or command
prompt is open and selected on the target, the text is pasted there.

» To send text to target:

1. Choose Keyboard > Send text to target or click = in the toolbar.

2. Enter the text you want sent to the target. Supported keyboard characters only.
3. Click OK.

Mouse Modes
You can operate in either single mouse mode or dual mouse mode.

When in a dual mouse mode, and provided the option is properly configured, the mouse cursors align.

When controlling a target server, the Remote Console displays two mouse cursors - one belonging to
your KX Il client workstation, and the other belonging to the target server.

When there are two mouse cursors, the device offers several mouse modes:

e Absolute (Mouse Synchronization)

¢ Intelligent (Mouse Mode)

e Standard (Mouse Mode)

When the mouse pointer lies within the KVM Client target server window, mouse movements and clicks

are directly transmitted to the connected target server. While in motion, the client mouse pointer
slightly leads the target mouse pointer due to mouse acceleration settings.
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Intelligent mode requires that "Enhanced Pointer Precision" is unticked on the target (Control Panel/
Mouse/Pointer Options) and mouse speed is 50%.

Single mouse mode allows you to view only the target server's pointer. You can use Single mouse mode
when Intelligent and Standard Modes don't work. You can toggle between these two modes (single
mouse and dual mouse).

Absolute Mouse Synchronization

In this mode, absolute coordinates are used to keep the client and target cursors in synch, even when
the target mouse is set to a different acceleration or speed. This mode is supported on servers with USB
ports and is the default mode for virtual media CIMs.

e Absolute Mouse Synchronization requires the use of a virtual media CIM - D2CIM-VUSB, D2CIM-
DVUSB, D2CIM-DVUSB-DVI, D2CIM-DVUSB-HDMI, D2CIM-DVUSB-DP, D2CIM-VUSB-USBC

» To enter Absolute Mouse Synchronization Mode:

e Choose Input > Mouse Modes > Absolute.

Rﬂ_’]’tﬂ'_! 1 B Profie - K . Mouse ~ jeg H -
=k L Mouse Modes Al
= £ Mouse Syne i
R % Mouse Cursor Standard
i Single Mouse Mode
W
Intelligent

In Intelligent Mouse mode, the device can detect the target mouse settings and synchronize the mouse
cursors accordingly, allowing mouse acceleration on the target.

» To enter Intelligent mouse mode:

e Choose Mouse > Mouse Mode > Intelligent. The mouse will sync. See Intelligent Mouse
Synchronization Conditions (on page 42), Intelligent Mouse Synchronization Conditions (on page

80).
. Mouse = Video = =
‘_ﬁ £} Mouse Mades hsttule
E & Mouse Sync 4
n‘ % Mouse Cursar
x Simsgle Mouge Mode
o
Standard

Standard Mouse mode uses a standard mouse synchronization algorithm. The algorithm determines
relative mouse positions on the client and target server.



In order for the client and target mouse cursors to stay in synch, mouse acceleration must be disabled.
Additionally, specific mouse parameters must be set correctly.

» To enter Standard mouse mode:

o Choose Mouse > Mouse Modes > Standard.

m { P iy B Prafile - iy el - Mougs = “
E & Mouse Modes Absolute

2 Mouse Sync it eliiaent

tedligent
h 4 Mouse Cursor Standard
Single Mouse Mode

L]
W

Single

Single Mouse mode uses only the target server mouse cursor; the client mouse cursor no longer
appears onscreen.

Note: Single mouse mode does not work on Windows or Linux targets when the client is running on a
Virtual Machine. Single mouse mode is not available on Edge.

» To enter Single mouse mode:
e Choose Mouse > Mouse Modes > Single.

Hﬂ'i'h'l IR 158 Profile = Ky il - Mouse = Jiclen - Aipduy

L Mouse Modes

E Absohite
O Mouse Sync Inteligent
[} + Mouse Cursor Srandard
' | Single Molse Nade
==
W

e A message appears at the top of the client window: Press Esc to show your cursor.

@ 192.168.61.16 has control of your pointer. Press Esc to take back control.

» To exit Single mouse mode:

e Press Esc.

¢ Mouse mode changes back to dual mode.

Mouse Sync

In dual mouse mode, the Synchronize Mouse command forces realignment of the target server mouse
cursor with the client mouse cursor.

Note: This option is available only in Standard and Intelligent mouse modes.

Raritan.

Abrand of Lllegrand’

79



» To synchronize the mouse cursors:

e Choose Inputs > Mouse Sync.
Intelligent Mouse Synchronization Conditions

The Intelligent Mouse Synchronization command, available on the Mouse menu, automatically
synchronizes mouse cursors during moments of inactivity. For this to work properly, however, the
following conditions must be met:

e The active desktop should be disabled on the target.

* No windows should appear in the top left corner of the target page.

e There should not be an animated background in the top left corner of the target page.
e The target mouse cursor shape should be normal and not animated.

® For optimal mouse performance, set the target mouse speed to 50%. Avoid using extremely low or
high mouse speed settings.

e The target advanced mouse properties such as “Enhanced pointer precision" or “Snap mouse to
default button in dialogs” should be disabled.

e The edges of the target video should be clearly visible (that is, a black border should be visible
between the target desktop and the remote KVM console window when you scroll to an edge of the
target video image).

e When using the intelligent mouse synchronization function, having a file icon or folder icon located
in the upper left corner of your desktop may cause the function not to work properly. To be sure to
avoid any problems with this function, do not have file icons or folder icons in the upper left corner
of your desktop.

After autosensing the target video, manually initiate mouse synchronization by clicking the Synchronize
Mouse button on the toolbar. This also applies when the resolution of the target changes if the mouse
cursors start to desync from each other.

If intelligent mouse synchronization fails, this mode will revert to standard mouse synchronization
behavior.

Please note that mouse configurations will vary on different target operating systems. Consult your OS
guidelines for further details. Also note that intelligent mouse synchronization does not work with UNIX
targets.

Mouse Cursor

In dual mouse modes, you can select a custom cursor shape for your session. To make the cursor
selection permanent, see Client Launch Settings (on page 47).

To change the cursor shape see: Cursor Shape (on page 43)

Video Menu

Refresh Screen

The Refresh Screen command forces a refresh of the video screen. Video settings can be refreshed
automatically in several ways:



e The Refresh Screen command forces a refresh of the video screen.
e The Auto-Sense command automatically detects the target server's video settings.
e The Color Calibration command calibrates the video to enhance the colors being displayed.

e In addition, you can manually adjust the settings using the Video Settings command.

» To force a refresh of the video screen:

e Choose Video > Refresh Video.

1]
=
ﬂ} Aisto Sengs
& Color Calibration
LR 5 P
L B Video Settings
& Chear Video Setlings Cache
.,
Screenshot

Take a screenshot of a target server using the Screenshot command.

» To take a screenshot of the target server:

1. Choose Video > Screenshot.
2. The screenshot file appears as a download to view or save. Exact options depend on your client

browser.
B Refresh Screen
E [_’.'i Screanshotl
[} - ﬂ' it Senge
& Color Calibration
:: B Video Settings
@ G Clear Video Settings Cache
Auto Sense

The Auto Sense command forces a re-sensing of the video settings, such as resolution and refresh rate,
and redraws the video screen.

» To automatically re-sense the video settings:

e Choose Video > Auto Sense .
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A message stating that the auto adjustment is in progress appears.

m caon = oy PEy - Mouse = Video =

B Refresh Screen

v

W Yideo Settings
G Chenr Video Settings Cache
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Color Calibration

The Color Calibration command optimizes the color levels, such as hue, brightness, and saturation, of
the transmitted video images.

The color settings are on a target server-basis.

Note: When color is successfully calibrated, the values are cached and reused each time you switch to
the target. Changes to the brightness and contrast in Video Settings are not cached. Changing resolution
resets the video to the cached values again. You can clear the cached values in Video > Clear Video
Settings Cache. See Clear Video Settings Cache (on page 40).

» To calibrate color:

e Choose Video > Color Calibration.
A message stating that the color calibration is in progress appears.

* ﬁ Refresh Screén
= 7
L]
Ew o
@ S Chenr Video Settings Cache

Video Settings

Use the Video Settings command to manually adjust the video settings.

» To change the video settings:

1. Choose Video > Video Settings to open the Video Settings dialog.
2. Adjust the following settings as required. As you adjust the settings the effects are immediately
visible:

a. PLL Settings: Clock - Controls how quickly video pixels are displayed across the video screen.
Changes made to clock settings cause the video image to stretch or shrink horizontally. Odd
number settings are recommended. Under most circumstances, this setting should not be
changed because the autodetect is usually quite accurate.



Phase - Phase values range from 0 to 31 and will wrap around. Stop at the phase value that
produces the best video image for the active target server.

b. Brightness: Use this setting to adjust the brightness of the target server display.
Brightness Red - Controls the brightness of the target server display for the red signal.
Brightness Green - Controls the brightness of the green signal.

Brightness Blue - Controls the brightness of the blue signal.

C. Contrast Red - Controls the red signal contrast.

Contrast Green - Controls the green signal.
Contrast Blue - Controls the blue signal.

If the video image looks extremely blurry or unfocused, the settings for clock and phase can be
adjusted until a better image appears on the active target server.
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Warning: Exercise caution when changing the Clock and Phase settings. Doing so may result in
lost or distorted video and you may not be able to return to the previous state. Contact Technical
Support before making any changes.

d. Horizontal Offset - Controls the horizontal positioning of the target server display on your
monitor.

€. Vertical Offset - Controls the vertical positioning of the target server display on your monitor.

Video Settings

PLL Settings
Clock 1688 L ———) 2188
Phase 15 ] 3

Color Settings
Brightness Red 2 0 il 127
Brightness Green 26 0 ey 127
Brightness Blue 13 0 el 127
Contrast Red 83 0 o——r 127
Contrast Green 80 0 oo— 127
Contrast Blue 24 0 e—— 127
Horizontal Offset 352 0 o———— 406
Vertical Offset 41 | e 42

Autamatic Color Calibration

Video Sensing

® Best possible video mode

(0 Quick sense video mode



Clear Video Settings Cache

You can clear the video settings cache to delete old settings that do not apply anymore, such as when a
target server is replaced. When you clear the video settings cache, the server automatically does a
video auto-sense and color calibration. The new values are cached and reused when the target is
accessed again.

» To clear the video settings cache:

e Choose Video > Clear Video Settings Cache in the toolbar.

E B Redrech Screen
Bl Screemshot
h‘ ﬂ' Aubs Serise
& Color Calibration
: : B Video Settings :
2 [ S Clear Video Setlings Cache |
View Menu

The View Menu contains options to customize your HKC display.

View ~ Help ~
= Toolbar

status Bar
(Jscale Video
UJFullscreen

» Toolbar:

The Toolbar selection allows a user to set it to Hidden, Vertical or Horizontal view. By default, the
toolbar is displayed vertically, but you can reposition it horizontally or hide it entirely.

» Status Bar:
The Status Bar displays screen resolution at the bottom of the client window.
» Scale Video:

Scale Video scales your video to view the entire contents of the target server window in your HKC
window. The scaling maintains the aspect ratio so that you see the entire target server desktop without
using the scroll bar.
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» Fullscreen:
Fullscreen sets the target window to the size of your full screen, removing your client from the view.

e Press Esc to exit fullscreen.

Virtual Media Menu

Due to browser limitations, HKC supports a different set of virtual media functions than the other KVM
Clients.

Due to browser resources, virtual media file transfer is slower on HKC than the other KVM clients.

Connect Files and Folders

The Connect Files and Folders command provides an area to drag and drop files or folders that you want
to connect by means of virtual media.

Supported browsers: Chrome, Firefox, Safari, Edge.

File size limit: 4GB per file



» To connect files and folders:

1. Choose Virtual Media > Connect Files and Folders. Or, click the matching icon in toolbar.
iio - Virtual Media = To

B Connect Files and Folders
& Connect ISO

2. Dragfiles or folders onto the Map Virtual Media Files and Folders dialog. Click OK.

Map Virtual Media Files And Folders

3. A message appears to show virtual media is connected. After a short time, a VM drive containing the
selected files or folders will be mapped to the target server.

Vm connection
established
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» To disconnect files and folders:

e Choose Virtual Media > Disconnect Files and Folders. Or, click the matching icon in the toolbar.

Connectigs Audio ~ Virtual Media ~ Power Control « Help ~

|_£ Disconnect Files and Folders |
@ Connect ISO

Connect ISO

The Connect ISO command maps a virtual media image file to the target. You can connect ISO, DMG or
IMG files from your client PC or ISO files from a remote server.

Note: If connection to your SAMBA server is lost while transferring files from your image file to the
target, keyboard and mouse control will be lost for several minutes, but will recover.




» To map virtual media image files:

1. Choose Virtual Media > Connect ISO. Or, click the matching icon in the toolbar.

fio = Virtual Media = To

B Connect Files and Folders
| & Connect 1SO |

2. Select the option for your file's location:

Map Virtual Media I1SO Image

150 Image

o file chosen

#® Remote Server 130 Image

Hostrname:;

1921686230 =

File Server Username

Image:

SsharedFedora-Workstaticon-Live-xBt_64-34.1 Yiso =

File Server Password

e Select ISO Image if the image file is directly accessible on your client. Click Browse, select the ISO,
DMG or IMG file, and click OK. The filename appears next to the Choose File button.

e Select Remote Server ISO Image for ISO files on a remote server. Remote ISO files must be pre-
configured by an administrator for the mapping to appear here. See Virtual Media File Server Setup
(File Server 1SO Images Only) (on page 25). Select the Hostname, then select the image file from
the Image list. Enter the file server's username and password.

3. Click OK to map the selected file to the target. A message appears to show virtual media is
connected.

Vm connection
established
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» To disconnect ISO:

e Choose Virtual Media > Disconnect ISO. Or, click the matching icon in the toolbar.

Audio Menu

The Audio menu contains audio connection and settings.

Audio quality deteriorates if multiple target connections are open. To preserve quality, limit to four
target connections open on HKC when an audio session is running.
Connect Audio

The Connect Audio command connects your playback device, selects audio format and gives an option
to mount the selected playback device automatically when you connect to the target.

HKC connects the client PC's default audio playback device. To use a different device, it must be set as
default in the client OS.

Only 44.1 kHz is available on Microsoft Edge for Windows, Google Chrome for Mac, Windows, and
Linux, Firefox for Mac, Windows, and Linux, Safari for Mac, and iOS devices.

Note: For best quality, limit the number of audio sessions to a maximum of four KVM sessions.




» To connect audio:

1. Choose Audio > Connect Audio, or click the matching icon in the toolbar.

r Audio = Virtual Media -

) Connect Audio
/ Audio Settings

2. Inthe Connect Audio Device dialog, select the Connect Playback Device checkbox.

Connect Audio Device

Connect Playback Device

Format:

L Mount selected playback device automatically on connection to target

Select the "Mount selected playback device automatically on connection to target" checkbox to

enable the option. This setting will connect audio automatically the next time you connect to the
target.

4. Click OK. A success message appears.

Audio connection
established

» To disconnect audio:
1. Choose Audio > Disconnect Audio, or click the matching icon in the toolbar.

Audio Settings

The Audio Settings option is enabled when audio is connected. Use the Audio Settings to set the buffer
and volume.

Increasing the buffer size improves the audio quality but may impact the delivery speed.
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The maximum available buffer size is 400 milliseconds since anything higher than that greatly impacts
audio quality.

» To configure audio settings:

1. Choose Audio > Audio Settings while Audio is connected.
2. Set the Buffer and Volume using the arrows or sliders.

Audio Device Settings

Buffer Sizes (ms)
Playback 120 40 o) 400

Advanced

Valume 100 0 oo——— 100

&) =]

3. Click OK.

Power Control Menu

See: Power Control

Using HKC on Apple iOS Devices

KX 11l supports remote access to targets from Apple mobile devices with iOS 10.0 or higher, using a

mobile version of HKC. Due to Apple iOS limitations, you may notice some differences in operation. See:

Limitations on Apple iOS Devices (on page 98).

Install Certificate on Apple iOS Device

You must install a CA-signed certificate on your Apple iOS device before you can connect to KX Ill. Access

is prevented if only the default certificate is present. Depending on your browser, you may see an error
such as "This Connection is Not Private".

When creating certificates, the certificate Common name should match the IP address/Hostname used
to connect to the device.

Install both the KX Il certificate and the CA certificate used to sign the KX Il certificate.



Note: If you have issues launching connections from I0S devices, check that the certificate meets Apple
requirements: https://support.apple.com/en-us/HT210176
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» To install the certificate on an 10S device:

1. Email the certificate file to an email account that can be opened on the iOS device. Open the email
and tap the attachment.

247 « LTE W
<0 2 Messages v
User Mame =y
bt
Tar
[ 5

2. The certificate downloads as a "profile" that you have to install. You can have only one profile ready
to install at a time. For example, if you download a profile and don't install it, and then download a
second profile, only the second profile is available to be installed. If a profile is not installed within 8
minutes of downloading it, it is automatically deleted.

3. Toinstall the profile, go to Settings, then tap Profile Downloaded.
4. Tap install, then follow prompts as presented to verify and Install.

=47 2:48

al LTEW al LTEW
el el
NG Install Profile Install Cance Warning Install
@ systembest Installing the certificate “systemtest” will add
it to the list of trusted certificates on your

iPhone, This certificate will not be trusted for
websites until you enable it in Certificate Trust
Settings.

7 Eysbembest
Cartifcay
Maore Details

The authenticity of “systemtest™ cannot
b verified,



Install

Cancel

5. When complete the certificate is marked Verified. Tap Done.

8-
e i L

e

Touch Mouse Functions

Use the touchscreen equivalent for each mouse function. Some touch settings are configurable. See:
Tools Menu (on page 96).

Single Finger Touch Mouse Equivalent

touch down - move - release move mouse pointer
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short tap left click
double short tap left double-click
short tap - touch down - hold for 250ms mouse equivalent of Right Click"

short tap - touch down - move - release hold down left mouse button and move, as in
drag and drop or select

Two Finger Touch Mouse Equivalent

touch down - move - release move screen

Keyboard Access on Mobile

Keyboard access to the target is through a virtual keyboard, available on the toolbar. For all other
actions requiring keyboard input, the 10S popup keyboard displays automatically.

Manage HKC iOS Client Keyboard Macros

The HKC iOS client includes a list of default macros. You can create additional macros using the HKC
Macro Editor or import macros from a file. See Macro Editor (on page 70) and Import and Export
Macros (on page 75).

Note: To import macros when using an Apple iOS device, first export the file from HKC using a PC client.
Add the file to a Cloud location to access from the 10S device for import.

Tools Menu

The Tools menu contains options for HKC target connection settings.



» Client Settings:

e Choose Tools > Client Settings to access the Disable Menu in Fullscreen option.

e When selected, the menu bar will not be available in fullscreen mode. This setting is specific to the
client, so it must be set for each client device and each browser used for access.
Client Settings

Disabie Meru in Fullscreen

oo

» Launch Settings:

e Choose Tools > Launch settings to access Client Launch Settings options.

e This menus allows selection of Enable Scale Video, Toolbar options Vertical, Horizontal or Hidden,
Enable Status Bar, Always Open in New Tab, and Mouse Cursor at target launch.

Client Launch Settings

Enable Scale Video
Enable Status Bar

Always Open in New Tab

Toolbar vertical =
Mouse Cursor default =
default

dot

Iransrlan?r:l _

Note: "Always Open in New Tab" only applies to KVM target connections, serial connections are still
opened in a new browser window and does not apply to HKC targets launched from CC-SG browser.

» Touch Settings - enabled for iOS clients:

e Tap Tools > Touch Settings to access the Client Touch Settings. Customize the Touch Input and
Gesture Scrolling settings for your mobile device.
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® Double Click Time: Time between two touch taps for the equivalent of a mouse double click.
® Mouse Click Hold Time: Time to hold after touch down for the equivalent of a mouse right click.
e Use Left Hand Mouse: Enable if the target OS's primary mouse button is set to Right.

e Enable Inverted Scroll x-Axis: If selected, two-finger movement to the right moves the screen to
the left instead of the default right.

e Enable Inverted Scroll y-Axis: If selected, two-finger movement up moves the screen down
instead of the default up.

Limitations on Apple iOS Devices

Mobile access with iOS devices is supported for several Raritan products. Not all limitations apply to all
products. Differences are noted.

e Target connections are closed after about one minute if the browser is in background, or if your iOS
device enters Auto Lock mode

e Unable to create Macros for some special characters: F1-F24, ESC, Control, Alt, OS Meta keys and
others. A selection of commonly used keys are available in the default Macro list. These keys can be
edited. Additional keys such as F1-24 and arrows can be added using a Macro Import.

e In Safari on iOS, must refresh the connection to device after a KVM or Serial target launch in order
to access menu options or serial targets. Not needed in Chrome on iOS.

e i0OS does not support auto connect audio device to targets.

e On Ubuntu 14.04 target, no response to mouse click and hold on target items to simulate right
clicking.

e Dual Target connection issues: Both target windows have to be closed separately. Only 1 port of a
Dual target opened from Safari on iOS 11.x devices.

e Options "FullScreen" and "Resize window to fit screen" are not enabled/available on iOS.

e KB locale from the Client Virtual Keyboard must match input locale of device and OS locale of the
target.

e iOS client target window does not have scrollbars. Unscaled video can be scrolled horizontally/
vertically by sliding two fingers left/right or up/down. See: Touch Mouse Functions (on page 95).

e On Safari, users are prompted to save passwords when switching from a target with a server VM
connection to another target. These prompts can be turned off by unchecking the box "Usernames
and passwords" in Safari > Preferences > AutoFill.

e On Safari, the onscreen keyboard includes word forecast. Selecting a forecast word adds a space at
the end. For example, at login screen, selecting "admin" enters "admin ". Similar behavior occurs for
VM File server Username and other areas.

e Cannot move menu option panels such as Connection Info.

e i0S On-Screen keyboard is displayed from all mouse clicks on the HTML admin page if keyboard
"Go" is tapped to save setting changes instead of tapping the Save button.

e For DSAM targets opened from iOS clients, every time a menu item is selected and closed the on-
screen keyboard is displayed.

e The VM Files and Folders Option from the Virtual Media menu is disabled as not possible to drag
and drop files to panel.

* Not all Accented letters are processed from iOS client.

* Macro files exported from iOS devices using Safari are automatically given the name "unknown" and
need to be renamed with an xml extension to be imported to another client.



e Macro file export from Chrome on iOS devices is not possible due to issues with downloading data.

e Only characters supported by target will be processed. There is no response from iOS characters
such as ¥, § and ... that are found on iPad keyboards.

e With the onscreen keyboard, selecting ' character or "Return” key, brings keyboard display back to
first in list.

e On default 10S client settings, characters ' and " are not processed from macro or send text to target
options. The work around is to turn smart punctuation off
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Get Started Using KX 1l

This section walks you through high-level tasks to start using KX III.

In This Chapter

Install and Configure KX Il .. ..o it e e 100
Default Login - Change the Password. . ........... .. .. i, 100
AW POP-UPS. o ittt e 100
Security Warnings and Validation Messages. .. ......oviiii i, 100
Installinga Certificate. . .. ... .. i 103
Converting a Binary Certificate to a Base64-Encoded DER Certificate (Optional) 105
Logging INto KX IIL. . . ..o e e 107

Install and Configure KX Il

If you have not already done so, install and configure KX III.

See the KX Il Quick Setup Guide that came with the KX Ill device or download it from the Raritan
Support website.

Default Login - Change the Password

The KX Ill device is shipped with the following default settings. You are forced to change the password at
first login to a strong password.

e Username = admin
e Password=raritan
e |Paddress=192.168.0.192

Important: For backup and business continuity purposes, it is strongly
recommended you create a backup administrator username and password, and
keep that information in a secure location.

Allow Pop-Ups

Regardless of the browser you are using, you must allow pop-ups in order to launch the KX Il Remote
Console.

Security Warnings and Validation Messages
When logging in to KX llI, security warnings and application validation messages may appear.
These include -

e Additional security warnings based on your browser and security settings


https://www.raritan.com/support
https://www.raritan.com/support

See Additional Security Warnings (on page 102)

e If you choose to use the Virtual KVM Client (VKC/VKCS), you may see Java" security warnings and
requests to validate KX III.

See Java Validation and Access Warning (on page 101) and Installing a Certificate (on page 103).

Note! Use the HTML KVM Client (HKC) instead to avoid Java. The HKC is Java-Free. See KVM Client
Launching (on page 26).

Java Validation and Access Warning

When logging in to KX Il using the Java-based client, Java prompts you to validate KX I, and to allow
access to the application.

Installing an SSL certificate in each KX Il device is recommended to reduce Java warnings, and enhance
security.

Raritan.
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See SSL and TLS Certificates (on page 253)

@ Security Warming *
]  The website's HTTPS certificate cannot be verified. Do you want 1o continue?
Mame: Test

Publsher: Test
(] Aways trust content from this publisher

|ﬁiphdquuemldmtbevm&dh.hﬂdmu.(ﬂvnnﬁmmhm More [nformation

@ Security Warning *

' The application’s digital signature cannol be verified. Do you want to run the application? It
. will be granted unrestricted access to your computer.

Mame: Raritan Virtusl KV Chent
Publisher: Legrand Morth America, LLC
From:

[ Abwarys trust content from this publisher

The dgtal sgnature could not be verified by  trusted scurce. Only rum of you trust the ongn
the spplication. The oode moscuted will be given full permissions, ignonng any Java polices | More Information, .,

Additional Security Warnings

Even after an SSL certificate is installed in the KX Ill, depending on your browser and security settings,
additional security warnings may be displayed when you log in to KX III.

It is necessary to accept these warnings to launch the KX Ill Remote Console.



Reduce the number of warning messages during subsequent log ins by checking the following options
on the security and certificate warning messages:

e Inthe future, do not show this warning

e Always trust content from this publisher
Installing a Certificate
You may be prompted by the browser to accept and validate the KX IlI's SSL certificate.

Depending on your browser and security settings, additional security warnings may be displayed when
you log in to KX 111

It is necessary to accept these warnings to launch the KX Il Remote Console. For more information, see
Security Warnings and Validation Messages (on page 100).

Two sample methods on how to install an SSL Certificate in the browser are provided here. Specific
methods and steps depend on your browser and operating system. See your browser and operating
system help for details.

Example 1: Import the Certificate into the Browser

In this example, you import the Certificate into the browser.

Open a browser, then log in to KX 111

Click More Information on the first warning.

Click View Certificate Details on the More Information dialog. You are prompted to install the
certificate. Follow the wizard steps.

Note: If you are not prompted by the browser, manually select the Settings or more tools for your
browser, and import the certificate. The following example shows the Edge > more Tools > Internet
Options method.
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. =
Genwral Seomity Privacy | Content] Connections Programs  Advanced

Certificates

Use centificates for encrypted connections and ldentificaticon,

Clear 551 state Certificates Publishers

h
AuteComplete b

= Certilicale Impont Wizard wetificalion Authorities Tr 4|#

A

Welcome to the Certificate Import Wizard

Thés wirard helps you copy certificates, certificabe trugt Hats, and certificats rewoecation s
from your disk 1o & oertificate stone,

A certificate, which is isswed by a certification authority, Is a confirmation of your identity
andl conkaies information wsed bo protedt data o to eshablich secure network connedions.
i certificate stone is the system anea whire Certificates afe kgt

Achanced

To continue, dick Mexd.

st [ wrwral

1. Click the Content tab.
2. Click Certificates.
The Certificate Import Wizard opens and walks you through each step.
¢ File to Import - Browse to locate the Certificate
e Certificate Store - Select the location to store the Certificate
3. Click Finish on the last step of the Wizard.
The Certificate is imported. Close the success message.
4. Click OK on the Internet Options dialog to apply the changes, then close and reopen the browser.

Example 2: Add the KX Il to Trusted Sites and Import the Certificate

In this example, the KX lll's URL is added as a Trusted Site, and the Self Signed Certificate is added as
part of the process.

1. Open an Edge browser, then select Settings >Launch the Internet Options settings by entering
"Internet Options" in the search bar for Windows.

Click the Security tab.
Click on Trusted Sites.

Disable Protected Mode, and accept any warnings.

vk wnN

Click Sites to open the Trusted Sites dialog.



v N

Enter the KX 11l URL, then click Add.
Deselect server verification for the zone (if applicable).
Click Close.

Click OK on the Internet Options dialog to apply the changes, then close and reopen the browser.

Next, import the Certificate.

1. Open an Edge browser, then log in to KX 111

Click More Information on the first Java™ security warning.

Click View Certificate Details on the More Information dialog. You are prompted to install the

certificate. Follow the wizard steps.

For details see, Example 1: Import the Certificate into the Browser (on page 103).

Converting a Binary Certificate to a Base64-Encoded DER

Certificate (Optional)

KX Ill requires an SSL certificate in either Base64-Encoded DER format or PEM format.

If you are using an SSL certificate in binary format, you cannot install it.

However, you can convert your binary SSL certificate.

Shvet | il -
Field Vahse -
[verson e L
. |Seral resmber OceTeQes 17da %6 e oles., |
3 _Sl;nah.r! soorithm sha 1R54
_ | Sigrasture hash sigonthm shal
o DegrCert Assuned IDRosot CA, ...
_ vakd from Thursday, November 59, 3008,
. ald ta Sunday, Hovember 09, 2031 7.,
LoF Pl e b ot el 17 Db e
| EdtPropertes.., | | Copy toFie.. |
Learn more abod (o S0 ate et

o )

1. Locate the DEGHKVMOOO1.cer binary file on your Windows machine.
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Double-click on the DEGHKVMO0001.cer file to open its Certificate dialog.
2. Click the Detail tab.
3. Click "Copy to File...".

Welcome to the Certificate Export

Wizard
This wizard helps you copy cerbificates, cerbficate trust
% ksts and certficate revocation bets from a certifizate
- ione bo yoir disic,

A cerificate, Mnmdhﬂmﬂnhnm .4
& confirmation of your identity and containg rformaton

Ut 15 protect dats of o esiableh peaue retwork
correctons. A certificate stone is the system area where
cerificates are kept,

To contirue, dick Next.

Wrw ]

4. The Certificate Export Wizard opens. Click Next to start the Wizard.

Engezil Fide Foremat
Certficates can be exported in & vansty of fe formats,

Select the format you want to use:
4 encoded X. 509 {,CER|

| Gryptographic Message Syntax Standard - PHCS 27 Certificates (.P7B)
[rachucde &l corbficates i the cerbficabon path If possibie

Perscnal brformaten Exchangs - PRCS 812 [PFY)
Iraciyctes &l earbificates m the oo ifhcabion path if posclle
Db thae privade ey if the export B sutoessiul
Expart gl extended proper Ses

Mrosalt Serslred Cevtificate Stere [55T)

Learn mone about cerificate fis formats

5. Select "Base-64 encoded X.509" in the second Wizard dialog.
6. Click Next to save the file as a Base-64 encoded X.509.

You can now install the certificate on your KX III.



Logging In to KX Il

Log in to your KX Il Remote Console from any workstation with network connectivity. See the Release
Notes for supported browser versions.

Logging in and using KX Il requires you to allow pop-ups.

For information on security warnings and validation messages, and steps to reduce or eliminate them,
see Security Warnings and Validation Messages (on page 100).

» To log in via Remote Console:

Launch a supported web browser, and enter the IP address assigned to the KX IlI.

A default client is launched based on your PC and browser settings. See KVM Clients (on page 26).
You can also choose a client by entering the URL directly. See KVM Client Launching (on page 26).

3. Enter your username and password, then click Login.
4. Accept the user agreement (if applicable). If security warnings appear, click to accept.
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KX 1l Interface and Navigation

The KX Il Remote Console and the KX Il Local Console are web-based graphical user interfaces.
Use the Remote Console interface to configure and manage the KX 1l over a network connection.
Use the Local Console interface to access the KX Ill while at the rack.

Access targets from either the Remote or Local console from one of the supported KVM clients.

If you have the Dominion User Station, you can also use it to access targets. See Dominion User Station
(on page 340).

In This Chapter

KX 11l Remote Console Interface. ..o i i e 108
KX Il Local Console Interface. . ..ot e e 115

KX Ill Remote Console Interface

The KX Il Remote Console is a browser-based graphical user interface that allows you to log in to targets
connected to the KX Il and to remotely administer the KX III.

The KX Il Remote Console provides a network connection to your connected KVM target servers. When
you log into a KVM target server using the KX Il Remote Console, a KVM Client window opens.

There are many similarities among the KX Ill Local Console and the KX Ill Remote Console graphical user
interfaces, and where there are differences, they are noted in the user manual. The following options
are available in the KX 11l Remote Console but not the KX Ill Local Console:

e Virtual Media

® Favorites

e Backup/Restore

e Firmware Upgrade
e  SSL Certificates

e Audio

Port Access Page (Remote Console Display)

After a successful login, the Port Access page opens listing all ports along with their status and
availability.

Ports connected to KVM target servers (blades and standard servers) are displayed in blue. Right-click
on any of these ports to open the Port Action menu. For more information, see Port Action Menu (on
page 111).



If a KX Il port has no CIM connected or is connected to a CIM with no name, a default port name of
Dominion_Model Name_PortNumber is assigned to the port. PortNumber is the number of the KX Il
physical port.

[ Port Access | Fowes | Victual Media Device Settings | Security| Maintenance | Diagriostics | Help |
Home * Poris
Port Access

Chick on the individual port name to see allowable operations.,
0/ 8 Remote KVM channels currently in use.

14 mmﬁw;mmwm Sat Scan

&

1 KXIG2-464 Local Port DA A-HD up L]
F Murvodon Pilod HO&E HUE 101 286 ol Aoty doram e
3 Muvodon Priol LISB-C 156100024 ol Avasable diram Ui ]
d Dorrmnion_BOCY_ Portd Mol Avradatie divan o
5 Domanion_BX3 PontS e Avrmdablo dhoam Wil
B Murvoion Pilod D-V5EA POASTOS30Z Mol Avadabda domm wiln
[ Domemon_FX3_Port T ol Avaskabhae T L]
8 KX3-216 Local Part ot Awradabie diraT L]

Four tabs are provided on the page allowing you to view by port, view by group, view by search and
scan ports. A fifth tab, View by Serial, is available when an optional DSAM is connected.

You can sort by Port Number, Port Name, Status (Up and Down), and Availability (Idle, Connected, Busy,
Unavailable, and Connecting) by clicking on the column heading.

Use the Set Scan tab to scan for up to 32 targets that are connected to the KX IIl. See Scanning Ports -
Remote Console (on page 343)
Tiered Devices - Port Access Page

If you are using a tiered configuration in which a base KX Il device is used to access multiple other
tiered devices, the tiered devices are viewed on the Port Access page by clicking on the Expand Arrow

icon ™ to the left of the tier device name.

Blade Chassis - Port Access Page

The blade chassis is displayed in an expandable, hierarchical list on the Port Access page, with the blade
chassis at the root of the hierarchy and the individual blades labeled and displayed below the root. Use

the Expand Arrow icon *® next to the root chassis to display the individual blades.

Note: To view the blade chassis in a hierarchal order, blade-chassis subtypes must be configured for the
blade server chassis.

Dual Port Video Groups - Port Access Page

Dual video port groups appear on the Port Access page as Dual Port types.
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The primary and secondary ports that are a part of the port group appear on the Port Access page as
Dual Port(P) and Dual Port(S), respectively.

When you access a dual port video group from the remote client, you connect to the primary port,
which opens a KVM connection window to both the primary and secondary port of the dual port group.

Note: The dual video primary port is defined when the port group is created.

Note: You cannot remotely connect to the dual video port group by clicking on its primary port.

Note: Two KVM channels are required and if not available the Connect link is not displayed.

Note: The Action menu is not displayed when you click on a secondary port in a dual video port group.

Note: You cannot connect to the primary port and secondary port at the same time from the Local Port.

View by Group Tab
The View by Group tab displays blade chassis, 'standard' port groups, and dual video port groups. Click

the Expand Arrow icon * nexttoa group to view the ports assigned to the port group.

View by Search Tab

The View by Search tab allows you to search by port name. The search feature supports the use of an
asterisk (*) as a wildcard, and full and partial names.

View by Serial Tab

The View By Serial tab is visible when a Dominion Serial Access Module (DSAM) is connected by USB. Up
to 4 serial targets can be connected to the DSAM by USB.

[Power | irtua eda | User Management | Device Setings | securty | Mamtenanc | Dia

Home = Ports

Port Access

Click on the individual port name to see allowable operations.
0/1 Remote KVM channels currently in use.

View By Port View By Group | View By Search

Availability
4 L J DSAM4 Front DSAM up
4.1 DSAM4 Port 1 DCE up idle
42 DSAM4 Port 2 AUTO down idle
43 DSsAM4 Port 3 AUTO down idle
44 DsAM4 Port 4 AUTO down idle

32 Rows per Pags



Set Scan Tab

The port scanning feature is accessed from the Set Scan tab on the Port Access page. The feature allows
you to define a set of KVM targets to be scanned. Thumbnail views of the scanned targets are also
available. Select a thumbnail to open that target in its Virtual KVM Client window.

See Scanning Ports - Remote Console (on page 343) for more information.

Port Action Menu

When you click a Port Name in the Port Access list, the Port Action menu appears.

Choose the desired menu option for that port to execute it. Note that only currently available options,
depending on the port's status and availability, are listed in the Port Action menu.

Home > Poria

Port Access

Chick on the individual port name o see allowable aperalions.
0/ 8 Remote KVM channels currently in use.

Dvii-HICkH
s Marvolon Pilot HOM HUXE101286 Ml Avaeiabibg aoan s
& FMurvoton Pilal USE-C 158100024 Feal Avalabiy kT L]
4 Doramscn K30 Porid Mol Akl e a1
5 Disminion KXY PorlS hol Avvrtadibiy daman i
B Fervalion Pial D-YGA POBE105302 Fesl Al AT L]
) Exceranion KOG Port ¥ Mol Avelally ramn La ]
B FOC3-210 Local Poc Mol Avaiabie ram =]

Connect

e Connect - Creates a new connection to the target server
For the KX III Remote Console, a new KVM Client page appears.

For the KX III Local Console, the display switches to the target server, and switches away from the
local user interface.

On the local port, the KX III Local Console interface must be visible in order to perform the switch.
Hot key switching is also available from the local port.

Note: This option is not available from the KX Ill Remote Console for an available port if all
connections are busy.

Switch From

e Switch From - Switches from an existing connection to the selected port (KVM target server)
This menu item is available only for KVM targets, and only when a KVM Client is opened.
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Note: This menu item is not available on the KX Il Local Console.

Home = Ports

Port Access

f W

n

Click on the individual port name to see allowable operations.
1/ 4 Remote KVM channels currently in use. /

{

Wiew By Portl| View By Group | View By Search | Set Scan

Switch From HDMI Target
Connect
}73 Low Cost DVM [PQ20540016] . -
- -._’ "D"."'RW-J ..-I-'-" ? f-.__,
Disconnect

e Disconnect - Disconnects this port and closes the KVM Client page for this target server
This menu item is available only when the port status is up and connected, or up and busy.

Note: This menu item is not available on the KX Ill Local Console. The only way to disconnect from
the switched target in the Local Console is to use the hot key.

. _________ . — — -

m Poweer | Virtual Media | Usar Management | Dev r_q;l. r.-.-E—.ry | Pﬁl‘ﬂiﬂft | f.h-l-m-:;r.n:; Hl:i:p
| Hama = Pom

Port Access

Click on the individual port name (o see allowable operations.
1/ 8 Remote KVM channels currently in use.

View By Pon | View By Greap | Misw By Ssarch | Saarch

i Moo 1 Avallabdlity
L Conmeched
2 Bursotan Piat HOMI HUXE 101288 Mot vaplaben L] L]
2 Havodon Pilot USE-C 156100064 Mot Avaslabdn T L]
4 Dormerscn B3 Portd Mol Aaslabin T L]
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] Bhrvodon Pilot D-VGEA POR61 05302 o Avvamlasbbn AT L]
T Domemscn_)X3_PortT Nl Aslintbi divan ity
g ¥OC32 16 Liocal Port ol Aovawlibin ] L]

[E_Jrow v Poue [51

Power On

e Power On - Powers on the target server through the associated outlet



This option is visible only when there are one or more power associations to the target, and when the
user has permission to operate this service.

Provided you have privileges to do so, you can manage power from the Virtual KVM Client (VKC) and
Active KVM Client (AKC) as well. See: Power Control

Power Off

e Power Off - Powers off the target server through the associated outlets

This option is visible only when there are one or more power associations to the target, when the
target power is on (port status is up), and when user has permission to operate this service.

Provided you have privileges to do so, you can manage power from the Virtual KVM Client (VKC) and
Active KVM Client (AKC) as well. See: Power Control

Power Cycle

e Power Cycle - Power cycles the target server through the associated outlets

This option is visible only when there are one or more power associations to the target, and when the
user has permission to operate this service.

Provided you have privileges to do so, you can manage power from the Virtual KVM Client (VKC) and
Active KVM Client (AKC) as well. See: Power Control

DKX3-808 Fast Switching

DKX3-808 maintains the video connections to the servers, enabling faster connections to servers and
faster switching between channels.

Some Video Settings do not apply to DKX3-808 targets:

e Automatic Color Calibration

* Video Sensing: Best possible video mode/Quick sense video mode

Left Panel

The left panel of the KX Ill interface contains the following information.

Note that some information is conditional - meaning it is displayed based on your role, features being
used and so on. Conditional information is noted here.

Information Description When displayed?

Time & Session The date and time the current Always
session started

User Username Always

State The current state of the application, Always
either idle or active. If idle, the
application tracks and displays the
time the session has been idle.
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Information

Your IP

Last Login

Under CC-SG
Management

Device
Information

Device Name

IP Address

Firmware

Device Model

Network

Powerinl

Powerln2

Configured As
Base or
Configured As
Tiered

Port States

Description

The IP address used to access the
KX 11

The last login date and time

The IP address of the CC-SG device
managing the KX 11

Information specific to the KX 11
you are using

Name assigned to the device

The IP address of the KX IlI

Current version of firmware

Model of the KX IlI

The name assigned to the current
network

Status of the power 1 outlet
connection. Either on or off, or
Auto-detect off

Status of the power 2 outlet
connection. Either on or off, or
Auto-detect off

If you are using a tiering
configuration, this indicates if the
KX 11l you are accessing is the base
device or a tiered device.

The statuses of the ports being
used by the KX IlI

When displayed?

Always

Always

When the KX Il is
being managed by

CC-SG

Always

Always

Always

Always

Always

Always

Always

Always

When the KX [l is

part of a tiered
configuration

Always



Information Description

Serial Port States  The statuses of the DSAM serial
ports connected to the KX 111

Connected Users The users, identified by their
username and IP address, who are
currently connected to the KX 111

Online Help Links to online help

Favorite Devices  See Managing Favorites (on page
347)

FIPS Mode FIPS Mode: EnabledSSL Certificate:
FIPS Mode Compliant

KX Il Local Console Interface

There are many similarities among the KX 11l Local Console and the KX 1ll Remote Console graphical user

When displayed?

When a DSAM is
connected to the
KX 1

Always

Always

When enabled

When FIPS is
enabled

interfaces. Where there are differences, they are noted in the help.

For details on using the Local Console see KX Il Local Console (on page 351).

Raritan.

Abrand of Lllegrand

115



KX 11l Administrator Help

Administrator Help contains information specific to KX lll functions typically performed by KX III
application administrators, such as installing and configuring KX Ill, managing user groups and users,
managing security, and so on.

Administrator functions are typically performed in the KX Ill Remote Console and/or from the Local
Console.

Functions typically performed by end users rather than administrators, and some functions performed
from the Remote Console or Local Console are described in their own sections of help.

These functions include using virtual media, configuring mouse settings, using the scan port feature,
configuring video options and so on.

In This Chapter

Installation and Configuration. .. ... ...ttt i i 116
Rack PDU (Power Strip) OutletControl. . ........... ..., 135
USB Profiles. . ..o vt e e 137
User Management. . . ... ot et e 143
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Dual Video Port GrouUps. . ..o v vt ittt et e 302

Installation and Configuration

See the Quick Setup Guide that came with your device.
Additional information and optional steps included here but not in the QSG include:

e Additional Supported Mouse Settings (on page 118)

e LED Statuses During Boot Up (on page 121)

e Connect to a VGA Monitor (Optional) (on page 122)

e Step 6: Configuring the Keyboard Language (Optional) (on page 134)

Rack Mounting

The KX Il can be mounted in 1U (1.75", 4.4 cm) of vertical space in a standard 19" rack.

Note: Diagram may not depict your exact device. The mounting instructions are specific to your device.




Forward Mount

The steps correspond to the numbers shown in the front rackmount diagrams.

Secure the cable-support bar to the back end of the side brackets using two of the included screws.
Slide the KX Il between the side brackets, with its rear panel facing the cable-support bar, until its
front panel is flush with the “ears” of the side brackets.

3. Secure the KX Ill to the side brackets using the remaining included screws (three on each side).

4. Mount the entire assembly in your rack, and secure the side brackets' ears to the rack's front rails
with your own screws, bolts, cage nuts, and so on.

5. When connecting cables to the rear panel, drape them over the cable-support bar.

Rear Mount
The steps correspond to the numbers shown in the rear rackmount diagrams.

1. Secure the cable-support bar to the front end of the side brackets, near the side brackets' “ears,”

using two of the included screws.

2. Slide the KX Il between the side brackets, with its rear panel facing the cable-support bar, until its
front panel is flush with the back edges of the side brackets.

3. Secure the KX Ill to the side brackets using the remaining included screws (three on each side).
Mount the entire assembly in your rack and secure the side brackets' ears to the rack's front rails
with your own screws, bolts, cage nuts, and so on.

5. When connecting cables to the rear panel, drape them over the cable-support bar.

Default Login - Change the Password
The KX Ill device is shipped with the following default settings. You are forced to change the password at

first login to a strong password.

e Username = admin
e Password=raritan
e |Paddress=192.168.0.192
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Important: For backup and business continuity purposes, it is strongly
recommended you create a backup administrator username and password, and
keep that information in a secure location.

Step 1: Configuring Network Firewall Settings

e TCP Port 5000: Allow network and firewall communication to enable remote access.
e TCP Port 443: Allow access to the standard HTTPS port to enable access via web browser.
e TCP Port 80: Allow access to the standard HTTP port to enable redirection of HTTP requests.

TCP Port 5000

Enable remote access to KX Ill by allowing network and firewall communication on TCP Port 5000.

TCP Port 443

Allow access to TCP Port 443 (Standard HTTPS) so you can access KX Ill via a web browser.

TCP Port 80

Allow access to TCP Port 80 (Standard HTTP) to enable automatic redirection of HTTP requests to
HTTPS.

Step 2: Configuring KVM Target Servers

Target Server Video Resolutions

See Supported Target Server Video Resolutions (on page 379) in Online Help.

Mouse Settings

Absolute Mouse Synchronization is recommended to minimize mouse settings on target servers.
Additional Supported Mouse Settings (on page 118).

In this mode, absolute coordinates are used to keep the client and target cursors in synch, even when
the target mouse is set to a different acceleration or speed. This mode is supported on servers with USB
ports and is the default mode for virtual media CIMs.

e Absolute Mouse Synchronization requires the use of a virtual media CIM - D2CIM-VUSB, D2CIM-
DVUSB, D2CIM-DVUSB-DVI, D2CIM-DVUSB-HDMI, D2CIM-DVUSB-DP, D2CIM-VUSB-USBC

Additional Supported Mouse Settings

These settings are configured on your target operating system unless otherwise indicated.



Windows 7 and Windows Vista Mouse Settings

» Configure these mouse settings in Windows °:

Configure the motion settings:

e Set the mouse motion speed setting to exactly the middle speed

e Disable the "Enhanced pointer precision" option

Disable animation and fade effects:

e Animate controls and elements inside windows

e Animate windows when minimizing and maximizing
e Fade or slide menus into view

e Fade or slide ToolTips into view

e Fade out menu items after clicking
Apple Mac Mouse Settings
» Configure these Apple Mac® mouse settings:

Absolute Mouse Synchronization is required for proper mouse synchronization on KVM target servers
running a Mac” operating system.

In order for Absolute Mouse Synchronization to work, a virtual media CIM is required. For a list of
supported CIMs, see Supported Computer Interface Module (CIMs) Specifications (on page 382).

Once you have completed your installation, set the Mac USB profile. If you do not set this profile, the
mouse may not synch in OS X.

To do this, do one of the following:

1. Connect to the Mac target from the KVM Client.

2. Select USB Profile > Other Profiles > Mac OS-X (10.4.9 and later).

Or

3. In KX I, select Device Settings > Port Configuration, then click on the target name to open the Port
page.

4. Expand 'Select USB Profiles for Port' section.
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5. Select 'Mac 0S-X (10.4.9) and later' from the Available box, then click Add to add it to the Selected
box.

6. Click on 'Mac 0S-X (10.4.9) and later' in the Selected box. This automatically adds it to the Preferred
Profile drop-down.

7. Select 'Mac 0S-X (10.4.9) and later' from the Preferred Profile drop-down, then check the checkbox
under 'Set Active Profile As Preferred Profile'.

e (Click OK to apply.

Linux Mouse Settings
» Configure these Linux” mouse settings:
e (Standard Mouse Mode only) Set the mouse acceleration to exactly 1 and set the threshold to

exactly 1. Enter the following command: xset mouse 1 1. Thisshould be set for execution upon
login.

Sun Solaris Mouse Settings

» Configure these Sun® Solaris™ mouse settings:

e Set the mouse acceleration value to exactly 1 and the threshold to exactly 1

e Ensure that your video card is set to a supported resolution and that its output is VGA, not
composite sync

IBM AIX Mouse Settings

» Configure these IBM AIX® mouse settings:

® Go to the Style Manager, click on Mouse Settings and set Mouse Acceleration to 1.0 and Threshold
to 3.0

Step 3: Connecting the Equipment




A: AC Power

1. Use the power cords that came with KX Ill. Use both cords with AC power outlets for dual-power
failover protection.

LED Statuses During Boot Up

When you boot up, the LED lights behave as follows:

e When first powered up:
e All Channel LEDs are on
e The Power LED is off
e At the boot phase:
e All Channel LEDs are off
¢ |f both power supplies are on, the Power LED is Blue

¢ If one power supply is on, the Power LED is Red

B. Network Ports

Two network ports are provided to allow for both failover and isolation modes.

Connect a standard Ethernet cable from the LAN1 network port on the KX lll to an Ethernet switch, hub,
or router.

If you will use failover or isolation modes, connect a standard Ethernet cable from the LAN2 network
port on the KX lll to an Ethernet switch, hub, or router.

See Choose Failover or Isolation Mode (on page 163) for more details.

C: USB Ports (Local User Port)

» To connect the keyboard and mouse:

e Connect a USB keyboard and mouse to the respective Local User port on the back of KX IlI.

Use the KX Il Local User port for administrative and target device access at the rack. The Local User port
is required for installation and setup, but is optional for subsequent use.

If you're also using Dominion Serial Access Modules (DSAM), reserve the top USB port on the rear of the
unit for connecting DSAM.

D. Local DVI-D Port

A single link DVI cable is used to connect to a local DVI monitor or keyboard tray (not included with the
KX 11).

Connect to the DVI port on Raritan's T1700-LED or T1900-LED keyboard tray.

Use a required DVI-D to VGA converter to connect to VGA monitors.
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Connect to a DVI Monitor

The local monitor must support a minimum 1024x768 resolution.

1. Connect a USB keyboard and mouse to the respective Local User ports on the back of KX IlI.
2. Connect a DVI cable from the DVI-D port on the back of KX Ill to the DVI monitor.

Connect to a VGA Monitor (Optional)

To connect to a VGA monitor:

Connect a USB keyboard and mouse to the respective Local User ports on the back of the KX lII.

Plug the DVI-D to VGA converter in to the DVI-D port on the back of the KX Ill, and secure it by
turning the screws on each side clockwise.

3. Connect a VGA cable to the DVI-D to VGA converter, connect the other end to your VGA monitor and
secure it by tightening the screws.

Note: The DVI-D to VGA converter is not included. Some converters require a power supply. Contact
Sales for information.

E. Connect Target Servers to KX 11|

1. Connect the keyboard, mouse and video plugs on the CIM to the corresponding ports on the target
server.

2. Connect the CIM to an available target server port on the back of the KX Ill via a Cat5/5e/6 cable.

F. Tiering (Optional)

See Configuring and Enabling Tiering (on page 218).

G. Connect the Modem (Optional)

See Configuring Modem Settings (on page 229).

H: Dominion Serial Access Module (Optional)

Connecting a KX Ill and a Dominion Serial Access Module (DSAM) provides access to devices such as
LAN switches and routers that have a RS-232 serial port.

1. Connect the DSAM unit's USB cable to the top USB port on the rear of the KX Ill device. Connect
additional DSAM units to any other USB port.

2. Connect the serial devices to the serial ports on the DSAM unit.

Step 4: Configuring the KX Il

For the following steps, you must change the default password and assign the KX Il its IP address at the
Local Console. All other steps can be performed either from the Local Console, or the KX Ill Remote
Console in a web browser using the KX Ill's IP address.

Change the Default Password

The first time you start the KX 11l device, you are required to change the default password.



1. Once the unit has booted, login with the default username and password.
2. You are forced to change to a new strong password.

3. Click Apply, then click OK on the Confirmation page.

Assign the KX Il a Device Name

Choose Device Settings > Network to go to the Basic Network Settings page in the KX 1ll Remote client.

Basic Network Settings

Device Name *

Mame *—

[~ IPvd Address
IP Address Subnet Mask
192.168.61.160 2552552550
Default Gateway IP Auto Configuration
192.168.61.126 Mone ¥

e Specify a meaningful Device Name for your KX 11l device.
¢ Up to 32 alphanumeric and valid special characters, no spaces between characters.
Next, configure the IP address and DNS settings.

Choose Failover or Isolation Mode

Configure KX Ill for Dual LAN Failover Mode (on page 163): In failover mode, LAN status is used to
determine which LAN port is used in failover. LAN port #1 is switched as default. If the switched LAN
port status is down, then the other LAN port will be switched to until a LAN port whose status is on is
found.

Configure KX Ill for Dual LAN Isolation Mode (on page 165)

Configure KX Il for Dual LAN Failover Mode

LAN1 and LAN2 share the same IP address to support automatic failover.
LAN1 is the primary port. If LAN1 fails, LAN2 is used to access KX IIl.

Select Device Settings > Network to open the Device Network Settings page.
Set the IP Auto Configuration to None in the IPv4 section.
Select the "Enable Automatic Failover" checkbox under LAN Interface Settings to enable failover.

pwnN e

Manually specify the network parameters by entering the Default Gateway.
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5. Enter the IPv4 IP Address, if needed. The default IP address is 192.168.0.192.
6. Enter the IPv4 Subnet Mask. The default subnet mask is 255.255.255.0.
7. The LAN1 settings are applied to LAN2 if failover occurs.

Basic Network Settings

Davice Name

[KX3-Device |

— IPvd Address
IP Address Subnet Mask
|192 168 58 235 | |255.255.255.0 |
Default Gateway IP Auto Configuration
[162.168.59.126 | [None v |

~ [ IPv6 Address

GloballUnique IP Address Prefix Length
|rd0?.2fa.ﬁcﬂ.2ﬁ3|:| 206 | | iﬁd l
Gateway IP Address

|de? 2fa6efl 20301 |

Link-Local IP Address Zone 1D
fed0::20d 5dff.-felf.618c %1

IP Auto Configuration

{ None i |

— LANZ IPv4 Address

IP Address Subnet Mask

| 192 168 .62 46 2552552550
D_E[ﬂ_l.ﬂt(z‘natew_ay IP Auto Configuration
|192.168.62.126 | DHCP » |

1. Complete the IPv6 sections, if applicable.
2. Select the IP Auto Configuration.
If None is selected, you must manually specify -
= Global/Unique IP Address - this is the IP address assigned to KX IlI.
= Prefix Length - this is the number of bits used in the IPv6 address.
* Gateway IP Address.

Select Router Discovery to locate a Global or Unique IPv6 address instead of a Link-Local subnet. Once
located, the address is automatically applied.



Note that the following additional, read-only information appears in this section -
e Link-Local IP Address - this address is automatically assigned to the device. It is used for neighbor
discovery or when no routers are present.
e Zone ID - Identifies the device the address is associated with. Read-Only

3. Next, select "Use the Following DNS Server Addresses" and enter the Primary DNS Server IP Address
and Secondary DNS Server IP Address. The secondary address is used if the primary DNS server
connection is lost due to an outage.

Note: "Obtain DNS Server Address Automatically" and "Preferred DHCP Host Name" are only enabled
when KX Il is configured in DHCP mode.

Prefermed DHCP Host Hams
5 60137

Obimin DNS Server Address Aufomatically

‘s Use the Folloesng DNS Server Addresses

Primary OMS Server IF Address

Secondary DMS Server IP Address

[ox] | Renet To Datlnu 1n Camged

4. Setthe LAN 1/LAN 2 Interface Speed and Duplex, and the LAN 1/LAN 2 MTU.
¢ Valid range for MTU is 576 - 1500.

5. Set ARP Accept (default 0), ARP Announce (default 2) and ARP Ignore (default 1) options for Address
Resolution Protocol (ARP) if needed to change the default system ARP behavior.

6. When finished, click OK. Your KX Ill device is now network accessible.
Configure KX Il for Dual LAN Isolation Mode

Isolation mode allows you to access each LAN port independently using different IP addresses.

Failover is not supported in this mode.
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1. Select Device Settings > Network to open the Device Network Settings page.
2. Set the IP Auto Configuration to None in the IPv4 section.

LAN Interface Settings

Note: For reliable network communication, configure the Dominion
KX3 and LAN Switch fo the same LAN Interface Speed and Duplex.
For example, configure both the Dominion KX3 and LAN Switch to
Autodetect [recommended) or set both fo a fixed speed/duplex such
as 100Mbps/Full,

Current LAN Interface Parameters:
Ak omnpgotiation on 1000 Mbps, full duplesx, lnk ok

LAM Interface Speed & Duplex

Auodotoct b

LANT MTU
|15l:l:l

Current LAN2 Interface Parameters:
aulonegotiahon on, 10 Mbps, half duplex, no link

LANZ interface Speed & Duplex
Audodetect w
LANZ MTU

I 1500
Enabéo Autommatic Fadoser
Bandwidth Limit
Mo Limst R

ARFP Accept
0w

ARFP Announce

P ows

ARP Ignore
1w

802.1X Configuration

Link 10 802 1x Configurabion

3. Ensure the "Enable Automatic Failover" checkbox is not selected.

4. Set ARP Accept (default 0), ARP Announce (default 2) and ARP Ignore (default 1) are options for
Address Resolution Protocol (ARP) if needed to change the default system ARP behavior.

5. If needed, manually specify the network parameters by entering the Default Gateway and then
complete the steps that follow.

6. Enter the IP address you want to use to connect to the KX IIl LAN1. The default IP address is
192.168.0.192.

Enter the IPv4 Subnet Mask. The default subnet mask is 255.255.255.0.
In the LAN2 IPv4 section, set the IP Auto Configuration to None.
Enter the IP address you want to use to connect to the KX 11l LAN2.



10. Enter the LAN2 IPv4 Default Gateway and Subnet Mask.

Basic Network Settings

Device Mame *

| DominionDevice |
— IPvd Address
IP Address Subnet Mask
| 192 168.61.104 | |255.255.255.0 |

Default Gateway

| 192 168.61.126

IP Auto Configuration
| Nome

B IL._! IPvE Address

GlaballUnigue IP Address Prefix Length
| !
Gateway |P Address
Link-Local IP Addrass Zone ID
MIA %1
IP Aute Configuration
Mone hd
[~ LANZ IPv4 Address
IP Address Subnet Mask
| 192 168.61.105 | | 255.255.255.0 |

Default Gateway

| 192 168.61.126

IP Aute Configuration
| None v

11. Complete the IPv6 sections, if applicable.
12. Select the IP Auto Configuration.
If Mone is selected, you must manually specify -
= Global/Unique IP Address - this is the IP address assigned to KX IlI.
= Prefix Length - this is the number of bits used in the IPv6 address.

= Gateway IP Address.

Select Router Discovery to locate a Global or Unique IPv6 address instead of a Link-Local subnet. Once

located, the address is automatically applied.
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Note that the following additional, read-only information appears in this section -

e Link-Local IP Address - this address is automatically assigned to the device. It is used for neighbor
discovery or when no routers are present.

e Zone ID - Identifies the device the address is associated with. Read-Only

13. Select "Use the Following DNS Server Addresses" and enter the Primary DNS Server IP Address and
Secondary DNS Server IP Address. The secondary address is used if the primary DNS server
connection is lost due to an outage.

Note: "Obtain DNS Server Address Automatically" and "Preferred DHCP Host Name" are only enabled
when KX Il is configured in DHCP mode

Obtain DNS Server Address Automatically
™= (8 Use the Following DNS Server Addresses

Primary DNS Server IP Address
| 192.168.55.100 |

Secondary DNS Server IP Address
| 192 168.55.101 |

14. Set the LAN 1/LAN 2 Interface Speed and Duplex, and the LAN 1/LAN 2 MTU.
¢ Valid range for MTU is 576 - 1500.
15. When finished, click OK.

Your KX III device is now accessible via the LAN1 IP address and the LAN2 IP address.
Name Your Target Servers

Connect all of the target servers if you have not already done so.

Select Device Settings > Port Configuration, then click the Port Name of the target server you want to
name.

T

Dustva  SubTree

Searsaprd K Pon
Blaets Chikies

KR Sanigh

Hame

oVt q—{T_)

1. Enter a name for the server up to 32 alphanumeric and special characters. Click OK.
Specify Power Supply Autodetection
KX lll provides dual power supplies.

When both power supplies are used, KX Ill automatically detects them and notifies you of their status.

Additionally, both the Powerln1 and Powerln2 Auto Detect checkboxes are automatically selected on
the Power Supply Setup page.



If you are using only one power supply, you can enable automatic detection for only the power supply in
use.

When only one power input is connected, the Power LED on the front of the KX Il device is Red when
the checkbox is selected for an unconnected power supply, and Blue when the checkbox is not selected
for an unconnected power supply.

» To enable automatic detection for the power supply in use:

1. Select Device Settings > Power Supply Setup.
e Select the Powerlnl Auto Detect option if you are plugging power input into power supply number
one.
(The left-most power supply at the back of the device when you are facing rear of the device.)
Or
e Select the Powerln2 Auto Detect option if you are plugging power input into power supply number
two.
(The right-most power supply at the back of the device when you are facing rear of the device.)

Click OK.

Configure Date/Time Settings

The date and time settings impact SSL certificate validation if LDAPS is enabled. Configuring the date
and time also ensures your audit logs will be timestamped correctly.
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There are two ways to do this:

e Manually set the date and time.

Time Zone ;
(GMT -05:00) US Eastem v

Adjust for daylight savings time

(@ User Specified Time o
Date (Month, Day, Year)
August bl |24 , | 2026

Time (Hour, Minute)
|12 | 11 |7 {hh:mmiss)

e Synchronize the date and time with a Network Time Protocol (NTP) server.

(® Synchronize with NTP Server
Override DHCP
= Primary Time Server

IP Address/Host Name
[92 1685122 |

Type D Format Key

None ~[1 |[Ascil v|] ]

— Secondary Time Server

IF Address/Host Name
[ 192 168 50 107 |

Type ID Format Hey

[ None v:El._AsCii v |

| 0K | | Reset To Defaults | | Cancel |

Note: NTP security is added to the KX lll, which allows it to request the date and time with or without
authentication. If the NTP server is configured to use authentication, it will accept the request along
with the authentication key, and send back the date and time along with digital information of the
authentication key. The KX Il will verify the digital information and will use the date and time if the key
matches; otherwise discard the received information.




» To configure date/time settings:

Choose Device Settings > Date/Time to open the Date/Time Settings page.
Choose your time zone from the Time Zone drop-down list.
Adjust for daylight savings time by checking the "Adjust for daylight savings time" checkbox.

W nN e

Choose the method to use to set the date and time:

e User Specified Time - use this option to input the date and time manually. For the User Specified
Time option, enter the date and time. For the time, use the hh:mm format (using a 24-hour clock).

e Synchronize with NTP Server - use this option to synchronize the date and time with the Network
Time Protocol (NTP) Server.

5. For the Synchronize with NTP Server option:
e Enter the IP address of the Primary Time server, Authentication Type, ID, key Format and key value.

e Enter the IP address of the Secondary Time server, Authentication Type, ID, key Format and key
value Optional

Note: If DHCP is selected for the Network Settings on the Network page, the NTP server IP address is
automatically retrieved from the DHCP server by default. Manually enter the NTP server IP address
by selecting the Override DHCP checkbox.

6. Click OK.

Create User Groups and Users

Note to CC-SG Users

When the KX lll is controlled by CommandCenter Secure Gateway, CC-SG authenticates users and
groups, except for local users requiring Local port access.

When CC-SG is controlling the KX III, local port users will be authenticated against the local user
database or the remote authentication server (LDAP/LDAPS or RADIUS) configured on the KX . They
will not be authenticated against the CC-SG user database.

HKC and VKCs target launches from CC-SG clients will be prompted for certificate login if the client PC
has a valid certificate loaded and the KX Ill managed by CC-SG has Client Certificate Authentication
enabled.

For additional information about CC-SG authentication, see the CommandCenter Secure Gateway User
Guide, Administrator Guide, or Deployment Guide, which can be downloaded from the Support section
of the Raritan website.

Supported Protocols

To simplify management of usernames and passwords, the KX Ill provides the ability to forward
authentication requests to an external authentication server. Two external authentication protocols are
supported: LDAP/LDAPS and RADIUS.
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Note on Microsoft Active Directory

Microsoft” Active Directory” uses the LDAP/LDAPS protocol natively, and can function as an LDAP/LDAPS
server and authentication source for the KX llI. If it has the IAS (Internet Authorization Server)
component, a Microsoft Active Directory server can also serve as a RADIUS authentication source.

Step 5: Launching the KX IIl Remote Console

Launch a supported web browser, and enter the IP address assigned to the KX IlI.

A default client is launched based on your pc and browser settings. See KVM Clients (on page 26).
You can also choose a client by entering the URL directly. See KVM Client Launching (on page 26).

3. Enter your username and password, then click Login.

4. Accept the user agreement (if applicable).
5. If security warnings appear, click to accept.

Tip: If you have a Dominion KX Il User Station, you can use it to remotely access the KX Il target
servers. See Dominion User Station (on page 340).

Access and Control Target Servers Remotely

The KX IIl Port Access page provides a list of all KX Ill ports.

The page also lists all of the target servers connected to the KX Il along with their status and availability.



Access a Target Server from the KX IlI

» To access a target server:

Port Access

Cifek on the individual port name to see allowable aperations.
0/ 4 Remote KVM channels currently in use.

1. Onthe KX IIl Port Access page, click the Port Name of the target you want to access. The Port Action
Menu is displayed.

2. Choose Connect from the Port Action menu. A KVM window opens with a connection to the target.

Switch between Target Servers

Port Access -ﬂ—@

Circk on the individual port name fo see allowable operations.
0/ 4 Remate KVM channels currently in use.

| Switch From Windows

| C ot -
3 uqrrnqn-m_mhfﬂ—(y

1 While already using a target server, access the KX Ill Port
Access page.

2 Click the port name of the target you want to access. The
Port Action menu appears.

3 Choose Switch From. The new target server you selected is
displayed.

DKX3-808 Fast Switching

DKX3-808 maintains the video connections to the servers, enabling faster connections to servers and
faster switching between channels.
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Some Video Settings do not apply to DKX3-808 targets:

e Automatic Color Calibration

* Video Sensing: Best possible video mode/Quick sense video mode

Disconnect from a Target Server

» To disconnect a target:

e On the Port Access page, click the port name of the target you want to disconnect from, then click
Disconnect on the Port Action menu when it appears.

Or

e Close the KVM client window.

Step 6: Configuring the Keyboard Language (Optional)

If you are using a non-US language, the keyboard must be configured for the appropriate language.
Also, the keyboard language for the client machine and the KVM target servers must match. Consult
your operating system documentation for information about changing the keyboard layout.

Change the Keyboard Layout Code (Sun Targets)

Use this procedure if you are using a DCIM-SUSB and want to change the keyboard layout to another
language.

» To change the keyboard layout code (DCIM-SUSB only):

o Open a Text Editor window on the Sun™ workstation.

e Check that the Num Lock key is active. then press the
left Ctrl key and the Del key on your keyboard, or select
the option "set CIM keyboard/Mouse options" from the
keyboard menu.

The Caps Lock light starts to blink, indicating that the
CIM is in Layout Code Change mode.

The text window displays: Raritan Computer,
Inc. Current keyboard layout code =
22h (US5 UNIX).

Type the layout code desired (for example, 31 for the
Japanese keyboard). Press Enter.

Shut down the device and power on once again. The
DCIM-SUSB performs a reset (power cycle).

©d



@ Verify that the characters are correct.

Step 7: Create and Install an SSL Certificate

It is strongly recommended to install your own SSL Certificate in each KX Il device. This security best

practice reduces the number of browser and Java™ warning messages, and avoids man-in-the-middle
attacks. It also prevents future Java versions and browser versions from blocking access to your KX IlI
device.

For information on creating and installing SSL certificates, see SSL and TLS Certificates (on page 253).

Check Apple support for guidance on certificates required for Apple devices: https://
support.apple.com/en-us/HT210176

Rack PDU (Power Strip) Outlet Control

Overview

You can control Raritan PX and RPC series rack PDU (power strip) outlets connected to the KX Il through
a D2CIM-PWR.

Once connected to the KX Ill, the rack PDU and its outlets are controlled from the Powerstrip page,
which is accessed by clicking on the Power menu at the top of the page.

Note: If no powerstrips are connected to KX Ill, a message stating "No powerstrips found" is displayed in
the Powerstrip Device section of page.

All of the powerstrips you have permissions to access and which are connected to KX Il are listed in the
Powerstrip drop-down.

Information about the currently selected powerstrip is displayed under the Powerstrip drop-down.

* Name

e Model

e Temperature

e Current Amps

®  Maximum Amps

e \Voltage

e Power in Watts

e Power in Volts Ampere

e Qutlet Display Information:

e Name - Named assigned to the outlet when it was configured.
e State - On or Off status of the outlet

e Control - Turn outlets on or off, or cycle their power

e Association - The target ports associated with the outlet
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In the case of tiered configurations, the Powerstrip page will display both rack PDUs attached to the
base and tiered KX llIs, for which the user has been granted appropriate port access permissions.

e Qutlet Display Information:

e Name - Named assigned to the outlet when it was configured.
e State - On or Off status of the outlet

e Control - Turn outlets on or off, or cycle their power

e Association - The ports associated with the outlet

Powerstrip Device

Powerstrip: | PP22-HKD7200006 Baytech ¥ |

Name Model: Temperature: CurrentAmps: MaxAmps: Voltage: PowerinWalt: PowerlnVA
PP22-HKDT200006 Baytech PCR8 30.0°C 09A 23A 1248V 5TW 114 VA
30 Power Cycle Duration {5-300 seconds)
Name State Control Associations
DSAM3 Port 1(1) on
Outlet 2 on
Dominion_KX3_Port24(3) off @ Dominian_KX3_Part24
Outlet 4 on
LinuxTargetPO20540004][015](5) on LinuxTarget[PQ20540004][015]
Splitter port 8(8) on Splitter port 8
Splitter port 8(7) off @ Splitter port &
Outlet 8 on @

Turning Outlets On/Off and Cycling Power

» To turn an outlet on:

Click the Power menu to access the Powerstrip page.
From the Powerstrip drop-down, select the PX rack PDU (power strip) you want to turn on.

1.

2.

3. Click Refresh to view the power controls.

4. Click On next to the outlet you want to power on.
5.

Click OK to close the Power On confirmation dialog. The outlet will be turned on and its state will be
displayed as 'on'.

» To turn an outlet off:

1. Click Off next to the outlet you want to power off.
2. Click OK on the Power Off dialog.

3. Click OK on the Power Off confirmation dialog. The outlet will be turned off and its state will be
displayed as 'off".



» To cycle the power of an outlet:

1. Click Cycle next to the outlet you want to cycle. The Power Cycle Port dialog opens.
2. Click OK. The outlet will then cycle (note that this may take a few seconds).
3. Once the cycling is complete the dialog will open. Click OK to close the dialog.

USB Profiles

Overview

To broaden the KX lll's compatibility with different KVM target servers, Raritan provides a standard
selection of USB configuration profiles for a wide range of operating system and BIOS-level server
implementations.

The Generic (default) USB profile meets the needs of the vast majority of deployed KVM target server
configurations.

Additional profiles are provided to meet the specific needs of other commonly deployed server
configurations (for example, Linux” and Mac OS X°).

There are also a number of profiles (designated by platform name and BIOS revision) to enhance virtual
media function compatibility with the target server, for example, when operating at the BIOS level.

USB profiles are configured on the Device Settings > Port Configuration > Port page of the KX Ill Remote
and Local Consoles.

Administrators configure the port with the USB profiles that best meet the needs of the user, and the
target server configuration.

A user connecting to a KVM target server chooses among these preselected profiles in the KVM Client,
depending on the operational state of the KVM target server.

For example, if the server is running Windows® operating system, it would be best to use the Generic
profile.

To change settings in the BIOS menu or boot from a virtual media drive, depending on the target server
model, a BIOS profile may be more appropriate.

CIM Compatibility

In order to make use of USB profiles, you must use a virtual media CIM with updated firmware. For a list
of virtual media CIMs, see Supported Computer Interface Module (CIMs) Specifications (on page 382).

Available USB Profiles

The current release of the KX Il comes with the selection of USB profiles described in the following
table. New profiles may be included with each firmware upgrade provided by Raritan.
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USB profile

BIOS Dell® PowerEdge”
1950/2950/2970/6950/
R200

BIOS Dell OptiPlex ™
Keyboard and Mouse
Only

BIOS Dell Optiplex 790

BIOS Dell Optiplex 790
Keyboard Only

BIOS DellPowerEdge
Keyboard and Mouse
Only

Description

Dell PowerEdge 1950/2950/2970/6950/R200 BIOS

Use either this profile or 'Generic' profile for Dell PowerEdge 1950/2950/2970/6950/R200
BIOS.

Restrictions:

e None

Dell OptiPlex BIOS Access (Keyboard and Mouse Only)

Use this profile to have keyboard functionality for the Dell OptiPlex BIOS when using
D2CIM-VUSB. When using the new D2CIM-DVUSB, use 'Generic' profile.

Notice:

e Optiplex 210L/280/745/GX620 requires D2CIM-DVUSB with 'Generic' profile to
support virtual media

Restrictions:
e USB bus speed limited to full-speed (12 MBit/s)

e No virtual media support

Use this profile for Dell Optiplex 790 during BIOS operations.

Warning:

e USB enumeration will trigger whenever Virtual Media is connected or disconnected
Restrictions:

e USB bus speed limited to full-speed (12 MBit/s)

e Absolute mouse synchronization not supported

e Virtual CD-ROM and disk drives cannot be used simultaneously

Use this profile for Dell Optiplex 790 when using Keyboard Macros during BIOS operations.

Only keyboard is enabled with this profile.

Restrictions:

® Mouse is disabled.

e Virtual CD-ROM and disk drives are disabled.

Dell PowerEdge BIOS Access (Keyboard and Mouse Only)

Use this profile to have keyboard functionality for the Dell PowerEdge BIOS when using
D2CIM-VUSB. When using the new D2CIM-DVUSB, use 'Generic' profile.

Notice:

e PowerEdge 650/1650/1750/2600/2650 BIOS do not support USB CD-ROM and disk
drives as a bootable device

e PowerEdge 750/850/860/1850/2850/SC1425 BIOS requires D2CIM-DVUSB with
'Generic' profile to support virtual media

e Use 'BIOS Dell PowerEdge 1950/2950/2970/6950/R200' or 'Generic' profile for
PowerEdge 1950/2950/2970/6950/R200 when operating in the BIOS

Restrictions:
e USB bus speed limited to full-speed (12 MBit/s)
e Absolute mouse synchronization™ not supported

e No virtual media support



USB profile

BIOS ASUS P4C800
Motherboard

BIOS Generic

BIOS HP® Proliant™
DL145

BIOS HP Compagq”®
DC7100/DC7600

BIOS IBM ThinkCentre
Lenovo

IBM BladeCenter H with
Advanced Management
Module

BIOS Lenovo ThinkPad
T61 & X61
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Description

Use this profile to access BIOS and boot from Virtual Media on Asus P4C800-based
systems.

Restrictions:

e USB bus speed limited to full-speed (12 MBit/s)

e Virtual CD-ROM and disk drives cannot be used simultaneously

BIOS Generic

Use this profile when Generic OS profile does not work on the BIOS.

WARNING: USB enumeration will trigger whenever virtual media is connected or
disconnected.

Restrictions:
e USB bus speed limited to full-speed (12 MBit/s)
e Absolute mouse synchronization™ not supported

e Virtual CD-ROM and disk drives cannot be used simultaneously

HP Proliant DL145 PhoenixBIOS
Use this profile for HP Proliant DL145 PhoenixBIOS during OS installation.
Restrictions:

e USB bus speed limited to full-speed (12 MBit/s)

BIOS HP Compaq DC7100/DC7600

Use this profile to boot the HP Compag DC7100/DC7600 series desktops from virtual
media.

Restrictions:

e Virtual CD-ROM and disk drives cannot be used simultaneously

IBM Thinkcentre Lenovo BIOS

Use this profile for the IBM® Thinkcentre Lenovo system board (model 828841U) during
BIOS operations.

Restrictions:

e USB bus speed limited to full-speed (12 MBit/s)

e Virtual CD-ROM and disk drives cannot be used simultaneously

Use this profile to enable virtual media functionality when D2CIM-VUSB or D2CIM-DVUSB
is connected to the Advanced Management Module.

Restrictions:

e Virtual CD-ROM and disk drives cannot be used simultaneously

BIOS Lenovo ThinkPad T61 and X61 (boot from virtual media)
Use this profile to boot the T61 and X61 series laptops from virtual media.
Restrictions:

e USB bus speed limited to full-speed (12 MBit/s)
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USB profile

Generic

HP Proliant DL360/
DL380 G4 (HP SmartStart
CD)

HP Proliant DL360/
DL380 G4 (Windows

2003° Server
Installation)

. ®
Linux

BIOS Mac”

MAC 05 X° 10.4.9 (and
later)

RUBY Industrial
Mainboard (AwardBIOS)

Description

The generic USB profile can be used for Windows 2000° operating system, Windows XP®
operating system, Windows Vista® operating system and later.

Note: Microsoft no longer supports some legacy Windows OS, and using them may be a
security risk.

Restrictions:

® None

HP Proliant DL360/DL380 G4 (HP SmartStart CD)

Use this profile for the HP Proliant DL360/DL380 G4 series server when installing OS using
HP SmartStart CD.

Restrictions:
e USB bus speed limited to full-speed (12 MBit/s)

e Absolute mouse synchronization™ not supported

HP Proliant DL360/DL380 G4 (Windows 2003 Server Installation)

Use this profile for the HP Proliant DL360/DL380 G4 series server when installing Windows
2003 Server without the help of HP SmartStart CD.

Restrictions:

e USB bus speed limited to full-speed (12 MBit/s)

Generic Linux profile

This is the generic Linux profile; use it for Redhat Enterprise Linux, SUSE Linux Enterprise
Desktop and similar distributions.

Restrictions:

e Absolute mouse synchronization™ not supported
BIOS Mac

Use this profile for Mac BIOS.

Restrictions:

e Absolute mouse synchronization™ is not supported

e Virtual CD-ROM and disk drives cannot be used simultaneously

If you use this USB profile, see Mouse Modes when Using the Mac Boot Menu (on
page 142) for information mouse modes when using the Mac Boot Menu

Mac OS X version 10.4.9 (and later)

This profile compensates the scaling of mouse coordinates introduced in recent versions of
Mac OS X. Select this if the remote and local mouse positions get out of sync near the
desktop borders.

Restrictions:

e Virtual CD-ROM and disk drives cannot be used simultaneously

RUBY Industrial Mainboard (AwardBIOS)

Use this profile for the RUBY-9715VG2A series industrial mainboards with Phoenix/
AwardBIOS v6.00PG.



USB profile

Supermicro Mainboard
Phoenix (AwardBIOS)

Suse 9.2

Troubleshooting 1

Troubleshooting 2

Troubleshooting 3
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Description
Restrictions:
e USB bus speed limited to full-speed (12 MBit/s)

e Virtual CD-ROM and disk drives cannot be used simultaneously

Supermicro Mainboard Phoenix AwardBIOS
Use this profile for the Supermicro series mainboards with Phoenix AwardBIOS.
Restrictions:

e Virtual CD-ROM and disk drives cannot be used simultaneously

SuSE Linux 9.2

Use this for SuSE Linux 9.2 distribution.

Restrictions:

e Absolute mouse synchronization™ not supported
e USB bus speed limited to full-speed (12 MBit/s)

Troubleshooting Profile 1

e Mass Storage first

e Keyboard and Mouse (Type 1)

e USB bus speed limited to full-speed (12 MBit/s)

e Virtual CD-ROM and disk drives cannot be used simultaneously

WARNING: USB enumeration will trigger whenever virtual media is connected or
disconnected.

Troubleshooting Profile 2

e Keyboard and Mouse (Type 2) first

® Mass Storage

e USB bus speed limited to full-speed (12 MBit/s)

e Virtual CD-ROM and disk drives cannot be used simultaneously

WARNING: USB enumeration will trigger whenever virtual media is connected or
disconnected.

Troubleshooting Profile 3

e Mass Storage first

e Keyboard and Mouse (Type 2)

e USB bus speed limited to full-speed (12 MBit/s)

e Virtual CD-ROM and disk drives cannot be used simultaneously

WARNING: USB enumeration will trigger whenever virtual media is connected or
disconnected.
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USB profile Description

Use Full Speed for Use Full Speed for virtual media CIM
Virtual Media CIM This profile can be useful for BIOS that cannot handle High Speed USB devices.
Restrictions:

e USB bus speed limited to full-speed (12 MBit/s)

Use Full Speed for This profile will set the Keyboard and Mouse USB interface on the Dual-VM CIM to Full
Keyboard and Mouse Speed. Useful for devices that cannot operate properly with the Low Speed USB settings.
UsB

Restrictions:

e USB bus speed set to full-speed (12 MBit/s) on Keyboard and Mouse USB interface

Mac USB-C Use this profile with the D2CIM-VUSB-USBC CIM on Mac targets.
e Make sure the resolution on Mac Notebook targets is set to "Best for CIM" instead of
"Scaled CIM".
] L4 (= FREEE AT

=S wrvgement  Cole  Mogha onm

Optirmizs for  Ci8d TRR0 IS0 5]
D) Best far CIN_1B80wI0S0
Soaled
Rotation:  Stunsand =]
Fafresh Rate:
AirPay Display: | 0oy 8
Shaw miroring options in the mery bar shen avslable Gatiapr Wandow

Mouse Modes when Using the Mac Boot Menu
When working with the "BIOS Mac" USB profile, to use the mouse in the Mac Boot Menu, you must use

Single Mouse mode since Absolute Mouse Mode is not supported in the BIOS.

» To configure the mouse to work at the Boot menu:

1. Reboot the Mac and press the Option key during the reboot to open the Boot menu. The mouse will
not respond at this point.

2. Select Single Mouse mode. The mouse now responds.

Note: Mouse speed may be slow while in Single Mouse mode.

3. Once you are out of the Boot menu and back to the OS X, exit Single Mouse mode and switch back
to Absolute Mouse mode.



Selecting Profiles for a KVM Port

The KX Il comes with a set of USB profiles that you can assign to a KVM port based on the
characteristics of the KVM target server it connects to. You assign USB profiles to a KVM port in the
Device Settings > Port Configuration > Port page in either the Remote or Local Console.

Administrators designate the profiles that are most likely to be needed for a specific target. These
profiles are then available for selection. If a profile has not been made available, you can access any of
the available profiles by selecting USB Profile > Other Profiles.

Assigning USB profiles to a KVM port makes those profiles available to a user when connected to a KVM
target server. If required, the user can select a USB profile from the USB Profile menu.

For information about assigning USB profiles to a KVM port, see Configuring USB Profiles (Port Page) (on
page 211).

User Management

User Groups

The KX Ill stores an internal list of all user profiles and user groups to determine access authorization
and permissions. This information is stored internally in an encrypted format.

All users must be authenticated to access KX III.

KX 11l can be configured to authenticate users locally and/or remotely using LDAP/LDAPS or RADIUS.
Remote user authentication is processed before local authentication if remote authentication is
enabled.

Every KX Ill is delivered with three default user groups. These groups cannot be deleted:

User Description

Admin Users that are members of this group have full administrative privileges.
The original, factory-default user is a member of this group and has the
complete set of system privileges. In addition, the Admin user must be a
member of the Admin group.

Unknown This is the default group for users who are authenticated externally using
LDAP/LDAPS or RADIUS or who are unknown to the system. If the
external LDAP/LDAPS or RADIUS server does not identify a valid user
group, the Unknown group is used. In addition, any newly created user is
automatically put in this group until assigned to another group.

Individual An individual group is essentially a “group” of one. That is, the specific

Group user is in its own group, not affiliated with other real groups. Individual
groups can be identified by the “@” in the Group Name. The individual
group allows a user account to have the same rights as a group.

Up to 254 user groups can be created in the KX I11.
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User Group List

User groups are used with local and remote authentication (via RADIUS or LDAP/LDAPS). It is a good
idea to define user groups before creating individual users since, when you add a user, you must assign
that user to an existing user group.

The User Group List page displays a list of all user groups, which can be sorted in ascending or
descending order by clicking on the Group Name column heading. From the User Group List page, you
can also add, modify, or delete user groups.

» To list the user groups:

e Choose User Management > User Group List. The User Group List page opens.

Herme > User Management > Groups

User Group List

=Linknown=
Admin

32 Rows per Fage | Set
[ Ada

Relationship Between Users and Groups

Users belong to a group and groups have privileges. Organizing the various users of your KX Ill into
groups saves time by allowing you to manage permissions for all users in a group at once, instead of
managing permissions on a user-by-user basis.

You may also choose not to associate specific users with groups. In this case, you can classify the user as
“Individual.”

Upon successful authentication, the appliance uses group information to determine the user's
permissions, such as which server ports are accessible, whether rebooting the appliance is allowed, and
other features.

Adding a New User Group

» To add a new user group:

Select User Management > Add New User Group or click Add on the User Group List page.
Type a descriptive name for the new user group into the Group Name field (up to 64 characters).

Select the checkboxes next to the permissions you want to assign to all of the users belonging to this
group. See Setting Permissions (on page 145)




4. Specify the server ports and the type of access for each user belonging to this group. See Setting

Port Permissions (on page 146)

5. Set the IP ACL. This feature limits access to the KX Ill device by specifying IP addresses. It applies
only to users belonging to a specific group, unlike the IP Access Control list feature that applies to all
access attempts to the device (and takes priority). See Group-Based IP ACL (Access Control List) (on

page 147) Optional

6. Click OK.

Setting Permissions

Important: Selecting the User Management checkbox allows the members of the group to change the permissions

of all users, including their own. Carefully consider granting these permissions.

Permission

Device Access
While Under CC-
SG Management

Device Settings

Diagnostics

Hide Client
Toolbar and
Menu Bar

Maintenance

Modem Access

PC-Share

Port
Management

Raritan.

Abrand of Lllegrand

Description

Allows users and user groups with this permission to directly
access the KX IIl. The KX 1l is accessed using an IP address
when Local Access is enabled for the device in CC-SG. The
device can be accessed from HKC, VKC/VKCs, AKC and CLI.

When a device is accessed directly while it is under CC-SG
management, access and connection activity is logged on the
KX 1I. User authentication is performed based on KX IlI
authentication settings.

e Note: The Admin user group has all permissions by
default.

Network settings, date/time settings, port configuration
(channel names, power associations), event management

(SNMP, Syslog), virtual media file server setups, host allowlist*.

*Host allowlist requires user to have both Security and Device
Settings permissions.

Network interface status, network statistics, ping host, trace
route to host, KX Ill diagnostics.

Removes toolbars and menu bars from AKC, VKC, and HKC so
that users can only use the Scale Video and Exit functions.

Backup and restore database, firmware upgrade, reboot.
Factory reset is available from the local console only.

Permission to use the modem to connect to the KX Ill device.

Simultaneous access to the same target by multiple users.

If you are using a tiered configuration in which a base KX IlI
device is used to access multiple, additional tiered devices, all
devices must share the same PC-Share setting.

Permission to manage and modify KVM port and serial port
settings.
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Permission Description

Security SSL certificate, security settings (VM Share, PC-Share), IP ACL,
host allowlist*.

*Host allowlist requires user to have both Security and Device
Settings permissions.
User User and group management, remote, authentication (LDAP/
Management LDAPS/RADIUS), login settings.

If you are using a tiered configuration in which a base KX llI
device is used to access multiple other tiered devices, user,
user group and remote authentication settings must be
consistent across all devices.

Setting Port Permissions

For each server port, you can specify the access type the group has, as well as the type of port access to
the virtual media and the power control. The default setting for all permissions is Deny.

Port access

Option Description

Deny Denied access completely
View View the video (but not interact with) the connected target server.
Control Control the connected target server. Control must be assigned to the

group if VM and power control access will also be granted.

In order for all users in a user group to see KVM switches that are
added, each user must be granted Control access. If they don't have
this permission and a KVM switch is added at a later time, they will not
be able to see the switches.

Control access must be granted for audio or smart card related controls

to be active.
VM access
option Description
Deny Virtual media permission is denied altogether for the port.

Read-Only Virtual media access is limited to read access only.
Read-Write Complete access (read, write) to virtual media.
Power control access

option Description

Deny Deny power control to the target server

Access Full permission to power control on a target server



For blade chassis, the port access permission will control access to the URLs that have been configured for that
blade chassis. The options are Deny or Control. In addition, each blade housed within the chassis has its own
independent Port Permissions setting.

If you are using a tiered configuration in which a base KX Il device is used to access multiple other
tiered devices, the tiered device enforces individual port control levels. See Configuring and Enabling
Tiering (on page 218) for more information on tiering.

Setting Permissions for an Individual Group

» To set permissions for an individual user group:

1. Locate the group from among the groups listed. Individual groups can be identified by the @ in the
Group Name.

2. Click the Group Name. The Group page opens.
3. Select the appropriate permissions.
4. Click OK.

Group-Based IP ACL (Access Control List)

Important: Exercise caution when using group-based IP access control. It is
possible to be locked out of your KX III if your IP address is within a range that has
been denied access.

This feature limits a user's access to the KX Il by allowing you to assign them to a group that can only
access the device through specific IP addresses.

This feature applies only to users belonging to the specific group. This is unlike the IP Access Control List
feature that applies to all access attempts to the device. IP access control takes priority over group-
based IP ACL and is processed first.

Important: The IP address 127.0.0.1 is used by the KX III Local Port and cannot be
blocked.

Use the IP ACL section of the Group page to add, insert, replace, and delete IP access control rules on a
group-level basis.

Rule ¥ Tharting P Eruiling 1P Action ”
ACCEPT & ;
Appewi J _lsert | Replice J _Delete J &
4
W | Cancel | ("
i,
R TR TR ML g et ST SO LS U _‘,..,-,__‘..-ﬂ‘-)!",
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» To add (append) rules:

1. Type the starting IP address in the Starting IP field.

2. Type the ending IP address in the Ending IP field.

3. Choose the action from the available options:
e Accept - IP addresses set to Accept are allowed access to the KX Il device.
e Drop - IP addresses set to Drop are denied access to the KX Il device.

4. Click Append. The rule is added to the bottom of the rules list. Repeat steps 1 through 4 for each
rule you want to enter.

» Toinsertarule:

Enter a rule number (#). A rule number is required when using the Insert command.
Enter the Starting IP and Ending IP fields.

Choose the action from the Action drop-down list.

W e

Click Insert. If the rule number you just typed equals an existing rule number, the new rule is placed
ahead of the exiting rule and all rules are moved down in the list.

» Toreplace a rule:

1. Specify the rule number you want to replace.
2. Type the Starting IP and Ending IP fields.

3. Choose the Action from the drop-down list.
4

Click Replace. Your new rule replaces the original rule with the same rule number.
» To delete a rule:

1. Specify the rule number you want to delete.
2. Click Delete.
3. When prompted to confirm the deletion, click OK.

Important: ACL rules are evaluated in the order in which they are listed. For
instance, in the example shown here, if the two ACL rules were reversed, no
communication would be accepted at all.

Rule 1, Starting IP = 192.,168.50.1, Ending IF = 192,168.55.255, Action = ACCEPT

Rule 2, Starting IF = 0.0.0.0, Ending IP = 255,255,235,255, Action = DROP

Tip: The rule numbers allow you to have more control over the order in which the rules are created.

Modifying an Existing User Group

Note: All permissions are enabled for the Admin group and cannot be changed.




» To modify an existing user group:

From the Group page, change the appropriate fields and set the appropriate permissions.

Set the Permissions for the group. Select the checkboxes before the permissions you want to assign
to all of the users belonging to this group. See Setting Permissions (on page 145).

3. Set the Port Permissions. Specify the server ports that can be accessed by users belonging to this
group (and the type of access). See Setting Port Permissions (on page 146).

4. Setthe IP ACL (optional). This feature limits access to the KX Ill device by specifying IP addresses.
See Group-Based IP ACL (Access Control List) (on page 147).

5. Click OK.

» To delete a user group:

Important: If you delete a group with users in it, the users are automatically
assigned to the <unknown> user group.

Tip: To determine the users belonging to a particular group, sort the User List by User Group.

1. Choose a group from among those listed by checking the checkbox to the left of the Group Name.
2. Click Delete, then click OK to confirm.

Users

Users must be granted user names and passwords to gain access to the KX llI. This information is used
to authenticate users attempting to access your KX III.

Up to 254 users can be created for each user group.

If you are using a tiered configuration in which a base KX Il device is used to access multiple other
tiered devices, users will need permission to access the base device and permissions to access each
individual tiered device (as needed).

When users log on to the base device, each tiered device is queried and the user's access to the tiered
device's ports is controlled by the user groups and permissions set on the tiered device. See Configuring
and Enabling Tiering (on page 218)for more information on tiering. See User Permissions in Tiered
Configurations (on page 219) for examples.

Adding a New User

Note: Since you must assign a user to an existing user group when you add them, it is a good idea to
define user groups before creating KX Ill users. See Adding a New User Group (on page 144).

From the User page, you can add new users, modify user information, and reactivate users that have
been deactivated*.

*Note: A user can be deactivated when the number of failed login attempts has exceeded the maximum
login attempts set in the Security Settings page. See Security Settings (on page 257).
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» To add a new user:

Select User Management > Add New User or click Add on the User List page.
Type a unique name in the Username field, up to 64 characters.
Type the person's full name in the Full Name field, up to 64 characters.

Type a password in the Password field and retype the password in the Confirm Password field, up to
64 characters.

W nN e
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Choose the group from the User Group drop-down list.
6. To activate the new user, leave the Active checkbox selected. Click OK.

The force password change on next login setting is selected by default when creating a new user.

If you do not want to associate this user with an existing User Group, select Individual Group from the
drop-down list. For more information about permissions for an Individual Group, see Setting
Permissions for an Individual Group (on page 147).

Add SSH Client Certificates for Users

If needed, SSH (Secure Shell) Client Authentication keys can be added to a user. The user must first be
created before the client certificate can be added. You can add more than one key if needed.

1. Select User Management > User List, then click on the name of the user you want to add a SSH client
certificate to. The User's page opens.

Fioma * Liser Vanagemant  User

UsecSsHikers |
Username *

mibrocieur

Full Name New S5H Key

| Martn Brodeut .'

FPassword

Confirm Password

User Growp *

ctmarver =
[ Astive

[GK] [Delete | [Cancel

2. Enter the SSH key data in the SSH Key Data box. This data is the rsa_id.pub key generated for your
client.

Linux users should delete "name@lIocal host" that appears at the end of the generated key when adding
public keys.

3. Click Add.
The SSH key data is validated in several ways:



a. Specified keytype is validated: [ssh-rsa|ssh-dsa|ecdsa-sha2-nistp256| ecdsa-sha2-nitsp384 |
ecsda-sha2-nitsp512]

b. Keytype is followed by whitespace, followed by the base64 data.
C. Baseb4 data is validated.
d. Whitespace and any characters after the base64 are dropped from the key data.
4. The key data should be used for authentication and you should not have to enter a password.

» To delete an SSH key:

1. Click the checkbox next to the key you want to delete.
2. Click Delete.
3. Click OK when prompted to confirm.

View the KX Il Users List

The User List page displays a list of all users including their user name, full name, and user group. The
list can be sorted on any of the columns by clicking on the column name. From the User List page, you
can add, modify, or delete users.

KX 11l users with User Management privileges can disconnect users from ports or log them off (force log
off) as needed. See Disconnecting Users from Ports (on page 153) and Logging Users Off the KX 11l (Force
Logoff) (on page 153) respectively.

To view the target ports each user is connected to, see View Users by Port (on page 152).
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» To view the list of users:

e Choose User Management > User List. The User List page opens.

| Home = Liser Management > Users

&
f
User List ¢
admin Admin Admin
] no-power-control Mo Power Control f
] power-control Power Control '-.i;
O useri Group1 1:
O users Group?2 f
SRR e et XVt el N

View Users by Port

The User By Ports page lists all authenticated local and remote users and ports they are being
connected to. Only permanent connections to ports are listed. Ports being accessed when scanning for
ports are not listed.

If the same user is logged on from more than one client, their username appears on the page for each
connection they have made. For example, if a user has logged on from two (2) different clients, their

name is listed twice.

This page contains the following user and port information:

Port Number - port number assigned to the port the user is connected to

Port Name - port name assigned to the port the user is connected to

Note: If user is not connected to a target, 'Local Console' or 'Remote Console' is displayed under the
Port Name.

e Username - username for user logins and target connections
e Access From - IP address of client PC accessing the KX I1I

e Status - current Active or Inactive status of the connection



» To view users by port:

e Choose User Management > User by Port. The Users by Port page opens.

Home > User Managerment > Ulsars By Por

Users By Port

2 4 Port No. Port Name Usermame Access From Status

1 Dominion_ Port1 admin 192 165 32 64 S min idés

2 Dominion_Port2 admin 192 168 32 64 8 min e

31 DSAM3 Port 1 admin 192 168 32 64 S imiln idie

RC Remate Console Amin 132 168 61.17 1417 min ke

RC Remaote Console admin 192 168 5575 active "this session

32 Rows per Page ﬂ

[Refresh | [Disccrinect UserFrol mPort] [Force Useriog oit |

Disconnecting Users from Ports

Disconnecting users disconnects them from the target port without logging them off of KX IIl.

This is unlike the force user logoff KX Ill function that disconnects users from the target port and logs
them off of KX Ill. See Logging Users Off the KX IIl (Force Logoff) (on page 153) for information.

If the "Disconnect User from Port" is disabled, the user is not logged on to the port at the current time.

Choose User Management > Users by Port. The Users by Port page opens.

Select the checkbox next to the username of the person you want to disconnect from the target.
Click "Disconnect User from Port".

Click OK on the confirmation message to disconnect the user.

vk wN R

A confirmation message is displayed to indicate that the user was disconnected.

Logging Users Off the KX Il (Force Logoff)

If you are an administrator, you are able to log off any authenticated user who is logged on to the KX IlI.
Users can also be disconnected at the port level. See Disconnecting Users from Ports (on page 153).

» To log a user off the KX IlI:

Choose User Management > Users by Port. The Users by Port page opens.
Select the checkbox next to the username of the person you want to disconnect from the target.
Click Force User Logoff.

W PE

Click OK on the Logoff User confirmation message.
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Modifying an Existing User
» To modify an existing user:

Open the User List page by choosing User Management > User List.
Locate the user from among those listed on the User List page.
Click the user name. The User page opens.

pwnN e

On the User page, change the appropriate fields. See Adding a New User (on page 149) for
information about how to get access the User page.

o

To delete a user, click Delete. You are prompted to confirm the deletion.
6. Click OK.

Authentication Settings

Authentication is the process of verifying that a user is who he says he is. Once a user is authenticated,
the user's group is used to determine his system and port permissions. The user's assigned privileges
determine what type of access is allowed. This is called authorization.

When the KX lll is configured for remote authentication, the external authentication server is used
primarily for the purposes of authentication, not authorization.

If you are using a tiered configuration in which a base KX Il device is used to access multiple other
tiered devices, the base device and the tiered devices must use the same authentication settings.

From the Authentication Settings page you can configure the type of authentication used for access to
your KX III.

Note: When remote authentication (LDAP/LDAPS or RADIUS) is selected, if the user is not found, the
local authentication database will also be checked.

» To configure authentication:

Choose User Management > Authentication Settings. The Authentication Settings page opens.

Choose the option for the authentication protocol you want to use (Local Authentication, LDAP/
LDAPS, or RADIUS). Choosing the LDAP option enables the remaining LDAP fields; selecting the
RADIUS option enables the remaining RADIUS fields.

If you choose Local Authentication, proceed to step 6.

If you choose LDAP/LDAPS, read the section entitled Implementing LDAP Remote Authentication for
information about completing the fields in the LDAP section of the Authentication Settings page.

5. If you choose RADIUS, read the section entitled Implementing RADIUS Remote Authentication for
information about completing the fields in the RADIUS section of the Authentication Settings page.

6. Click OK to save.



» To return to factory defaults:

e Click Reset to Defaults.

Implementing LDAP/LDAPS Remote Authentication

Lightweight Directory Access Protocol (LDAP/LDAPS) is a networking protocol for querying and
modifying directory services running over TCP/IP. A client starts an LDAP session by connecting to an
LDAP/LDAPS server (the default TCP port is 389). The client then sends operation requests to the server,
and the server sends responses in turn.

Reminder: Microsoft Active Directory functions natively as an LDAP/LDAPS authentication server.

» To use the LDAP authentication protocol:

1. Click User Management > Authentication Settings to open the Authentication Settings page.
2. Select the LDAP radio button to enable the LDAP section of the page.

3. Click the icon to expand the LDAP section of the page.

Server Configuration

4. Inthe Primary LDAP Server field, type the IP address or DNS name of your LDAP/LDAPS remote
authentication server (up to 256 characters). When the Enable Secure LDAP option is selected and
the Enable LDAPS Server Certificate Validation option is selected, the DNS name must be used to
match the CN of LDAP server certificate.

5. Inthe Secondary LDAP Server field, type the IP address or DNS name of your backup LDAP/LDAPS
server (up to 256 characters). When the Enable Secure LDAP option is selected, the DNS name must
be used. Note that the remaining fields share the same settings with the Primary LDAP Server field.
Optional

6. Type of External LDAP Server: Select the external LDAP/LDAPS server. Choose from among the
options available:

e Generic LDAP Server.

¢ Microsoft Active Directory. Active Directory is an implementation of LDAP/LDAPS directory services
by Microsoft for use in Windows environments.

7. Type the name of the Active Directory Domain if you selected Microsoft Active Directory. For
example, acme.com. Consult your Active Directive Administrator for a specific domain name.

8. Inthe User Search DN field, enter the Distinguished Name of where in the LDAP database you want
to begin searching for user information. Up to 64 characters can be used. An example base search
value might be: cn=Users, dc=company, dc=com. Consult your authentication server
administrator for the appropriate values to enter into these fields.

9. User Login Attribute: If required, enter the name used for the bind to the LDAP database.

10. Enter the Distinguished Name of the Administrative User in the DN of Administrative User field (up
to 64 characters). Complete this field if your LDAP server only allows administrators to search user
information using the Administrative User role. Consult your authentication server administrator for
the appropriate values to type into this field. An example DN of Administrative User value might be:
cn=Administrator,cn=Users,dc=testradius, dc=com. Optional
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11. If you entered a Distinguished Name for the Administrative User, you must enter the password that
will be used to authenticate the Administrative User's DN against the remote authentication server.
Enter the password in the Secret Phrase field and again in the Confirm Secret Phrase field (up to 128
characters).

Authentication Settings

(t Local Authentication
(@ LDAP
) RADIUS

[~ Server Configuration

Primary LDAP Server
[192.168 62.57 |

Secondary LDAP Server (optional)
| |

Type of External LDAP Server
Generic LDAP Server v
Active Directory Domain (eptional)

User Search DN

| de=group dc=com |
User Login Attribute

DN of Administrative User {optional)

| en=tanager de=group, de=com |

Secret Phrase of Administrative User

[1rerene |

Confirm Secret Phrase

[ |

LDAP/Secure LDAP

12. For an encrypted connection, select the Enable Secure LDAP checkbox to use SSL, or select the
Enable StartTLS checkbox to use StartTLS. Both options enable the Enable LDAPS Server Certificate
Validation checkbox.

e For an unsecured connection, do not enable Secure LDAP or StartTLS. The default port for
unsecured connections is 389. Use the standard LDAP TCP port or specify another port.

e SSLis a cryptographic protocol that allows KX 11l to communicate securely with the LDAP/LDAPS
server. The default Secure LDAP port is 636, or you may specify another port. This field is used only
when Enable Secure LDAP is selected.

e StartTLS is a command that upgrades an unsecured connection to a secure connection using SSL/
TLS. StartTLS does not require a specific port. The standard LDAP port 389 is default.



13. Select the Enable LDAPS Server Certificate Validation checkbox to use the previously uploaded root
CA certificate file to validate the certificate provided by the server. If you do not want to use the
previously uploaded root CA certificate file, leave this checkbox deselected. Disabling this function is
the equivalent of accepting a certificate that has been signed by an unknown certifying authority.
This checkbox is only available when the Enable Secure LDAP checkbox has been enabled.

Note: When the Enable LDAPS Server Certificate Validation option is selected, in addition to using the
Root CA certificate for validation, the server hostname must match the common name provided in the
server certificate.

14. If needed, upload the Root CA Certificate File. This field is enabled for secured connections only.
Consult your authentication server administrator to get the CA certificate file in Base64 encoded
X-509 format for the LDAP/LDAPS server. Use Browse to navigate to the certificate file. If you are
replacing a certificate for the LDAP/LDAPS server with a new certificate, you must reboot the KX Ill in
order for the new certificate to take effect.

If the certificate has been uploaded to the Certificate Repository, select it in the Repository LDAP
Certificate List (by Subject) list. See Certificate Repository (on page 272) for details.

Note: You must reboot the device after the certificate file is uploaded or when a different file is chosen
from the repository.

[ LDAR [ Secure LDAR
Enable Secure LDAP Enabls S1adTLS
Port

]

Secure LDAP Pom

|E3E- |

Enable LDAPS Server Cerficate Validation
Root CA Certificate File
Mo file chosan

or when & file is changed wia the p[h'l'dﬂ'ﬁ'."l meni.

Mo LDAP Cerificate has baen uploaded

Regositony LDAP Certificate List (by Subject):

Test LDAP Server Access
15. To test the LDAP configuration, enter the login name and password in the "Login for testing" and
"Password for testing" fields. Click Test.

The test login name and password should be the pair you entered to access the KX III. It is also username
and password the LDAP server uses to authenticate you.

The KX III then tests the LDAP configuration from the Authentication Settings page. This is helpful due to
the complexity sometimes encountered when configuring the LDAP server and KX III for remote
authentication.
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Once the test is completed, you will see a success message or a detailed error message. In a successful
test, group information retrieved from the remote LDAP server is also displayed.

™ Test LDAP Server Access

Login for testing

Password for testing

Test

Returning User Group Information from Active Directory Server

The KX 1l supports user authentication to Active Directory® (AD) without requiring that users be defined
locally on the KX IIl. This allows Active Directory user accounts and passwords to be maintained
exclusively on the AD server. Authorization and AD user privileges are controlled and administered
through the standard KX Il policies and user group privileges that are applied locally to AD user groups.

IMPORTANT: If you are an existing user, and have already configured the Active
Directory server by changing the AD schema, the KX III still supports this
configuration and you do not need to perform the following operations. See
Updating the LDAP Schema for information about updating the AD LDAP/LDAPS
schema.

» To enable your AD server on the KX IlI:

1. Using the KX lll, create special groups and assign proper permissions and privileges to these groups.
For example, create groups such as KVM_Admin and KVM_QOperator.

2. Onyour Active Directory server, create new groups with the same group names as in the previous
step.
On your AD server, assign the KX Ill users to the groups created in step 2.
From the KX IIl, enable and configure your AD server properly. See Implementing LDAP/LDAPS
Remote Authentication.

Important Notes



e Group Name is case sensitive.

e The KX Il provides the following default groups that cannot be changed or deleted: Admin and
<Unknown>. Verify that your Active Directory server does not use the same group names.

e If the group information returned from the Active Directory server does not match the KX lll group
configuration, the KX Il automatically assigns the group of <Unknown> to users who authenticate
successfully.

e If you use a dialback number, you must enter the following case-sensitive string:
msRADIUSCallbackNumber. Callback is not supported on KX4-101.

e Based on recommendations from Microsoft, Global Groups with user accounts should be used, not
Domain Local Groups.

Implementing RADIUS Remote Authentication

Remote Authentication Dial-in User Service (RADIUS) is an AAA (authentication, authorization, and
accounting) protocol for network access applications.

» To use the RADIUS authentication protocol:

=

Click User Management > Authentication Settings to open the Authentication Settings page.
Click the RADIUS radio button to enable the RADIUS section of the page.

Click the m icon to expand the RADIUS section of the page.
In the Primary Radius Server and Secondary Radius Server fields, type the IP address of your primary
and optional secondary remote authentication servers, respectively (up to 256 characters).

5. Inthe Shared Secret fields, type the server secret used for authentication (up to 128 characters).

The shared secret is a character string that must be known by both the KX III and the RADIUS server to
allow them to communicate securely. It is essentially a password.

6. The Authentication Port default is port is 1812 but can be changed as required. Port range is
1-65535.
The Accounting Port default port is 1813 but can be changed as required. Port range is 1-65535.
The Timeout is recorded in seconds and default timeout is 1 second, but can be changed as
required.

The timeout is the length of time the KX III waits for a response from the RADIUS server before sending
another authentication request.

9. The default number of retries is 3 Retries.
This is the number of times the KX III will send an authentication request to the RADIUS server.
10. Choose the Global Authentication Type in the drop-down list:

Flobal Authentication Type
CHAP v
FAP
CHAP

[1":.';:"1'. v,-
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e PAP - With PAP, passwords are sent as plain text. PAP is not interactive. The user name and
password are sent as one data package once a connection is established, rather than the server
sending a login prompt and waiting for a response.

e CHAP - With CHAP, authentication can be requested by the server at any time. CHAP provides more
security than PAP.

e MSCHAPV2 - Provides mutual authentication of server and client. Both client and server issue
challenges and verify the responses. Considered to be more secure than PAP or CHAP.

11. Click OK to save.

» Test Connection:

[~ Test Connection

Username Tor testing

Password for testing

Test Connection To Primary RADIUS Server Test Connecticn To Secondary RADIUS Server

1. Enter the login name and password in the "Login for testing" and "Password for testing" fields.

¢ The test login name and password should be the pair you entered to access the KX Ill that the
RADIUS server uses to authenticate you.

e The KX Il then tests the configuration from the Authentication Settings page. This is helpful due to
the complexity sometimes encountered when configuring the RADIUS server and KX Il for remote
authentication.

2. Once the test is completed, you will see a success message or a detailed error message. In a
successful test, group information retrieved from the remote RADIUS server is also displayed.

Returning User Group Information via RADIUS

Raritan:G{GROUP_NAME}

When a RADIUS authentication attempt succeeds, the KX Il determines the permissions for a given user
based on the permissions of the user's group.

Your remote RADIUS server can provide these user group names by returning an attribute, implemented
as a RADIUS FILTER-ID. The FILTER-ID should be formatted as follows: Raritan:G{GROUP_NAME} where
GROUP_NAME is a string denoting the name of the group to which the user belongs.

RADIUS Communication Exchange Specifications

The KX Il sends the following RADIUS attributes to your RADIUS server:

Attribute Data
Log in

Access-Request (1)



Attribute
NAS-Port-Type (61)
NAS-IP-Address (4)
User-Name (1)
Acct-Session-ID (44)

User-Password(2)

Accounting-Request(4)
Acct-Status (40)
NAS-Port-Type (61)
NAS-Port (5)
NAS-IP-Address (4)
User-Name (1)
Acct-Session-ID (44)
Log out
Accounting-Request(4)
Acct-Status (40)
NAS-Port-Type (61)
NAS-Port (5)
NAS-IP-Address (4)
User-Name (1)

Acct-Session-ID (44)

Data

VIRTUAL (5) for network connections.

The IP address for the KX 11l.

The user name entered at the login screen.
Session ID for accounting.

The encrypted password.

Start(1) - Starts the accounting.

VIRTUAL (5) for network connections.
Always 0.

The IP address for the KX II1.

The user name entered at the login screen.

Session ID for accounting.

Stop(2) - Stops the accounting

VIRTUAL (5) for network connections.
Always 0.

The IP address for the KX I11.

The user name entered at the login screen.

Session ID for accounting.

RADIUS Using RSA SecurlD Hardware Tokens

KX 11l supports RSA SecurlD Hardware Tokens used with a RADIUS server for two factor authentication

Users will specify their RADIUS password followed by the token ID without a delimiter between.

For example:

e password = apple

e token=1234

e User enters: applel1234

Or, configure the RADIUS server to use only hardware token and no passwords. Users will specify the

token ID only.
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User Authentication Process

Remote authentication follows the process specified in the flowchart below:

b4

Is User authenticated
in local database 7

Yes

User logs in

¥
Is Remote

Authentication
Enabled?

User allowed

User denied

No

Yes

Yes
¥
Is Remote

Authentication Server
reachable ?

Yes

¥

Is User aulhenticatéd
in remote database 7



Changing a Password

» To change your KX Ill password:

Choose User Management > Change Password. The Change Password page opens.
Type your current password in the Old Password field.
Type a new password in the New Password field. Retype the new password in the Confirm New
Password field. Passwords can be up to 64 characters in length and can consist of English
alphanumeric characters and special characters.

4. Click OK.

5. You will receive confirmation that the password was successfully changed. Click OK.

Note: If strong passwords are in use, this page displays information about the format required for the
passwords. For more information about passwords and strong passwords, see Strong Passwords (on
page 258).

Home = User Management * Change P asaward

Change Password

Old Password

Hew Password

Confirm Hew Password

1}I{| Cancel

Device Settings

Network Settings

Choose Failover or Isolation Mode

Configure KX Ill for Dual LAN Failover Mode (on page 163): In failover mode, LAN status is used to
determine which LAN port is used in failover. LAN port #1 is switched as default. If the switched LAN
port status is down, then the other LAN port will be switched to until a LAN port whose status is on is
found.

Configure KX Ill for Dual LAN Isolation Mode (on page 165)

Configure KX Il for Dual LAN Failover Mode

LAN1 and LAN2 share the same IP address to support automatic failover.
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LAN1 is the primary port. If LAN1 fails, LAN2 is used to access KX IIl.

Select Device Settings > Network to open the Device Network Settings page.

Set the IP Auto Configuration to None in the IPv4 section.

Select the "Enable Automatic Failover" checkbox under LAN Interface Settings to enable failover.
Manually specify the network parameters by entering the Default Gateway.

Enter the IPv4 IP Address, if needed. The default IP address is 192.168.0.192.

Enter the IPv4 Subnet Mask. The default subnet mask is 255.255.255.0.

The LAN1 settings are applied to LAN2 if failover occurs.

Basic Network Settings

No v e wne

Device Name
[ KX3-Device |
— IPvd Address
IP Address Subnet Mask
[ 192 168.59.235 | | 255255 255.0 |
Default Gateway IP Auto Configuration
[ 162.168.59.126 | [None v |

- IPv6 Address

GlobalUnigue IP Address Prefix Length
|rd0?.2fa.6cﬂ.2ﬁ3tl 206 | | iﬁd l
Gateway |IP Address

|1d07 2fa 6eff 20301 |

Link-Local IP Address Zone 1D
fed80::20d6dff-felf:61Bc |

IP Auto Configuration

| Nene b

— LANZ IPv4 Address

IP Address Subnet Mask
192 168.62 46 255,255 255.0
D_Efa_u!tﬁatew_ay IP Auto Configuration
192.168.62.126 | DHCP » |

8. Complete the IPv6 sections, if applicable.
9. Select the IP Auto Configuration.
If None is selected, you must manually specify -



* Global/Unique IP Address - this is the IP address assigned to KX IlI.
= Prefix Length - this is the number of bits used in the IPv6 address.
= Gateway IP Address.

Select Router Discovery to locate a Global or Unique IPv6 address instead of a Link-Local subnet. Once
located, the address is automatically applied.

Note that the following additional, read-only information appears in this section -
e Link-Local IP Address - this address is automatically assigned to the device. It is used for neighbor
discovery or when no routers are present.
e Zone ID - Identifies the device the address is associated with. Read-Only

10. Next, select "Use the Following DNS Server Addresses" and enter the Primary DNS Server IP Address
and Secondary DNS Server IP Address. The secondary address is used if the primary DNS server
connection is lost due to an outage.

Note: "Obtain DNS Server Address Automatically" and "Preferred DHCP Host Name" are only enabled
when KX Il is configured in DHCP mode

Prefenmed DHCP Host Hamse
£ 60137

Oébesin DN S Server Address Automastically

s Use the Following DNS Server Addressss

Primary OM5 Server IF Address

Secondary DMS Server IP Address

[ox Reasl To Dalaulls Cangel I

11. Set the LAN 1/LAN 2 Interface Speed and Duplex, and the LAN 1/LAN 2 MTU.
¢ Valid range for MTU is 576 - 1500.

12. Set ARP Accept (default 0), ARP Announce (default 2) and ARP Ignore (default 1) options for Address
Resolution Protocol (ARP) if needed to change the default system ARP behavior.

13. When finished, click OK. Your KX IIl device is now network accessible.
Configure KX Il for Dual LAN Isolation Mode

Isolation mode allows you to access each LAN port independently using different IP addresses.
Failover is not supported in this mode.

1. Select Device Settings > Network to open the Device Network Settings page.
2. Set the IP Auto Configuration to None in the IPv4 section.
3. Ensure the "Enable Automatic Failover" checkbox is not selected.
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4. Set ARP Accept (default 0), ARP Announce (default 2) and ARP Ignore (default 1) are options for
Address Resolution Protocol (ARP) if needed to change the default system ARP behavior.

LAN Interface Settings

Note: For reliable network communication, configure the Dominion
KX3 and LAN Switch to the same LAN interface Speed and Duplex.
For example, configure both the Dominfon KX3 and LAN Switch to
Autodetect frecommended) or set both to a fixed speed/duplex such
as 100Mbps/Full.

Current LAN Interface Parameters:

autonegotiation on, 1000 Mbps, full duplex, link ok

LAN Interface Speed & Duplex
| Autodetect v
LANT MTU

[1500 |
Current LANZ Interface Parameters:
autonegotiation on, 1000 Mbps, full duplex, link ok
LANZ Interface Speed & Duplex

Autodatect w

LANZ MTU

1500

Enable Automatic Failover
Bandwidth Limit
[No Limit v
ARF Accept
(0v]
ﬁﬁﬁ_ﬁnnounce
[2v]

ARP Ignore
[1w]

802.1X Configuration

Link to 802 1x Configuration

5. If needed, manually specify the network parameters by entering the Default Gateway and then
complete the steps that follow.

6. Enter the IP address you want to use to connect to the KX Il LAN1. The default IP address is
192.168.0.192.

Enter the IPv4 Subnet Mask. The default subnet mask is 255.255.255.0.
In the LAN2 IPv4 section, set the IP Auto Configuration to None.
9. Enter the IP address you want to use to connect to the KX Il LAN2.



10. Enter the LAN2 IPv4 Default Gateway and Subnet Mask.

Basic Network Settings

Device Mame *

| DominionDevice |
— IPvd Address
IP Address Subnet Mask
| 192 168.61.104 | |255.255.255.0 |

Default Gateway

| 192 168.61.126

IP Auto Configuration
| Nome

B IL._! IPvE Address

GlaballUnigue IP Address Prefix Length
| !
Gateway |P Address
Link-Local IP Addrass Zone ID
MIA %1
IP Aute Configuration
Mone hd
[~ LANZ IPv4 Address
IP Address Subnet Mask
| 192 168.61.105 | | 255.255.255.0 |

Default Gateway

| 192 168.61.126

IP Aute Configuration
| None v

11. Complete the IPv6 sections, if applicable.
12. Select the IP Auto Configuration.
If Mone is selected, you must manually specify -
= Global/Unique IP Address - this is the IP address assigned to KX IlI.
= Prefix Length - this is the number of bits used in the IPv6 address.

= Gateway IP Address.

Select Router Discovery to locate a Global or Unique IPv6 address instead of a Link-Local subnet. Once

located, the address is automatically applied.
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Note that the following additional, read-only information appears in this section -
e Link-Local IP Address - this address is automatically assigned to the device. It is used for neighbor
discovery or when no routers are present.
e Zone ID - Identifies the device the address is associated with. Read-Only

13. Select "Use the Following DNS Server Addresses" and enter the Primary DNS Server IP Address and
Secondary DNS Server IP Address. The secondary address is used if the primary DNS server
connection is lost due to an outage.

Note: "Obtain DNS Server Address Automatically" and "Preferred DHCP Host Name" are only enabled
when KX Il is configured in DHCP mode

Obtain DNS Server Address Automatically
™= (8 Use the Following DNS Server Addresses
Primary DNS Server IP Address
| 192.168.55.100 |

Secondary DNS Server IP Address
| 192 168.55.101 |

14. Set the LAN 1/LAN 2 Interface Speed and Duplex, and the LAN 1/LAN 2 MTU.
¢ Valid range for MTU is 576 - 1500.
15. When finished, click OK.
Your KX III device is now accessible via the LAN1 IP address and the LAN2 IP address.

Configure the DNS Settings

It is recommended to set a static IP address. See Basic Network Settings - Static IP Address.

If you must use DHCP, enable it in the Basic Network Settings, then configure the DNS settings.



» To configure the DNS settings:

1. Select Device Settings > Network to open the Device Network Settings page. Select DHCP in the IP
Auto Configuration field.

2. Do one of the following to configure DNS -
e "Obtain DNS Server Address Automatically"

e "Use the Following DNS Server Addresses"

* & Obtaisn DHS Server Address Aulomatcally
Uie the Following DN Sorver Addroisos
Primary OlS Server IP Address
1§23 1E2 B0 207
Secondary DHS Server IP Address

& Ootain DNS Server Address Aulomatically
= Use the Foliaang DHS Served Addreddes —

Primary DNS Server IP Addreas
15 1681 20T <

Secondary DN Server IP Addreas

a. Select "Obtain DNS Server Address Automatically" if DHCP is selected.
The DNS information is then provided by the DHCP server that is used.
When finished, click OK. Your KX III device is now network accessible.

Obtasn 0N 5 Server Address Auvtomatically
@ Use the Following DNS Server Addresses i

Primuary WS Sedver IP Address

152 184 61 207 -
Secondary DS Server IP Address
152 188 51 209 -

b. Enter the following information if the "Use the Following DNS Server Addresses" is selected -
= Primary DNS Server IP Address

= Secondary DNS Server IP Address

These secondary DNS address is used if the primary DNS server connection is lost due to an
outage.

Even if DHCP is selected in the IPv4 section, enter the primary and secondary addresses since
these addresses are used to connect to the DNS server.

When finished, click OK.

View and Edit LAN Interface Settings

Choose Device Settings > Network to open the Network Settings page. The LAN Interface Settings are in
the right column.
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The current LAN and LAN2 parameter settings are identified.

LAN Interface Sethngs

More: For rodiable metwork commurication, configure the
Dominion KC3 and LAN Switch to the same LAN Interface
Speed and Duplix, For exampie, conlipure both the Dominion
=1 KX3and LAN Switch to Awlodeect (recommended) or Sef
badh 1o @ fved Speedidupiex Such a5 TRMbpsFull,
Cuarrent LAN inferface Parameiers:
sutonagotiaton on, 100 Meps, Tull duplex, ki ok -

LAN Interfsce 5 & Duplex
IAMM&'I&!H \'i
= | Current LANZ Interface Parameiers:

3§ on, 1000 Wbps, full Suplax, Bk ok ‘
L] LANZ Interfacs ol B Duspley
Autodetect b

[[] Enakie Automats; Faicot

Banchwidit Limit
He Liesd b




1 For each LAN, choose the LAN Interface Speed & Duplex from the following options:

e Autodetect (default option)

e 10 Mbps/Half - Both KX Ill device LEDs blink

e 10 Mbps/Full - Both KX Ill device LEDs blink

e 100 Mbps/Half - Yellow KX Il device LED blinks

e 100 Mbps/Full - Yellow KX Ill device LED blinks

e 1000 Mbps/Full (gigabit) - Green KX Ill device LED blinks

e Half-duplex provides for communication in both directions, but only one direction at a time (not

simultaneously).

e Full-duplex allows communication in both directions simultaneously.

Note: Occasionally there are problems running at 10 Mbps in either half or full duplex. If you
are experiencing problems, try another speed and duplex setting.

See Network Speed Settings (on page 387) for more information.

Click OK to apply the setting.
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K| security | Mantenance | Disgnostics | Help

LAM Inferiace Setlings

Note: For reffable netvork comymiiCaron, configure the
Duwnimvon KX3 and LAN Swanch 1o the same LAN interface
Speed and Dogkex. For example, configaure Bboth the Dominkn
KO3 and LAN Swirch o Autoderect (recommended) or Sel
Baath 1o a fced speadidipplex sich a5 100MbpsFull
Current LAN Interface Parameters:

sefonepotation on_ 100 Mbps, ful duplex, Ink ok

LAN imterface Speed & Duplex

Asfsdetert |V

Cuwrrent LAM2 Interface Parameters:

ahorsepotntion on. 1000 Mbps, Rl duple:, ek o

LANZ Interface Speed & Duplex
ot

g —

[l Enabie Automatic Fadower

Bandwidth Limit

MoLimt |

171



2 Selecting the Enable Automatic Failover checkbox allows the KX 11l to automatically recover its network
connection.

To do this, it uses the second network port if the active network port fails.

See Configure KX Ill for Dual LAN Failover Mode (on page 163).

Note: Because a failover port is not activated until after a failover has actually occurred,
Raritan recommends that you do not monitor the port or only monitor the port after a
failover occurs.

Click OK to apply the setting.

SR | DRSO ) KRS ) T

B T

Nore; For relfabie penvork COMNMUICEIon, configune e
Duymirsan KO3 and LAN Swanch ro the same LAN interface
Speed and Duplex. For example, configure Both the Dowmirdon
X3 and LAN Swirch o AvroderecT (recormmended] or ser
Dath ro & fived speedioinplex sach &5 1008MbpsFl
Current LAN Interface Parameters:
sefonepotiation on, 100 Mbps, Bal duple, lnk ok
LAN interface Speed & Duplex
Agtodeiery |V
Current LAMZ Interface Parameters:
stpnepotiation on, 1000 Mbps, Rl dupie: Ink ok
LAHZ Interface Speed B Duplex

b

-

A Enabie Auiomatic Fadover

Bandwidth Lima

Mo L vl "'_

3 Change the Bandwidth Limit, if needed. The default is No Limit.

This sets the maximum amount of bandwidth that can be consumed by the KX IIl device (for all
sessions).

Note: Lower bandwidth may result in slower performance.

Click OK to apply the setting.

Reset Network Settings to Factory Defaults

1. Select Device Management > Network to open the Network Settings page.
2. Click "Reset to Defaults" at the bottom of the page.

802.1X Security

IEEE 802.1X authentication can be configured independently on each LAN port to give the KX Il secure
access to your wired LAN.

Supported authentication methods include:



e EAP_TLS

e EAP_TTLS

e EAP_PEAP

If your network switch does not allow access to the network without 802.1X in effect, you will not be

able to configure KX Il remotely using a web browser. You can use the Local Port of the KX Ill or a
crossover cable to the switch itself.
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Configure 802.1X Security

Before proceeding, upload your certificate in the Certificate Repository so that it can be accessed from
the 802.1X configuration page. See Certificate Repository (on page 272).

Important: Do not delete certificates that are in use from the Certificate Repository.

» To configure 802.1X security:

1. Choose Device Settings > 802.1X Security. The settings page opens. Note that LAN and LAN2 settings
are separate.
e .--..-._..- Ao Sefiegn » D02 UK Sacurty
o |
Gurrers BU1E Bavius. disables Casrremt B3 VX SSatuy: covabied
B Enstes B33 14 Secury Erabie B 1K Ssounty
Gl Cnrafieass [~ Gl Cormhicas
Erasie varfceses of TLE Sarved Carsieate G Erabe Yenneaten of TLE Server Cambcste
Reporicry Ch Cortfcsie Lint By Subjest] bk Bl Regpasiory C& CertRcate Lk By Subpecd] Rl el
B ey AL ’ A w
Bl grpersd and ot jod vald cerfcatet & Bowws mapired 3 not yet valid oot atey
™ A rDE A00A MaTr = A TP et BRI 0
# EAP_PEAF # EAF_PEAF
BAP_TLE EAP_TLS
EAF TTLE EAF TTLE
2. Inthe LAN or LAN2 sections, select the Enable 802.1X Security checkbox to begin.
3.

In the CA Certificate section, select Enable Verification of TLS Server Certificate if your configuration
requires a certificate.

e If your certificate has been uploaded, select it in the Repository CA Certificate List (by Subject) field.

e If your certificate doesn't appear, you must add it to the Certificate Repository. See Certificate
Repository (on page 272).

e Select the option for "Allow expired and not yet valid certificates" to enable if needed.
4. Select your Authentication Method to activate the necessary fields in the form:



e EAP_PEAP: Inner Authentication is set to MSCHAPv2. Enter the user name and password.

= Username: Numerals: 0-9, Lower case letters: a-z, Upper case letters: A-Z, Printable special
characters: ASCII codes 33-47, 123-126, Space (ASCII code 32) is not allowed. Up to 32
characters.

= Password: Numerals: 0-9, Lower case letters: a-z, Upper case letters: A-Z, Printable special
characters: ASCII codes 33-47, 123-126, Space (ASCIl code 32) is allowed. Up to 64 characters.

EAP_PEAP

Inner Authentication: | MECHAPV2 ~
User Name: I MSCHAPv2
Password: I TLS

e EAP_PEAP: Inner Authentication is set to TLS. Add Client Certificate, Client Private Key and its
password.

= If your certificate has been uploaded, select it in the Repository Client Certificate List (by
Subject) field.

= If your certificate doesn't appear, you must add it to the Certificate Repository. See Certificate
Repository (on page 272).

= If the certificate uploaded to the repository requires a password, the Key Requires Password and
password fields will populate automatically.

EAP_PEAP

Inner Authentication; TLS o
— Client Certificate

Repository Client Certificate List (by Subject): Not Set
| Mone Available ~ |

— Client Private Key

Client Private Key: File Mot Set
Mo file selected

Key Requires Password

Password

o EAP_TLS:
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= If your certificate has been uploaded, select it in the Repository Client Certificate List (by
Subject) field.

= If your certificate doesn't appear, you must add it to the Certificate Repository. See Certificate
Repository (on page 272).

[ Clignt Cortificate

Repository Client Certificate List {by Subject): Hot Set
| Hone Available s

= If the certificate uploaded to the repository requires a password, the Key Requires Password and

password fields will populate automatically.
M Client Private Kl'p

Client Private Key: File Mol St
|Ho file solected

Key Requires Password
Password

e EAP_TTLS: Select the Inner Authentication method from the list: MSCHAPv2, CHAP, or PAP. Enter
the user name and password.

EAP_TTLS

Inner Authentication: |MSCHAPv2 ¥ |

User Name: | |

Password: | |

Click OK and wait for authentication. This may take several minutes. You can check the status at the
top of the 802.1X settings page. After clicking OK the status will be "enabled/pending". If
authentication is successful, the status changes to "enabled/authorized". If authentication fails, the
status changes to "enabled/failed".

[Port Access | Power | Virtua Media] ser Mansgement [DSUSSSSIE]

Home > Device Settings > 802, 1X Security

Operation completed successfully.

Current 802.1X Status: enabled/authorized
-




802.1X Status

Check the 802.1X status at the top of the settings page. Go to Device Settings > 802.1X Security.

Interface State | Authentication State  Status

Enabled Pending Wait

Enabled Authorized Success

Enabled Failed Failed/Troubleshoot
Disabled 802.1X Disabled

Troubleshooting 802.1X Authentication Failure

The following tips may help you troubleshoot 802.1X authentication failure.

e Wait for the authentication to complete — it may take several minutes.

e Double-check that the KX Il 802.1X settings you have entered match how 802.1X is configured on
your network switch.

e Check the 802.1X Status under Device Settings>802.1X Security, in the Audit Log, and the status on
the network switch

e On the network switch: Make sure Periodic Reauthentication is enabled. Set the Reauthentication
Period to the lowest possible value. The switch will reauthenticate when the Reauthentication
Period expires

e Switches may have a way to trigger reauthentication immediately, for example, a 'Reauthenticate
Now' checkbox that can be selected to restart authentication immediately on the switch.

e Reboot the KX IlI.

e Make sure all certificates are uploaded and remain in the Certificate Repository. See Certificate
Repository (on page 272).

Configuring Ports
Access the Port Configuration Page
» To access a port configuration:

1. Choose Device Settings > Port Configuration. The Port Configuration Page opens.
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This page is initially displayed in port number order, but can be sorted on any of the fields by clicking on
the column heading.

2. Click the Port Name for the port you want to edit.
® For KVM ports, the Port page for KVM and blade chassis ports is opened.
e For rack PDUs, the Port page for rack PDUs (power strips) is opened. From this page, you can name
the rack PDUs and their outlets.

Port Configuration Page

The Port Configuration page displays a list of the KX Ill ports.

When a port's status is down, Not Available is displayed as its status. A port may be down when the
port's CIM is removed or powered down.

Note: For blade chassis, the blade chassis name can be changed but its blade slot names cannot be
changed.

Heme > Davic S4ings > Pot Configuation Logeut

Port Configuration

A Mo, Harne Type
1 V_Tran: CVML-HDMI
| 2 w7 selen Duatvi
3 XI5V SESTE L0
] ThiriBaclargs! [
s Dorminion,_Ports Not Avalable
& Dominion_Portd Mot Avaiable
T Dominion_Port? Not Avalable
[ Dominion_Portd Not Avaliable
E] Dominion_Ports Not Avalable
10 Dominion_Poetit Not Avalabie
" Dominion_Port!l Not Avallable
12 Domnion_Port12 Not Avalabie
13 Dominign_Peet13 Not Avalabie
1 Dominion_Peetid No Avalsbi
15 Dominion_PeetiS Not Avalabie
15 Dominion_Peeti6 Not Avalable
7 Dominion_Peet!? Ho Avalable
|1 Dorminion_Poetls Not Avalabis

Port Number

Ports are numbered from 1 up to the total number of ports available for the KX IlI.



For example, Port_1 - Port_16.

Home > Device Settings > Port Configuration

Port Configuration

Dominion_Port1 Vi
Dommion_Port2 DVM-DP
Dominion_Port3 Mot Available
Dominion_Porid Mot Available
Dominion_PortS Mot Available
Dominion_Portc Mot Available
Dominion_PortT Mot Available
Dominion_Portd Mot Available

Port Name

If a KX 1l port has no CIM connected or is connected to a CIM with no name, a default port name of
Dominion_Model Name_PortNumber is assigned to the port. PortNumber is the number of the KX IlI
physical port.

When a CIM is attached to the KX llI, the CIM name will be used for the port.

Hemg > Davicn Settings » Pert Canfigunstion

Port Configuration

4 Mo, Mame Type

1 U_Transfes2 CVM-HOUI

2 w7 selenum Duakv

3 KX3-5YE V-0V

4 TrinEackine_iarget DVI-DVI
= Do [Ko0_Pore] Nt Avaible Af—
I L] Durminion_KX3_Poré Mot &valable

T Dominion_KX3_Pert? Mot dwalabie

There are several options to control how the name of the port interacts with the name of the CIM. Click
a port of type "Not Available" to select an option:
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e Copy name to the CIM on all CIM insertions: Enter a port name, and select "Copy name to the CIM
on all CIM insertions" to keep the port name and copy it to any CIM that is inserted. This option
keeps the port name permanently even if the CIM changes.

e Copy name to the CIM on next CIM insertion only: Enter a port name, and select "Copy name to the
CIM on next CIM insertion only" to keep the port name and copy it once only to the next CIM. After
that CIM insertion, the port name will be updated with the CIM name for all future CIM changes.

e Copy name from the CIM: Enter a port name or keep the default, and select "Copy name from the
CIM" to allow this port name to update with the CIM name for all future CIM changes.

Type:

Kot Awailable

Name:;
Daminion_KX3_Ports

Interaction with mame in the CIM
Copy name to the CIM on all CIM inserions
Copy name to the CIM on next CIM insertion anly
& Copy name from the Ci

[oK] [ResetTo Defauis] [ Cancel |

Note: Do not use apostrophes for the Port (CIM) Name.

After you have renamed the port, use the Reset to Default function at any time to return it to its default
port name.

When you reset a port name to its default, any existing power associations are removed and, if the port
is a part of a port group, it is removed from the group.

Port Type

Port type includes:

e DCIM - Dominion CIM

e TierDevice - Tiered device

e Not Available - No CIM connected

e DVM-DP - Display Port CIM

e DVM-HDMI - HDMI CIM

e DVM-DVI-DVICIM

e PowerStrip (rack PDU) - Power strip connected
e VM-D2CIM - VUSB CIM

e Dual - VM - D2CIM-DVUSB CIM

e Blade Chassis - Blade chassis and the blades associated with that chassis (displayed in a hierarchical
order)

e KVM Switch - Generic KVM Switch connection
e PCIM - Paragon CIM



Configuring Standard Target Servers

» To name the target servers:

1. Connect all of the target servers if you have not already done so. See Step 3: Connecting the
Equipment (on page 120) for a description of connecting the equipment.

2. Choose Device Settings > Port Configuration. The Port Configuration page opens.

3. Click the Port Name of the target server you want to rename. The Port Page opens.

4. Select Standard KVM Port as the subtype for the port.

5. Assign a name to identify the server connected to that port. The name can be up to 32 characters,
and alphanumeric and special characters are allowed.

6. Click OK.

Home = Dewce Seitings » Pord Condguraton » Pord

Type: Sub Type: 0 Standard KV Fort

DVM-DP Blade Chassis
EVM Swilch

Namae:

[Srandaravmiren |

Configuring KVM Switches

The KX IIl also supports use of hot key sequences to switch between targets on a KVM switch. KVM
switching is supported by blade chassis and in tiered configurations.

Important: For user groups to see the KVM switch that you create, you must first create the switch and
then create the group. If an existing user group needs to see the KVM switch you are creating, you must
recreate the user group.

» To configure KVM switches:

Choose Device Settings > Port Configuration. The Port Configuration page opens.
Click the Port Name of the target server you want to rename. The Port Page opens.
Select KVM Switch.

Select the KVM Switch Model.

pwnN e

Note: Only one switch will appear in the drop-down.

5. Select the KVM Switch Hot Key Sequence.
6. Enter the Maximum Number of Target Ports (2-32).
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7. Inthe KVM Switch Name field, enter the name you want to use to refer to this port connection.

Mo » Dwvice Sattingn » Port Configuration » Pont

Types Sub Type: Standard Kl Port
DWRE-HDM| Biade Chassis
& MW Switch *—

¥ KVM Switch Port Configuration

KM Switch Model

| Generic Anakg KVM Switch o] fm—

KW Switch ot Key Sequencs Maximam Number of Target Ports (2-33

| MumLock « HumLock « Sictiumeer - *— 2 ,‘_
KW Swntch Hamme

FUM_Bwich_Portt e

8. Activate the targets that the KVM switch hot key sequence will be applied to.

Indicate that the KVM switch ports have targets attached by selecting ‘Active’ for each of the ports. Use
Select All and Deselect All to select and deselect the Active checkboxes accordingly.

Change the port names as need.

Salect A | Desalect All |

.-.;l:kjg:;r: acive Tanps 2

¥owll_Switch Pord]_Target! Bv_Switch_Port1_Target?
FArgel 3 Targst 4
BWM_Swilch_Pod1_Targetd WM Swilch_Pot1_Targetd
Targed & arged §
KWVU_Swileh_Poml_Targets BV _Swilch_Por1_Targetd
Targed T Targed &
KWU_Switch_Pori_Target? EVUM_Swilch_Port1_Targeid

9. Inthe KVM Managed Links section of the page, you are able to configure the connection to a web
browser interface, if one is available.

a.

® oo o

Select Active to activate the link once it is entered.

Leave the checkbox deselected to keep the link inactive.

You can enter information into the link fields and save without activating the links.
Once Active is selected, the URL field is required.

The username, password, username field and password field are optional depending on whether
single sign-on is desired or not.

. URL Name - Enter the URL to the interface.

. Username - Enter the username used to access the interface.

Password - Enter the password used to access the interface.

Username Field - Enter the username parameter that will be used in the URL. For example
username=admin, where username is the username field.

Password Field - Enter the password parameter that will be used in the URL. For example
password=Raritan, where password is the password field.



T KVM Switch Managed Links

URLs

Actr L Name

T KWM_Swich_Porll_URL & -fem—
Ui, f—
Uiz rnamss Passwond
Usarnams Field Pasaveard Field
URL Rame

KW _Switch_Port! _LAL_B
URL

Usernamse Password

Usernamse Field Password Field

10. Click OK.

» To change the active status/deactivate a KVM switch port or URL:

Choose Device Settings > Port Configuration. The Port Configuration page opens.

Click the Port Name of the target server you want to deactivate. The Port Page opens.
Deselect the Active checkbox next to the KVM switch target port or URL to deactivate them.
Click OK.

W e

Configuring CIM Ports

The KX Il supports the use of standard and virtual media CIMs to connect a server to the KX III.
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» To access a CIM to configure:

1. Choose Device Settings > Port Configuration. The Port Configuration page opens.
2. Click the Port Name of the target server you want to rename. The Port Page opens.
3. Next-

e Configure the CIM Settings (on page 184)

Configure the CIM Settings

1. Select Standard KVM Port as the subtype for the port.

2. Assign a name to identify the server connected to that port. The name can be up to 32 characters,
and alphanumeric and special characters are allowed.

Configure the CIM Power Associations

1. Inthe Power Association section, associate a power strip with the port, if needed.

Poweer Sarip Name Outlst Mama
Hora w ==X
L= —_—
Heem w - -
NEfa w —_—

Configure the CIM Target Settings

1. Inthe Target Settings section:



e Select "640x480 or 720x400 Compensation" if you are experiencing display issues when the target
is using this resolution.

e Select "Video Offset Compensation" if the video appears off center on your target.

e Select AIX Mouse Synchronization if you have AlX targets that you want to use in dual mouse
mode.

Target Settings

] 540x480 or T20x400 Compensation

| Video Offset Compensation 1]
__ Usa international keyboard for scan code setd

1 AIX Mouse Synchronization

2. For digital CIMs, to set the target's video resolution to match your monitor's native display
resolution, select the resolution from the Display Native Resolution drop-down.

Target Settings

| B40x480 o T20x400 Compensation
] vides Offset Compensation O

_| AlX Mouse Synchronization

Display Mative Hlsoruhuﬂ:: 152001 080EE0 w |
1024xTEB@ED

. I
= Select USB Profiles fd 1152xE64@60

1280x720@60
1280xB00@E0
1280x960@60

> Apply Selected ProfilEFei et @ |

1360XTEB@E0
14001050260

wososs
1600xB00@60
160012008260

ooy video Orer rutoes

182 0 20060

Cancel

For a complete list of supported video resolutions from the remote console, see Supported Target Server
Video Resolutions (on page 379).

Note: To ensure the configured native resolution will display on Mac notebooks, you must select the"Best
for CIM" option instead of "Scaled CIM" on the Mac target.

3. If you are using an HDMI CIM, some operating system/video card combinations may offer a limited
range of RGB values. Improve the colors by selecting the DVI Compatibility Mode checkbox under
the Target Settings section.
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Apply Selected Profiles to Other CIMs

1. Apply the profile to other CIMs by selecting them from the list in the Apply Selected Profiles to
Other Ports section of the Port Configuration page.

¥ Apply Selected Profiles to Other Parts

Apply Port Number Port Nama Selected USE Profiles
] K ] A |
2 Mac Ma High Seedra (DVA-HDM Cratn
[Setectail] [Deasiectall

Apply a Native Display Resolution to Other CIMs

1. Apply the native display resolution to the CIM or to other CIMs of the same type by selecting the
ports other CIMs are connected to from the list in the Apply Native Resolutions to Other Ports
section of the Port Configuration page.

T Apply Hative Resolution to Other Ports

Apply Pot Humber Por Hams Hathve Resclution

Deminicn. Wia

Selecd Al Depelect AN

Apply Video Offset Compensation to Other Ports

Apply the video offset compensation settings to other active KVM targets by selecting them from the list
in the Apply Video Offset Compensation to Other Ports section of the Port Configuration page

¥ Apply Video Offset Compensation to Other Ports

Apply  Port Number Port Name Video Offset Compensation
O 6 scardwin10_Sec_HDMI false
Fi smaricard_win10_Pr_DP_change false
Desktop-W100218-video 1
[ SelectAll | [ Deselect Al |

Configuring Rack PDU (Power Strip) Targets

KX 11l allows you to connect rack PDUs (power strips) to KX Il ports.

KX 11l rack PDU configuration is done from the KX Ill Port Configuration page.

Note: Raritan recommends no more than eight (8) rack PDUs (power strips) be connected to a KX Il at
once since performance may be affected.

Connecting a Rack PDU

Raritan PX series rack PDUs (power strips) are connected to the Dominion device using the D2CIM-PWR
CIM.



» To connect the rack PDU:

1. Connect the male RJ-45 of the D2CIM-PWR to the following female RJ-45 connector of the rack PDU.
e PX2, PX3 or PX3TS series: RJ-45 "FEATURE" port

2. Connect the female RJ-45 connector of the D2CIM-PWR to any of the available female system port
connectors on the KX Il using a straight through Cat5 cable.

3. Attach an AC power cord to the target server and an available rack PDU outlet.
4. Connect the rack PDU to an AC power source.
5. Power on the device.

O/ =: i |

0
=. ()

Diagram key

PX rack PDU

D2CIM-PWR

KX

D2CIM-PWR to rack PDU Feature Port

D2CIM-PWR to KX Il target device port via Cat5 cable

© 0 00 0

Naming the Rack PDU (Port Page for Power Strips)

Note: PX rack PDUs (power strips) can be named in the PX as well as in the KX III.
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Once a Raritan remote rack PDU is connected to the KX lll, it will appear on the Port Configuration page.
Click on the power port name on that page to access it. The Type and the Name fields are prepopulated.

Note: The (CIM) Type cannot be changed.

The following information is displayed for each outlet on the rack PDU: [Outlet] Number, Name, and
Port Association.

Use this page to name the rack PDU and its outlets. Names can be up to 32 alphanumeric characters
and can include special characters.

Note: When a rack PDU is associated with a target server (port), the outlet name is replaced by the
target server name, even if you assigned another name to the outlet.

To name the rack PDU and outlets:

Note: CommandCenter Secure Gateway does not recognize rack PDU names containing spaces.




1. Enter the Name of the rack PDU (if needed).
2. Change the [Outlet] Name if desired. (Outlet names default to the outlet #.)
3. Click OK.

Home = Device Seltings » Por Configuration » Port

Port 17

Type:
Povver Strip

Hame:
PowverStrip-PCRE |

Outlets

Humber Hame Port Association
1 |Daminion-Portd (1) | Dominion- PortT
2 \Outlet 2 |

3 |Outlet 3 |

1 \Outlet 4 |

5 |Outlet 5 |

G \Outlet & |

7 |Cutlet 7 |

8 \Outlet & |

| ok | | cancel |

Associating Outlets with Target Devices

The Port page opens when you click on a port on the Port Configuration page.

If an outlet is connected to the same server that the port is connected to, a power association can be
made with the target device.

A server can have up to four power plugs and you can associate a different rack PDU (power strip) with

each. From this page, you can define those associations so that you can power on, power off, and power
cycle the server from the Port Access page.
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To use this feature, you will need:

e Raritan remote rack PDU(s)
e Power CIMs (D2CIM-PWR)

Make a Power Association

» To make power associations (associate rack PDU outlets to KVM target servers):

Note: When a rack PDU is associated to a target server (port), the outlet name is replaced by the target
server name (even if you assigned another name to the outlet).

On the Port Configuration page, select the target server you are associating the PDU with.
Choose the rack PDU from the Power Strip Name drop-down list.
For that rack PDU, choose the outlet from the Outlet Name drop-down list.

Repeat steps 1 and 2 for all desired power associations.

vk W e

Click OK. A confirmation message is displayed.

Remove a Power Association

When disconnecting target servers and/or rack PDUs from the device, all power associations should first
be deleted. When a target has been associated with a rack PDU and the target is removed from the
device, the power association remains. When this occurs, you are not able to access the Port
Configuration for that disconnected target server in Device Settings so that the power association can
be properly remove.

» To remove a rack PDU association:

1. Select the appropriate rack PDU from the Power Strip Name drop-down list.
2. For that rack PDU, select the appropriate outlet from the Outlet Name drop-down list.

3. From the Outlet Name drop-down list, select None.

4. Click OK. That rack PDU/outlet association is removed and a confirmation message is displayed.

» To remove a rack PDU association if the rack PDU has been removed from the target:

1. Click Device Settings > Port Configuration and then click on the active target.

2. Associate the active target to the disconnected power port. This will break the disconnected target's
power association.

3. Finally, associate the active target to the correct power port.

Configuring Blade Chassis

You can control blade chassis that are plugged into the KX Ill port. Up to eight blade chassis can be
managed.

If the blade chassis type is supported, it is automatically detected once it is connected.

When a blade chassis is detected, a default name is assigned to it and it is displayed on the Port Access
page along with other ports.



If the type is not supported, the blade must be configured manually. The blade chassis must be
configured as a blade chassis subtype.

For more information on how blades are displayed, see Port Access Page (Remote Console Display) (on
page 108).

Generic Blade Chassis Configuration
The Generic Blade Chassis' selection provides only a manual configuration mode of operation.
See Supported Blade Chassis Models (on page 206), Supported CIMs for Blade Chassis (on page 207),

and Required and Recommended Blade Chassis Configurations (on page 209) for important, additional
information when configuring the blade chassis.

See Dell Chassis Cable Lengths and Video Resolutions (on page 388) for information on cable lengths
and video resolutions when using Dell® chassis with the KX III.

» To configure a generic blade chassis:

Connect the blade chassis to the KX III.
Select Device Settings > Port Configuration to open the Port Configuration page.

On the Port Configuration page, click on the name of the blade chassis you want to configure. The
Port page will open.

4. Select the Blade Chassis radio button.
The page will then display the necessary fields to configure a blade chassis.
5. Select Generic from the Blade Server Chassis Model drop-down.

M * Duvics Settingi » Port Configumation = Paa

Type: Sub Type: Standard KM Port
DL @ Elade Chassis -il_
WM Swibch

¥ Blade Senvar Chassis Port Configuration

Blage Server Chassis Model

|l3¢-'4-"|c = ‘{_

Svaitch Hot Key Sequéncs Maximuam Number of Slots (2.16)

| Humlpck = KumLock « SotNumber = 18

Adménistrative Module Primary IP AddressMost Name Port Humber
2

Usarname Passwornd

6. Configure the blade chassis as applicable.

e Switch Hot Key Sequence - Define the hot key sequence that will be used to switch from KVM to
the blade chassis.

Raritan.

Abrand of Lllegrand’



The Switch Hot Key Sequence must match the sequence used by the KVM module in the blade
chassis.

Mo  Duvios S4ttingl » Port Canfiguration = Part

Type: Sub Type: Standard KVU Ponl
(o) TRy ¥ @ Elage Chasss
KM Swvibch

¥ Blade Server Chassis Port Configuration

Blade Server Chasais Mode|

| Genanic |=]

Sveitch Hot Key Sequencs Mazimam Nember of Slots (2.18)

| MumLnex + fumeock + Sotvumeer —_

Adménistratiee Module Primary 1P Addresstiost Name Port iumber
2

Usermame Password

e Maximum Number of Slots - Enter the default maximum number of slots available on the blade
chassis.

¢ Administrative Module Primary IP Address/Host Name - Not applicable.

e Username - Not applicable.

e Password - Not applicable.

e Port Number - The default port number for the blade chassis is 22. Not applicable.
7. Change the blade chassis name, if needed.

8. Check the Installed checkbox next to each slot that has a blade installed. Alternatively, use the Select
All checkbox.

If needed, change the blade server names.

Blade Chassis Hame

Biade_Chassis_Pors Af———
Select ANl | | Desetectan | I

Tiaicd e rs‘.:ﬁ@z
%u_:n-m_m_m = Disde_Crasas_Portd_Siid

3 Sied 4
‘%‘l:_thluu_ﬁsﬂ!_shll Biade_Chasss_Portd_Siotd

Sl § Sl 6
Bade_Chassis_Port)_Siots Biade_Crassa_Portd S

Sl 7 Sl &
Biade_Chasss_Porid_Siof? Biade_Crasss_Portd_SwiB

Siot § Siot 10
Giiade_Chassa_Porid_Siole Biade_Crassa Pord_Swofld

Sol 1 Siod 12
Blade_Chassi_Pord_Siti Blads_Craaea Porid Sioi12

Siot 13 Eiod 14
EBlade_Chasss_Porid_Siotid Biade_Chasss_Pord_Sioi14

Siot 15 Siot 16
Bade_Chassis_Portd_Siotts Biade_Chassa_Porld Swot1d

9. Inthe Blade Chassis Managed Links section of the page, you are able to configure the connection to
a blade chassis web browser interface if one is available.

Click the Blade Chassis Managed Links icon to expand the section on the page.
The first URL link is intended for use to connect to the blade chassis Administration Module GUI.



Note: Access to the URL links entered in this section of the page is governed by the blade chassis port
permissions.

e Active - To activate the link once it is configured, select the Active checkbox. Leave the checkbox
deselected to keep the link inactive. Entering information into the link fields and saving can still be
done even if Active is not selected. Once Active is selected, the URL field is required. The
username, password, username field and password field are optional depending on whether single
sign-on is desired or not.

e URL - Enter the URL to the interface. Required
e Username - Enter the username used to access the interface. Optional

e Password - Enter the password used to access the interface. Optional

¥ BMade Chaasis Managid Links
Admminiratios Lisdule ‘*_

Active LRL
Usasmame Paswrword
Username Fazid Password Field

ChEepr Unofal UL b

Acties URL Narse
Blace_Chapsm_Porty URL 8
URL
UseThame Pasawird
Ungrnams Fugld Panwword Farld
URL Rarrse
Bisds_Chasaim_Pord_URL_C
i

Useamame Pasrword

Usenname Faehd Pad swoid Field

Note: Leave the username and password fields blank for DRAC, ILO, and RSA web applications or
the connection will fail.

a. The Username Field and Password Field, which are both optional, contain the labels that are
expected to be associated with the username and password entries.

Enter the field names for the username and password fields used on web application's login page.
For example, the web application's login page may use fields named "userID" and
"userpassword".
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You can view the HTML source of the login screen in your browser to find the field names. Note
that these are not the field labels.

e See Tips for Adding a Web Browser Interface (on page 205) for tips on adding a web browser
interface.

Adranistrative Wodule

Active URL
Usernsme Passwaord
Usermame Fiekd Passvweord Fiekd

Dber Useful URLS

Active URL Hame
Bisde_Chassis_Portd_URL_B
URL

Usernsme Password

Username Field Password Fiekd
FL Ha

10. In the Target Settings section:

e Select "640x480 or 720x400 Compensation" if you are experiencing display issues when the target
is using this resolution.

e Select "Video Offset Compensation" if the video appears off center on your target.

e Select AIX Mouse Synchronization if you have AIX targets that you want to use in dual mouse
mode.

B40x480 or 720x400 Compensation

1 Video Offset Compensation 0
] Use international keyboard for scan code setd

AlX Mouse Synchronization



11. For digital CIMs, to set the target's video resolution to match your monitor's native display
resolution, select the resolution from the Display Native Resolution drop-down.

Target Settings

| 540x480 or T20x400 Compensation
7 Vides Offset Compensation O

| AIX Mouse Synchronization
Display Native Resolution: | 1920x10806@60 v
1024xTEB@DED
e I
» Select USB Profiles fo 1152XB64@60
1280x720@60

1280xB00@E60
1280%960@E60

» Apply Selected Profiglcr il @ |

13650 TER@ED
1400 1050@E0

wioco0es |
1600000260
16001200260

ool Video e ¢ JRSoel il pors
Ay Midan AL Joaoxi0s0@sn e
1920x1080@60

18201 200@E0

[ox] [cancm

For a complete list of supported video resolutions from the remote console, see Supported Target Server
Video Resolutions (on page 379).

12. USB profile information does not apply to a generic configuration.

13. Select 'Use international keyboard for scan code set 3' if connecting to the target with a DCIM-PS2
and require the use of scan code set 3 with an international keyboard.

14. Click OK to save the configuration.
Blade Chassis Configuration Options

With the exception of HP and Cisco” UCS blade chassis, the generic, IBM® and Dell® blade chassis are
configured on the Port page.

The port connected to the blade chassis must be configured with the blade chassis model.
The specific information you are able to configure for a blade server will depend on the brand of blade
server you are working with. For specific information on each of these supported blade chassis, see

their corresponding topics in this section of the help.

Dell

e Dell PowerEdge® 1855, 1955 and M1000e
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Dell PowerEdge 1855/1955 blades also provide the ability to connect from each individual blade to a
port on the KX III appliance. When connected in that manner, they can also be grouped to create
blade server groups.

IBM

e IBM BladeCenter’ Models E and H

Generic

e A Generic option allows you to configure a blade chassis that is not a Dell PowerEdge” 1855, 1955

and M1000e, IBM BladeCenter® Models E and H, HP BladeSystem c3000 and c7000, or Cisco UCS
blade server.

HP

e HP BladeSystem ¢3000 and c7000, and Cisco UCS blade servers are supported via individual
connections from the KX Ill appliance to each blade.
The ports are 'grouped' together into a chassis representation using the Port Group Management
feature.

Manual and Auto-Discovery Blade Chassis Configuration

Two modes of operation are provided for blade chassis: manual configuration and auto-discovery,
depending on the blade chassis capabilities.

Configure the mode by selecting Device Services > Port Configuration to open the Port page. Options
are available in the "Blade Server Chassis Port Configuration" section of the page.

e * Duvice Settings » Pod Configuniticn » Pad

Type: Sub Type: () Standard KV Poet
O @ Blace Chassis
VM Swvibch

¥ Blade Server Chassis Port Configuratien

Blado Server Chasais Model

|G¢-’¢ﬂ: |=

Sveitch Hol Key Sequéence Maximiam Mumber of Slots (2.98)

| NumLpck = HumLock = SiotNumber - 16

Adménistrative Moduls Primary 1P AddressHost Hame Port Number
=

Usemamee Password

Bigde Aidt-Descovary

Disgower Blades In Chasais Now

Blsde Chassis Marme
Bilade_Chassis_Porid



If a blade chassis is configured for auto-discovery, the KX Il appliance tracks and updates the following:

e  When a new blade server is added to the chassis.

e When an existing blade server is removed from the chassis.

Note: In the case of IBM Blade Center Models E and H, the KX Il only supports auto-discovery for
AMM[1] as the acting primary management module.

Select the "Blade Auto-Discovery" checkbox to enable auto-discovery. To locate a blade at this time,
click the "Discover Blades in Chassis Now" button.
Hot Key Sequences to Access Blade Chassis

The use of hot key sequences to switch KVM access to a blade chassis is supported.

For blade chassis that allow users to select a hot key sequence, those options will be provided on the
Port Configuration page.

For blade chassis that come with predefined hot key sequences, those sequences will be prepopulated
on the Port Configuration page once the blade chassis is selected.

For example, the default hot key sequence to switch KVM access to an IBM BladeCenter H is NumLock +
NumLock + SlotNumber.

This hot key sequence is applied by default when IBM BladeCenter H is selected during the
configuration.

¥ Blade Server Chassis Porl Configuration

Blade Server Chassis Model

[B Biasecantsr =

Sweiich Hot Key Sequence Maximum Humber of Slots (2-18)

Humlock « HumLock + Sothumber 14

Admanistraties Module Primary IP AddressHost lame Part Bumber
=

Username Password

See your blade chassis documentation for hot key sequence information.

Link to a Blade Chassis Interface - Blade Chassis Managed Links

You are able to configure the connection to a blade chassis web browser interface if one is available.

Configure links when adding a blade by selecting Device Services > Port Configuration, and entering the
link information in the Blade Chassis Managed Links section of the page.

At the chassis level, up to four links can be defined.
The first link is reserved for connection to the blade chassis administrative module GUI.

For example, this link may be used by technical support to quickly verify a chassis configuration.
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¥ Blade Chassis Managed Links

Administratiee Moduls

Actree URL
Usemame Password

Username Fesld Password Field

Other Useful URLs

Active URL Name
Blade_Chassis_Portd_URL_B
URL

Usarnarme Pasaword
Usarnarme Feld Pasaward Field
URL Nams

Blade_Chassis_Portd_URL_C

URL

Usermame Password
Username Feeld Pazsword Fisld

Managing Blade Chassis

Blade chassis can be managed from the Virtual KVM Client (VKC), Active KVM Client (AKC).
Managing blade severs via VKC and AKC is the same as managing standard target servers.

See Virtual KVM Client (VKC and VKCs) Help (on page 27), Active KVM Client (AKC) (on page 61) for more
information.

Note: Any changes made to the blade chassis configuration will be propagated to these client
applications.

Important: When the CIM connecting the blade chassis to the KX III appliance is
powered down or disconnected from the KX III device, all established connections
to the blade chassis are dropped. When the CIM is reconnected or powered up, you
need to re-establish the connection(s).

Dell Blade Chassis Configuration

To add a blade chassis:

Connect the blade chassis to the KX III.
Select Device Settings > Port Configuration to open the Port Configuration page.

On the Port Configuration page, click on the name of the blade chassis you want to configure. The
Port page will open.

4. Select the Blade Chassis radio button. The page will then display the necessary fields to configure a
blade chassis.

5. Select the Dell blade chassis model from the Blade Server Chassis Model drop-down.



» To configure a Dell PowerEdge M1000e:

1. If you selected Dell PowerEdge™ M1000e, auto-discovery is available. Configure the blade chassis as
applicable. Prior to configuring a blade chassis that can be auto-discovered, it must be configured to
enable SSH connections on the designated port number (see Device Services (on page 217)).
Additionally, a user account with the corresponding authentication credentials must be previously
created on the blade chassis.

a. Switch Hot Key Sequence - Select the hot key sequence that will be used to switch from KVM to
the blade server. The Switch Hot Key Sequence must match the sequence used by the KVM
module in the blade chassis.

b. Maximum Number of Slots - The default maximum number of slots available on the blade
chassis is automatically entered.

C. Administrative Module Primary IP Address/Host Name - Enter the primary IP address for the
blade chassis. Required for auto-discovery mode

d. Port Number - The default port number for the blade chassis is 22. Change the port humber if
applicable. Required for auto-discovery mode

€. Username - Enter the username used to access the blade chassis. Required for auto-discovery
mode

f. Password - Enter the password used to access the blade chassis. Required for auto-discovery
mode

2. If you want the KX Ill to auto-discover the chassis blades, select the Blade Auto-Discovery checkbox
and then click Discover Blades on Chassis Now. Once the blades are discovered, they will be
displayed on the page.

3. Change the blade chassis name if needed. If the chassis is already named, that information
automatically populates this field. If it is not already named, the KX Ill assigns the chassis a name.
The default naming convention for the blade chassis by the KX Il is Blade_Chassis_Port#.

4. If operating in Manual mode, indicate the blades that are installed in the blade chassis by checking
the Installed checkbox next to each slot that has a blade installed. Alternatively, use the Select All
checkbox. If needed, change the blade server names

If operating in Auto-discovery mode, the Installed box will display the slots containing blades during

discovery.

5. Inthe Blade Chassis Managed Links section of the page, you are able to configure the connection to
a blade chassis web browser interface if one is available.

Click the Blade Chassis Managed Links icon to expand the section on the page.

The first URL link is intended for use to connect to the blade chassis Administration Module GUI.

Note: Access to the URL links entered in this section of the page is governed by the blade chassis port
permissions.
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a. Active - To activate the link once it is configured, select the Active checkbox. Leave the checkbox
deselected to keep the link inactive. Entering information into the link fields and saving can still
be done even if Active is not selected. Once Active is selected, the URL field is required. The
username, password, username field and password field are optional depending on whether
single sign-on is desired or not.

b. URL - Enter the URL to the interface. See Blade Chassis Sample URL Formats (on page 211) for
sample configurations for the Dell M1000e.

C. Username - Enter the username used to access the interface.

d. Password - Enter the password used to access the interface.

Note: Leave the username and password fields blank for DRAC, ILO, and RSA web applications or
the connection will fail.

€. The Username Field and Password Field, which are both optional, contain the labels that are
expected to be associated with the username and password entries.
Enter the field names for the username and password fields used on web application’s login page.
For example, the web application's login page may use fields named "userID" and
"userpassword".
You can view the HTML source of the login screen in your browser to find the field names. Note
that these are not the field labels.

6. See Tips for Adding a Web Browser Interface (on page 205) for tips on adding a web browser
interface.

USB profiles do not apply to Dell chassis.

In the Target Settings section, select 720x400 Compensation if you are experiencing display issues
when the target is using this resolution.

9. Select 'Use international keyboard for scan code set 3' if connecting to the target with a DCIM-PS2
and require the use of scan code set 3 with an international keyboard.

10. Select the CIMs native, display resolution from the Display Native Resolution drop-down. This is the
preferred resolution and timing mode of the digital CIM. Once a resolution is selected, it is applied
to the CIM.

If no selection is made, the default 1024x1280@60Hz resolution is used.
11. Click OK to save the configuration.

» To configure a Dell PowerEdge 1855/1955:

1. If you selected Dell 1855/1955, auto-discovery is not available. Configure the blade chassis as
applicable.

a. Switch Hot Key Sequence - Select the hot key sequence that will be used to switch from KVM to
the blade server. For Dell 1855/1955 models, KX Ill blocks all existing hot key sequences. If you
apply a Generic configuration to the Dell 1855, only one existing hot key is blocked.

b. Maximum Number of Slots - The default maximum number of slots available on the blade
chassis is automatically entered.

C. Administrative Module Primary IP Address/Host Name - Not applicable.



d. Port Number - The default port number for the blade chassis is 22. Not applicable.
€. Username - Not applicable.

f. Password - Not applicable.
Change the blade chassis name if needed.

Indicate the blades that are installed in the blade chassis by checking the Installed checkbox next to
each slot that has a blade installed. Alternatively, use the Select All checkbox. If needed, change the
blade server names.

4. Inthe Blade Chassis Managed Links section of the page, you are able to configure the connection to
a blade chassis web browser interface if one is available.

Click the Blade Chassis Managed Links icon to expand the section on the page.

The first URL link is intended for use to connect to the blade chassis Administration Module GUI.

Note: Access to the URL links entered in this section of the page is governed by the blade chassis port
permissions.

a. Active - To activate the link once it is configured, select the Active checkbox. Leave the checkbox
deselected to keep the link inactive. Entering information into the link fields and saving can still
be done even if Active is not selected. Once Active is selected, the URL field is required. The
username, password, username field and password field are optional depending on whether
single sign-on is desired or not.

b. URL - Enter the URL to the interface. See Blade Chassis Sample URL Formats for sample
configurations for the Dell PowerEdge 1855/1955.

C. Username - Enter the username used to access the interface.

d. Password - Enter the password used to access the interface.

Note: Leave the username and password fields blank for DRAC, ILO, and RSA web applications or
the connection will fail.

€. The Username Field and Password Field, which are both optional, contain the labels that are
expected to be associated with the username and password entries.
Enter the field names for the username and password fields used on web application's login page.
For example, the web application's login page may use fields named "userID" and
"userpassword".
You can view the HTML source of the login screen in your browser to find the field names. Note
that these are not the field labels.

f. See Tips for Adding a Web Browser Interface (on page 205) for tips on adding a web browser
interface.

5. USB profiles do not apply to Dell chassis.
6. Click OK to save the configuration.
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IBM Blade Chassis Configuration

» To add a blade chassis:

Connect the blade chassis to the KX III.
Select Device Settings > Port Configuration to open the Port Configuration page.
On the Port Configuration page, click on the name of the blade chassis you want to configure. The
Port page will open.

4. Select the Blade Chassis radio button. The page will then display the necessary fields to configure a
blade chassis.

5. Select the IBM® blade chassis model from the Blade Server Chassis Model drop-down.
» To configure a IBM BladeCenter H and E:

1. Ifyou selected IBM BladeCenter” H or E, auto-discovery is available. Configure the blade chassis as
applicable. Prior to configuring a blade chassis that can be auto-discovered, it must be configured to
enable SSH connections on the designated port number (see Device Services (on page 217)).
Additionally, a user account with the corresponding authentication credentials must be previously
created on the blade chassis. The KX lll only supports auto-discovery for AMM[1].

a. Switch Hot Key Sequence - Predefined.

b. Maximum Number of Slots - The default maximum number of slots available on the blade
chassis is automatically entered.

C. Administrative Module Primary IP Address/Host Name - Enter the primary IP address for the
blade chassis. Required for auto-discovery mode

d. Port Number - The default port number for the blade chassis is 22. Change the port humber if
applicable. Required for auto-discovery mode

€. Username - Enter the username used to access the blade chassis. Required for auto-discovery
mode

f. Password - Enter the password used to access the blade chassis. Required for auto-discovery
mode

2. If you want the KX Ill to auto-discover the chassis blades, select the Blade Auto-Discovery checkbox
and then click Discover Blades on Chassis Now. Once the blades are discovered, they will be
displayed on the page.

3. Change the blade chassis name if needed. If the chassis is already named, that information
automatically populates this field. If it is not already named, the KX Ill assigns the chassis a name.
The default naming convention for the blade chassis by the KX Il is Blade_Chassis_Port#.

4. If operating in Manual mode, indicate the blades that are installed in the blade chassis by checking
the Installed checkbox next to each slot that has a blade installed. Alternatively, use the Select All
checkbox. If needed, change the blade server names

If operating in Auto-discovery mode, the Installed box will display the slots containing blades during

discovery.

5. Inthe Blade Chassis Managed Links section of the page, you are able to configure the connection to
a blade chassis web browser interface if one is available.

Click the Blade Chassis Managed Links icon to expand the section on the page.

The first URL link is intended for use to connect to the blade chassis Administration Module GUI.



Note: Access to the URL links entered in this section of the page is governed by the blade chassis port
permissions.

a. Active - To activate the link once it is configured, select the Active checkbox. Leave the checkbox
deselected to keep the link inactive. Entering information into the link fields and saving can still
be done even if Active is not selected. Once Active is selected, the URL field is required. The
username, password, username field and password field are optional depending on whether
single sign-on is desired or not.

b. URL - Enter the URL to the interface. See Blade Chassis Sample URL Formats (on page 211) for
sample configurations for the IBM BladeCenter.

C. Username - Enter the username used to access the interface.

d. Password - Enter the password used to access the interface.

Note: Leave the username and password fields blank for DRAC, ILO, and RSA web applications or
the connection will fail.

€. The Username Field and Password Field, which are both optional, contain the labels that are
expected to be associated with the username and password entries.
Enter the field names for the username and password fields used on web application's login page.
For example, the web application's login page may use fields named "userID" and
"userpassword".
You can view the HTML source of the login screen in your browser to find the field names. Note
that these are not the field labels.

f. See Tips for Adding a Web Browser Interface (on page 205) for tips on adding a web browser
interface.

6. |If applicable, define the USB profile for the blade chassis or select an existing USB profile. Click the
USB Profiles Select USB Profiles for Port icon or the Apply Select Profiles to Other Ports icon to
expand these sections of the page. See Configuring USB Profiles (Port Page) (on page 211).

7. Click OK to save the configuration.

» To configure a IBM BladeCenter (Other):

1. If you selected IBM BladeCenter (Other), auto-discovery is not available. Configure the blade chassis
as applicable.

a. Switch Hot Key Sequence - Select the hot key sequence that will be used to switch from KVM to
the blade server.

b. Administrative Module Primary IP Address/Host Name - Enter the primary IP address for the
blade chassis. Not applicable.

C. Maximum Number of Slots - Enter the default maximum number of slots available on the blade
chassis.
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d. Port Number - The default port number for the blade chassis is 22. Not applicable.
€. Username - Not applicable.

f. Password - Not applicable.
Change the blade chassis name if needed.

Indicate the blades that are installed in the blade chassis by checking the Installed checkbox next to
each slot that has a blade installed. Alternatively, use the Select All checkbox. If needed, change the
blade server names. If it is not already named, the KX Il assigns a name to the blade server. The
default blade server naming convention is Blade_Chassis_Port#_Slot#.

4. Inthe Blade Chassis Managed Links section of the page, you are able to configure the connection to
a blade chassis web browser interface if one is available.

Click the Blade Chassis Managed Links icon to expand the section on the page.

The first URL link is intended for use to connect to the blade chassis Administration Module GUI.

Note: Access to the URL links entered in this section of the page is governed by the blade chassis port
permissions.

a. Active - To activate the link once it is configured, select the Active checkbox. Leave the checkbox
deselected to keep the link inactive. Entering information into the link fields and saving can still
be done even if Active is not selected. Once Active is selected, the URL field is required. The
username, password, username field and password field are optional depending on whether
single sign-on is desired or not.

b. URL - Enter the URL to the interface. See Blade Chassis Sample URL Formats (on page 211) for
sample configurations for the IBM BladeCenter.

C. Username - Enter the username used to access the interface.

d. Password - Enter the password used to access the interface.

Note: Leave the username and password fields blank for DRAC, ILO, and RSA web applications or
the connection will fail.

€. The Username Field and Password Field, which are both optional, contain the labels that are
expected to be associated with the username and password entries.
Enter the field names for the username and password fields used on web application's login page.

For example, the web application's login page may use fields named "userID" and
"userpassword".

You can view the HTML source of the login screen in your browser to find the field names. Note
that these are not the field labels.

f. See Tips for Adding a Web Browser Interface (on page 205) for tips on adding a web browser
interface.

USB profiles are not used by IBM (Other) configurations.

In the Target Settings section, select 720x400 Compensation if you are experiencing display issues
when the target is using this resolution.

7. Select 'Use international keyboard for scan code set 3' if connecting to the target with a DCIM-PS2
and require the use of scan code set 3 with an international keyboard.



Select the CIMs native, display resolution from the Display Native Resolution drop-down. This is the
preferred resolution and timing mode of the digital CIM. Once a resolution is selected, it is applied to
the CIM.

1. If no selection is made, the default 1024x1280@60Hz resolution is used.
2. Click OK to save the configuration.

Tips for Adding a Web Browser Interface

You can add a Web Browser Interface to create a connection to a device with an embedded web server.
A Web Browser interface can also be used to connect to any web application, such as the web
application associated with an RSA, DRAC or ILO Processor card.

You must have DNS configured or URLs will not resolve. You do not need to have DNS configured for IP
addresses.

» To add a web browser interface:

1. The default name for a Web Browser Interface is provided. If needed, change the name in the Name
field.

2. Enter the URL or domain name for the web application in the URL field. You must enter the URL at
which the web application expects to read the username and password.

Follow these examples for correct formats:
e http(s)://192.168.1.1/login.asp
e http(s)://www.example.com/cgi/login
¢ http(s)://example.com/home.html
Enter the username and password that will allow access to this interface. Optional

If username and password were entered, in the Username Field and Password Field, type the field
names for the username and password fields that are used in the login screen for the web
application. You must view the HTML source of the login screen to find the field names, not the field
labels.

Tip for locating field names:

e Inthe HTML source code for the login page of the web application, search for the field's label, such
as Username and Password.

e When you find the field label, look in the adjacent code for a tag that looks like this: name="user".
The word in quotes is the field name.

HP and Cisco UCS Blade Chassis Configuration (Port Group Management)

The KX Ill supports the aggregation of ports connected to certain types of blades into a group
representing the blade chassis.

The chassis is identified by a Port Group Name and the group is designated as a Blade Server Group on
the Port Group Management page. Port Groups consist solely of ports configured as standard KVM
ports, not ports configured as blade chassis. A port may only be a member of a single group.

Ports connected to integrated KVM modules in a blade chassis are configured as blade chassis subtypes.
These ports are eligible to be included in port groups.

Raritan.

Abrand of Lllegrand



When KX Ill ports are connected to integrated KVM modules in a blade chassis and not to individual
blades, the ports are configured as blade chassis subtypes. These ports are not eligible to be included in
port groups and will not appear in the Select Port for Group, Available list.

If a standard KVM port has been included in a port group, and then is subsequently repurposed for use
as a blade chassis subtype, it must first be removed from the port group.

Port Groups are restored using the Backup and Restore option.
To add a port group:

Click Device Settings > Port Group Management to open the Port Group Management page.
Click Add to open the Port Group page.

Enter a Port Group Name. The port group name is not case sensitive and can contain up to 32
characters.

4. Select the Blade Server Group checkbox.

If you want to designate that these ports are attached to blades housed in a blade chassis, select the
Blade Server Group checkbox.

5. Click on a port in the Available box in the Select Ports for Group section. Click Add to add the port to
the group. The port will be moved to the Selected box.

6. Click OK to add the port group.
To edit port group information:

1. Onthe Port Group Management page, click on the link of the port group you want to edit. The Port
Group page opens.

2. Edit the information as needed.
3. Click OK to save the changes.

To delete a port group:

1. Click on the Port Group Management page, select the checkbox of the port group you want to
delete.

2. Click Delete.

3. Click OK on the warning message.
Supported Blade Chassis Models

This table contains the blade chassis models that are supported by the KX Ill and the corresponding
profiles that should be selected per chassis model when configuring them in the KX 1l application. A list
of these models can be selected on the Port Configuration page from the Blade Server Chassis Model
drop-down, which appears when the Blade Chassis radio button is selected. For details on how to
configure each blade chassis model, see their corresponding topics in this section of the help.

Blade chassis model KX 11l Profile

Cisco® UCS Configure using Port Group Management functions.
See HP and Cisco UCS Blade Chassis Configuration
(Port Group Management) (on page 205)




Blade chassis model

Dell® PowerEdge™ 1855/1955

Dell PowerEdge M1000e

IBM® BladeCenter”
IBM BladeCenter H
IBM BladeCenter T
IBM BladeCenter H

IBM BladeCenter E

HP®

Supported CIM

The following CIMs are supported for blade chassis being managed through the KX IlI:

e DCIM-PS2
e DCIM-USBG2
e D2CIM-VUSB

KX 111 Profile
Dell PowerEdge 1855/1955
Dell PowerEdge M1000e
S IBM (Other)
IBM BladeCenter H
IBM (Other)
T IBM (Other)
IBM BladeCenter E
Configure using Port Group Management functions.

See HP and Cisco UCS Blade Chassis Configuration
(Port Group Management) (on page 205)

s for Blade Chassis

e D2CIM-DVUSB

Following is a table containing supported CIMs for each blade chassis model that the KX Il supports.

Blade chassis

Generic

Cisco® UCS
Server Chassis

Dell®

PowerEdge™
1855
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Connection method

If a D2CIM-VUSB or D2CIM-DVUSB is used when connecting to a
blade-chassis configured as Generic, you will be able to select the
USB profiles from the Port Configuration page and the client's USB
Profile menu. However, virtual media is not supported for generic

blade chassis and the Virtual Media menu is disabled on the client.

The Cisco KVM cable (N20-BKVM) enables you to perform server
blade administration, configuration, and diagnostic procedures by
connecting video and USB devices directly to the server blade.

Source: Cisco UCS 5108 Server Chassis Installation Guide

Includes one of the three KVM modules :
e Analog KVM Ethernet switch module (standard)
e Digital Access KVM switch module (optional)

e KVM switch module (standard on systems sold prior to
April, 2005)

These switches provide a custom connector that allows two PS/2

and one video device to be connected to the system.

Source: Dell PowerEdge 1855 User Guide

Recommended CIM(s)

DCIM-PS2
DCIM-USBG2

DCIM-USBG2
D2CIM-VUSB
D2CIM-DVUSB

DCIM-PS2
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Blade chassis

Dell PowerEdge
1955

Dell PowerEdge
M1000e

HP® BladeSystem
€3000

HP BladeSystem
c7000

®

IBM
BladeCenter” S

IBM BladeCenter
H

IBM BladeCenter
E

IBM BladeCenter
.

Connection method

One of two types of KVM modules may be installed:
¢ Analog KVM switch module
e Digital Access KVM switch module

Both modules enable you to connect a PS/2-compatible
keyboard, mouse and video monitor to the system (using a
custom cable provided with the system).

Source: Dell PowerEdge 1955 Owner's Manual

The KVM Switch Module (iKVM) is Integrated with this chassis.
The iKVM is compatible with the following peripherals:

e USB keyboards, USB pointing devices

e VGA monitors with DDC support.

Source: Dell Chassis Management Controller, Firmware Version
1.0, User Guide

The HP c-Class Blade SUV Cable enables you to perform blade chassis
administration, configuration, and diagnostic procedures by
connecting video and USB devices directly to the server blade.

Source: HP Proliant™ BL48Oc Server Blade Maintenance and Service
Guide

The HP c-Class Blade SUV Cable enables you to perform server blade
administration, configuration, and diagnostic procedures by
connecting video and USB devices directly to the server blade.

Source: HP ProLiant BL480c Server Blade Maintenance and Service
Guide

The Advanced Management Module (AMM) provides system
management functions and keyboard/video/mouse (KVM)
multiplexing for all blade chassis.

The AMM connections include: a serial port, video connection,
remote management port (Ethernet), and two USB v2.0 ports for a
keyboard and mouse.

Source: Implementing the IBM BladeCenter S Chassis

The BladeCenter H chassis ships standard with one Advanced
Management Module.

Source: IBM BladeCenter Products and Technology

The current model BladeCenter E chassis (8677-3Rx) ships standard
with one Advanced Management Module.

Source: IBM BladeCenter Products and Technology

The BladeCenter T chassis ships standard with one Advanced
Management Module.

Recommended CIM(s)

DCIM-PS2

DCIM-USBG2

DCIM-USBG2
D2CIM-VUSB
D2CIM-DVUSB (for
standard KVM port
operation without
a KVM option)
DCIM-USBG2
D2CIM-VUSB

D2CIM-DVUSB (for
standard KVM port
operation)

DCIM-USBG2

DCIM-USBG2
D2CIM-DVUSB

DCIM-USBG2
D2CIM-DVUSB

DCIM-PS2



Blade chassis

Connection method Recommended CIM(s)

In contrast to the standard BladeCenter chassis, the KVM module
and the Management Module in the BladeCenter T chassis are
separate components. The front of the Management Module only
features the LEDs for displaying status. All Ethernet and KVM
connections are fed through to the rear to the LAN and KVM
modules.

The KVM module is a hot swap module at the rear of the chassis
providing two PS/2 connectors for keyboard and mouse, a systems-
status panel, and a HD-15 video connector.

Source: IBM BladeCenter Products and Technology

IBM BladeCenter The BladeCenter HT chassis ships standard with one Advanced e DCIM-USBG2

HT

Management Module. This module provides the ability to manage
the chassis as well as providing the local KVM function.

Source: IBM BladeCenter Products and Technology

Note: In order to support Auto-discovery, IBM BladeCenter Models H and E must use AMM with
firmware version BPET36K or later.

Note: In the case of IBM Blade Center Models E and H, the KX lll only supports auto-discovery for
AMM[1] as the acting primary management module.

Note: Audio is disabled for all KVM switch targets.

Required and Recommended Blade Chassis Configurations

This table contains information on limitations and constraints that apply to configuring blade
chassis to work with the KX llI. It is recommended that all of the information below is

followed.

Blade chassis

Dell”

PowerEdge™
M1000e

Raritan.

Abrand of Lllegrand

Required/recommended action

e Disable the iKVM GUI screensaver. An authorize dialog will appear, preventing iKVM
from working correctly, if this is not done.

e Exit the iKVM GUI menu before attaching Dell's chassis to a Raritan CIM. iKVM may
not work correctly if this is not done.

e Configure the iKVM GUI Main menu to select target blades by Slot, not by Name.
iKVM may not work correctly if this is not done.

e Do not designate any slots for scan operations in the iKVM GUI Setup Scan menu.
iKVM may not work correctly otherwise.

e Do not designate any slots for broadcast keyboard/mouse operations in the ikVvM
GUI Setup Broadcast menu. iKVM may not work correctly otherwise.

e Designate a single key sequence to invoke the iKVM GUI. This key sequence must
also be identified during KX Ill port configuration. Otherwise, indiscriminate iKVM
operation may occur as a result of client key entry.

209



Blade chassis Required/recommended action

Dell .
PowerEdge
1855/1955 .

1BM°/Dell” .
Auto-Discovery

IBM Virtual
Media

Cisco® UCS o
Server Chassis

Ensure that Front Panel USB/Video Enabled is not selected during iKVM
configuration via the Dell CMC GUI. Otherwise, connections made at the front of
chassis will take precedence over the KX lll connection at the rear, preventing
proper iKVM operation. A message will be displayed stating 'User has been disabled
as front panel is currently active.'

Ensure that 'Allow access to CMC CLI from iKVM' is not selected during iKVM
configuration via the Dell CMC GUI.

To avoid having the iKVM GUI display upon connecting to the blade chassis, set the
Screen Delay Time to 8 seconds.

Recommend that 'Timed' and 'Displayed' be selected during iKVM GUI Flag Setup.
This will allow you to visually confirm the connection to the desired blade slot.

Disable the iKVM GUI screensaver. An Authorize dialog will appear if this is not done
and will prevent the iKVM from operating correctly.

Exit the iKVM GUI menu before attaching Dell's chassis to a Raritan CIM. iKVM may
not work correctly if this is not done.

Configure the iKVM GUI Main menu to select target blades by Slot, not by Name.
iKVM may not work correctly if this is not done.

Do not designate any slots for scan operations in the iKVM GUI Setup Scan menu or
the iKVM may not work properly.

To avoid having the iKVM GUI display upon connecting to the blade chassis, set the
Screen Delay Time to 8 seconds.

Recommend that 'Timed' and 'Displayed' be selected during iKVM GUI Flag Setup.
This will allow you to visually confirm the connection to the desired blade slot.

It is recommended that Auto-Discovery be enabled when applying blade level
access permissions. Otherwise, set access permissions on a blade-chassis wide
basis.

Secure Shell (SSH) must be enabled on the blade chassis management module.

The SSH port configured on the blade chassis management module and the port
number entered on the Port Configuration page must match.

KX Il virtual media is supported only on IBM BladeCenter® Models H and E. This
requires the use of the D2CIM-DVUSB. The black D2CIM-DVUSB Low-Speed USB
connector is attached to the Administrative Management Module (AMM) at the
rear of the appliance. The gray D2CIM-DVUSB High-Speed USB connector is
attached to the Media Tray (MT) at the front of the appliance. This will require a
USB extension cable.

The Cisco KVM cable (N20-BKVM) enables you to perform server blade
administration, configuration, and diagnostic procedures by connecting video and
USB devices directly to the server blade.

Source: Cisco UCS 5108 Server Chassis Installation Guide- DCIM-USBG2, D2CIM-
VUSB, D2CIM-DVUSB

Note: All IBM BladeCenters that use AMM must use AMM firmware version BPET36K or later to work

with the KX 1II.

Note: In the case of IBM Blade Center Models E and H, the KX Ill only supports auto-discovery for
AMM[1] as the acting primary management module.




Blade Chassis Sample URL Formats

This table contains sample URL formats for blade chassis being configured in the KX Il1.

Blade chassis Sample URL format

Dell® M1000e e URL: https://192.168.60.44/cgi-bin/webcgi/login
e Username: root
e Username Field: user
e Password: calvin

e Password Field: password

Dell 1855 e URL: https://192.168.60.33/Forms/f_login
® Username: root
e Username Field: TEXT_USER_NAME
e Password: calvin
e Password Field: TEXT_PASSWORD

IBM® BladeCenter” EorH ® http://192.168.84.217/private/welcome.ssi

Configuring USB Profiles (Port Page)

You choose the available USB profiles for a port in the Select USB Profiles for Port section of the Port
page. The USB profiles chosen in the Port page become the profiles available to the user in VKC when
connecting to a KVM target server from the port. For information about USB profiles, see USB Profiles
(on page 137), USB Profiles (on page 32).

Note: To set USB profiles for a port, you must have a supported CIM connected with firmware
compatible with the current firmware version of the KX Ill. See Upgrading CIMs (on page 288).

The profiles available to assign to a port appear in the Available list on the left. The profiles selected for
use with a port appear in the Selected list on the right. When you select a profile in either list, a
description of the profile and its use appears in the Profile Description field.

In addition to selecting a set of profiles to make available for a KVM port, you can also specify the
preferred profile for the port and apply the settings from one port to other KVM ports.

Raritan.
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» To open the Port page:

1. Choose Device Settings > Port Configuration. The Port Configuration page opens.
2. Click the Port Name for the KVM port you want to edit. The Port page opens.

» To select the USB profiles for a KVM port:

1. Inthe Select USB Profiles for Port section, select one or more USB profiles from the Available list.
e Shift-Click and drag to select several continuous profiles.
e Ctrl-Click to select several discontinuous profiles.

2. Click Add. The selected profiles appear in the Selected list. These are the profiles that can be used
for the KVM target server connected to the port.

» To specify a preferred USB profile:

1. After selecting the available profiles for a port, choose one from the Preferred Profile for Port menu.
The default is Generic. The selected profile is used when connecting to the KVM target server. You
can change to any other USB profile as necessary.

2. If check box Set Active Profile As Preferred Profile is selected, this preferred USB is also used as
active profile.

» To remove selected USB profiles:

1. Inthe Select USB Profiles for Port section, select one or more profiles from the Selected list.
e Shift-Click and drag to select several continuous profiles.
e Ctrl-Click to select several discontinuous profiles.

2. Click Remove. The selected profiles appear in the Available list. These profiles are no longer available
for a KVM target server connected to this port.

» To apply a profile selection to multiple ports:

1. Inthe Apply Selected Profiles to Other Ports section, select the Apply checkbox for each KVM port
you want to apply the current set of selected USB profiles to.
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e To select all KVM ports, click Select All.
e To deselect all KVM ports, click Deselect All.

Configuring KX 11l Local Port Settings

Note: Some changes you make to the settings on the Local Port Settings page restart the browser you
are working in. If a browser restart occurs when a setting is changed, it is noted in the steps provided
here.

» To configure the local port settings:

e Choose Device Settings > Local Port Settings. The Local Port Settings page opens.

Enable Standard Local Port

1. Select the checkbox next to the Enable Standard Local Port to enable it. Deselect the checkbox to
disable it.

By default, the standard local port is enabled.
The browser is restarted when this change is made.

Note: If you are using the tiering feature, the Standard Local Port feature will be turned off since both
features cannot be used at the same time.

:}
-

Note: Some changes fo the Local Port Settings will
restart the browser.

o] Erabin Siardand Loca Pon .i_

Erabis Local Port Device Tienng

_, e '-...)‘ . -l

Enable Local Port Device Tiering

1. If you are using the tiering feature, select the Enable Local Port Device Tiering checkbox and enter
the tiered secret word in the Tier Secret field.

In order to configure tiering, you must also configure the base device on the Device Services page.

Raritan.
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See Configuring and Enabling Tiering (on page 218) for more information on tiering.

Enable Local Pons !

Note: Some changes fo the Local Port Settings will
restart the browser.
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Configure the Local Port Scan Mode Settings
1. If needed, configure the Local Port Scan Mode settings. These settings apply to Scan Settings feature,
which is accessed from the Port page.

¢ In the "Display Interval" field, specify the number of seconds you want the target that is in focus to
display in the center of the Port Scan window.

¢ In the "Interval Between Ports (1 - 255 sec):" field, specify the interval at which the device should
pause between ports.

Local Port Scan Mode

Display Interval (3 - 255 sec.):
10

Interval Between Ports (1 - 255 sac.):
10

Select the Local Console Keyboard Type

1. Choose the appropriate keyboard type from among the options in the drop-down list.



The browser will be restarted when this change is made.

Local Port Settings

Keyboard Type

LS e

Local Port Hotkey Local Port Connectkey
| Double Click Left Shift Key w | | Disabled hd

E:I FPower Save Mode

Power Save Mode Timeout (in minutes)
10

— Local User Authentication
@ LocallLDAP/RADIUS
() None
Ignore CC managed mode on local port

oK | | Reset To Defaults Cancel

e US e Portuguese (Portugal)
e US/International e Norwegian (Norway)
e United Kingdom e Swedish (Sweden)

e French (France) e Danish (Denmark)

e German (Germany) e Belgian (Belgium)

e German (Switzerland) e Hungarian

e Simplified Chinese e Spanish

e Traditional Chinese e [talian

e Dubeolsik Hangul (Korean) e Slovenian

e JIS (Japanese Industry Standard)

Note: Keyboard use for Chinese, Japanese, and Korean is for display only. Local language input is not
supported at this time for KX Il Local Console functions.

Note: Turkish keyboards are only supported on Active KVM Client (AKC).

Select the Local Port Hotkey

1. Choose the local port hotkey. The local port hotkey is used to return to the KX Il Local Console
interface when a target server interface is being viewed. The default is to Double Click Scroll Lock,
but you can select any key combination from the drop-down list:

Raritan.
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Hot key: Take this action:

Double Click Scroll Lock Press Scroll Lock key twice quickly
Double Click Num Lock Press Num Lock key twice quickly
Double Click Caps Lock Press Caps Lock key twice quickly
Double Click Left Alt key Press the left Alt key twice quickly
Double Click Left Shift key Press the left Shift key twice quickly
Double Click Left Ctrl key Press the left Ctrl key twice quickly
Local Port Settings
Keyboard Type
|Us >
_'Luc.nl Port Hotkey Local Port Connectkey
Double Click Left Shift Key ~ Disabled e

[Tl Power Save Mode
fower Save Mp-de Timeout (in minutes)
10

— Local User Authentication————————
® Local/LDAP/RADIUS
) None
Ignore CC managed mode on local port

| OK| | Reset To Defaults | | Cancel |

Select the Local Port Connect Key

Select the Local Port Connect key. Use a connect key sequence to connect to a target and switch to
another target without returning to the GUI.

Then use the hot key to disconnect and return to the local port GUI

Once the local port connect key is created, it will appear in the Navigation panel of the GUI so you can
use it as a reference. See Connect Key Examples (on page 352) for examples of connect key sequences.

The connect key works for both standard servers and blade chassis.

Keyboard Type
us ¥ |

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock ¥ | Disabled ¥ |



Configure the Power Save Feature (Optional)

1. If you would like to use the power save feature:
a. Select the Power Save Mode checkbox.

b. Set the amount of time (in minutes) in which Power Save Mode will be initiated.

¥ Power Save Mode

Power Save Mode Timeout (in minutes)
10

Select the Local User Authentication

1. Choose the type of local user authentication.
e Local/LDAP/RADIUS. This is the recommended option.
¢ None. There is no authentication for Local Console access.
This option is recommended for secure environments only.

Note: Ignore CC managed mode on local port function is not supported on Dominion LX Il.

Local User Authentication
# Local/lLDAP/RADIUS
None
¥ Ignore CC managed mode on local port

Device Services

Enabling SSH

Enable SSH access to allow administrators to access the KX 1l via the SSH v2 application.
» To enable SSH access:

Choose Device Settings > Device Services. The Device Service Settings page opens.
Select Enable SSH Access.

Enter the SSH Port information. The standard SSH TCP port number is 22 but the port number can
be changed to provide a higher level of security operations.

If needed, select the Enable Legacy DSA checkbox.
Select the SSH Authentication method:
e Password Only: Do not allow any configured certificate authentication
e Certificate Only: Do not allow any password login to the SSH
e Password and Certificate: Allow both authentication methods access to the device

Raritan.
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See Add SSH Client Certificates for Users (on page 150) for help with certificates.

6. Click OK.

HTTP and HTTPS Port Settings

You are able to configure HTTP and/or HTTPS ports used by the KX Ill. For example, if you are using the
default HTTP port 80 for another purpose, changing the port will ensure the device does not attempt to
use it.

1. Choose Device Settings > Device Services. The Device Service Settings page opens.
2. Enter the new ports in the HTTP Port and/or HTTPS Port fields.

3. Click OK.

Entering the Discovery Port

KX 11l discovery occurs over a single, configurable TCP Port.
The default is Port 5000, but you can configure it to use any TCP port except 80 and 443.

To access KX lll from beyond a firewall, your firewall settings must enable two-way communication
through the default Port 5000 or a non-default port configured on this page.

The device will transmit information about itself (make,model,firmware version,encryption) in clear text
unless the encryption option is selected.

To enable the discovery port:

Choose Device Settings > Device Services. The Device Service Settings page opens.
Enter the Discovery Port.

Select the Encrypted checkbox to encrypt the transmission of device information.
Click OK.

P w N Pe

Configuring and Enabling Tiering

The tiering feature allows you to access KX IIl targets and PDUs through one base KX Il device.

Devices can be added and removed from a tiering configuration as needed up to a maximum of two
tiered levels.

When setting up the devices, you will use specific CIMS for specific configurations.

Port configuration, including changing the CIM name, must be done directly from each device. It cannot
be done from the base device for tiered target ports.

Tiering also supports the use of KVM switches to switch between servers. See Configuring KVM
Switches (on page 181).

Once configured, base and tiered devices are displayed on the Port Access Page. See Tiered Devices -
Port Access Page



Before Creating a Tiering Configuration

Before creating a tiering configuration, review Permitted Tiering Configurations (on page 219) and
Unsupported and Limited Features on Tiered Targets.

Before adding tiered devices to a tiering configuration:

e Base and tiered devices must all be operating with the same firmware revision.

® Enable base devices on the Device Settings page. See Configuring Standard Target Servers (on page
181)

e Enable tiered devices on the Local Port Settings page. See Configuring KX 1l Local Port Settings (on
page 213), then Enable Local Port Device Tiering (on page 213)

e Enable tiering for the base device, and the tiered devices. See Enabling Tiering (on page 221)
Permitted Tiering Configurations

Before tiering devices, review Before Creating a Tiering Configuration (on page 219).

Following are the permitted tiering configurations:

e KX Il base device > KX Il tiered devices
e KX Il base device > KX |l tiered devices

e Dual Video port targets attached to a tier device should be connected via tier devices

User Permissions in Tiered Configurations

The user must have a valid user account on the tiered device. The group that the user belongs to on the
tiered device controls the user's permissions to the ports on the tiered device.

These examples illustrate how various user permissions work in tiered configurations.
» Example 1:

Base unit and tiered units have the same user with permissions to all ports. The base user will be able
to access all ports on the base and tiered device.

» Example 2:

The base and tiered devices have the same user but different port permissions. The base user will have
different tiered port access.

» Example 3:

The base and tiered devices do not have the same user. The user at the base device will not be able to
access ports at the tiered device.

Unsupported and Limited Features on Tiered Targets

The following features are not supported on tiered targets:

Raritan.
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e Blade chassis on tiered devices

e Audio on tiered devices

e Smart cards on tiered devices

e Virtual media tiered devices

e DSAM on tiered devices

e MCCAT as a tiered device

e Port group management is limited to creating port groups of members directly attached to the base

e Dual Video port targets attached to a tier device should not be connected through the tier base
device

e Absolute Mouse Synchronization may not synch correctly if your tiering configuration consists of a
mix of KX Il and KX Il devices

e AKXIl base device > KX lll tiered devices
Tiered KX lll Connection Example

The following diagram illustrates the cabling configurations between a KX lll tiered device and a KX IlI
base device.

Tiered KX Iii Device @)

D2CIM-DVUER
Cim

Server

ﬂ Base KX Il Device
Note: Location of Tier port varies.

Steps

@ KX 11l Base device

e KX 11l Tiered device
G CIM to connect the target server to KX Il the Tiered device.

Target server



(2)
N

Base device Tier port to Tiered device Tier port connection:

Tiered device connection to the target server keyboard/video/mouse ports:

Connect one end of a Cat5/5e/6 cable into a target server port on the KX Ill Base device.

Connect the other end of the cable into the Tier port on the KX Il Tiered device.

Connect one end of a Cat5/5e/6 cable into a target server port on the KX Ill Tiered device,
and the other end into a supported CIM such as the D2CIM-DVUSB.

Connect the keyboard, mouse and video plugs on the CIM to the corresponding ports on

the target server.

Enabling Tiering

o

12
©

9
(5

a

Once devices are enabled and configured, they appear on the Port Access page.
When the KX Ill is configured to function as a base device or tiered device, they will be displayed as:

e 'Configured As Base Device' in the Device Information section of the left panel of the KX Il interface

From the base KX Ill tier device, select Device Settings
> Device Services to open the Device Service Settings

page.

Select Enable Tiering as Base.

In the Base Secret field, enter the secret shared
between the base and the tiered devices. This secret is
required for the tiered devices to authenticate the
base device. Enter the same secret word for the tiered
device. Click OK.

Enable the tiered devices. From the tiered device,
choose Device Settings > Local Port Settings.

In the Enable Local Ports section of the page, select
Enable Local Port Device Tiering.

In the Tier Secret field, enter the same secret word
you entered for the base device on the Device Settings
page. Click OK.

for base devices.

e 'Configured As Tier Device' in the Device Information section of the left panel of the KX Il interface

for tiered devices.

e The base device will be identified as 'Base' in the left panel of the tiered device's interface under

Connect User.

e Target connections to a tier port from the base will be displayed as 2 ports connected.

Remote and Local Access from Tiered Devices

The base device provides remote and local access over a consolidated port list from the Port Access

page.
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Tiered devices provide remote access from their own port lists.

Local access is not available on the tiered devices when Tiering is enabled.

Accessing a Blade Chassis from a Base Device

Blade chassis attached directly to a base device are accessible.

Power Control from Tiered Devices

You can power on and off targets that are a part of the tiered configuration.

These targets are accessed from the Port Access page.

If targets and outlets are associated, power control is available from the Port Access page.
Targets and PDU outlet associations are limited to those attached to the same KX III.

PDUs attached to the base or tiered KX llIs are displayed on the Power page drop-down along with the
statistics for the selected powerstrip.

Outlet level control is available as well.

Specifically, you can power off outlets that are currently on but you cannot power cycle outlets that are
currently off.

Enabling Direct Port Access via URL

Direct Port Access allows users to bypass having to use the KX Ill's Login dialog and Port Access page.

This feature also provides the ability to enter a username and password directly to proceed to the
target, if the username and password is not contained in the URL.

Enable Direct Port Access

» To enable direct port access:

Choose Device Settings > Device Services. The Device Service Settings page opens.

Select Enable Direct Port Access via URL if you would like users to have direct access to a target
through the KX lll by passing in the necessary parameters in the URL.

3. Click OK.
Direct Port Access URL for HTML KVM Client (HKC)

If you are using HKC and direct port access, use one of the following syntaxes for standard ports:

e https://IPaddress/dpa.asp?username=username&password=password&port=port
number&client=hkc



Or
e https://IPaddress/dpa.asp?username=username&password=password&portname=port
name&client=hkc

For blade chassis, the port must be designated by both the port number and the slot number or slot
name.

e https://IPaddress/dpa.asp?username=username&password=password&port=port number-slot
number&client=hkc

For example, port number-slot number is 1-2 where the blade chassis is connected to port 1, and the
blade is on slot 2.

e https://IPaddress/dpa.asp?username=username&password=password&portname=slot
name&client=hkc

For example, slot name is typically “Blade_Chassis_Port6_Slot1” for slotl of a Blade connected to port
6.

Username and password are optional.

If username and password are not provided, a login dialog will be displayed and, after being
authenticated, the user will be directly connected to the target. If additional prompts are displayed,
click Open to proceed.

The port may be a port number or port name.
If you are using a port name, the name must be unique or an error is reported.

If the port is omitted altogether, an error is reported.

Direct Port Access URL Syntax for the Active KVM Client (AKC)

Follow the syntax described to create direct port access URLs for AKC. Use Microsoft browsers for best
results. If you are using Edge on Windows, you must also enable the "Enable AKC Download Server
Certificate Validation" option in Device Settings > Device Services.

If you are using AKC and direct port access, use:

e https://IPaddress/dpa.asp?username=username&password=password&port=port
number&client=akc

Or
e https://IPaddress/dpa.asp?username=username&password=password&portname=port
name&client=akc

For blade chassis, the port must be designated by both the port number and the slot number or slot
name.

e https://IPaddress/dpa.asp?username=username&password=password&port=port number-slot
number&client=akc

For example, port number-slot number is 1-2 where the blade chassis is connected to port 1, and the
blade is on slot 2.

e https://IPaddress/dpa.asp?username=username&password=password&portname=slot
name&client=akc
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For example, slot name is typically “Blade_Chassis_Port6_Slot1” for slotl of a Blade connected to port
6.

Username and password are optional.

If username and password are not provided, a login dialog will be displayed and, after being
authenticated, the user will be directly connected to the target. If additional prompts are displayed,
click Open to proceed.

The port may be a port number or port name.

If you are using a port name, the name must be unique or an error is reported.

If the port is omitted altogether, an error is reported.

If you are accessing a target that is part of a dual port video group, direct port access uses the primary
port to launch both the primary and secondary ports.

Direct port connections to the secondary port are denied, and usual permission rules apply.

For information on the dual port video group feature, see Creating a Dual Video Port Group (on page
250) .

Static Routes

Create static routes if KX Il has two LAN ports or is configured for modem access.



» To enable static routes:

1. Select Device Settings > Static Routes. The Static Routes page opens.
2. Select the checkboxes to enable each feature, then click OK.

Static Routes

Enable Static Routes

Ok

4 Interface Drestination Mask Gateway MTL Flags

[Delete | | sem:muf | Deselect All |

» To add a static route:

1. When Static Routes is enabled, click Add, then enter the Route details.

| Home > Devce Setbngs > Stabe Routes > Route

Interface:
LAN 1 r
Destination:

Mask:

Gateway:

Flags:
Hosl L

oK Reset To Defaults J | cancel

2. Select the LAN you want to configure from the drop-down menu in the Interface field.
e LAN1 = ethO
e LAN2 =ethl

3. Type the IP address, subnet mask, and gateway of the destination host in the Destination, Mask, and
Gateway fields.

4. Enter the maximum transmission unit (MTU) in bytes in the MTU field.
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5. Type the TCP windows size for connections over this route in bytes in the Window field.
6. Select your route type from the Flags drop-down menu.

e Host means this route is for a host machine.

¢ Net means this route is for a subnet.
7. Click OK.

To reset a static route:

1. Select Device Settings > Static Routes. The Static Routes page opens.
2. Click Reset To Defaults to reset the route fields to the factory defaults.

To delete a static route:

Select Device Settings > Static Routes. The Static Routes page opens.

Go to the Static Routes List and select the checkbox next to the route you want to delete.
Click Delete. You are prompted to confirm the deletion.

Click OK. The route is deleted.

bl S

Enabling the AKC Download Server Certificate Validation

If you are using the AKC client, you can choose to use the Enable AKC Download Server Certificate
Validation feature or opt not to use this feature.

Note: When operating in IPv4 and IPv6 dual stack mode with 'Enable AKC Download Server Certificate

Validation' feature, Microsoft” ClickOnce” requires that the server certificate CN should not contain a
zero compressed form of IPv6 address.

If it does, you will not be able to successfully download and launch AKC.

However, this may conflict with browser preferences for the form of the IPv6 address.

Use the server hostname in the common name (CN) or include compressed and uncompressed forms of
the IPv6 address in the certificate's Subject Alternative Name.

Option 1: Do Not Enable AKC Download Server Certificate Validation (default setting)
If you do not enable, AKC Download Server Certificate Validation, all KX Il device users must:

e Ensure that the IP address of the device being accessed is included in their browser's Trusted Sites
Zone and that Protected Mode is not on when accessing the device.

Option 2: Enable AKC Download Server Certificate Validation



If you do, enable AKC Download Server Certificate Validation:

e Administrators must upload a valid certificate to the device or generate a self-signed certificate on
the device. The certificate must have a valid host designation.

e Each user must add the CA certificate (or a copy of self-signed certificate) to the Trusted Root CA
store in their browser.

» To install the self-signed certificate in Windows 7° operating system:

1. Include the KX Il IP address in the Trusted Site zone and ensure 'Protected Mode' is off.

2. Launch Internet Explorer® using the KX 1l IP address as the URL. A Certificate Error message will be
displayed.

3. Select View Certificates.

4. On the General tab, click Install Certificate. The certificate is then installed in the Trusted Root
Certification Authorities store.

5. After the certificate is installed, the KX Il IP address should be removed from the Trusted Site zone.

» To enable AKC download server certificate validation:

1. Choose Device Settings > Device Services. The Device Service Settings page opens.

2. Select the Enable AKC Download Server Certificate Validation checkbox or you can leave the feature
disabled (default).

3. Click OK.

If you are connecting to a KX Ill standalone device and support for AKC download server certificate
validation is enabled, the valid IPv6 format to generate the certificate is either:

e CN =[fd07:02fa:6¢cff:2500:020d:5dff:fe00:01c0] when thereis aleading0
or

e CN =[fd07:02fa:6cff:2500:020d:5df£:0000:01c0] when there is no zero
compression

Enable Standalone VKC Download Server Certificate Validation

On the Services page select the "Enable Standalone VKC Download Server Certificate Validation"
checkbox to use HTTPS for download the VKCs application. JRE will perform a check to ensure the server
certificate matches the designated device. If the certification does not match, a security warning
message displays to give you the option to continue. Best practice for using VKCs is to select this option,
and install a valid certificate on KX 111.

When this option is not selected, the VKCs certificate is not validated.

Configuring SNMP Agents
See Viewing the KX Il MIB (on page 242) for information on viewing the KX Il MIB.

KX 11l supports SNMP logging for SNMP v2c and/or v3. SNMP v2c defines message formats and protocol
operations when SNMP logging is enabled. SNMP v3 is a security extension of SNMP that provides user
authentication, password management and encryption.
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1. Choose Device Settings > Device Services. The Device Service Settings page opens.
2. Provide the following SNMP agent identifier information for the MIB-Il System Group objects:
e System Name - the SNMP agent's name/appliance name
e System Contact - the contact name related to the appliance
a. System Location - the location of the appliance

3. Select either or both Enable SNMP v1/v2c and Enable SNMP v3. At least one option must be
selected. Required

4. Complete the following fields for SNMP v2c (if needed):
e Community - the appliance's community string

a. Community Type - grant either Read-Only or Read-Write access to the community users

Note: An SNMP community is the group to which appliances and management stations running
SNMP belong. It helps define where information is sent. The community name is used to identify
the group. The SNMP device or agent may belong to more than one SNMP community.

5. Complete the following fields for SNMP v3 (if needed):

e Select Use Auth Passphrase if one is needed. If the Privacy Passphrase is required, the 'Use Auth
Passphrase' allows you to have the same passphrase for both without having to re-enter the Auth
Passphrase.

e Security Name - the username or service account name of the entity communicating with the
SNMP agent (up to 32 characters).

e Authentication Protocol - the MD5 or SHA authentication protocol used by the SNMP v3 agent.
Note: When FIPS is enabled, SHA must be used for v3 traps for FIPS compliance.

e Authentication Passphrase - the pass phrase required to access the SNMP v3 agent (up to 64
characters).

e Privacy Protocol - if applicable, the AES or DES or AES256 algorithm used to encrypt data.

a. Privacy Passphrase - if applicable, the pass phrase used to access the privacy protocol algorithm
(up to 64 characters).

6. Click OK to start the SNMP agent service.
Configure SNMP traps on the Event Management - Settings page, which can be quickly accessed by

clicking the SNMP Trap Configuration link. See Configuring SNMP Notifications (on page 234) for a list of
available KX Il SNMP traps.




The events that are captured once an SNMP trap or inform is configured are selected on the Event
Management - Destination page. See Configuring Event Management - Destinations (on page 243).

SHMP Agent Configurabon i

Enable SHEP Dasmaon

Syatern Hameg Syatem Confact Syatarm Location

Ercabile SHRAP wihvile;

4
{
;
;
{

Coamimunity Community Type
Red-Cordy
Enable SHEAP v3 Use Auth Passphrase
Security Hame Anth Profocol Auth Passphrase Privacy Protocol  Privacy Passphrase
MDE Mone 1

Link o SHUP Trap Configurabion

OK I Resel To Detaulis Cancel |

.I il LT g . r o.» "> 4
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» To reset to factory defaults:

e C(Click Reset To Defaults. All items on the page are set back to their defaults.

WARNING: When using SNMP notifications over UDP, it is possible for the KX Il and the router that it is
attached to fall out of synchronization when the KX Il is rebooted, preventing the reboot completed
SNMP notification from being logged.

Configuring Modem Settings

See Certified Modems (on page 392) for information on certified modems that work with the KX lII.

For information on settings that will give you the best performance when connecting to the KX Il via
modem, see Configuring Connection Properties (on page 28).

» To configure modem settings:

Click Device Settings > Modem Settings to open the Modem Settings page.

Select the Enable Modem checkbox. This will enable the Serial Line Speed and Modem Init String
field.

The Serial Line Speed of the modem is set to 115200.

Enter the initial modem string in the Modem Init String field. If the modem string is left blank, the
following string is sent to the modem by default: ATZ OK AT OK.

This information is used to configure modem settings. Because different modems have different ways of
settings these values, this document does not specify how to set these values, rather the user should refer
to the modem to create the appropriate modem-specific string.

a. Modem Settings:
= Enable RTS/CTS flow control
* Send data to the computer on receipt of RTS

= CTS should be configured to only drop if required by flow control.
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* DTR should be configured for Modem resets with DTR toggle.
= DSR should be configured as always on.

= DCD should be configured as enabled after a carrier signal is detected. (that is, DCD should
only be enabled when modem connection is established with the remote side)

5. Enter the IPv4 modem server address in the Modem Server IPv4 Address field and the client modem
address in the Modem Client IPv4 Address field.

Note: The modem client and server IP addresses must be on the same subnet and cannot overlap the
device's LAN subnet.

6. Click OK to commit your changes or click Reset to Defaults to return the settings to their defaults.

Homa * Devios Semogs * Mogem Sattings

7| Enabile Modsm

Sarial Ling Speed
115200 | » | bitsis

Madein Init Sifng
ATONB1IL

Modem Server IPvd Address
10.0.0.1

hiodem Chent IPv4 Address
10002

0K Re-sel To Defaults CansE

Connect and Enable Global Access to an External USB-Connected Broadband Modem

Users who need access to KX Il via the Sierra Wireless modem must be assigned to a user group with
Modem Access permissions. This is a security measure that helps control who can access KX Il via the
modem. For example, create a user group called Sierra Wireless Users and give the group Modem
Access permissions, then assign only users who need access to the modem to that group.

The Enable Broadband Modem feature must be enabled in KX Ill in order for users to access KX Il via

the Sierra Wireless modem. This is a global-level feature, so it is disabled by default in order to prevent
all users from being able to access KX Il via the modem.

Broadband Modem Settings

C] Enable Broadband Modem

Enable Broadband Modem Failover

Sierra Wireless Software and Firmware Versions

Sierra Wireless must have at least ALEOS Software Version 4.4.1.014



This configuration has been tested with the Verizon Wireless MC7750 Radio Module using firmware
version 3.05.10.13.

Connect the External, Wireless Modem
USB Connection

Use either a Micro A or Micro B to USB Type A cable to connect the Sierra Wireless to the KX III.

e Connect the Sierra Wireless USB port to any of the USB ports on back of the KX Ill or to the USB port
on the front of the KX I11.

i3 OO e

-
LEL
S

Note: Only USB connections are supported for this modem.

Configure the Sierra Wireless Modem
Configure the Sierra Wireless modem for use with KX 1l using these connections. These settings are
configured on the Sierra Wireless modem, not KX IIl.

Configure the Sierra Wireless Modem for a Cellular Connection

e ASIM card must be purchased from your service provider and installed in the Sierra Wireless
modem.

e Get a static IP address from your service provider, then assign it to the Sierra Wireless modem.
e Sierra Wireless must be configured for Public mode.
e Host Connection Mode must be set to "USB Uses Public IP".

e USB Device Mode must be set to "USBNET".

Change Default Username

For security reasons, change the default Admin account username to a new name before using the
Sierra Wireless .

Assign User Groups Modem Access Permissions
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Following are settings applied in KX Il1.

e Modem Access permission is assigned to a user group on the Group page.

e Then assigned the user to this group on the User page. For more information, see Configure and
Manage Users and Groups from the Remote Console.

Configure Settings to Access KX Il via Modem through Direct Port Access
For modem access through direct port access, you must configure settings in:

e The KX Il remote console
e The client machine browsers (Microsoft Edge and Firefox)
e In the Virtual KVM Client (VKC)

Steps

1 In KX 11, select Device Settings > Device Services to open the Device Services page.

2 Select “Enable Direct Port Access via URL".

3 For better modem performance, deselect the “Apply Encryption Mode to KVM and Virtual Media (Forced in FIPS

140-3 Mode)” setting if it is enabled on the Security Settings page (select Security > Security Sttings). Optional

Configure the following browser settings on your client machine, depending on the browser you use.

Steps

1 For Microsoft Edge”, select settings,search for Internet Options.

2 Open Internet Options. Click on the General tab.

3 Click Settings in the Browser History section to open the Windows Database Settings dialog.

4 Click the "Caches and Databases" tab and select "Allow website caches and databases" to enable the cache in the
browser.
Click OK on the Windows Database Settings dialog and the Internet Options dialog to apply the settings

Steps

1 For Firefox®, select Settings

2 Click on Privacy and Security.

3 Set the History to "Firefox will" to "Remember history".

4 Click OK to apply the settings.

Finally, you need to perform the following steps the first time you access each target server via the
Virtual KVM Client (VKC) from KX Ill. Settings only need to be applied once.



The first time you attempt to connect to each target via VKC, the connection fails. This is because the
session times out when the Java applet is downloaded via direct port access.

Connect to the target a second time, and the VKC is launched successfully.

Connection Properties X
Optimize for: [(Text Readability
Video Mode: Full Color 2 s
= —
® ' B
S -
> o
= Moise Filter: 2 — %
- =y
5 ] 3
Reset Cancel Apply
.
Steps
1 In VKC, click Connection > Properties to open the Connection Properties dialog.
2 Set the Video Mode to “Greyscale 2” so you use the least bandwidth.
3 Click OK.
4 It may be necessary to set the “Noise Filter” to greater than 2 if the modem connection is slow after you test it.

Configuring Date/Time Settings
Use the Date/Time Settings page to specify the date and time for the KX IIl. There are two ways to do
this:

e Manually set the date and time.

e Synchronize the date and time with a Network Time Protocol (NTP) server.

Note: NTP security is added to the KX lll, which allows it to request the date and time with or without
authentication. If the NTP server is configured to use authentication, it will accept the request along
with the authentication key, and send back the date and time along with a digital information of the
authentication key. The KX Il will verify the digital information and will use the date and time if the key
matches; otherwise discard the received information.
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» To set the date and time:

Choose Device Settings > Date/Time. The Date/Time Settings page opens.
Choose your time zone from the Time Zone drop-down list.
Adjust for daylight savings time by checking the "Adjust for daylight savings time" checkbox.

PwnN e

Choose the method to use to set the date and time:

e User Specified Time - use this option to input the date and time manually. For the User Specified
Time option, enter the date and time. For the time, use the hh:mm:ss format (using a 24-hour
clock).

e Synchronize with NTP Server - use this option to synchronize the date and time with the Network
Time Protocol (NTP) Server.

5. For the Synchronize with NTP Server option:

a. Enter the IP address of the Primary Time server, Authentication Type, ID, key Format and key
value.

b. Enter the IP address of the Secondary Time server, Authentication Type, ID, key Format and key
value Optional

Note: If DHCP is selected for the Network Settings on the Network page, the NTP server IP
address is automatically retrieved from the DHCP server by default. Manually enter the NTP
server IP address by selecting the Override DHCP checkbox.

6. Click OK.

Event Management

The KX Il Event Management feature allows you to enable and disable the distribution of system events
to SNMP Managers, SMTP, the Syslog and the audit log. These events are categorized, and for each
event you can determine whether you want the event sent to one or several destinations.

Configuring Event Management - Settings

Configure SNMP notifications and the syslog configuration from the Event Management - Settings page.
See Configuring SNMP Notifications (on page 234).

Once configured, enable the SNMP notifications on the Event Management - Destinations page. See
Configuring Event Management - Destinations (on page 243).

Configuring SNMP Notifications

Simple Network Management Protocol (SNMP) is a protocol governing network management and the
monitoring of network devices and their functions.

SNMPv2 provides for both traps and informs to be sent out over a network to gather information. The
basic difference between traps and informs is that when the remote application receives an inform it
sends back an acknowledgment, while traps are not acknowledged. In SNMPv3, there are further
capabilities and restrictions on how the messages are handled.

The traps and informs are configured on the Event Management - Settings page. See SNMP Notifications
(on page 237) for a list of supported traps and informs.




SNMP agents are configured on the Device Services page. See Configuring SNMP Agents (on page 227)
for information on configuring SNMP agents and Viewing the KX Il MIB (on page 242) for information
on viewing the KX Il MIB.

1. Choose Device Settings > Event Management - Settings. The Event Management - Settings page
opens.

2. Select the SNMP Logging Enabled checkbox to enable to remaining checkboxes in the section.
Required

3. Select either or both SNMP v2c Notifications Enabled and SNMP v3 Notifications Enabled. At least
one option must be selected.

Once selected, all related fields are enabled. Required

4. Complete the following fields for SNMP v2c (if needed):

e Destination IP/Hostname - the IP or hostname of the SNMP manager. Up to five (5) SNMP
managers can be created

Note: IPv6 addresses cannot exceed 80 characters in length for the host name.

a. Port Number - the port number used by the SNMP manager

b. Community String - the appliance's community string

Note: An SNMP community is the group to which appliances and management stations running
SNMP belong. It helps define where information is sent. The community name is used to identify
the group. The SNMP device or agent may belong to more than one SNMP community.

C. Type - notification type, either Trap or Inform

d. Retries and Timeout - for Informs, enter the number of retries to be attempted, and the timeout
period in seconds.

WARNING: Non-responding destinations may significantly slow system response if informs are
configured with large values for retries and/or timeouts.

5. [Ifitis not already, select the SNMPv3 Notifications Enabled checkbox to enable the following fields.
Complete the following fields for SNMP v3 (if needed):

e Destination IP/Hostname - the IP or hostname of the SNMP manager. Up to five (5) SNMP
managers can be created

Note: IPv6 addresses cannot exceed 80 characters in length for the host name.

a. Port Number - the port number used by the SNMP manager

e Security Name - the username or service account name of the entity communicating with the
SNMP agent (up to 32 characters).

e Authentication Protocol - the MD5 or SHA authentication protocol used by the SNMP v3 agent.
Note: When FIPS is enabled, SHA must be used for v3 traps for FIPS compliance.

e Authentication Passphrase - the pass phrase required to access the SNMP v3 agent (up to 64
characters).

e Privacy Protocol - if applicable, the AES or DES or AES256 algorithm used to encrypt data.
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a. Privacy Passphrase - if applicable, the pass phrase used to access the privacy protocol algorithm
(up to 64 characters).

Note: If you are accessing the Event Management - Settings page from the local console and are
using a screen resolution lower than 1280x1024, the Privacy Passphrase column may not be
displayed on the page. If this occurs, hide the KX Iil's left panel. See Left Panel (on page 113)

b. Type - notification type, either Trap or Inform.

C. Retries and Timeout - for Informs, enter the number of retries to be attempted, and the timeout
period in seconds.

6. Click OK to create the notifications.
Use the Link to SNMP Agent Configuration link to quickly navigate to the Devices Services page from the
Event Management - Settings page.

The events that are captured once an SNMP trap or inform is configured are selected on the Event
Management - Destination page. See Configuring Event Management - Destinations (on page 243).

KX 11l supports SNMP logging for SNMP v2c and/or v3. SNMP v2c defines message formats and protocol
operations when SNMP logging is enabled. SNMP v3 is a security extension of SNMP that provides user
authentication, password management and encryption.

» To edit existing SNMP notifications:

1. Choose Device Settings > Event Management - Settings. The Event Management - Settings page
opens.

2. Make changes as needed and click OK to save the changes.

Note: If you disable SNMP settings at any time, the SNMP information is retained so you do not have to
reenter if you re-enable the settings.

» To delete SNMP notifications:

e (Clear all of the SNMP fields and save.

e Use the reset to factory defaults feature to remove the SNMP configuration and set the KX Ill to its
original factory default.

» To reset to factory defaults:

e C(Click Reset To Defaults.

WARNING: When using SNMP notifications over UDP, it is possible for the KX Il and the router that it is
attached to fall out of synchronization when the KX Il is rebooted, preventing the reboot completed
SNMP notification from being logged.




SNMP Notifications

SNMP provides the ability to send notifications, to advise an administrator when one or more
conditions have been met.

The following table lists the KX IIl SNMP notifications

Name

automaticScriptConfiguration

bladeChassisCommError

cimConnected
cimDisconnected
cimUpdateStarted
cimUpdateCompleted
configBackup
configRestore
deviceUpdateFailed
deviceUpgradeCompleted
deviceUpgradeStarted
dsamUpdateStarted
dsamUpdateCompleted
dsamConnected
dsamDisconnected

ethernetFailover

factoryReset
firmwareFileDiscarded
firmwareUpdateFailed
firmwareValidationFailed
groupAdded
groupDeleted
groupModified

ipConflictDetected
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Description
The system attempted to run a script downloaded via TFTP.

A communications error with blade chassis device connected
to this port was detected.

The CIM is connected.

The CIM is disconnected.

The CIM update start is underway.

The CIM update is complete.

The device configuration has been backed up.
The device configuration has been restored.
Device update has failed.

The KX Il has completed update via an RFP file.
The KX Il has begun update via an RFP file.
The dsam update is underway..

The dsam update is complete.

The dsam is connected.

The dsam is disconnected.

A ethernet failover was detected and restored on new
ethernet interface.

The device has been reset to factory defaults.
Firmware file was discarded.

Firmware update failed.

Firmware validation failed.

A group has been added to the KX Il system.
A group has been deleted from the system.

A group has been modified.

An IP Address conflict was detected.
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Name
ipConflictResolved
localPortOutputEnabled
localPortOutputDisabled

networkFailure

networkParameterChanged
passwordSettingsChanged
pduConnected
pduDisconnected
portConnect
portConnectionDenied
portDisconnect
portStatusChange
powerNotification
powerOutletNotification
rebootCompleted

rebootStarted

scanStarted
scanStopped
securityBannerAction
securityBannerChanged
securityViolation
setDateTime
setFIPSMode
startCCManagement

stopCCManagement

terminalBlockSettingsChanged

userAdded

Description

An IP Address conflict was resolved.
The Local Port Output Enabled.

The Local Port Output Disabled.

An Ethernet interface of the product can no longer
communicate over the network.

A change has been made to the network parameters.
Strong password settings have changed.

The PDU is connected.

The PDU is disconnected.

A previously authenticated user has begun a KVM session.
A connection to the target port was denied.

A user engaging in a KVM session closes the session properly.
The port has become unavailable.

The power outlet status notification: 1=Active, O=Inactive.
Power strip device outlet status notification.

The KX Il has completed its reboot.

The KX Il has begun to reboot, either through cycling power to
the system or by a warm reboot from the OS.

A target server scan has started.

A target server scan has stopped.

Security banner was accepted or rejected.

A change has been made to the security banner.

Security violation.

The date and time for the device has been set.

FIPS mode has been enabled.

The device has been put under CommandCenter Management.

The device has been removed from CommandCenter
Management.

A user has been added to the system.



Name

userAuthenticationFailure

userConnectionLost

userDeleted
userForcedLogout

userLogin

userLogout
userModified

userPasswordChanged

userSessionTimeout

userUploadedCertificate

userUploadedCACertificate

Description

A user attempted to log in without a correct username and/or
password.

A user with an active session has experienced an abnormal
session termination.

A user account has been deleted.
A user was forcibly logged out by Admin

A user has successfully logged into the KX Ill and has been
authenticated.

A user has successfully logged out of the KX IIl properly.
A user account has been modified.

This event is triggered if the password of any user of the device
is modified.

A user with an active session has experienced a session
termination due to timeout.

A user uploaded a SSL certificate.

A user uploaded a CA Certificate for 802.1X authentication.

userUploadedClientCertificate A user uploaded a client certificate for 802.1X authentication.
userUploadedClientKey A user uploaded a Client Key for 802.1X authentication.
userModifiedCertificateRepository A User modified certificate repository.

User attempted to mount either a device or image on the
target using Virtual Media.

vmlimageConnected

For every attempt on device/image mapping (mounting) this
event is generated.

User attempted to unmount a device or image on the target
using Virtual Media.

vmlmageDisconnected

Enable Email (SMTP) Notifications from the Remote Console

Enable email notifications for users on the Event Management - Settings page.

Each person for whom SMTP is enabled receives notification when an event is triggered. Up to ten (10)
users can be added.

Configure SMTP server settings on the SMTP Settings page. Use the "Link to SMTP server configuration"
quick link at the bottom of the Event Management - Settings page. See Configure and Test SMTP Server

Settings (on page 240).
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» To enable SMTP Notifications:

1. Select Device Settings > Event Management - Settings to open the Event Management - Settings
page.
2. Go to the SMTP Settings panel and select the Enable SMTP Server checkbox.

SysLog Configuration

[_] Enable Syslog Forwarding

Syslog Message Format
legacy

SMTP Configuration

SMTP Logging Enabled
Email Sub=cribers

LJ abcirarilan.com

L 123 @rantan.com

Wew Email Subscriber Address

I |

Link to SMTP server configuration

3. Type the email address of the SMTP subscriber in the New Email Subscriber Address field and then
click Add.

4. Click OK.
Configure and Test SMTP Server Settings

Enter the information required for a connection to your SMTP server on the SMTP Server Settings page.

Note that if the server requires STARTTLS, KX Il automatically uses it.



Select Device Settings > SMTP Settings.
Provide the server address, port and the email address used to send SMTP notifications.

If the server requires a username and password authentication to send emails, provide them in the

User Account and Password fields, respectively.
4. Click Apply.
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It is important that the SMTP server information be accurate so that the KX Ill appliance can send
messages using that SMTP server.

This test sends an email using the settings displayed on the page in the SMTP Settings pane. KX Il saves

the settings once you click Apply.

1. Send a test email by entering a destination email address to receive the test message
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Note that the receiver email is not saved.

2. Verify the message was received by the intended email target. If there are problems, contact your
SMTP administrator to make sure your SMTP server IP address and authorization information are

correct.
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Viewing the KX Il MIB

1. Choose Device Settings > Event Management - Settings. The Event Management - Settings page
opens.

2. Click the 'Click here to view the 'SNMP MIB' link. The MIB file opens in a browser window.
KX 11l SNMP GET/Walk

In addition to sending notifications, the KX Ill is able to receive SNMP get requests from third-party
SNMP managers.

Get requests are used to retrieve information about the KX III.

The KX Ill supports IF-MIB and IP-MIB as part of its SNMP management capabilities. When an SNMP
Walk or SNMP Get operation is performed, these MIBs provide standardized information about the
device's network interfaces and IP functionality.

IF-MIB supplies details such as interface status, operational state, and traffic statistics, while IP-MIB
provides information related to IP and ICMP implementations, including IP addressing, routing, and
protocol statistics.

Note: Refer to the Raritan MIB for additional fields that can be retrieved from SNMP.

SysLog Configuration

1. Choose Device Settings > Event Management - Settings. The Event Management - Settings page
opens.
Select Enable Syslog Forwarding to log the appliance's messages to a remote Syslog server.
Type the IP Address/Hostname of your Syslog server in the IP Address field.
Click OK.



Note: IPv6 addresses cannot exceed 80 characters in length for the host name.

e C(lick Reset to Defaults at the bottom of the page to remove the setting.

Configuring Event Management - Destinations

If system events are enabled, SNMP notification events (traps and informs) are generated. The events
can be logged to the syslog or audit log.

Events and where the event information is sent is configured on the Event Management - Destinations
page.

Note: SNMP, Syslog, and SMTP logging only works when enabled in the Event Management - Settings
page.

» To select events and their destinations:

1. Choose Device Settings > Event Management - Destinations. The Event Management - Destinations
page opens.

System events are categorized by Device Operation, Device Management, Security, User Activity, and User

Group Administration.

2. Select the checkboxes for those event line items you want to enable or disable, and where you want
to send the information.

Tip: Enable or disable entire categories by checking or clearing the Category checkboxes, respectively.

3. Click OK.
» To reset to factory defaults:

e Click Reset To Defaults.

WARNING: When using SNMP notifications over UDP, it is possible for the KX Il and the router that it is
attached to fall out of synchronization when the KX Il is rebooted, preventing the reboot completed
SNMP notification from being logged.

Power Supply Setup

KX 1l provides dual power supplies, and can automatically detect and provide notification regarding the
status of these power supplies.

When both power supplies are used, KX Il automatically detects them and notifies you of their status.
Additionally, both the Powerln1 and Powerln2 Auto Detect checkboxes are automatically selected on
the Power Supply Setup page.

If you are using only one power supply, you can enable automatic detection for only the power supply in
use.
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Proper configuration of power supplies ensures KX Il sends the appropriate notifications should a
power supply fail. For example, if power supply number one fails, the power LED at the front of the unit
will turn red.

The Power LED on the front of the KX Ill appliance is red when the checkbox is selected for an
unconnected power supply. The LED is blue when the checkbox is not selected for an unconnected
power supply.

» To enable automatic detection for the power supplies in use:

1. Choose Device Settings > Power Supply Setup. The Power Supply Setup page opens.

Heowa 3 Dt Satagt 3 Pned? Supedy Satus Page

- Powerind Auto Detect

7 Powerind Auto Detect

2. If you are plugging power input into power supply number one (left-most power supply at the back
of the unit), then select the Powerln1 Auto Detect option.

3. |If you are plugging power input into power supply number two (right-most power supply at the back
of the unit), then select the PowerIn2 Auto Detect option.

4. Click OK.



» To turn off the automatic detection:

e Deselect the checkbox for the appropriate power supply.

» To reset to factory defaults:
e Click Reset To Defaults.

Connect and Disconnect Scripts

The KX Ill provides the ability to execute key macro scripts when connecting to or disconnecting from a
target.

You can create and edit your own scripts on the Connection Script page to perform additional actions
when connecting to or disconnecting from targets.

Alternatively, you can import existing connection scripts in XML file format. Scripts that you create in KX
Il can also be exported in XML file format.

A total of 16 scripts can be accommodated on the KX III.
Applying and Removing Scripts

» To apply a script to targets:

1. Click Device Settings > Connection Scripts. The Connection Scripts page opens.

2. Inthe Available Connection Scripts section, select the script to be applied to the target(s). One 'On
Connect' and one 'On Disconnect' script may be applied to a target.

Note: Only one script can be added to the targets at a time.

3. Inthe Apply Selected Scripts to Ports section, select the target(s) you want to apply the script to
using Select All or clicking on the checkbox to the left of each target to apply the script to only select
targets.

4. Click Apply Scripts. Once the script is added to the target, it appears under the Scripts Currently in
Use column in the Apply Selected Scripts to Ports section.
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» To remove a script from targets:

1. Inthe Apply Selected Scripts to Ports section, select the target(s) you want to remove the scripts
from using Select All or clicking on the checkbox to the left of each target to remove the script from
only select targets.

2. Click Remove Connect Scripts to remove connect scripts or click Remove Disconnect Scripts to
remove disconnect scripts.

Adding Scripts

Note: You can also add scripts that were created outside of KX Ill and import them as XML files. See
Importing and Exporting Scripts (on page 248).

» To create script:

Click Device Settings > Connection Scripts. The Connection Scripts page opens.
In the Available Connection Scripts section, click Add. The Add Connection Script page opens.

Enter a name for the script up to 32 characters in length. This name is displayed in the Available
Connection Scripts section of the Configure Scripts page once the script is created.

4. Select either Connect or Disconnect as the type of script you are creating. Connect scripts are used
on a new connection or when switching to a target.

Select the keyboard type required for the target you are using.
From the Key Sets drop-down, choose the keyboard key set you want to use to create the script.

Once selected, the Add box below the Key Sets drop-down is populated with the selected key set
options.

7. Select a key from the Add box and click Add to move it to Script box. Remove a key from Script box
by selecting it clicking Remove. Reorder keys by selecting them and using the Up and Down icons.

The script can consist of one or more keys. Additionally, you can mix and match the keys to be used in the
script.

For example, select F1-F16 to display the function key set in the Add box. Select a function key and add it
to the Script box. Next, select Letters from the Key Set drop-down and add a letter key to the script.

8. Optionally, add text that will display when the script is executed.



a. Click Construct Script from Text to open the Construct Script From Text page.
b. Enter the script in the text box. For example, enter "Connected to Target".
C. Click OK Construct Script From Text page.

9. Click OK to create the script.

Home > Device Settings » Connection Scripts > Add Connection Script

Add Connection Script

Script Mame  Connect_Soript_Target_A|

Use On i@ Connect = Disconnect
Keyboard Type English {US) -
Key Sets Letters - Construct Script From Text |
A | [Press F8 B
B Release FG
=||Presc
o Release C
E
Keys F
G
H
|
J - -

Add [Remove | [+ ] [v]

ok | | cancel | | clear |

I P e P X 7

Y T Y R

Home > Device Settings = Connection Scripts > Medify Conmection Script

Construct Script From Text

Connected to Target

ok | | cancel | | clear |

AV v W W

- _..,f_-_.'- , ——— _._..‘_..._.,_".-- - __!‘.‘
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Modifying Scripts

» To modify existing scripts:

Click Device Settings > Connection Scripts. The Connection Scripts page opens.
In the Available Connection Scripts section, select the script you want to modify and click Modify.
The page is then in Edit mode.

3. Make changes as needed. Click OK when finished.

Importing and Exporting Scripts

You are able to import and export connect and disconnect scripts that are in XML file format. Keyboard
macros cannot be imported or exported.

Note: The import and export feature is not available from the Local Console.

Imported scripts can be edited in KX Ill using the Modify feature. However, once an imported script is
associated with a port, it cannot be modified. Remove the script from the port to modify it. See

Applying and Removing Scripts (on page 245).

» Toimport a script:

1. Click Device Settings > Connection Scripts. The Connection Scripts page opens.
2. Inthe Available Connection Scripts section, click Import. The Import Connection Scripts page opens.

3. Select the import setting.



e Skip duplicates - Scripts that already exist in KX Ill are not included in the import.

e Qverwrite duplicates - Scripts that already exists in KX Ill are overwritten by the new, imported
script.

e Add duplicates with a different name - Duplicate scripts will be renamed during the import and will
not overwrite existing scripts. KX Il assigns a number to the file name to distinguish it from the
original.

4. Use the browse function to locate the XML script files to import.

5. Click Import. The Configuration Scripts page opens and the imported scripts are displayed.

Haome > Device Settings = Conmection Scripts > Import Conmection Scripts

Import Connection Scripts

Import Settings

i@ Skip duplicates
= Owerwrite duplicates

= Add duplicates with a different name

Connection Scripts File

Cancel

""-‘F o i B T Y . F . J ——n - . P

e A A

» To export a disconnect script:

Click Device Settings > Configuration Scripts. The Configuration Scripts page opens.

In the Available Connection Scripts section, select the script you want to export and click Export. A
dialog prompting you to open or save the XML file appears.

3. Save the XML file or open it in an XML editor. If you save the XML file, it is saved to your default
Download folder.

Port Group Management

Port group management refers to the following:

e Blade Server Group - the aggregation of ports connected to certain types of blades into a group
representing the blade chassis. See HP and Cisco UCS Blade Chassis Configuration (Port Group
Management) (on page 205) for details.

e Dual Video Port Group - the creation of port groups that provide extended desktop configurations
on target servers. See Creating a Dual Video Port Group (on page 250).

e Port Group - the creation of 'standard' port groups where settings applying to a primary port are
applied to all secondary ports in the group. See Creating Port Groups (on page 250).
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Creating Port Groups

The KX Ill supports the aggregation of multiple ports into a single port group. Port groups consist solely
of ports configured as standard KVM ports.

A port may only be a member of a single group.

Ports that are available to be included in a port group are displayed in the Select Ports for Group >
Available list.

Once a port is added to a port group, it is not available to add to another port group. Remove the port
from its existing port group to use it in a new one.

A maximum of 32 port groups can be created. The Add button is disabled once this limit is reached.

Port Groups are restored using the Backup and Restore option (see Backup and Restore).

Note: See HP and Cisco UCS Blade Chassis Configuration (Port Group Management) (on page 205) for
information on creating port groups for blade chassis, and Dual Port Video Groups for information on
creating dual video port groups.

To create a port group:

1. Select Device Settings > Port Group Management. The Port Group Management page opens. Any
existing port groups are displayed.

Click Add. The page refreshes and displays all of the port group options available.
Select the Port Group radio button.

Select the ports to add to the group by clicking on them in the Available text box, and then clicking
Add to add it to the Selected text box.

5. Click OK to create the port group. The port group now appears on the Port Group Management
page.

Creating a Dual Video Port Group

The dual video port groups feature allows you to group two video ports into one group.

Use this feature when you need to connect to a server with two video cards/ports, and you want to
access both ports from the same remote client at the same time.

Note: Dual port video groups are not supported by models with only one KVM channel such as 108 and
116 models.

Note: Once a dual video port group is created, it is available from the local console as well as the
remote client. However, extended desktop is not supported at the local console.

Dual video port groups appear on the Port Access page as Dual Port types.

The primary and secondary ports that are a part of the port group appear on the Port Access page as
Dual Port(P) and Dual Port(S), respectively.



Each group must contain a primary port and a secondary port.

The configuration applied to the secondary port in the group. If a port is removed from the group, it is
considered an independent port and a new configuration can be applied to it.

When you access a dual port video group from the remote client, you connect to the primary port,
which opens a KVM connection window to both the primary and secondary port of the dual port group.

The sessions can be launched and viewed from the remote client on one or multiple monitors as
needed.

The orientation setting configured on the device for the target must match the actual configuration on
the target operating system.

It is recommended that the connecting client have the same screen orientation whenever possible.

Important: Review the information in the Dual Video Port Groups section for
restrictions, recommendations, and so on that may impact your specific
environment.

» To create a dual port video group:

1. Select Device Settings > Port Group Management. The Port Group Management page opens. Any
existing port groups are displayed.

2. Click Add. The Port Group page opens, and all available ports are displayed in the Select Ports for
Group section.

Note: If a port is already a part of blade server port group, another dual video port group, or 'standard’
port group, the port is not an option since ports can only belong to a single port group at a time.

3. Select the Dual Video Port Group radio button.

4. From the Select Ports for Group section, click on the port you are designating as the primary port,
then click Add to add it to the Selected text box. Be sure to add the primary port first.

Note: Ideally, the permissions applied to each port in the port group should be the same. If they are not,
the permissions of the port with the most restrictive permissions is applied to the port group. For
example, if VM Access Deny is applied to one port and VM Access Read-Write is applied to another port,
VM Access Deny is applied to the port group. See Permissions and Dual Video Port Group Access (on page
304) for information on how port permissions affect dual video port groups.

5. Click on the port that you are designating as the secondary port and click Add to add it to the
Selected text box.

6. Select the orientation of the page. The orientation you select should match the target server display
configuration.

7. Click OK to create the port group.

Dual video port groups appear on the Port Access page as Dual Port types.

The primary and secondary ports that are a part of the port group appear on the Port Access page as Dual
Port(P) and Dual Port(S), respectively.
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Note: Dual Video port targets attached to a tier device should only be connected via the tier device, not
through the tier base device.

Changing the Default GUI Language Setting

The KX Il GUI defaults to English, but also supports the following localized languages:

e English (default)

e Japanese

e Simplified Chinese
e Traditional Chinese

» To change the GUI language:

1. Select Device Settings > Language. The Language Settings page opens.
2. From the Language drop-down, select the language you want to apply to the GUI.
3. Click Apply. Click Reset Defaults to change back to English.

Security Management

Security Banner

KX 11l provides you with the ability to add a security banner to the KX Ill login process. This feature
requires users to either accept or decline a security agreement before they can access the KX lll. The
information provided in a security banner will be displayed in a Restricted Service Agreement dialog
after users access KX 1l using their login credentials.

The security banner heading and wording can be customized, or the default text can be used.
Additionally, the security banner can be configured to require that a user accepts the security
agreement before they are able to access the KX Il or it can just be displayed following the login
process. If the accept or decline feature is enabled, the user's selection is logged in the audit log.



» To configure a security banner:

Click Security > Banner to open the Banner page.
Select Display Restricted Service Banner to enable the feature.

If you want to require users to acknowledge the banner prior to continuing the login process, select
Require Acceptance of Restricted Service Banner. In order to acknowledge the banner, users will
select a checkbox. If you do not enable this setting, the security banner will only be displayed after
the user logs in and will not require users acknowledge it.

4. If needed, change the banner title. This information will be displayed to users as part of the banner.
Up to 64 characters can be used.

5. Edit the information in the Restricted Services Banner Message text box. Up to 6000 characters can
be entered or uploaded from a text file. To do this, do one of the following:

a. Edit the text by manually typing in the text box. Click OK.

b. Upload the information from .txt file by selecting the Restricted Services Banner File radio
button and using the Browse feature to locate and upload the file. Click OK. Once the file is
uploaded, the text from the file will appear in the Restricted Services Banner Message text box.

Note: You cannot upload a text file from the local port.

Banner

L] Display Restricted Service Banner
Regquire Acceptance of Restricted Service Banner

Banner Tithe
[Restricted Service Agreement

® Restricted Service Banner Message:

Unauthorized access prohibited, all access
and activities not explicitly authorized
by management are unauthorized. All
activities are monitored and logged. There
is no privacy on this system. Unauthorized
access and activities or any criminal
activity will be reported to appropriate
authorities,

() Restricted Service Banner File:
Mo file chosen

o i Reset To Defaults Cancel

SSL and TLS Certificates

KX 11l uses the Transport Layer Security (TLS) for any encrypted network traffic between itself and a
connected client.

When establishing a connection, KX Il has to identify itself to a client using a cryptographic certificate.
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KX 1ll can generate a Certificate Signing Request (CSR) or a self-signed certificate using SHA-2.

The CA verifies the identity of the originator of the CSR.

The CA then returns a certificate containing its signature to the originator. The certificate, bearing the
signature of the well-known CA, is used to vouch for the identity of the presenter of the certificate.

Important: Make sure your KX III date/time is set correctly.

When a self-signed certificate is created, the KX Ill date and time are used to calculate the validity
period. If the date and time are not accurate, the certificate's valid date range may be incorrect, causing
certificate validation to fail. See Configuring Date/Time Settings (on page 233).

Note: When upgrading firmware, the active certificate and CSR are not replaced.

» To create and install a SSL certificate:

1. Select Security > Certificate.

2. Complete the following fields:

a.

-~ ® 2 o0

Qo

Common name - The network name of the KX Ill once it is installed on your network (usually the
fully qualified domain name). The common name is identical to the name used to access the KX
11l with a web browser, but without the prefix “http://”. In case the name given here and the
actual network name differ, the browser displays a security warning when the KX Il is accessed
using HTTPS.

Organizational unit - This field is used for specifying to which department within an organization
the KX 11l belongs.

Organization - The name of the organization to which the KX Il belongs.
Locality/City - The city where the organization is located.
State/Province - The state or province where the organization is located.

Country (ISO code) - The country where the organization is located. This is the two-letter ISO
code, e.g. DE for Germany, or US for the U.S.

Email - The email address of a contact person that is responsible for the KX Il and its security.

. Subject Alternative Name (SAN) - Optional. Add up to ten SANs, which may include alternate

hostnames. Maximum of 64 characters. This allows devices that are reachable under different
names to pass the TLS hostname validation for each name registered in the TLS certificate. Enter
the SAN in the Enter Hostname/IP address field, then click Add to create the list of SANs. Select a
SAN and click Remove to delete.



i. Challenge Password - Some certification authorities require a challenge password to authorize
later changes on the certificate (e.g. revocation of the certificate). Applicable when generating a
CSR for CA Certification.

j. Confirm Challenge Password - Confirmation of the Challenge Password. Applicable when
generating a CSR for CA Certification.

K. Key length - The length of the generated key in bits. 1024 is the default. Up to 4096 is supported.
3. To generate, do one of the following:
¢ To generate self-signed certificate, do the following:

a. Select the Create a Self-Signed Certificate checkbox if you need to generate a self-signed
certificate. When you select this option, the KX Ill generates the certificate based on your
entries, and acts as the signing certificate authority. The CSR does not need to be exported and
used to generate a signed certificate.

b. Specify the number of days for the validity range. Ensure the KX Ill date and time are correct. If
the date and time are not correct, the certificate's valid date range may not be calculated
correctly.

C. Click Create.
d. A confirmation dialog is displayed. Click OK to close it.
€. Reboot the KX Ill to activate the self-signed certificate.
¢ To generate a CSR to send to the CA for certification:
a. Click Create.
b. A message containing all of the information you entered appears.

C. The CSR and the file containing the private key used when generating it can be downloaded by
clicking Download CSR.

d. Send the saved CSR to a CA for certification. You will get the new certificate from the CA.

Note: The CSR and the private key file are a matched set and should be treated accordingly. If the
signed certificate is not matched with the private key used to generate the original CSR, the
certificate will not be useful. This applies to uploading and downloading the CSR and private key
files.

= Once you get the certificate from the CA, upload it to the KX IIl by clicking Upload.
* Reboot the KX Ill to activate the certificate.

After completing these steps the KX Ill has its own certificate that is used for identifying itself to its
clients.

Important: If you destroy the CSR on the KX III there is no way to get it back! In
case you deleted it by mistake, you have to repeat the three steps as described
above. To avoid this, use the download function so you will have a copy of the CSR
and its private key.

Wildcard Certificates

Important: Do not use encrypted private keys when installing wild card certificates. When encrypted
private keys are used, the wildcard certificate can be uploaded, but the web server will fail afterwards.
Factory reset is the only recovery option in this scenario.
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You can use a wildcard certificate with its matching private key without generating a CSR. First, make

sure the private key is not encrypted, that is, it should not be password protected. Upload the private
key first. This will enable the certificate upload ability. Then, you can proceed with uploading the wild
card certificate.

See SSL and TLS Certificates (on page 253).

Configuring IP Access Control

Using IP access control, you control access to your KX IIl. Note that IP access control restricts traffic of
any kind from accessing the KX Ill, so NTP servers, RADIUS hosts, DNS hosts and so on must be granted
access to the KX II1.

By setting a global Access Control List (ACL) you are ensuring that your device does not respond to
packets being sent from disallowed IP addresses. The IP access control is global, affecting the KX Ill as a
whole, but you can also control access to your device at the group level. See Group-Based IP ACL
(Access Control List) (on page 147) for more information about group-level control.

Important: IP address 127.0.0.1 is used by the KX III local port. When creating an
IP Access Control list, 127.0.0.1 should not be within the range of IP addresses that
are blocked or you will not have access to the KX III local port.

To use IP access control:

Select Security > IP Access Control to open the IP Access Control page.
Select the Enable IP Access Control checkbox and the remaining fields on the page.

Choose the Default Policy. This is the action taken for IP addresses that are not within the ranges you
specify.

e Accept - IP addresses are allowed access to the KX Il device.

e Drop - IP addresses are denied access to the KX Il device.

To add (append) rules:

1. Type the IP address and subnet mask in the IPv4/Mask or IPv6/Prefix Length field.

Note: The IP address should be entered using CIDR (Classless Inter-Domain Routing notation, in which the
first 24 bits are used as a network address).

2. Choose the Policy from the drop-down list.
3. Click Append. The rule is added to the bottom of the rules list.

To insert a rule:

Type a rule #. A rule # is required when using the Insert command.
Type the IP address and subnet mask in the IPv4/Mask or IPv6/Prefix Length field.
Choose the Policy from the drop-down list.

W N PE

Click Insert. If the rule # you just typed equals an existing rule #, the new rule is placed ahead of the
exiting rule and all rules are moved down in the list.



Tip: The rule numbers allow you to have more control over the order in which the rules are created.

» Toreplace a rule:

Specify the rule # you want to replace.
Type the IP address and subnet mask in the IPv4/Mask or IPv6/Prefix Length field.
Choose the Policy from the drop-down list.

W nN e

Click Replace. Your new rule replaces the original rule with the same rule #.
» To delete a rule:

1. Specify the rule # you want to delete.
2. Click Delete.
3. You are prompted to confirm the deletion. Click OK.

Home = Security = [P Access Contral

IP Access Control

Enable IP Access Control

Default policy
| ACCEPT %

-Rule = IPvdMask or IPvé Prefix Length Policy

1 192 168 .59 192432 ACCERT

2 192 165 61.0/24 ACCERT

5 2552550016 ACCEPT

j | [ accert » |
Append | Insert | Replace | Delete |
OK | Reset To Defaults | Cancel |

Security Settings

From the Security Settings page, you can specify login limitations, user blocking, password rules, and
encryption and share settings.

SSL certificates are used for public and private key exchanges, and provide an additional level of
security. The web server certificates are self-signed. Java applet certificates are signed by a VeriSign
certificate. Encryption guarantees that your information is safe from eavesdropping and these
certificates ensure that you can trust that the entity is Raritan.
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Login Limitations

Using login limitations, you can specify restrictions for single login, password aging, and the logging out
idle users.

Limitation Description

Enable single When selected, only one login per user name is allowed at any time.

login limitation When deselected, a given user name/password combination can be
connected into the appliance from several client workstations
simultaneously.

Enable When selected, all users are required to change their passwords
password aging periodically based on the number of days specified in Password
Aging Interval field.

This field is enabled and required when the Enable Password Aging
checkbox is selected. Enter the number of days after which a
password change is required. The default is 60 days.

Log out idle Select the "Log Out Idle Users" checkbox to automatically

users, After disconnect users after the amount of time you specify in the "After
(1-365 (1-365 minutes)" field. If there is no activity from the keyboard or
minutes) mouse, all sessions and all resources are logged out. If a virtual

media session is in progress, however, the session does not timeout.

The After field is used to set the amount of time (in minutes) after
which an idle user will be logged out. This field is enabled when the
Log Out Idle Users option is selected. Up to 365 minutes can be
entered as the field value

Login Limitations
|:| Enable Single Login Limitation

|:| Enable Password Aging

Password Aging Interval (days)
&0

Log Out Idle Users

Idle Timeout (minutes)
30
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Strong Passwords

Strong passwords are enabled by default to provide more secure local authentication for the system.
Using strong passwords, you can specify the format, such as minimum and maximum length, required
characters, and password history retention.



With the default strong password setting, user-created passwords must have a minimum of 8 characters
and not more than 16. They must contain at least one lowercase letter, one uppercase letter, one
number and one symbol or special character. In addition, no more than 3 characters in a row may match
with any part of the user name. These minimum requirements can be changed by the administrator.

Users with passwords not meeting strong password criteria will automatically be required to change
their password on their next login. When deselected, only the standard format validation is enforced.
When selected, the following fields are enabled and required:

Field

Minimum length of strong
password

Maximum length of strong
password

Enforce at least one lower
case character

Enforce at least one upper
case character

Enforce at least one
numeric character

Enforce at least one
printable special character

Number of restricted

passwords based on
history

User Blocking

Description

Passwords must be at least 8 characters long. Minimum
required characters can be set from 8 to 64 characters.

The default maximum length is 16. Can be set from 8 to
64.

When checked, at least one lower case character is
required in the password.

When checked, at least one upper case character is
required in the password.

When checked, at least one numeric character is
required in the password.

When checked, at least one special character
(printable) is required in the password.

This determines the number of unique new passwords

that must be associated with and used by a user before
an old password can be reused again The range is 1-12

and the default is 5.

Sirong Passwords
¥
Enable Jrondg Passwonds -
Minimum length of sirong password ﬂ"
° {
Maximuirm bengih of $trong passwornd
18 :"
Enforce at least one bower case character "'
Enforce at least one upper case character
Enforce at keast one numeric character r’
Enforce at least one printable special character \
-
NMumber of restricted passwords based on history %
5 v
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The User Blocking options specify the criteria by which users are blocked from accessing the system

after the specified number of unsuccessful login attempts. This option is enabled as default, with Timer
Lockout values set to three Attempts and a Lockout Time of five minutes.
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The three options are mutually exclusive:

Option Description

Disabled Users are not blocked regardless of the number of times they fail
authentication.

Timer Default setting:

Lockout

Users are denied access to the system for the specified amount of time
after exceeding the specified number of unsuccessful login attempts.
When selected, the following fields are enabled:

e Attempts - The number of unsuccessful login attempts after which
the user will be locked out. The valid range is 1 - 10 and the default
is 3 attempts.

e Lockout Time - The amount of time for which the user will be
locked out. The valid range is 1 - 1440 minutes and the default is 5
minutes.

Note: Users in the role of Administrator are exempt from the
timer lockout settings.

Deactivate  When selected, this option specifies that the user will be locked out of
User-ID the system after the number of failed login attempts specified in the
Failed Attempts field:

e Failed Attempts - The number of unsuccessful login attempts after
which the user's User-ID will be deactivated. This field is enabled
when the Deactivate User-ID option is selected. The valid range is 1
- 10.

When a user-ID is deactivated after the specified number of failed
attempts, the administrator must change the user password and
activate the user account by selecting the Active checkbox on the
User page.

& Deeabiled
Tiersar Lockout

Atlernpls
3

Lockout Teme
[

Deactivate User-ID

Failed Attermipis

My Yy

- |
'r . e . g

Encryption and Share

Using the Encryption & Share settings you can specify the type of encryption used, PC and VM share
modes, and the type of reset performed when the KX lll Reset button is pressed.



WARNING: If you select an encryption mode that is not supported by your browser, you will not be able
to access the KX Il from your browser.

Note that video performance may be impacted once encryption is applied. The extent of the
performance impact varies based on the encryption mode.

For the best possible video performance and throughput, disable encryption mode to KVM and Virtual
Media if your security policy permits this.

» To configure encryption and share:

1. Choose one of the options from the Encryption Mode drop-down list.

When an encryption mode is selected, a warning appears: When the Encryption Mode is specified please
ensure that your browser supports this encryption mode; otherwise you will not be able to connect.

Auto

Recommended. Autonegotiates to the highest level of encryption possible. You must select Auto in order

for the device and client to successfully negotiate the use of FIPS compliant algorithms, or Custom with
valid FIPS ciphers configured.

AES-128

The Advanced Encryption Standard (AES) is a National Institute of Standards and Technology specification
for the encryption of electronic data. 128 is the key length. When AES-128 is specified, be certain that
your browser supports it, otherwise you will not be able to connect. See Checking Your Browser for AES
Encryption (on page 262) for more information.

AES-256

The Advanced Encryption Standard (AES) is a National Institute of Standards and Technology specification
for the encryption of electronic data. 256 is the key length. When AES-256 is specified, be certain that
your browser supports it, otherwise you will not be able to connect. See Checking Your Browser for AES
Encryption (on page 262) for more information.

Custom

Enter your own custom cipher. Openssl v1.0.2 ciphers are accepted as values. If enabling FIPS, you must

first restart the device in FIPS mode, and then you can set custom ciphers.

2. Apply Encryption Mode to KVM and Virtual Media (Forced in FIPS 140-3 Mode): This setting does
not apply to HKC target launches, which are always encrypted. This setting applies to AKC and VKCs
target launches.

3. PCShare Mode - Determines global concurrent remote KVM access, enabling up to eight remote
users to simultaneously log into one KX Ill and concurrently view and control the same target server
through the device. Click the drop-down list to select one of the following options:

e Private - No PC share. This is the default mode. Each target server can be accessed exclusively by
only one user at a time.

e PC-Share - KVM target servers can be accessed by up to eight users (administrator or non-
administrator) at one time. Each remote user has equal keyboard and mouse control, however,
note that uneven control will occur if one user does not stop typing or moving the mouse. Selecting
PC Share enables PC Share Timeout. Enter from 0 seconds to 600 seconds (10 minutes). The default
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timeout value is 0, so there is no exclusive keyboard/mouse control. If a user has not moved the
mouse or entered keyboard input and the timeout period expires, the user relinquishes control,
and another user can take control.

4. If needed, select VM Share Mode. This option is enabled only when PC-Share mode is enabled.
When selected, this option permits the sharing of virtual media and audio among multiple users,
that is, several users can access the same virtual media or audio session. The default is disabled.

5. If needed, select Local Device Reset Mode. This option specifies which actions are taken when the
hardware Reset button (at the back of the device) is depressed. For more information, see Resetting
the KX Il Using the Reset Button (on page 358). Choose one of the following options:

Local device reset mode Description

Enable Local Factory Reset Returns the KX Il device to the factory defaults.
(default)

Enable Local Admin Password Resets the local administrator password only. The
Reset password is reset to raritan.

Disable All Local Resets No reset action is taken.

Checking Your Browser for AES Encryption

If you do not know if your browser uses AES, check with the browser manufacturer or navigate to the
website using the browser with the encryption method you want to check. This website detects your
browser's encryption method and displays a report.

AES 256-bit encryption is supported on the following web browsers:

e Edge

e Firefox
e Chrome
e Safari

Jurisdiction files for various JREs" are available at the “other downloads” section the Java download
website.

Enabling FIPS 140-2

For government and other high security environments, enabling FIPS 140-3 mode may be required.

The KX Il uses an embedded FIPS 140-3-validated cryptographic module running on a Linux” platform
per FIPS 140-3 Implementation Guidance section G.5 guidelines.

Once this mode is enabled, the private key used to generate the SSL certificates must be internally
generated; it cannot be downloaded or exported.

Note that performance may be impacted once FIPS 140-3 mode is enabled.



» To enable FIPS 140-3:

1. Access the Security Settings page.

2. Enable FIPS 140-3 Mode by selecting the Enable FIPS 140-3 checkbox in the Encryption & Share
section of the Security Settings page.

You will utilize FIPS 140-3 approved algorithms for external communications once in FIPS 140-3 mode.

The FIPS cryptographic module is used for encryption of session traffic consisting of video, keyboard,
mouse, virtual media and smart card data.

3. Reboot the KX IIl. Required
Once FIPS mode is activated, 'FIPS Mode: Enabled' will be displayed in the Device Information section in
the left panel of the screen.

For additional security, you can also create a new Certificate Signing Request once FIPS mode is activated.
This will be created using the required key ciphers. Upload the certificate after it is signed or create a self-
signed certificate. The SSL Certificate status will update from 'Not FIPS Mode Compliant' to 'FIPS Mode
Compliant'.

When FIPS mode is activated, key files cannot be downloaded or uploaded. The most recently created
CSR will be associated internally with the key file. Further, the SSL Certificate from the CA and its private
key are not included in the full restore of the backed-up file. The key cannot be exported from KX III.

FIPS 140-2 Support Requirements

The KX Il supports the use of FIPS 140-3 approved encryption algorithms. This allows an SSL server and
client to successfully negotiate the cipher suite used for the encrypted session when a client is
configured for FIPS 140-3 only mode.

Following are the recommendations for using FIPS 140-3 with the KX III:

e Set the Encryption & Share to Auto on the Security Settings page. See Encryption and Share (on
page 260).

Microsoft Client

e FIPS 140-3 should be enabled on the client computer.

To enable FIPS 140-3 on a Windows client:

1. Select Control Panel > Administrative Tools > Local Security Policy to open the Local Security Settings
dialog.
From the navigation tree, select Select Local Policies > Security Options.

Enable "System Cryptography: Use FIPS compliant algorithms for encryption, hashing and signing".

4. Reboot the client computer.
Enabling TLS Protocols

To meet your security policies, enable the specific TLS protocol versions you require. Disabled protocols
will not be used by the device.

TLS v1.3 is the best security protocol to use for this device.
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» To enable TLS protocols:

Choose Security > Security Settings. In the Encryption and Share section, all TLS versions are listed.

Select any TLS protocol version you want to enable, but TLS 1.3 is the most secure protocol. In order
to get TLSv1.3 support in .Net, you must have the latest .Net 4.8 installed, and Windows 11. Select
the most secure version that your environment supports. All versions are enabled by default.
Unchecked protocols are not used. You should uncheck the lesser options to ensure they are not
used. At least one protocol must be enabled.

Note for Users with CC-SG: CommandCenter Secure Gateway v6.2 and below only supports TLS v1.0. If
you are using CC-SG v6.2 or below, TLS v1.0 will be used to connect with KX Ill even if it is disabled here. If
you are using CC-SG 7.0 and higher, CC-SG and KX Il uses the most secure protocol.

3. Click OK to apply the settings.
Enabling Force HTTPS for Web Access

Force HTTPS for web access is disabled by default. When enabled, KX Il forces HKC to launch using
HTTPS, and KX Il will perform validation of server certificate for AKC downloads even if Device
Settings>Device Services>Enable AKC Download Server Certificate Validation is not checked.

If you are using AKC with this setting enabled, make sure that the Device CA or self-signed certificate is
added to the Trusted Root CA store of the browser. Also, if the Host Allowlist feature is enabled, make
sure that the address or hostname used to connect to the device has been added to the list.

» To enable or disable Force HTTPS for web access:

Choose Security > Security Settings.
In the Encryption and Share section, select the Force HTTPS for Web Access checkbox to enable, or
clear the checkbox to disable.

3. Click OK to save.

e When disabling the feature, restart your browser after saving. Switching between enabled/disabled
may require a refresh of the browser cache.

Host Allowlist

The Host Allowlist feature helps prevent host header attacks by limiting what a web client can send in
the HOST header of an HTTP request.When enabled, the HOST header is checked and only addresses or
hostnames that are in the allowlist are permitted. If the HOST header contains a domain or IP that is not
in the list, then the client HOST specified will be removed and replaced with the device IP address.
Redirection to non-allowed domains is prevented.



You must have the Security and Device Settings permission to manage this feature.

Mome > Security » Host Allovist

Host Aliowlist Enabled

ranitan.com
agrand us

Hew Allowlist Host Address

[add | [ Delete

[oK] [ResetToDefauns] |cCancel |

» To configure the host allowlist:

1. Click Security > Host Allowlist.
2. Toenable or disable the feature:

¢ Select the Host Allowlist Enabled checkbox to enable the feature. Clear the checkbox to disable.
3. To add or delete host addresses:

e Enter an approved domain in the New Allowlist Host Address field, then click Add to add it to the
list.

e Select a host address checkbox in the Host Allowlist, then click Delete to remove it.
4. Click OK to save.

Certificate and Smart Card Authentication
Local Smart Card Authentication Overview
» Steps to Configure Local Smart Card Authentication:

Step 1: Add certificates to the repository: Certificate Repository (on page 272)

Step 2: Enable and configure Client Certificate Authentication: Client Certificate Authentication Settings
(on page 269)

Step 3: Connect a Smart Card reader to a USB port on the KX Ill: Supported Smart Card Readers and
Cards (on page 271)

Step 4: Enable and configure the Local Smart Card Authentication settings: Local Smart Card
Authentication Settings (on page 266)
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Step 5: Use a Smart Card at the Local Port: Using a Smart Card at the Local Port (on page 279)

] Certificate Repository

Opticnal Raoot CRL
LDAP Server Cartificates Lists
B T
. - l==__._mu
i
o |

Login to KX3 Local Port

with SmartCard Pin
UsB

=, Card
SmartCard :_' Reader

At-the-Rack
Access

Local Smart Card Authentication Settings

Smart card authentication is available for controlling access to the Local Port. A smart card and card
reader can be used in conjunction with Client Certificate Authentication to authenticate and authorize
users.

Important: Before configuring these settings, ensure that Client Certification Authentication is setup and
that the card reader dedicated to local port authentication is connected to a USB port on the KX III.

See Client Certificate Authentication Settings (on page 269) and Supported Smart Card Readers and
Cards (on page 271).




» To enable and configure Local Smart Card Authentication settings:
| _Htrm: » Saciwily » Losal Sl Card Authenbicrion

Local Smart Card Authentication

Enable Sman Card Authentication

Reguire Smart Card Authentication
Enabie Private Key Signature VerMication
Remowal Policy

8

Smart Card Reader Selection

Link to Client Certificate Authentication

Thig feabang féguined Chend Camifcats Authenbicalbon

0K Resal To Delaulls Cancel

1. Click Security > Local Smart Card Authentication.

If the page appears disabled, you must first enable Client Certificate Authentication. Click the hyperlink in
the local card settings page to jump to the client certificate settings page.

2. Enable Smart Card Authentication: Select this checkbox to enable smart card logins at the local port.

3. Require Smart Card Authentication: Select this checkbox to require smart cards for login at the local
port.

e When this setting is selected, and the feature is enabled, users cannot login with username/
password at the local port.

4. Enable Private Key Signature Verification: Select this checkbox to enable an extra verification that
ensures the certificates’ public key matches the card’s private key.

5. Removal Policy: Controls what happens when a user's card is removed.
® |gnore
® |og Out User

6. Smart Card Reader Selection: Select which card reader should be used for local port authentication.
Card readers are identified by manufacturer, model, and USB port location.

A smart card reader must be connected to a USB port to select the smart card reader here. The
configured reader will be dedicated to the local console’s authentication.

e KX 11 USB Port Number and Location
= 1: Back Bottom
= 2: Back Middle
= 3:Back Top
= 4: Front
7. Click OK to save. See Using a Smart Card at the Local Port (on page 279).
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Remote Smart Card Authentication Overview

Remote Smart Card Authentication enables users to login to KX Ill using a smart card reader connected
to their client computer. Users can be verified through local or LDAP authentication. Radius and
TACACS+ authentication is not supported. This process works exactly like PKI Certificate Authentication,
except the client certificates are stored in the smart card instead of in the browser.

Steps to Configure Remote Smart Card Authentication:
Step 1: Use a CA to generate client certificates to be used in authentication.

Step 2: Add the CA certificate to the repository: Certificate Repository (on page 272)

Step 3: Add Client certificates to cards and connect a Smart Card reader to the client computer:
Supported Smart Card Readers and Cards (on page 271)

Step 4: Enable and configure Client Certificate Authentication: Client Certificate Authentication Settings
(on page 269)

Step 5: Configure users on LDAP or locally on the KX lll: User Management (on page 143)

Step 6: Use a Smart Card for Remote Login: Using a Smart Card at the Client Computer (on page 280)

Certificate Repository
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PKI Certificate Authentication Overview

PKI Certificate Authentication enables users to login to KX Il using a certificate installed in the browser
on their client computer. Users can be verified through local or LDAP authentication. Radius and
TACACS+ authentication is not supported. This process works exactly like Remote Smart Card
Authentication, except the client certificates are stored in the browser instead of in the smart card.

Steps to Configure PKI Certificate Authentication:
Step 1: Use a CA to generate client certificates to be used in authentication.

Step 2: Add the CA certificate to the repository: Certificate Repository (on page 272)




Step 3: Add Client certificates to the browsers of each client computer: Tips for Smart Card and PKI
Certificate Authentication (on page 278)

Step 4: Enable and configure Client Certificate Authentication: Client Certificate Authentication Settings
(on page 269)

Step 5: Configure users on LDAP or locally on the KX lll: User Management (on page 143)

Step 6: Login with a PKI Certificate in the Browser: Login with a PKI Certificate in the Browser (on page

281)
Browser
Cartificates f L
Cartificate Repository
Cpdonal CRL Ch
LORE SN Lists Cortificates

Client PC

Client Certificate Authentication Settings

When enabled, Client Certificate Authentication applies to smart card and certificate authentication.

All Client Certificate Authentication settings are disabled by default.

IMPORTANT: Selecting "Require Client Authentication” will lock out standard username/password
access to the web interface. Do not enable this setting until you have tested all other settings to verify
successful authentication. Another option for ensuring continued access would be to make sure you
have access to the KX lll Local Port while configuring and testing these settings.

Both OCSP and CRLs are supported as methods to validate certificates against a certificate authority. To
use CRLs, you must add them to the repository. See Adding CRL (Client Revocation Lists) to the
Repository (on page 277).

Raritan.

Abrand of Lllegrand’



» To configure client certificate authentication settings:

Home > Securiy » Clisn| Cartificile Authentcabon

Note: Client Certificate Authentication must use either LDAP or Local
Authentication.

[ Client Certificate Authentication

— Enabling/Disabling
Enable Client Certificate Authentication
Require Client Certificate Authentication
All HTTFPS connections will require the clients fo submit Certificates.

[~ Clsent Certificate

Require Client Extended Key Usage

— Certificate Attribute Mapped to semame
[ SAN Email w |

—OCSP
Enable OC SP

Delault Responder URL
| nttpcirad-kodest koud-ad. comiocsp |

Orwerride URL with Defawlt
OCSP Checking Scope: [Leal w |
Allow Unknown Revocation Siatus
Enable Honcé Exténsion Suppon
Enable Verification of OC 5P Respoender Certificate

—CRL
Enable CRL Chicking
Allow Cenifscate if no CRL

CRL Checking Scope Full s

OK I Resat To Defaults Cancel

1. Click Security > Client Certificate Authentication.

® You can also access this page via hyperlink at Security > Remote Smart Card Authentication.

2. Enabling/Disabling:

¢ Enable Client Certificate Authentication: Select this checkbox to enable client certificates for
authentication. When enabled, client certificate authentication will be in effect for smart card
authentication and PKI certificate authentication.

e Require Client Certificate Authentication: IMPORTANT-Test and verify all other client certificate
settings before using this setting. Removes the ability to authenticate on HTTPS connections via
username/password. All access must be authenticated using client certificates, whether by smart
card or certificates in the browser.

3. Require Extended Key Usage: Extended Key Usage enforces that the certificate's public key is being
used for it’s intended purpose of authentication. When this setting is selected, login will be
unsuccessful for certificates without extended key usage or those determined to be intended for
purposes other than authentication.

4. Certificate Attribute Mapped to Username: Select the certificate attributes that should be used as
the KX Il user's login name. The login determines which group the user is in.



e Common Name
e emailAddress
e Other Name
® DNS Name
e SAN Email
e URI
e UID
5. OCSP: Enable OCSP to use this method to validate certificates against a certificate authority.

e Default Responder URL: Enter a default responder URL to be used if the certificate does not contain
an OCSP server.

e Override URL with Default: Restricts all OCSP communications to the URL entered in Default
Responder URL.

e OCSP Checking Scope: Leaf will check only the final client certificate for revocation. Full will check
the entire chain.

¢ Allow Unknown Revocation Status: Possible certificate statuses are Good, Revoked, or Unknown.
When selected, KX 11l will still allow access for certificates with an Unknown status. When not
selected, access will only be allowed for certificates with a Good status.

e Enable Nonce Extension Support: Sends a nonce with the OCSP protocol to help prevent timing
attacks. This requires support on the OCSP server side. Make sure that date/time is synced
between KX Ill and the OCSP server.

e Enable Verification of OCSP Responder Certificate: Ensure that the OCSP response is signed with a
trusted CA key. This requires either that the OCSP server send the CA certificate it uses in the OCSP
response data, or that the CA certificate for the OCSP server is added into the Certificate
Repository.

6. Enable CRL Checking: Enables checking of CRLs to see if a certificate is revoked. CRLs must be added
to the Certificate Repository.

® Allow Certificate if no CRL: Allows access to the device if there is no CRL uploaded.

e CRL Checking Scope: Leaf will check only the client certificate. Full requires that the entire
certificate chain’s CAs and their CRLS are added to the repository.

7. Make sure you haven't selected Require Client Certificate Authentication unless you have already
verified your access with these settings, or you have access to the KX Ill local port.

8. Click OK to save.
Supported Smart Card Readers and Cards
» Supported Smart Card Readers
A card reader must be USB-based and CCID compliant.
A complete list of card readers supported by CCID driver version 1.4.30 is available at:

https://ccid.apdu.fr/#readers

The following readers were tested with the KX 111
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https://ccid.apdu.fr/#readers

e SCR331 - firmware 0518 or later
e SCM Microsystems SCR3310
e HID Global 3121

e Dell Smarcard Reader Keyboard
Supported Smart Cards

e DOD Common Access Card (CAC)
e Personal Identity Verification (PIV) Card

The following card was tested with the KX IlI:

e PIVKey C910 — The client authentication certificate must be mapped to 9A.

Certificate Repository

The Certificate Repository enables a central location and management point for all X509 certificates and
Certificate Revocation Lists except for the KX lll's own server authentication certificate.

Upon upgrade to Release 2.4.0, all previously loaded certificates shall be automatically populated in the
repository, with the exception of the KX Il device certificate.

The Certificate Repository enables you to store the necessary security certificates for several purposes:

e CA Certificates:
e |LDAP over TLS/SSL
e 802.1X Security
e Client Certificate Authentication
e C(Client Certificates for 802.1X
e Certificate Revocation Lists for Client Certificate Authentication

Once you load certificates into the repository, they are available for selection in the appropriate feature
configuration page.

Important: Do not delete certificates that are in use from the Certificate Repository. The associated
feature will fail.




» To access the Certificate Repository:

e C(lick Security > Certificate Repository.
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e C(lick the category you want to view a list of all stored certificates in that category. In the screenshot

above CA Certificate is selected.

* In any category, click a certificate to select it, then click Show Certificate to view it, or Download

Certificate to download a copy.

e To remove a certificate, select it, then click Remove Certificate. You should only remove certificates

that are not in use by any feature.

e To add a certificate, first click the category button (CA Certificate, Client Certificate, or CRL), then

click Add Certificate to open the addition form.

e Adding CA Certificates to the Repository (on page 273)

¢ Adding Client Certificates to the Repository (on page 275)

e Adding CRL (Client Revocation Lists) to the Repository (on page 277)

Adding CA Certificates to the Repository

When adding CA Certificates, you must select an "Intended Use" to make the certificate available to the
selected function. The same CA Certificate can be added multiple times with different intended uses.
For example, a CA certificate added with Intended Use: Client Certificate Authentication may be added

again with Intended Use: LDAP over TLS/SSL.

CA certificates added to the repository must be in PEM (Privacy Enhanced Mail) format.

A maximum of 10 CA Certificates can be stored in the repository.
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» To add CA certificates to the repository:

1. Click Security > Certificate Repository.
2. Click the CA Certificate button, then click Add Certificate.

Homa = Securily » 551, Cadicate Repoalany

iy Potesiame  jeedts o |

b e Snow Carmcite Rt Camican Downlosd Cenficaty

[o%] [Aeset ToDetauits] [Cancel |

3. The Add CA (Certificate Authority) Certificate tool opens. Click Choose File and select the certificate
file.
4. Select the checkbox for the certificate's Intended Use.



e LDAP over TLS/SSL
e 802.1X

e Client Certificate Authentication

Bl CA Cenificate | Cherd Comficale

Add CA (Certificate Authority) Certificate

[ Choose File | sampleCacensticate PEM

LDAP over TLS/SSL
O s0z.1x
Client Ceftificate Authenbcation

Add Certificate | [ Cancel

5. Click Add Certificate.

6. The newly added certificate appears in the list on the main Certificate Repository page, in the CA
Certificate category.

I—Hnr"t" Secufity > SSL Cetfoate Repostony

Ciient Cerliicate

Subject
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CN = TESTAD-CA Oct 18 19:47:49 2024

el T LDAP over TLS/SSL  70DS1cd23a8348044cId30430
CM = OCSPlesiCA
DON-CN = US NJ OCSPlesiCA e ot bO467adecBI 170N
OCSPlestCA

Add Centificate Show Certificate Remove Cerificate Downboad Certificate

Adding Client Certificates to the Repository

Client Certificates in the repository can be used for 802.1X security. See 802.1X Security (on page 172).

Client certificates must be in PEM (Privacy Enhanced Mail) format. A maximum of 2 Client Certificates
can be stored in the repository.
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» To add client certificates to the repository:

1. Click Security > Certificate Repository.
2. Click the Client Certificate button, then click Add Certificate.

| Hame « ety S Contmeite Regsaton

3. The Add Client Certificate tool opens. In the Certificate section, click Choose File and select the
certificate file to add it.

4. Inthe Private Key section, click Choose File and select the private key file to add it.
If needed, select Enable Password Protection checkbox, then enter and confirm the password.
6. Select the checkbox for the certificate's Intended Use.
e 802.1X/LAN
e 802.1X/LAN2

CA Certificabe i CRL

Add Chent Cerfificate

—Certificala

_Chosse File | sampleChemCenficaln

— Private Key

Enabile password prolection
Enter Password

IHH—H-H |
Confirrn Passwond

r=Intended Lise

502 1XLAN
| BO2 1XLANZ

[ Cancel | ["Add Certificate And Private Koy

7. Click Add Certificate and Private Key.

8. The newly added certificate appears in the list on the main Certificate Repository page, in the Client
Certificate category.



Adding CRL (Client Revocation Lists) to the Repository

A Certificate Revocation List (CRL) contains certificates that were revoked before they expired. A
certificate authority might revoke a certificate if it has been compromised. For more information on
CRLs, see RFC 5280.

The CRL has a limited validity period, and updated versions of the CRL are published when the previous
CRUs validity period expires. Certificate revocation lists are considered valid until they expire. The URL of
the CRL can usually be found in the CRL Distribution Points extension of an X.509 Certificate.

CRLs must be in DER (Distinguished Encoding Rules) format. A maximum of 10 CRLs can be stored in the
repository.

A limited amount of internal memory is provided to store CRL files, with an option to use USB storage.
CRL files can be large, so additional storage space may be required. An error message will appear if
external storage is needed. Inserting a USB stick into the KX 11l USB port will automatically cause the
repository to store CRL files there instead. Any existing CRL’s will be copied to the USB stick when it is
inserted. You must pre-format the USB stick with a fat32 file system and a /crl directory for this purpose.

Note: To add a CRL, the repository must already contain the corresponding CA certificate of the CA that
issued and signed the CRL.

» To add CRL to the repository:

1. Click Security > Certificate Repository.
2. Click the CRL button, then click Add CRL.

Ve ¢ Sacunly » S5L Catficats Ragoslory

e |

CRL Repoesitony Liscamon: Local
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b L Show CHL Ropsce TR [T Upaty CRL Mo Changs LAL

3. The Add CRL (Certificate Revocation List) tool opens. Click Choose File and select the CRL file to add
it.

4. The Intended Use is pre-selected as Client Certificate Authentication.
Specify the URL for updates to the CRL.
Click Add CRL to save.

Updating CRL

You can update a CRL manually in the repository. KX Ill does not update CRLs automatically, so you must
perform regular manual updates to maintain an accurate CRL.

Your CRL files are either stored in "Local Storage" or "USB Stick". Check the caption above the list of CRL
files for your storage option.
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If local storage is being used when updating a CRL, the internal memory may be exceeded. A message
will display to request a USB stick instead. Format the USB stick with a fat32 file system and a /crl
directory, then insert in the KX lll. Once the USB stick is available, you can proceed with updates, and all
existing CRL files and continued maintenance will use the USB stick memory instead of internal memory.

To update a CRL manually:

1. Click Security > Certificate Repository.
2. Click the CRL button to display the list of CRLs, then select the one you want to update.
3. Click Update CRL Now, then click Update.

Reset Certificate Repository to Default

The Certificate Repository can be reset to default, which will delete all existing certificates, CRLs and
supporting data from the repository. Using the Reset to Defaults option will leave the KX Il with no
certificates or CRLs except for the KX IlI's own device certificate.

To reset the certificate repository:

IMPORTANT: Using reset to defaults will delete all certificates that have been added, for all intended
uses.

1. Click Security > Certificate Repository.
2. Click the Reset to Defaults button.
3. Click OK to confirm.

Tips for Smart Card and PKI Certificate Authentication

Various client and browser combinations may behave differently depending on your chosen access
client. Check these tips for recommendations.

e For certificate login from Linux, the certificate needs to be imported to JAVA.

e Browser Option to select certificate for authentication displayed on Edge and Chrome HKC logins
after session is idle for about 5 minutes. With long idle times the browser may need to be restarted
to reconnect. This is due to the internal SSL caching inside of Chrome and it's internal timeouts.
User are recommended to use AKC or VKCs from these browsers for sessions expected to have long
idle times and also for device upgrades.

e Unable to perform Smart Card login from VKCs on Linux and Apple Mac OS. The login menu is
displayed instead. Users are recommended to use HKC. The JRE does not have the capabilities to
interface directly with smart card devices as it cannot access the certificate in the browser

e Smart card login fails in Safari. Apple keychain does not see the reader.



e Smart card is not always detected when reader connected to target - requires user to remove card
and insert again. If same reader is used for the KX3 login and Target access, then the user is also
presented with PIN menu on client.

e For all certificate AKC/VKCs DSAM connections, if one is not already opened, user is prompted for a
card PIN or to select a local browser certificate.

® When using VKCs, clicking Cancel at the smart card PIN login will not cause the local username/
password login page to display. Instead, either a blank page or "Application Error - Unable to launch
the Application" displays. If a local login with username and password is needed with VKCs, remove
the smart card and reload the VKCs client.

Using a Smart Card at the Local Port

When Local Smart Card Authentication is enabled, you can be authenticated by using your smart card at
the card reader connected to a KX Il USB port.

If Local Smart Card Authentication is enabled but not required, the Login tab remains accessible to
allow for username/password login.
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» To use a smart card at the local port.

1. When the card reader is detected, the Login page shows a PIN tab.

Raritan.

i | Login - DomninionkX

Local Console Port

Dominion® KX Il Smart Card reader detected.

Insert Smart Card.

Login to Domdnioni)

U‘ummne:l 1

Password: |

2. Insert a card. The PIN tab opens automatically.
3. Enter the PIN and click Login.
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4. After successful entry of the card’s PIN, access is granted if the card contains an authentication
certificate approved by Client Certificate Authentication. See Client Certificate Authentication

Settings (on page 269).
If login fails, check the Audit log for failure information.

Using a Smart Card at the Client Computer

When Client Certificate Authentication is enabled and configured, you can access KX Ill with a smart
card at the card reader connected to your client computer.



» To use a smart card at the at the client computer:

1. Insert the smart card into the reader.

2. Launch a browser and go to the KX Il URL.

3. When prompted by the browser, enter the smart card PIN. If approved, you will be logged in.
If login fails, check the Audit log for failure information.

Winderern iy

Smart Card

Please enter your authentication PIM.

Login with a PKI Certificate in the Browser

When Client Certificate Authentication is enabled and configured, you can access KX Ill with a client
certificate installed in your browser.
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» To login with a PKI certificate in the browser:

1. Launch a browser and go to the KX III.
2. The browser presents a dialog to select the certificate for authentication. Select the correct
certificate, then click OK. If approved, you will be logged in.

b4
Select a certificate
Select a certificate to authenticate yourself to 192.168.61.140:443
Subject Issuer Seral

48942009- 5667 -4bc6-8cdd-40018b...  MS-Organization-Acc..  DSTAAS223B45ABB24...

et .‘l-.|'.-I ||"-_'|||..:I||:'" “ |:_.I"_I.

Maintenance

Audit Log

A log is created of KX Il system events.

The audit log can contain up to approximately 2K worth of data before it starts overwriting the oldest
entries.

To avoid losing audit log data, export the data to a syslog server or SNMP manager. Configure the syslog
server or SNMP manager from the Device Settings > Event Management page. See Events Captured in
the Audit Log and Syslog (on page 397) for information on what is captured in the audit log and syslog.

» To view the audit log for your KX IIl:

1. Choose Maintenance > Audit Log. The Audit Log page opens.

The Audit Log page displays events by date and time (most recent events listed first). The Audit Log
provides the following information:



e Date - The date and time that the event occurred based on a 24-hour clock.
e Event - The event name as listed in the Event Management page.

e Description - Detailed description of the event.

» To save the audit log:

Note: Saving the audit log is available only on the KX Ill Remote Console, not on the Local Console.

1. Click Save to File. A Save File dialog appears.

2. Choose the desired file name and location and click Save. The audit log is saved locally on your client
machine with the name and location specified.

» To page through the audit log:
e Use the [Older] and [Newer] links.

Device Information

The Device Information page provides detailed information about your KX 1l device and the CIMs in use.
This information is helpful should you need to contact Technical Support.

» To view information about your KX Ill and CIMs:

e Choose Maintenance > Device Information. The Device Information page opens.

The following information is provided about the KX IlI:

e Model

e Hardware Revision
® Firmware Version
e Serial Number

e  MAC Address

The following information is provided about the CIMs in use:

e Port (number)

* Name

e Type of CIM

® Firmware Version

e Hardware Version

e Serial Number of the CIM - this number is pulled directly from the supported CIMs.
P2CIM-PS2
P2CIM-APS2DUAL
P2CIM-AUSBDUAL
P2CIM-AUSB
P2CIM-SUN
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e P2CIM-SUSB

e P2CIM-SER

¢ DCIM-PS2

e DCIM-USB

¢ DCIM-USBG2

¢ DCIM-SUN

e DCIM-SUSB

e D2CIM-VUSB

e D2CIM-DVUSB

e D2CIM-DVUSB-DVI
¢ D2CIM-DVUSB-HDMI
e D2CIM-DVUSB

Note: Only the numeric portion of the serial numbers are displayed for the DCIM-USB, DCIM-PS2 and
DCIM-USB G2 CIMs. For example, XXX1234567 is displayed. The serial number prefix GN is displayed for
CIMs that have field configured serial numbers.

B Information
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Creating a Backup and Restore File

From the Backup/Restore page, you can backup and restore the settings and configuration for your KX
.

In addition to using backup and restore for business continuity purposes, you can use this feature as a
time-saving mechanism.

For instance, you can quickly provide access to your team from another KX Il by backing up the user
configuration settings from the KX Ill in use and restoring those configurations to the new KX IlI.

You can also set up one KX Il and copy its configuration to multiple KX Ill appliances.



Restore Your KX Il Using a Restore File

WARNING: Exercise caution when restoring your KX Ill to an earlier version. Usernames and password in
place at the time of the backup will be restored. If you do not remember the old administrative
usernames and passwords, you will be locked out of the KX Il1.

In addition, if you used a different IP address at the time of the backup, that IP address will be restored
as well. If the configuration uses DHCP, you may want to perform this operation only when you have
access to the local port to check the IP address after the update.

» To restore your KX Ill:

1. Choose Maintenance > Backup/Restore. The Backup/Restore page opens.

Backup | Restone

i) Full Restone
Protected Restore
Cusiom Restone
User and Group Restore
Davice Settings Restone

Restore File
Choosa File | Mo file chosen

Password Protection:

[Backup | | Cancel |
2. Choose the type of restore you want to run:

e Full Restore - A complete restore of the entire system. Generally used for traditional backup and
restore purposes.

e Protected Restore - Everything is restored except appliance-specific information such as IP address,
name, and so forth. With this option, you can setup one KX Il and copy the configuration to
multiple KX Il appliances.

e Custom Restore - With this option, you can select User and Group Restore, Device Settings Restore,
or both:

= User and Group Restore - This option includes only user and group information. This option does
not restore the certificate and the private key files. Use this option to quickly set up users on a
different KX II1.
= Device Settings Restore - This option includes only appliance settings such as power
associations, USB profiles, blade chassis related configuration parameters, and Port Group
assignments. Use this option to quickly copy the appliance information. The device certificate is
not restored.
Click Browse. A Choose File dialog appears.
Navigate to and select the appropriate backup file and click Open. The selected file is listed in the
Restore File field.
If the backup file is password protected, enter the password.

Click Restore. The configuration is restored based on the type of restore selected.
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Create a Backup File

Backups are always complete system backups. Restores can be complete or partial depending on your
selection.

Backups can be encrypted by adding password protection. The password must be entered when the file
is used to perform a restore.

» To create a backup file:

1. Choose Maintenance > Backup/Restore. The Backup/Restore page opens.

i) Full Restone
Protected Restore
Cusiom Restone
User and Group Restors
Davice Settings Restone

Restore File
Choose File | No file chosen

Password Protection:

[Backup | | Cances

To encrypt the backup file, enter a password in the Password Protection field.

Click Backup. The backup file is created and displays as a downloaded file in your browser. Download
location varies based on browser.

Applying KX Il Appliance Setting to a KX Il Using a Backup/Restore File

You can create a backup/restore file of a KX Ill's settings, and then use it to apply the settings to a KX IlI.

Before restoring a file, review Requirements to Apply a KX Il Backup and Restore File to a KX Ill (on page
286).

Some KX |l settings and functions cannot be restored to a KX Ill. See KX ll-to-KX 11l Unsupported Backup/
Restore File Settings and Functions (on page 287).

For steps on creating a backup/restore file, see Create a Backup File (on page 286).

For steps on using a KX Il file to apply settings to a KX Ill, follow the steps out lined in Restore Your KX IlI
Using a Restore File (on page 285).

Requirements to Apply a KX Il Backup and Restore File to a KX Il

To apply settings from a KX Il to a KX Il using a KX Il backup/restore file, the following conditions must
be met:

e The KX Il and KX Il must be the same models.



For example -
e You can apply settings to a KX3-432 from KX2-432
® You cannot apply settings from KX2-464 to a KX3-432

e The KX Il and KX Ill must be using the same CIMs (the CIM serial numbers must match) in order to
apply the CIM settings to the KX lII.

KX Il-to-KX Il Unsupported Backup/Restore File Settings and Functions
When you use a KX Il backup/restore file to apply settings to a KX lll, the following settings are not

applied to the KX III.

e KXl Local Extended Port Settings (KX Il does not support this feature)
e KX Il video switching delay, resolution and refresh rates (these settings do not apply to KX I1I)
e KXl language setting

® You cannot use the backup and restore function to upgrade from KX Il to KX Ill via CC-SG

USB Profile Management

From the USB Profile Management page, you can upload custom profiles provided by technical support.
These profiles are designed to address the needs of your target server’s configuration, in the event that
the set of standard profiles does not already address them. Technical support will provide the custom
profile and work with you to verify the solution for your target server’s specific needs.

» To access the USB Profile Management page:
e Choose Maintenance > USB Profile Management. The USB Profile Management page opens.
» To upload a custom profile to your KX Ill:
Click Browse. A Choose File dialog appears.

Navigate to and select the appropriate custom profile file and click Open. The file selected is listed in
the USB Profile File field.

3. Click Upload. The custom profile will be uploaded and displayed in the Profile table.

Note: If an error or warning is displayed during the upload process (for example. overwriting an existing
custom profile), you may continue with the upload by clicking Upload or cancel it by clicking on Cancel.

» To delete a custom profile to your KX Ili:

1. Check the box corresponding to the row of the table containing the custom profile to be deleted.
2. Click Delete. The custom profile will be deleted and removed from the Profile table.

As noted, you may delete a custom profile from the system while it is still designated as an active
profile. Doing so will terminate any virtual media sessions that were in place.
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Handling Conflicts in Profile Names

A naming conflict between custom and standard USB profiles may occur when a firmware upgrade is
performed. This may occur if a custom profile that has been created and incorporated into the list of
standard profiles has the same name as a new USB profile that is downloaded as part of the firmware
upgrade.

Should this occur, the preexisting custom profile will be tagged as 'old_'. For example, if a custom profile
called GenericUSBProfile5 has been created and a profile with the same name is downloaded during a
firmware upgrade, the existing file will then be called 'old_GenericUSBProfile5'.

You can delete the existing profile if needed. See USB Profile Management (on page 287) for more
information.

Upgrading CIMs

Use this procedure to upgrade CIMs using the firmware versions stored in the memory of your KX llI
device. In general, all CIMs are upgraded when you upgrade the device firmware using the Firmware
Upgrade page.

To upgrade CIMs using the KX Il memory:

1. Choose Maintenance > CIM Firmware Upgrade. The CIM Upgrade from page opens.

The Port (number), Name, Type, Current CIM Version, and Upgrade CIM Version are displayed for easy
identification of the CIMs.

2. Check the Selected checkbox for each CIM you want to upgrade.
3. Click Upgrade. You are prompted to confirm the upgrade.

4. Click OK to continue the upgrade. Progress bars are displayed during the upgrade. Upgrading takes
approximately 2 minutes or less per CIM.

Upgrading the KX Ill Firmware

Use the Firmware Upgrade page to upgrade the firmware for your KX Il and all attached CIMs. This page
is available in the KX 1l Remote Console only.

Firmware Upgrade

Important: KX III reboot should be performed prior to a firmware update.




Do not turn off your KX III appliance or disconnect CIMs while the upgrade is in
progress - doing so will likely result in damage to the appliance or CIMs.

Firmware Upgrade

Show Latest Firmware

| Choose File | Mo file chosen

Cancel

» To upgrade your KX Il appliance:

1. Click the Show Latest Firmware link to locate the appropriate file (*.RFP) on the Raritan website.

2. Unzip the file. Please read all instructions included in the firmware ZIP files carefully before
upgrading.

Note: Copy the firmware update file to a local PC before uploading. Do not load the file from a network
drive.

3. Choose Maintenance > Firmware Upgrade. The Firmware Upgrade page opens.
4. Click Browse to navigate to the directory where you unzipped the upgrade file.
5. Click Upload from the Firmware Upgrade page.

Information about the upgrade and version numbers is displayed for your confirmation

Note: At this point, connected users are logged out, and new login attempts are blocked.

6. Click Upgrade. Please wait for the upgrade to complete. Status information and progress bars are
displayed during the upgrade. Upon completion of the upgrade, the appliance reboots (1 beep
sounds to signal that the reboot has completed).

7. As prompted, close the browser and wait approximately 5 minutes before logging in to the KX IlI
again.

Upgrade History

The KX Il provides information about upgrades performed.
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» To view the upgrade history:

e Choose Maintenance > Upgrade History. The Upgrade History page opens.

Information is provided about the KX Il upgrade(s) that have been run, the final status of the upgrade,
the start and end times, and the previous and current firmware versions. Information is also provided
about the CIMS, which can be obtained by clicking the show link for an upgrade. The CIM information
provided is:

e Type - The type of CIM

e Port - The port where the CIM is connected

e User - The user who performed the upgrade

e |P-IP address firmware location

e Start Time - Start time of the upgrade

e End Time - end time of the upgrade

e Previous Version - Previous CIM firmware version
e Upgrade Version - Current CIM firmware version
e CIMs - Upgraded CIMs

e Result - The result of the upgrade (success or fail)

Rebooting the KX I

The Reboot page provides a safe and controlled way to reboot your KX lIl. This is the recommended
method for rebooting.

Important: All connections will be closed and all users will be logged off.




» To reboot your KX lll:

1. Choose Maintenance > Reboot. The Reboot page opens.

This may take up to two minutes.

2. Click Reboot. You are prompted to confirm the action. Click Yes to proceed with the reboot.

Rebooting the system will logoff all users.
Do you want to proceed with the reboot?

Reboot

This may take up to two minutes.

Stopping CC-SG Management

While KX 11l is under CC-SG management, if you try to access the device directly, you are notified that
the device is under CC-SG management.

If you are managing KX Ill through CC-SG and connectivity between CC-SG and the KX Ill is lost after the
specified timeout interval (typically 10 minutes), you are able to end the CC-SG management session
from the KX 11l console.

Note: You must have the appropriate permissions to end CC-SG management of KX IlI.
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1. Click Maintenance > Stop CC-SG Management. A message indicating that the device is being
managed by CC-SG will be displayed. An option to remove the device from CC-SG management will
also be displayed.

Stop CC-SG Management

Stop CC-SG Management

2. Click Yes to begin the process of removing the device from CC-SG management. A confirmation
message displays.

3. Click Yes to remove the device CC-SG management. A confirmation message displays when CC-SG
management has ended.

Managed by CommandCenter Secure Gatewsry

Stop CC-5G Management is successful. The device is no longer under CC-5G Management mode.

[ox |

Diagnostics

Device Diagnostics

Note: This page is for use by Raritan Field Engineers or when you are directed by Raritan Technical
Support.

Use this feature to download diagnostic information from the KX Il to the client machine.
Two operations can be performed on this page:

e Execute a special diagnostics script provided by Raritan Technical Support during a critical error
debugging session. The script is uploaded to the appliance and executed. Once this script has been
executed, you can download the diagnostics messages using the Save to File function.

e Download the device diagnostic log for a snapshot of diagnostics messages from the KX Il appliance
to the client. This encrypted file is then sent to Raritan Technical Support. Only Raritan can interpret
this file.

Note: This page is accessible only by users with administrative privileges.




Choose Diagnostics > KX Ill Diagnostics. The KX Il Diagnostics page opens.

To execute a diagnostics script file emailed to you from Raritan Technical Support, retrieve the
diagnostics file supplied by Raritan using the browse function.

Click Run Script. Send this file to Raritan Technical Support.
To create a diagnostics file to send to Raritan Technical Support, click Save to File and save the file
locally from the Save As dialog.

5. Email this file as directed by Raritan Technical Support.

Network Interface Page

The KX IIl provides information about the status of your network interface.

» To view information about your network interface:

e Choose Diagnostics > Network Interface. The Network Interface page opens.

The following information is displayed:

e Whether the Ethernet interface is up or down.
e  Whether the gateway is pingable or not.
e The LAN port that is currently active.

» To refresh this information:

e C(Click Refresh.

Network Statistics Page

The KX Ill provides statistics about your network interface.

1. Choose Diagnostics > Network Statistics. The Network Statistics page opens.
2. Choose the appropriate option from the Options drop-down list.
3. Click Refresh. The relevant information is displayed in the Result field. See examples.
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e Statistics

Home = Diagnostics > Metwork: Statistics

Network Statistics

Options:

[~statistics [~]

Result

Ip:

1897874 total packsts received
0 forwarded

0 incoming packets discarded
1179770 incoming packets delivered
TE993T requests sent out

1524 reassemblies requirsd

264 packsts reassembled ok
lemp:

28027 ICMP messages receved
0 input ICMP meszapge failed.
ICMP input histogram:
destination unreachable: 4308

e Interfaces:

Home = Diagnostics = Network Statistics

Network Statistics

Options:
—-interfaces

Result

Kemel Interface table

Iface MTU Met RX-OK RX-ERR RX-DRP RX-OWR TX-0K TX-ERR TX-DRP TX-OVR Flg
ethd 1500 0 1821350 D 0 0 784800 000 ABMRU

eth1 1500 0 2433550 000 4 000 ABMRY

lo 16438 081310008131000LRY

e Route:

Home = Diagnostics > Metwork: Statistics

Network Statistics

Result

Kemel IPwE routing table

Destination Mext Hop Flags Metric Ref Use face

1128 U001 ke

Kemel IP routing table

Destination Gateway Genmask Flags M35 Window irtt face
102.163.60.0 * 255.255.255.0 U 0 0 0 ethd
2240002400000 000 ethd

default 182.168.60.126 0.0.0.0 UG 0 0 0 ethd

o ™ o ok



network. Using the Ping Host page, you can determine if a target server or another KX Il is accessible.

1. Choose Diagnostics > Ping Host. The Ping Host page appears.
2. Type either the hostname or IP address into the IP Address/Host Name field.

Note: The host name cannot exceed 232 characters in length.

3. Click Ping. The results of the ping are displayed in the Result field.
4. If necessary, select the interface in the Network Interface drop-down box. Optional

Home = Diagnestics = Ping Host

Ping Host

IP Address/Host Name:

182.188.60.137
Metwork Interface:
AUTO | v

Result

PING 192.168.80.137 {192.182.80.137): 36 data bytes

) : B4 time=0.300 ms
G4 bytes from 192165, 84 time=0.138 ms
34 bytes from 192,188 T zeq 4 time=0.130 ms
G4 bytes from 192.188.80.137: seq=3 tti=04 time=0.150 ms

- 182.163.80.137 ping statistics -—
4 packets transmitted, 4 packets received, 0% packet loss
round-ing min/awg'max = 0.130/0.178/0.300 ms

Isolation Mode Ping

In Isolation mode, choose to ping on Auto, LAN1 only, or LAN2 only.

Trace Route to Host Page

Trace route is a network tool used to determine the route taken to the provided hostname or IP
address.

» To trace the route to the host:

1. Choose Diagnostics > Trace Route to Host. The Trace Route to Host page opens.
2. Type either the IP address or host name into the IP Address/Host Name field.
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Note: The host name cannot exceed 232 characters in length.

3. Choose the maximum hops from the drop-down list (5 to 50 in increments of 5).

4. Click Trace Route. The trace route command is executed for the given hostname or IP address and
the maximum hops. The output of trace route is displayed in the Result field.

5. If, necessary, select the interface in the Network Interface drop-down box. Optional

Home = Diagnestics > Trace Route to Host

Trace Route to Host

IP Address/Host Name:
182.188.61.11

Metwork Interface:
AUTO| v

]

Maximum Hops:
1

=1
<

Result

traceroute started wait for 2mins....

traceroute to 182.168.61.11 {182.168.61.11), 10 hops max, 32 byte packets
1 182.168.60.5 {182.183.60.5) 2.222 ms 1.292 ms 2.269 ms

2 192.168.60.5 (182.188.60.5) 2.149 ms H * *

3 182.168.60.5 {182.183.60.5) 2.849 ms 'H * 1.508 ms 'H




Query Route

You can use Query Route to determine which network interface (eth0 or eth1) KX Il uses to reach a
specified IP address.

| Home > Diagnostics > Device Diagnostics

Device Diagnostics

IP Address/Host Name:
{192 168.6.24 |

| Query Route

Result

182 168.6.28 via 192 168 62 126 dev eth0 src 192 168.63.0 A
cache miu 1500 advmss 1460 hoplimit 64
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ARPing Host

You can send an ARP request to a device on the same local network through the KX llito verify that the

device is reachable. Unlike a standard ping, which uses IP and ICMP, an ARP request operates at the
local network level.

| Home > Diagnasbcs > Arpeng Host

Arping Host

IP Address/Host Name:
| 192 168.6.28

H&hlmr‘-c Intcﬂm:
AUTO » [

LAM1T
LAMNZ
ARPING to 192 168.6.28 from 192 168.63.0 via eth0

Sent 4 probe(s) (4 broadcast{s))
Received 0 reply (0 request(s), 0 broadcast(s))

I
! Home > Dragnostics > Arping Host

Arping Host

IP Address/Host Name:
| 192168 6 28
H“.'."'.".'W.!ll'l‘tﬂrl'&ca:
LAUTO v |

| Arping

Reasult

ARF‘II}: to 192.168.6.28 from 192,168.63.0 via ethl
Sent 4 probe(s) (4 broadcast(s))

Received 0 reply (0 request(s), 0 broadcast(s))

KX Ill Local Console - Administration Functions

The KX Ill provides at-the-rack access and administration via its local port. Access to KX Ill features are
provided via the Local Console.



The majority of administrative functions performed from the KX Il Remote Console are also performed
from the Local Console.

This section is specific to Administrator tasks. For end user tasks performed from the Local Console, see
KX 11l Local Console (on page 351).

Security and Authentication

In order to use the KX Ill Local Console, you must first authenticate with a valid username and
password.

The KX IIl provides a fully-integrated authentication and security scheme, whether your access is via the
network or the local port.

In either case, the KX Ill allows access only to those servers to which a user has access permissions. See
User Management (on page 143) for additional information on specifying server access and security
settings.

If your KX lll has been configured for external authentication services (LDAP/LDAPS, RADIUS, or Active
Directory), authentication attempts at the Local Console also are authenticated against the external
authentication service.

Note: You can also specify no authentication for Local Console access; this option is recommended only
for secure environments.

» To use the KX Il Local Console:

1. Connect a keyboard, mouse, and video display to the local ports at the back of the KX IlI.
2. Start the KX Ill. The KX Ill Local Console interface displays.

Configuring Local Port Settings from the Local Console

The standard local port can be configured from the Remote Console on the Port Configuration page, or
from the Local Console on the Local Port Settings page.

From the Local Port Settings page, you can customize many settings for the KX Ill Local Console including
keyboard, hot keys, video switching delay, power save mode, local user interface resolution settings,
and local user authentication.

Note: Only users with administrative privileges can access these functions.

Note: Some changes you make to the settings on the Local Port Settings page restart the browser you
are working in. If a browser restart occurs when a setting is changed, it is noted in the steps provided
here.
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» To configure the local port settings:

1. Choose Device Settings > Local Port Settings. The Local Port Settings page opens.

Select the Local Console Keyboard Type

1. Choose the appropriate keyboard type from among the options in the drop-down list.
The browser will be restarted when this change is made.

Local Port Settings

Keyboard Type
Local Port Hotkey Local Port Connectkey
| Double Click Left Shift Key w | | Disabled hd

E:I FPower Save Mode

Power Save Mode Timeout (in minutes)

— Local User Authentication
@ LocallLDAP/RADIUS
() None
Ignore CC managed mode on local port

oK | | Reset To Defaults Cancel

e US e Portuguese (Portugal)
e US/International ¢ Norwegian (Norway)
e United Kingdom e Swedish (Sweden)

e French (France) e Danish (Denmark)

e German (Germany) e Belgian (Belgium)

e German (Switzerland) e Hungarian

e Simplified Chinese e Spanish

e Traditional Chinese e [talian

e Dubeolsik Hangul (Korean) e Slovenian

e JIS (Japanese Industry Standard)

Note: Keyboard use for Chinese, Japanese, and Korean is for display only. Local language input is not
supported at this time for KX Il Local Console functions.

Note: Turkish keyboards are only supported on Active KVM Client (AKC).




Select the Local Port Hotkey

1. Choose the local port hotkey. The local port hotkey is used to return to the KX Ill Local Console
interface when a target server interface is being viewed. The default is to Double Click Scroll Lock,
but you can select any key combination from the drop-down list:

Hot key: Take this action:
Double Click Scroll Lock Press Scroll Lock key twice quickly
Double Click Num Lock Press Num Lock key twice quickly
Double Click Caps Lock Press Caps Lock key twice quickly
Double Click Left Alt key Press the left Alt key twice quickly
Double Click Left Shift key Press the left Shift key twice quickly
Double Click Left Ctrl key Press the left Ctrl key twice quickly
Local Port Settings
Keyboard Type
us W
Local Port Hotkey Local Port Connectkey
Double Click Laft Shift Key w Disablad A

] Power Save Mode
Power Save Mode Timeout (in minutes)

10

— Local User Authentication
® LocalllDAP/RADIUS
() None
Ignore CC managed mode on local port

[ oK | Reset To Defauits | | Cancel

Select the Local Port Connect Key

Select the Local Port Connect key. Use a connect key sequence to connect to a target and switch to
another target without returning to the GUI.

Then use the hot key to disconnect and return to the local port GUI

Once the local port connect key is created, it will appear in the Navigation panel of the GUI so you can
use it as a reference. See Connect Key Examples (on page 352) for examples of connect key sequences.
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The connect key works for both standard servers and blade chassis.

Local Port Settings

Keyboard Type

us v
Local Port Hotkey Local Port Connectkey
Double Clhick Scroll Lock ¥ Disabled r

Configure the Power Save Feature (Optional)

1. If you would like to use the power save feature:
a. Select the Power Save Mode checkbox.

b. Set the amount of time (in minutes) in which Power Save Mode will be initiated.

¥ Power Save Mode

Power Save Mode Timeout (in minutes)
10

Select the Local User Authentication

1. Choose the type of local user authentication.
¢ Local/LDAP/RADIUS. This is the recommended option.
® None. There is no authentication for Local Console access.
This option is recommended for secure environments only.

Dual Video Port Groups

Servers with dual video cards can be remotely accessed with an extended desktop configuration, which
is available to remote users. This is done by creating dual port video groups.

Extended desktop configurations allow you to view the target server desktop across two monitors vs.
the standard single monitor view.

Once a dual port video group is selected, all port channels in that group open simultaneously.

See Dual Port Video Configuration Steps (on page 306).

Review the information in this section for important information regarding dual port video groups.

Note: Dual port video groups are not supported by models with only one KVM channel such as 108 and
116 models.




Recommendations for Dual Port Video

Set the target server’s primary and secondary displays to the same video resolution in order to maintain
mouse synchronization and minimize having to periodically resync.

Depending on the desired orientation, the top display (vertical orientation) or left display (horizontal
orientation) should be the designated primary display. This display will provide active menu selection
for virtual media, audio, smart card and mouse operations.

To provide intuitive mouse movement and control, the following should have the same display
orientation:

e C(Client PC’s primary and secondary displays
e This device's dual video port group configuration

e Target server’s primary and secondary displays

Only the following Client Launch Settings will be applied to dual port video displays:

e Select standard display or full screen Window mode when launching KVM client

e Enable video scaling

e Enable pinning menu toolbar when in full screen mode

The use of single mouse mode is not recommended when displaying dual video ports in full screen

mode on a single client monitor. This will require exiting single mouse mode in order to access and view
the other display.

Dual Video Port Group Supported Mouse Modes

Target Supported Comments
operating mouse modes
systems
All Windows® Intelligent, If ‘Stretch’ mode is supported by the target server
operating Standard and video card, Absolute mouse mode operates correctly.
systems Single Mouse Stretch mode means the target server manages the
Modes dual display as a single, contiguous, virtual display.
In contrast, the target server considers the displays as
two independent displays when configured in
Extended mode. For Extended mode, Intelligent
Mouse mode is recommended.
Linux” Intelligent and Linux” users may experience display and mouse
Standard Mouse  movement issues using single mouse mode. Single
Modes Mouse mode is not recommended for Linux users.
Mac® operating  Single Mouse For Mac targets with multiple monitors, use a
system Mode standard mouse in Single-Cursor mode.

CIMs Required for Dual Video Support

The following CIMs support the dual video port feature:
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e D2CIM-VUSB

e D2CIM-DVUSB

e D2CIM-DVUSB-DVI

e D2CIM-DVUSB-DP

e D2CIM-DVUSB-HDMI

e DCIM-USBG2

Review Digital CIM Target Server Timing and Video Resolution for important information regarding

digital CIMs. See Supported Computer Interface Module (ClIMs) Specifications (on page 382) for CIM
specifications.

If the original CIM attached to a primary or secondary video port is disconnected and replaced with
another CIM, the port is removed from the dual port video group. If needed, re-add the port to the

group.

Note: The CIM you use depends on your target server requirements.

Dual Port Video Group Usability Notes

Following are various functions that are affected when using the dual port video group feature.

e Client Launch Settings that are configured in the VKCS, and AKC clients via Tools > Options > Client
Launch Settings will be applied to dual video port groups as follows:

e Window Mode settings will be applied

® Monitor settings will NOT be applied. Instead the Port Group Management configured 'Display
Orientation' will be applied.

Other - Enable Single Mouse Cursor setting will NOT be applied

Other - Enable Scale Video setting will be applied
e QOther - Pin Menu Toolbar setting will be applied

e Dragging and moving items between windows on the primary and secondary target requires a
release and press of the mouse button as the item is moved from one window to the other.

e OnLinux® and Mac® target servers, when Caps Scroll, and Num Lock is turned on, the Caps Lock
indicator in the status bar of the primary port window is displayed, but the indicator may not be
displayed in the status bar of the secondary port window.

Permissions and Dual Video Port Group Access

Ideally, the permissions applied to each port in the port group should be the same. If they are not, the
permissions of the port with the most restrictive permissions are applied to the port group.

For example, if VM Access Deny is applied to one port and VM Access Read-Write is applied to another
port, VM Access Deny is applied to the port group.

If a user does not have the appropriate permissions to access a port that is part of a dual video port
group, only the port that they do have permissions to access is displayed. If a user does not have
permissions to access either port, access is denied.



A message indicating that the port is either not available or the user does not have permission to access
the port is displayed when they try to access it.

Example Dual Port Video Group Configuration

The following is a general example.

Your configuration may vary in the type of CIMs used, the port you designate as the primary port, the
ports you are connecting to and so on.

In this example, we are using:

e Atarget server with two video ports

e Target server video port 1 as the primary port, and target server video port 2 as the secondary port
e A KX3-832 appliance

e A D2CIM-DVUSB-DP CIMs

e Atarget server and remote PC running AKC

¢ Intelligent mouse mode

An extended desktop view on the target server and remote client, so we are configuring the KX Ill to
support a "Horizontal - Primary (Left), Secondary (Right)" display orientation.

Diagram key

o Remote client - configure the dual port video group and display settings

e KX I

® Connection from the target's primary (first) video port to the KX IlI
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Diagram key

o Connection from the target's secondary (second) video port to the KX IlI
5
—

IP connection between the KX Il and remote client

Target server - configure the display settings and launch the dual port video
group

(recommended)

Horizontal - Primary (Left) - defined on the Port Group Management page in
KX 11

0 Display settings are the same on the remote client and target server

e Secondary (Right) - defined on the Port Group Management page in KX IlI

Dual Port Video Configuration Steps

Step 1: Configure the Target Server Display

For information on display orientations and mouse modes, review the previous topics in this section.

Note: See your target server or operating system user documentation for exact steps on configuring
display settings.

To configure target server display and mouse settings:

1. Atthe target server, configure the target server display orientation for each video port to match the
display orientation of your remote client.

For example, if you are using an extended desktop orientation moving from left-to-right across two

monitors at the remote client, set the target server display orientation to the same.

2. Ensure that your target server's video has already been set to a supported resolution and refresh
rate. See: Supported Target Server Video Resolutions (on page 379)

Step 2: Connect the Target Server to the KX Il

Dual port video groups can be created from existing port connections, or new port connections.
The steps provided here assume you are creating new connections.

If you are creating a dual port video group from existing connections, see Step 4: Create the Dual Video
Port Group (on page 307).




» To connect the equipment:

1. Install and power up your target server per the manufacturer's instructions if you have not already
done so.

2. Attach each CIM's video connector to each of the target's video output ports, then connect the USB
cables to available USB ports on the target.

Connect each CIM to the KVM switch using a CAT5/6 cable.

If you have not already done so:

a. Connect to an AC power source using the provided power cable
b. Connect to the network port and local port (if needed)

C. Do the initial configurations.

Launch a supported web browser.

Enter the URL that corresponds to the client you want to use:

e http://IP-ADDRESS/akc for the Active KVM Client from supported Microsoft .Net based
environments.

Or

e http://IP-ADDRESS/vkcs for the standalone Java-based Virtual KVM Client for Chrome, Firefox, and
Edge browsers.

Or
e http://IP-ADDRESS/hkc for the HTML KVM Client.
Or

e http.//IP-ADDRESS/admin for an administration-only client without target access capability. This
client does not require .NET or Java.

IP-ADDRESS is the IP address assigned to your KX III

You can also use HTTPS, or the DNS name of the KX III assigned by your administrator (if applicable).
You are always redirected to the IP address from HTTP to HTTPS.

7. Enter your username and password, then click Login.

8. Accept the user agreement (if applicable).

9. If security warnings appear, accept and/or allow access.

Step 3: Configure the Mouse Mode and Ports

Once you have connected the target server through the target server video ports, the connection is
detected, and the ports display on the Port Configuration page.

After the ports are configured, they can be grouped in a dual video port group.

Note: Existing ports do not have to be configured if you have already done so when creating dual port
video groups. See Creating a Dual Video Port Group (on page 250).

Configure the target server mouse mode after you connect to the target. See Dual Video Port Group
Supported Mouse Modes (on page 303).

Step 4: Create the Dual Video Port Group

See: Create Port Groups

Raritan.

Abrand of Lllegrand



Step 5: Launch a Dual Port Video Group

Once you have created the dual video port group, it is available on the Port Access page.

You cannot remotely connect to the dual video port group by clicking on its primary port.

Note: Two KVM channels are required and if not available the Connect link is not displayed.

Session timeouts that are configured on the KX Ill are applied to both ports of a dual video group.
To launch a dual port group:

e On the Port Access page, click on the primary port name, then click Connect.

Both connections are launched at once and displayed in two different windows.

Once the windows are displayed, they can be moved based on the display setup you are using. For
example, if you are using extended desktop mode, the port windows can be moved between monitors.

Client Navigation when Using Dual Video Port Groups

When using full screen mode in the clients, switch between ports by:

e Virtual KVM Client (VKC)

e Pressing Alt+Tab

e For Mac’ clients, pressing F3, then selecting the port display
e Active KVM Client (AKC)

e Clicking your mouse outside the display window, then pressing Alt+Tab
e HKC

e See: HTML KVM Client (HKC) (on page 64).

Direct Port Access and Dual Port Video Groups

Direct Port Access allows users to bypass having to use the KX Ill's Login dialog and Port Access page.



This feature also provides the ability to enter a username and password directly to proceed to the
target, if the username and password is not contained in the URL.

If you are accessing a target that is part of a dual port video group, direct port access uses the primary
port to launch both the primary and secondary ports.

Direct port connections to the secondary port are denied, and usual permission rules apply.

For information on the dual port video group feature, see Creating a Dual Video Port Group (on page
250).

For information on direct port access, see: Enabling Direct Port Access via URL (on page 222).

Dual Port Video Groups Displayed on the Ports Page

Note: The dual video primary port is defined when the port group is created.

Note: You cannot remotely connect to the dual video port group by clicking on its primary port.

Note: Two KVM channels are required and if not available the Connect link is not displayed.

For dual video port groups, the primary port is included in a port scan, but the secondary port is not
included when connecting from a remote client. Both ports can be included in the scan from the Local
Port.

See Working with Target Servers for more information on what is displayed on the Ports page, and see
Scanning Ports - Remote Console (on page 343) for information on performing scans.
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Command Line Interface (CLI)

In This Chapter

CLEOVEIVIBW. . . ottt e e e e e e 310
Accessingthe KX HTUsSing CLL ... ..ottt et e e 310
SSH Connectiontothe KX Il . ..o e e 310
LOgINg IN. . o e 311
Navigatingthe CLI. ... ... i e et e 311
Initial Configuration Using CLL. . ...... ...ttt 312
CLI PrOmMPES. ottt e e e e e e 313
CLI CoMMAaNAS. .« v ottt e e e e e e e e 314
Administering the KX Il Console Server Configuration Commands. .......... 315
Configuring Network. . ... . 315

CLI Overview

The Command Line Interface (CLI) can be used to configure the KX lll network interface and perform
diagnostic functions, provided you have the appropriate permissions to do so. It can also be accessed
via local CLI port of the KX 111

There is a limited set of CLI commands. See: CLI Commands (on page 314) for a list of all the commands,
definitions and links to examples.

Accessing the KX 11l Using CLI
Access the KX 11l by using one of the following methods:

e SSH (Secure Shell) via IP connection or via connecting at the local serial port

A number of SSH clients are available and can be obtained from the following locations:

e Putty - http://www.chiark.greenend.org.uk/~sgtatham/putty/

e SSH Client from ssh.com - www.ssh.com

e Applet SSH Client - www.netspace.org/ssh

e OpenSSH Client - www.openssh.org

SSH Connection to the KX Il

Use any SSH client that supports SSHv2 to connect to the KX Ill. You must enable SSH access from the
Devices Services page.

Note: For security reasons, SSH V1 connections are not supported by the KX 111.



http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.ssh.com
http://www.netspace.org/ssh
http://www.openssh.org

SSH Access from a Windows PC

» To open an SSH session from a Windows® PC:

Launch the SSH client software.
Enter the IP address of the KX Il server. For example, 192.168.0.192.

Choose SSH, which uses the default configuration port 22.
Click Open.

W E

The login as: prompt appears.
See: Logging In (on page 311).
SSH Access from a UNIX/Linux Workstation

» To open an SSH session from a UNIX ®/L/'nux® workstation:

1. Login asthe user admin, enter the following command:

ssh -1 admin <IP address>

Enter your password when the Password prompt appears.
See: Logging In (on page 311).
Logging In

» To log in, enter the user name admin as shown:

1. Loginasadmin
2. The Password prompt appears. Enter the default password: raritan
The welcome message displays. You are now logged on as an administrator.

After reviewing the following Navigating the CLI (on page 311) section, perform the Initial Configuration
tasks.

Navigating the CLI
Before using the CLI, it is important to understand CLI navigation and syntax.

There are also some keystroke combinations that simplify CLI use.

Completion of Commands

The CLI supports the completion of partially-entered commands.

After entering the first few characters of an entry, press the Tab key.
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If the characters form a unique match, the CLI will complete the entry.
If no match is found, the CLI displays the valid entries for that level.

If multiple matches are found, the CLI displays all valid entries.

Enter additional text to make the entry unique and press the Tab key to complete the entry.

CLI Syntax -Tips and Shortcuts

Tips

Commands are listed in alphabetical order.

Commands are not case sensitive.

Parameter names are a single word without an underscore.

Commands without arguments default to show current settings for the command.
Typing a question mark ( ? ) after a command produces help for that command.

A pipe symbol ([| ] ) indicates a choice within an optional or required set of keywords or
arguments.

Shortcuts

Press the Up arrow key to display the last entry.

Press Backspace to delete the last character typed.

Press Ctrl + C to terminate a command or cancel a command if you typed the wrong parameters.
Press Enter to execute the command.

Press Tab to complete a command. For example, Admin Port > Conf. The system then
displays the Admin Port > Config > prompt.

Common Commands for All Command Line Interface Levels

Following are the commands that are available at all CLI levels. These commands also help navigate
through the CLI.

Commands Description

top Return to the top level of the CLI hierarchy, or the “username” prompt.
history Display the last 200 commands the user entered into the KX lll CLI.
help Display an overview of the CLI syntax.

quit Places the user back one level.

logout Logs out the user session.

Initial Configuration Using CLI

Note: These steps, which use the CLI, are optional. The same configuration can be done via the Remote
or Local Console.




KX 11l devices come from the factory with default factory settings. When you first power up and connect
to the device, you must set the following basic parameters so the device can be accessed securely from
the network:

1. Reset the administrator password. All KX Ill devices are shipped with the same default password. To
avoid security breaches you must change the admin password from raritan to a custom password for
the administrators who will manage the KX Il device.

2. Assign the IP address, subnet mask, and gateway IP address to allow remote access.
Setting Parameters

To set parameters, you must be logged on with administrative privileges.

Setting Network Parameters

Network parameters are configured using the interface command.

IPV4:

config:# network ipv4 interface <interface> [enabled <enabled>]
[configMethod <configMethod>] [preferredHostName <prefHostname>]
[address <addrCidr>] [gateway <gateway>]

IPV6:
config:# network ipv6 interface <interface> [enabled <enabled>]

[configMethod <configMethod>] [preferredHostName <prefHostname>]
[address <addrCidr>] [gateway <gateway>]

When the command is accepted, the device automatically drops the connection. You must reconnect to
the device using the new IP address and the user name and password you created in the resetting
factory default password section.

Important: If the password is forgotten, the KX III will need to be reset to the
factory default from the Reset button on the back of the KX III1. The initial
configuration tasks will need to be performed again if this is done.

The KX Il can now has be accessed remotely via SSH or the GUI using the new IP address. The
administrator needs to configure the users and groups, services, security, and serial ports to which the
serial targets are attached to the KX 111

CLI Prompts
The Command Line Interface prompt indicates the current command level.
The root portion of the prompt is the login name.

The root prompt is "#" or ">". It is the root portion of a command when you establish a direct admin
serial port connection via a terminal emulation application.
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CLI Commands

To see the available commands type "?"

e # > 7
Command
config
connect
diagnostics
help
history
listports
logout
top
userlist

password

Description

Change to config sub menu.

Connect to a port. (Only when DSAM is attached.)
Change to diag sub menu.

Display overview of commands.

Display the current session's command line history.
List accessible ports.

Logout of the current CLI session.

Return to the root menu.

List active user sessions.

Set the current user's password.

e Enteradmin > config > network.

Command

dns
ethernetfailover
help

history

interface
ipv6_interface
logout

name

quit

Description
Display DNS information
Enable or disable automatic failover

Display overview of commands.

Display the current session's command line history.

Set/get network parameters.
Set/get IPv6 network parameters.
Logout of the current CLI session.
Device name configuration.

Return to previous menu.



Command Description

top Return to the root menu.

Security Issues
Elements to consider when addressing security for console servers:
® Encrypting the data traffic sent between the operator console and KX Il.

e Providing authentication and authorization for users.

e Security profile.

The KX Ill supports each of these elements; however, they must be configured prior to general use.

Administering the KX lll Console Server Configuration Commands

Note: CLI commands are the same for SSH and Local Port access sessions.

The Network command can be accessed in the Configuration menu for the KX 111

Configuring Network

The network menu commands are used to configure the KX Ill network adapter.

Commands Description

interface Configure the KX lll network interface.
name Network name configuration
ipv6_interface Set/get IPv6 network parameters.
dns

ethernetfailover

Interface Command

The Interface command is used to configure the KX Il network interface. The syntax of the interface
command is:

interface [ipauto <none|dhcp>] [ip <ipaddress>] [if
<lanl|lan2>] [mask <subnetmask>] [gw <ipaddress>]
[mode <mode>]

Set/Get ethernet parameters

ipauto <none|dhcp> IP auto configuration (none/dhcp)
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ip <ipaddress> IP Address

if <lanl|lan2> Interface to configure (lanl/lan2)
mask <subnetmask> Subnet Mask

gw <ipaddress> Gateway IP Address

mode <mode> Set Ehternet Mode (auto/10hdx/10fdx/
100hdx/100£fdx/1000fdx)

Interface Command Example

The following command enables the interface number 1, sets the IP address, mask, and gateway
addresses, and sets the mode to auto detect.

Admin > Config > Network > interface ipauto none ip
192.16.151.12 if lanl mask 255.255.255.0 gw
192.168.51.12 mode auto

Name Command

The name command is used to configure the Device Name and preferred hostname. The syntax of the
name is:

name [devicename <devicename>] [hostname <hostname>]

Device name configuration

devicename <devicename> Device Name

hostname <hostname> Preferred host name (DHCP only)

Name Command Example

The following command sets the device name:

Admin > Config > Network > name devicename My-KVM

IPvé Command

Use the IPv6_interface command to set IPv6 network parameters and retrieve existing IPv6 parameters.



Ipve _interface mode enable ipauto none ip
2001:db8:290c:1291::17 prefixlen 128 gw
2001:db8:290c:1291::1
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Serial Access With Dominion Serial Access Module

r
T-Hvs0

Connecting a KX lll and a Dominion Serial Access Module (DSAM) provides access to devices such as
LAN switches and routers that have a RS-232 serial port.

The DSAM is a 2- or 4 port serial module that derives power from the KX III.

Connect a maximum of 2 DSAM modules to the KX Il using USB cables. DSAM can be mounted in a 0U
configuration.

In This Chapter
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Connect DSAM

1. Connect the DSAM unit's USB cable to the TOP USB port on the rear of KX Ill device. Additional
DSAM units can be added at any other USB port.

2. Connect the serial devices to the serial ports on the DSAM unit.

" Serial Devices Serial Devices

Cats
Connections

use
Connections

LAN

At-the-Rack

Serial overIP

DSAM LED Operation

The DSAM unit has one LED for status, and 2 LEDs on each port.

Raritan DSAM-4

©

Status 1 i 3 4 @)

g—"ﬁﬁ’fﬁ‘ﬁ“ﬁ‘

» Status LED:

The Status LED is labeled on the unit front. Light is on back. The Status LED gives information at bootup
and upgrade.
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e Green LED - Slow blink: DSAM booting up but not controlled by KX III.
e Blue LED - Slow blink: DSAM controlled by KX III.
e Blue LED - Fast blink: Firmware upgrade in progress.

» Port LEDs:

Each port has a left Green LED and a right Yellow LED.

e Green LED: Port is set as DCE
e Yellow LED: Port is set as DTE

e LEDs off: Port is set as AUTO and no target is connected

Supported USB Device Combinations

Each USB device draws from a fixed pool of USB resources. There are limits on the number of USB
devices that can be connected to the KX Il at the same time.

The following device combinations are supported for all KX Il hardware versions.

If you have the latest 2020-released KX Ill hardware, which have a hardware revision number beginning
with A or higher, the USB-combination in the last column is supported. Older hardware revision
numbers begin with 0-9. To check your hardware version: Go to Maintenance > Device Information >
Hardware Revision number.

4-Port DSAM X X X
4-Port DSAM X X X X
2-Port DSAM X X X

2-Port DSAM

Keyboard and Mouse X X X X
SmartCard X X X
Wireless Modem X X X X
DSAM Ports 8 6 6 4 2 8

View DSAM Serial Ports

When a DSAM unit is connected to the KX llI, a new tab is available in the Ports page. The View by Serial
tab shows all connected serial ports.



2 L DEAaM4 Back Top DEAM up

41 DiSAkd Fon 1 DCE up dla
42 D544 Port 2 AUTO down dle
43 Cigakld Poal 3 ALITO doadi g
4.4 DSAMY Paord AUTOD E0wn dle
12 | Rowspelt Page [ et

» To view DSAM serial ports:
In the Port Access page, click the View By Serial tab.

e Ports are listed by physical USB position on the DSAM unit.
e USB Port column indicates which KX 11l USB port DSAM is plugged into.
e Type column indicates port's DTE/DCE setting.

Configure DSAM Serial Ports

The serial port configuration options are available when a DSAM unit is connected.

» To configure DSAM serial ports:

1. Choose Device Settings > Serial Port Configuration.
2. Click the Port Name for the port you want to configure.

I Home = Device Setfings » Serial Port Configumaion I

Serial Port Configuration

DSEAMA Podt 1
- DSAMY Post 2 AUTO
43 DESAM4 Poat 3 ALITOD
&4 DSAMA Podt & AUTO

3. The Port Type is set to Serial only.
4. Enter a meaningful name for the serial target or leave the default name.

Typa:
Senal

Name:
DEAN4 Part 1

Power Association

If an outlet is connected to the same server that the port is connected to, a power association can be
made with the target device.
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A port can have up to four associated outlets, and you can associate a different rack PDU (power strip)
with each. From this page, you can define those associations so that you can power on, power off, and
power cycle the server from the Port Access page.

To use this feature, you need Raritan remote rack PDU(s).

1.

Select the Power Strip Name and associate a name with each of the power strip's outlets by
selecting from the Outlet Name drop-down.

Click OK. A confirmation message is displayed.

Power Association

LI Mai Pr3-5146R [ K CensDS i
I e Fr3-51468 : Outlet Mame Ceans05(2) :
DL Mar PR3-5146R L Dutlet Ma Cem0S(3 :
POU Name i 3-5145R - M MEEhE CanalSa) s

Serial Port Settings

Configure the remaining port settings.

1.

Select the terminal emulation type from the drop-down menu in the Emulation field. This is the
terminal emulation mode used to match the serial targets connected to the ports.

VT100
VT220
VT320
ANSI

Set Encoding if you want to always use a specific character encoding for this port. Encoding
overrides the global setting for the port to whatever value you set.

DEFAULT
US-ASCII
8BIT-ASCII
ISO-8859-1
ISO-8859-15
UTF-8
Shift-JIS

* EUC-IP
e EUC-CN
* EUC-KR

3.

In the Equipment Type field, indicate whether you want the KX Ill to automatically detect a physical
connection to the target. The default is Auto Detection.

Force DTE causes KX III to act as a piece of data terminal detection equipment to detect targets
connected to it.



Force DCE causes KX III to act as a piece of data communications equipment to detect equipment
connected to it.

Note: If the target has the ability to autodetect either DTE or DCE, you must select either Force DTE or
Force DCE for the port. KX Ill does not support autodetection of both DCE and DTE on the same port.

4. Select the value of Bits Per Second (BPS) from the BPS drop-down menu.

e BPS options: 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600, 115200, 230400
Select the Parity/Bits from the Parity Bits drop-down menu.
Select the Flow Control from the Flow Control drop-down menu.
Select the Stop Bits from the Stop Bits drop-down menu.

© N

If you need to configure the delay between when individual characters are sent via the port, enter
the time in milliseconds in the Char Delay field.

9. To configure the delay between when lines of text are sent via the port, enter it in the Line Delay
field.

10. Configure the sendbreak duration by entering the send break time in the Send Break Duration field.
The send break is configurable from Oms - 1000ms.

11. Select an option to allow single or multiple writers on a port at one time in the Multiple Writers
field.

12. Select Always Active if you want to log activities coming into a port even if no user is connected.

The default option is to not maintain port access without a connected user, which means ignore data
coming into a port when no user is connected.

This option is for port data logs.

Note: When no users are logged into a port session, port traffic, by default, is discarded .

13. If you do not want messages displayed to users connecting to KX 1l via Direct Port Access, select the
Suppress Message checkbox.
14. Select the Escape Mode.

The escape sequence affects only the CLI. When entering the escape mode, the user is given a menu of
commands that can be performed (for example, gethistory, power commands, and so on), a command to
return to the port session, and a command to exit the port connection.

The default is None.
Change as follows:
e Select control from the drop-down menu in the Escape Mode field.
15. Type the character in the Escape Character field. The default for the KX lll is ] (closed bracket).

Raritan recommends that you do not use [ or Ctrl-[. Either of these may cause unintended commands,
such as invoking the Escape Command unintentionally. This key sequence is also triggered by the arrow
keys on the keyboard.

16. Type a command in the Exit Command field, such as 1ogout.

This is the command that is sent to your system when a user with write permission disconnects from the
port.

The main function of this command is to ensure that the user's session on the target machine is closed;
however, it is not imperative to have an Exit command configured on a port.

17. Click OK.
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Apply Settings to Other Ports

Once finished, you can apply the same port settings to other ports.

1. Select the ports from the Apply Serial Port Settings To Other Ports section of the page.
2. Click OK to apply the port configuration settings.

Serial Port Keyword List

Port keywords work as a filter. If a keyword is detected, a notification is sent to the following:

e Audit Log

e Syslog Server (if configured)
®  SNMP (if configured)

e SMTP (if configured)

This feature is useful for notifying administrators if a particular event occurs on a port.

For keywords to trigger when no users are connected to a port, "Always Active" must be selected on the
port's Port Configuration page.

A list of existing port keywords is displayed on the Port Configuration page as well.

To configure serial port keywords:

Choose Device Settings > Serial Port Keyword List. The Serial Port Keyword List page opens.
Click New at the bottom of list on the page. The Keyword page opens.

Type a keyword in the Keyword field.

Select the Port(s) you want to associate with that keyword.

Click Add to add them to the Selected box.

Click OK.

ok wnNe

Upgrade DSAM Firmware

DSAM firmware is upgraded automatically during KX 11l device firmware upgrades if a new DSAM
version is detected in the device firmware. You can also upgrade your DSAM firmware manually.

To upgrade the DSAM firmware manually:

Choose Maintenance > DSAM Firmware Upgrade.
Select the checkboxes for the DSAM units you want to upgrade to the Upgrade DSAM Version listed.
Click Upgrade, then click OK to confirm. A progress message appears.

When firmware upgrade completes, a success message appears.

W N PE

Supported CLI Commands

Port Connect Commands



Connect to a serial port using port number or port name. Use double quotes around port names that
contain space symbols. For example: "DSAM Port 1".

admin > connect <port number>

admin > connect <port name>

» Port number example:

admin > connect 1.1

» Port name example:
admin > connect "DSAM Port 1"

Port Sub-Menu Commands

The port sub-menu can be reached using the escape key sequence.

Clear history buffer for this port.

admin > [portname] > clearhistory

Close this target connection. When a target is disconnected, the appropriate disconnect message
appears.

admin > [portname] > close, quit, g

Display the history buffer for this port.

admin > [portname] > gethistory

Get write access for the port.

admin > [portname] > getwrite

Return to the target session.

admin > [portname] > return

Send a break to the connected target.

admin > [portname] > sendbreak
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Lock write access to this port.

admin > [portname] > writelock

Unlock write access to this port.

admin > [portname] > writeunlock

Query Power status of this port.

admin > [portname] > powerstatus

Toggle Power On/Off of this port.

admin > [portname] > powertoggle

Power on the target.

admin > [portname] > poweron

Power off the target.

admin > [portname] > poweroff

Power cycle the target.

admin > [portname] > powercycle

Configure Ports Commands

Enter admin > to access the menu.

Command Description

listports List accessible ports

Enter admin > config > port toaccessthe menu.

Parameters

NA



Command Description

config
port

Raritan.
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Parameters

port <number | range | *> - Single port or range of ports (1-n or 1,3,4 or * for all ports)
name <port name> - Port name

bps <1200 | 1800 | 2400 | 4800 | 9600 | 19200 | 38400 | 57600 | 115200 | 230400> -
Port speed in bits-per-second

parity <none|even|odd> - Port parity type

flowcontrol <none | hw|sw> - Port flowcontrol type hw = hardware flow control sw =X
on/X off)

eqtype <auto|dte|dce> - Equipment type (auto=>AUTO Detection, dte=>Force DTE,
dce=>Force DCE)

Note: If the target has the ability to autodetect either DTE or DCE, you must select either
Force DTE or Force DCE for the port. KX lll does not support autodetection of both DCE
and DTE on the same port.

escapemode <none|control> - Use Ctrl-key (escapemode=control) or single key
(escapemode=none) as escape sequence; for example, Ctrl- => escapemode=control,
escapechar= escapechar char-Escape character

Raritan recommends that you do not use or Ctrl- as the Escape command. Either of these
may cause unintended commands, such as opening a menu, instead of invoking the
Escape Command.

emulation <vt100 | vt220 | vt320 | ansi> - Target Emulation type
sendbreak <duration> - Duration of the sendbreak signal in milliseconds.

exitstring <cmd #delay; > - Execute exit string when port session closes, for example,
config port 1 exitstring logout (execute logout on exit) config port 1 exitstring #0 (disable
exit string for the port). The delay is the amount of time to wait after writing the
command to the target. Number in seconds up to 60.

alwaysactive <true | false> - Determine whether data coming into a port is logged, for
example, config port 1 alwaysactive true (always log activities coming into a port even if
no user is connected) config port 1 alwaysactive false (ignore data coming into a port
when no user is connected)

suppress - Determine whether none or all messages should be displayed during a DPA
connection, such as "Authentication successful"

encoding - Target Encoding type (DEFAULT | US-ASCII|1SO-8859-1|1SO-8859-15 | UTF-8|
Shift-JIS| EUC-JP| EUC-CN | EUC-KR | 8BIT-ASCII)

multiwrite - Port set in Multiple Writer Mode.

chardelay delay - Delay inserted between writing characters (0-9999ms)
linedelay delay - Delay inserted between writing lines (0-9999ms)

stopbits - Number of bits used to signal the end of a character (usually 1) (1/2)
stopbits <1/2> -Number of bits used to signal the end of a character
chardelay - Delay inserted between characters (0-9999) in ms

linedelay - Delay inserted between lines (0-9999) in ms

escapechar - Escape character

encoding - <DEFAULT/US-ASCII/ISO-8859-1/1S0-8859-15/UTF-8/Shift-JIS/EUC-JP/EUC-CN/
EUC-KR/8BIT-ASCII> - Target encoding type

multiwrite <true/false> - Port set in multiple writer mode
suppress <true/false> - Suppress SX messages when connecting to this target(true/false)

sendbreak - Duration of sendbreak signal in ms
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Command Line Interface Shortcuts

e Press the Up arrow key to display the last entry.

e Press Backspace to delete the last character typed.

e Press Ctrl + C to terminate a command or cancel a command if you typed the wrong parameters.
e Press Enter on your keyboard to execute the command.

e Press Tab on your keyboard to complete a command. Tab also completes parameters and values (if
the value is part of an enumerated set).

Command Line Interface High-Level Commands

The CLI is menu based. Some commands move to a menu with a different command set.
The following common commands can be used at all levels of the command line interface (CLI):

e top - Return to the top level of the CLI hierarchy, or the username prompt.
e history - Displays the last 200 commands the user entered into the KX 11l CLI.
e logout - Logsthe user out of the current session.

e quit - Moves the user back one level in the CLI hierarchy.

e help - Displays an overview of the CLI syntax.

Supported Escape Key Characters

The default escape key is CTRL]

The following characters are supported for customized escape keys.

e AZ
o a-Z
e []
e {}
o \

Browser Tips for HSC

Some browsers have limitations that affect HSC.



e Edge & Chrome, disabling the background throttling to prevent background tabs from disconnecting
after a certain amount of time. Go to chrome://flags, then search for "throttle". Set "Throttle
Javascript timers in backgound" and "Calculate window occlusion on Windows" to "Disabled".
Restart chrome to apply settings.

® Browser option to select certificate for authentication displayed on Edge and Chrome after session
is idle for about 5 minutes, due to internal browser SSL caching and timeouts. If certificate is
selected promptly, reconnection is successful. With longer idle times, authentication is not
successful, and the browser should be restarted to reconnect. Issue is not observed in Firefox.

e Edge has an internal limitation on the number of websockets that are allowed to be created to a
single server (6). This can be changed by modifying a registry variable as shown here : https://
msdn.microsoft.com/en-us/library/ee330736(v=vs.85).aspx#fwebsocket_maxconn.

e Edge,and Safari have a limitation when connecting to IPv6 devices. Using the numerical URL will not
work when it attempts to establish a websocket connection. In these browsers, use the device
hostname or literal IPv6 as UNC to connect to the SX II. See https://en.wikipedia.org/wiki/
IPv6_address#Literal_IPv6_addresses_in_UNC_path_names

e When using HSC in 10S Safari, the keyboard may not appear in some pages if the "request desktop
website" setting is enabled. To change the setting, go to Settings > Safari >Request Desktop Website,
then make sure All Websites is not selected, and the device address is not selected. You can also set
this per address by clicking the "aA" in Safari's URL pane when connected to the HSC port, then
select "Website Settings" and make sure that "Request Desktop Website" is not selected.
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Connect to DSAM Serial Targets in Port Access Page

» To connect to DSAM serial targets:

1. Inthe Port Access page, click the View By Serial tab to view the serial targets.
2. Click the port name you want to connect to. Click Connect.

Serial Port Access and Configuration

# Name

1.1 DSAM 1 Port 1
1.2 Connect

1.3 DSAM 1 Port3
1.4 DSAM 1 Port 4

DSAM 2 Port

2.2 DSAM 2 Port 2

DSAM 2 Port

2.4 DSAM 2 Port

1

’

=
3

4

Type
DTE

DTE
DTE
DTE
DCE
DCE
DCE

DCE

Status

Availibility

Settings

&

o & &) O B 8 O

3. The HTML Serial Console (HSC) window opens. See HTML Serial Console (HSC) Help (on page 331)

Write Access  Encoding: o515

4. To exit the serial port, hit the hot-key. Default hot key is Scrolllock-Scrollock.



Connect to DSAM Serial Target with URL Direct Port Access

1. Choose Security > KVM Security, then select the Enable Direct Port Access via URL checkbox.

2. To connect with direct port access, type the URL:

"https://<IP Address>/dpa.asp?port=<serial port number>&username=<user
name>&password=<password>"

Example: https://192.168.51.101/dpa.asp?port=1.4&username=admin&password=raritan0

3. HTML Serial Client (HSC) launches and connects to the serial target.

Connect to DSAM Serial Target via SSH

Choose Device Settings > Device Services, then select the Enable SSH checkbox.
Launch SSH client in client PC to connect to KX IlI.
After login, user will enter CLI interface.

Type command "connect <serial port number>", or type command "connect <name of serial port>".

W PE

Example-1: connect 4.1

Example-2: connect "DSAM4 Port1"

If successful, serial target is accessed.

To exit serial target, type escape-key-sequence, default is Ctrl-], then enter port sub-menu CLI
interface.

7. Type "quit", then enter main CLI interface.

HTML Serial Console (HSC) Help

When you click Help it displays copyright and privacy statement information.

HSC Functions

Emulator

IMPORTANT:

e HSC sessions are affected by the KX IIl Idle Timeout.

¢ [f you have not changed the KX Il Idle Timeout setting from the default, your session could be
closed automatically if it exceeds the Idle Timeout period.

e Change the default Idle Timeout setting and then launch the HSC. See Login Limitations for details
on changing the Idle Timeout setting.
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Access Emulator Options
1. Select the Emulator drop-down menu to display a list of options.

EMULATOR EDIT TOOLS POWER HELP
Settings L !
Get History

Clear History

Get Write Lock
Write Unlock
Send Break
Reset Port

Connected Users...

Settings

Note:

KX3 administrators can set Terminal emulation settings in Setup > Serial Port Configuration.

KX4-101 and KX3G2 administrators can set terminal emulation settings in DSAM Serial Ports > Settings.

SX2 administrators can set terminal emulation settings in Device Settings > Port Configuration.




1.

ok wnN

8. The Backspace Sends default is ASCII DEL, or you can choose Control-H from the Backspace Sends

9.

Choose Emulator > Settings. The Terminal Properties dialog displays the default settings.

Terminal Properties

Columns BO Rows: 25
Foreground: [ ]~ Background: ||| -

Font size 11 Scrofllback: 1000
Encoding: |utf-B “|Language English ~

Backspace Sends: | Delete v

OK Cancel Reset

Set the terminal size by selecting the number of Columns and Rows. Default is 80 by 25.
Set the Foreground and Background colors. Default is white on black.
Set the Font size. Default is 11.
Set the Scrollback number to indicate the number of lines available for scrolling.
Choose one of the following from the Encoding drop-down menu:

UTF-8

8BIT-ASCII

ISO-8859-1

ISO-8859-15

Shift-JIS

EUC-JP

EUC-KR
Choose one of the following from the Language drop-down menu:

English

Japanese

Korean

Chinese

Bulgarian

drop-down menu.

Click OK to save. If you changed the Language setting, the HSC changes to that language when the

Display Settings window is closed.

The emulator settings are saved on a per port basis in the browser used for HSC, so make sure your

browser is not set to delete history on exit.

Get History
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History information can be useful when debugging, troubleshooting, or administering a target device.
The Get History feature:

e Allows you to view the recent history of console sessions by displaying the console messages to and
from the target device.

e Displays up to 512KB of recent console message history. This allows a user to see target device
events over time.

When the size limit is reached, the text wraps, overwriting the oldest data with the newest.

Notes: History data is displayed only to the user who requested the history.

To view the Session History, choose Emulator > Get History.

Clear History
e To clear the history, choose Emulator > Clear History.

Get Write Access

Only users with permissions to the port get Write Access. The user with Write Access can send
commands to the target device. Write Access can be transferred among users working in the HSC via the
Get Write Access command.

To enable Write Access, choose Emulator > Click Get Write Access.

® You now have Write Access to the target device.
e When another user assumes Write Access from you:
e The HSC displays a red block icon before Write Access in the status bar.

* A message appears to the user who currently has Write Access, alerting that user that another
user has taken over access to the console.

Get Write Lock

Write lock prevents other users from taking the write access while you are using it.

1. To get write lock, choose Emulator > Get Write Lock.

2. If Get Write Lock is not available, a request rejected message appears.

Write Unlock

To get Write Unlock, choose Emulator > Write Unlock.

Send Break

Some target systems such as Sun Solaris servers require the transmission of a null character (Break) to
generate the OK prompt. This is equivalent to issuing a STOP-A from the Sun keyboard.

Only users with Write Access privileges can send a break.

To send an intentional “break” to a Sun Solaris server:



1. Verify that you have Write Access. If not, follow the instructions in the previous section to obtain
write access.

Choose Emulator > Send Break. A Send Break Ack (Acknowledgement) message appears.
Click OK.

Reset Port

Reset Port resets the physical serial port on the SX2 and re-initializes it to the configured values
regarding bps/bits, and so on.

Connected Users

The Connected Users command allows you to view a list of other users who are currently connected on
the same port.

1. Choose Emulator > Connected Users.

User List

o admin

System: Auto Naming

OK

2. Astar appears in the Write column for the User who has Write Access to the console.

Exit
1. Choose Emulator > Exit to close the HSC.

Copy and Paste and Copy All

Data on the current visible page can be selected for copying. Copy and Paste are accessible in the HSC
by right click in the terminal window. Select Copy or Paste in the context menu that appears.

To copy all text, use the Copy All option in the Edit menu.

If you need to paste a large amount of data, it is better to save the data in a file and use the Send a Text
File function. Pasting a large amount of data in a browser windows can cause the browser to hang as it
processes the data. See Send Text File (on page 336).

When pasting data to a port, the end of a line is sent as a carriage return.

The Cut option on the right-click menu is disabled.

Do not use the Delete option that appears in the right-click menu of IE and some versions of Firefox.
This Delete option will remove display lines entirely from the emulator window.
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» Browser-specific behaviors

When copying from IE or Edge browsers, there are no end of line characters in the copied data. The
pasted data appears to be all in one line and contains many spaces. When pasting back into a HSC
window, the data may appear to be misaligned, but the data is complete.

Send Text File
1. Select Edit> Send Text File.
2. Inthe Send Text File dialog, click Browse to find the text file.

3. Click OK.
e When you click OK, the selected file sends directly to the port.

e If there is currently no target connected, nothing is visible on the screen.

Send Text File

Choose File No file chosen

cramle.pd i Tea t
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Cpen Cancel

» Note, if you are using a Mac”® and/or Safari’, do the following in order to use this feature:

In Safari, select Preferences.

Under the Security tab, select "Manage Website Settings"
Click on the KX lll website.

Select "Run in unsafe mode" from the drop-down box.

vk wnN e

Restart Safari.



Tools: Start and Stop Logging
The Tools menu contains options for creating a data history file and downloading it.

Choose Tools > Start Logging to start the storage of serial port data in memory.
Click Stop Logging to save the log file. A pop up message appears with a download link. Click to
download the memory buffer into a text file.

1.
2.

EMULATOR EDIT TOOLS POWER HELP

Save Log File

Click Here to Download

OK

Encoding: utf-8  Term Size: 80 x 25

Write Access

Power Status
Power Status in HSC shows the status of the outlet the target is plugged into.

1. Choose Power > Power Status.
2. The Notification dialog shows the status of the outlet as ON or OFF.
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Status may also show no associated outlet, or no power permission to the port.

Notification

192.168.61.142(1) Power
Status : Off

OK

E  Notification

Port has no associated
outlets, or user does not

have power permission on
this port.

Power on a Target

Use this option to power on a target from HSC.

5



This option is visible only when there are one or more power associations to the target, and when you
have permission to manage the target's power.

1. Select Power> Power On.
2. Click OK in the success message.

Notification

Power operation succeeded.

OK

Power Off a Target

Use this option to power off a target from HSC.

This option is visible only when there are one or more power associations to the target, and when you
have permission to manage the target's power.

1. Select Power> Power Off.
2. Click OK in the success message.

Notification

Power operation succeeded.

OK

Power Cycle a Target

Power cycling allows you to turn a target off and then back on through the outlet it is plugged into.

This option is visible only when -

e there are one or more power associations to the target

e the target is already powered on (the port status us Up)

* you have permission to manage the target's power
Choose Power> Power Cycle.

2. Click OK in the success message.
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Dominion User Station

To use a standalone appliance for remote access to KX Ill target servers instead of using the VKC or AKC
clients on a PC or laptop, purchase Dominion User Stations from Raritan. The User Station is perfect for
environments like labs, studios and control rooms where a PC or laptop is not wanted.

This chapter provides a brief introduction to the User Station. For detailed information, refer to the user
documentation from the User Station's section on the Raritan website's Support page.

In This Chapter

(O Y7 Y <1 2 340
User Station Photoand Features. . ......ooii ittt i e i et 340
Operatingthe User Station. . ...ttt it 341
Overview

The Dominion User Station is designed to access servers and computer devices connected to KX Ill's
from your LAN/WAN networks. ALL KX Ill models are supported. KX lll Release 3.10.0 and above is
required.

User Station Photo and Features

e Supports up to 4 monitors

e Three 1080p streaming video sessions at 30 FPS

e Supports USB-C, VGA, DVI, HDMI and DisplayPort video
e Favorites and hot-key switching

e Access hundreds of servers

e 1 Gigabit and 2.5 Gigabit ethernet ports

e Self-contained, low maintenance appliance

e Desktop, rack and VESA mountable


https://www.raritan.com/support

Operating the User Station

1. Have the required equipment properly connected to the User Station.
a. Power OFF all devices.
b. Connect a USB keyboard, mouse and monitors to the User Station.
C. Connect the User Station to the LAN/WAN network.

2.

Power on and log in to the User Station.

e Forinitial login, use Raritan's default username and password: admin and raritan
3. Add KX Ill's data. See: Logging In to KX Il (on page 107).

Raritan.
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4. The added KX Ill's are displayed in the Port Navigator window.

S| e

Favorite Ports

¥ KX3-1

¥ KX3-Z

¥ K¥3-3
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5. Click a KX Ill to show a list of its servers.
6. Click a target server, and a KVM Client opens, showing the target video. Now you can control the
target with the attached keyboard and mouse.

For detailed information, refer to the user documentation from the User Station's section on the Raritan
website's Support page.


https://www.raritan.com/support

KX Il Remote Console

In This Chapter

OV VI W, . o ettt et e e e 343
Scanning Ports - Remote Console. .. ... 343
Changing a Password. . ... ..ottt e e e e 347
Managing Favorites. . .. ... . e 347
Overview

When you log in to the KX lll using a network connection, you access the Remote Console. The first page
accessed is the Port Access page.

See: Logging In to KX Ill and KVM Ports

Use the Remote Console to access and scan target servers, manage favorites, and change your
password.

For more in the Remote Console interface elements, see: KX Il Remote Console Interface

Scanning Ports - Remote Console

Use the port scanning feature to search for selected targets and display them in individual thumbnails
as part of a slide show.

This feature allows you to monitor up to 32 targets at one time since you can view each target server
individually as it is displayed during the slide show.

Connect to targets or focus on a specific target as needed.
For dual video port groups, the primary port is included in a port scan, but the secondary port is not

included when connecting from a remote client. Both ports can be included in the scan from the Local
Port.

Note: The scan port feature is available from the Remote Console and Local Console, but the feature
varies slightly.

Scanning Ports Slide Show - Remote Console

When you start a scan, the Port Scan window opens.
As each target is found, it is displayed as a thumbnail in a slide show.

The slide show scrolls through the target thumbnails based on the default interval of 10 seconds or
according to the interval you specify.
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As the scan scrolls through the targets, the target that is the focus of the slide show displays in the
center of the page.

The name of the target is displayed above its thumbnail.

If a target is busy, a blank screen is displayed instead of the target server access page.

e Dt

O teerenazron

Configure scan settings for the Remote Console in the KVM client.

Note: Scan port settings for the Local Console are configured on the Local Port Settings page. See
Scanning Ports - Local Console (on page 354)

Target Status Indicators During Port Scanning - Remote Console

The status of each target is indicated by green, yellow and red lights that are displayed below the target
thumbnail.

As the target is the focus of the rotation, the indicator is in the task bar also shows the status.
Lights for each target are gray until they are the focus of the slide show.
The status lights indicate the following:

e Green - the target is up/idle or up/connected
e Yellow - the target is down but connected
® Red - the target is down/idle, busy, or otherwise not accessible
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Using Scan Port Options

Following are options available to you while scanning targets.

With the exception of the Expand/Collapse icon, all of these options are selected from the Options
menu in the upper left of the Port Scan viewer.

The options will return to their defaults when you close the window.

Note: Configure scan settings such as the display interval from the KVM Client.
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Hide or View Thumbnails

4
b

e Use the Expand/Collapse icon at the upper left of the window to hide or view thumbnails.

Expanded is the default view.

Pause the Thumbnail Slide Show

e Pause thumbnails from rotating between one target and the next by selecting Options > Pause.
Rotating thumbnails is the default setting.

Resume the Thumbnail Slide Show
e Resume the thumbnail rotation by selecting Options > Resume.
Size the Thumbnails in the Port Scan Viewer

e Enlarge the size of the thumbnails by selecting Options > Size > 360x240.

®  Minimize the size of the thumbnails by selection Options > Size > 160x120. This is the default
thumbnail size.

Change the Orientation of the Port Scan Viewer

e View thumbnails along the bottom of the Port Scan viewer by selecting Options > Split Orientation >
Horizontal.

e View thumbnails along the right of the Port Scan viewer by selecting Options > Split Orientation >
Vertical. This is the default view.
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Scan for Targets

To scan for targets:

Click the Set Scan tab on the Port Access page.

2. Select the targets you want to include in the scan by selecting the checkbox to the left of each
target, or select the checkbox at the top of the target column to select all targets.

3. Leave the Up Only checkbox selected if you only want targets that are up to be included in the scan.
Deselect this checkbox if you want to include all targets, whether up or down.

4. Click Scan to begin the scan.



As each target is scanned, it is displayed in slide show view on the page.

1. Click Options > Pause to pause the slide show and stop it from moving between targets, click
Options > Resume to resume the slide show.

Click on a target thumbnail to scan it next.
Connect to a target by double clicking on its thumbnail.

Changing a Password

» To change your KX Ill password:

Choose User Management > Change Password. The Change Password page opens.
Type your current password in the Old Password field.
Type a new password in the New Password field. Retype the new password in the Confirm New
Password field. Passwords can be up to 64 characters in length and can consist of English
alphanumeric characters and special characters.

4. Click OK.

5. You will receive confirmation that the password was successfully changed. Click OK.

Note: If strong passwords are in use, this page displays information about the format required for the
passwords. For more information about passwords and strong passwords, see Strong Passwords (on
page 258).

Home = User Management * Change P asaward

Change Password

Old Password

Hew Password

Confirm Hew Password

0K | Cancel |

Managing Favorites

A Favorites feature is provided so you can organize and quickly access the devices you use frequently.

The Favorite Devices section is located in the lower left sidebar of the Port Access page and provides the
ability to:
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e (Create and manage a list of favorite devices

e Quickly access frequently-used devices

e List your favorites either by Device Name, IP Address, or DNS hostname
e Discover KX Il devices on its subnet

e Retrieve discovered KX Il devices from the connected Dominion device

Note: Due to browser limitations, HKC does not support Favorites.

Enable Favorites

e C(lick Enable in the Favorite Devices section of the left panel of the KX Il interface, below Online
Help.

Access and Display Favorites

To access a favorite KX Ill devices:

e Click on a KX Il listed beneath Favorite Devices in the left of the Remote Console.
To display favorites by Name, IP Address or Host Name:

e C(lick Display by Name, Display by IP, or Display by Host Name.

Favorite Devices:
Somerset
Tokyo
Raleigh

| Ha"age| | Display By ha11:—|

[ Display By Host Name | [ Display By IP |

Discovering Devices on the Local Subnet

This option discovers KX Il devices on your local subnet. This is the subnet where the KX Ill Remote
Console is running.

These devices can be accessed directly from this page or you can add them to your list of favorites.



» To discover devices on the local subnet:

1. Choose Manage > Discover Devices - Local Subnet. The Discover Devices - Local Subnet page
appears.

2. Choose the appropriate discovery port:
* To use the default discovery port, select the Use Default Port 5000 checkbox.
¢ To use a different discovery port:
a. Deselect the Use Default Port 5000 checkbox.
b. Type the port number in the Discover on Port field.
C. Click Save.
3. Click Refresh. The list of devices on the local subnet is refreshed.

» To add devices to your Favorites List:

1. Select the checkbox next to the device name/IP address.
2. Click Add.

» To access a discovered device:
e C(lick the device name or IP address for that device. A new browser opens to that device.

Discovering Devices on the KX Il Subnet

This feature is only available in the Java client , RSC.

This option discovers KX Il devices on the device subnet. This is the subnet of the KX Ill device's IP
address.

You can access these devices directly from the Subnet page or add them to your list of favorites.
This feature allows multiple KX Il devices to interoperate and scale automatically.

The KX Il Remote Console automatically discovers the KX Ill devices, and any other Raritan device, in
the subnet of the KX III.

» To discover devices on the device subnet:

1. Choose Manage > Discover Devices - KX Ill Subnet.
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Favorite Devices:
Somerset
Tokyo
Raleigh

!

| r-."a"agel | Display By Name |

[ Display By Host Name | | Display By IF |

The Discover Devices - KX III Subnet page appears.
2. Click Refresh. The list of devices on the local subnet is refreshed.

» To add devices to your Favorites List:

1. Select the checkbox next to the device name/IP address.
2. Click Add.

» To access a discovered device:

e C(lick the device name or IP address for that device. A new browser opens to that device.



KX Il Local Console

The Local Console interface provides access to the KX Il while at the rack.

This section contains help on tasks performed by end users at the Local Console.

In This Chapter
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Local Console USB Profile Options. . ... oo 358
KX 11l Local Console Factory Reset. .. .......ciiiiiiii it 358
Resetting the KX Il Using the Reset Button. . ........... ... ... ciiiin... 358
Overview

Accessing a Target Server

» To access a target server:

1. Click the Port Name of the target you want to access. The Port Action Menu is displayed.

2. Choose Connect from the Port Action menu. The video display switches to the target server
interface.

Local Console Video Resolution Behavior
By default, monitors are typically set to the highest resolution they support.

Once a monitor is connected to the KX Il Local Console, KX Il detects the monitor's native resolution.
As long as the native resolution is supported by the Local Console, KX Ill uses that resolution.

If the native resolution is not supported by the Local Console, and no other resolution is supported by
the monitor and Local Console, KX Il uses the resolution of the last monitor that was connected to the

Local Console.

For example, you connect a monitor set to a resolution of 1600x1200@60Hz to the KX Il Local Console.
KX Il uses that resolution since it is supported by the Local Console.

If the next monitor you connect to the Local Console is not set to a supported resolution, KX lll uses the
resolution of 1024x768@60.
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For a list of supported Local Console video resolutions, see KX Ill Supported Local Port DVI Resolutions
(on page 380).

Simultaneous Users

The KX Il Local Console provides an independent access path to the connected KVM target servers.

Using the Local Console does not prevent other users from simultaneously connecting over the
network. And even when remote users are connected to the KX Ill, you can still simultaneously access
your servers from the rack via the Local Console.

Local Port Hot Keys and Connect Keys

Because the KX Il Local Console interface is completely replaced by the interface for the target device
you are accessing, a hot key is used to disconnect from a target and return to the local port GUI.

A connect key is used to connect to a target or switch between targets.

The Local Port hot key allows you to rapidly access the KX Il Local Console user interface when a target
device is currently being viewed.

See Select the Local Port Hotkey (on page 215), Select the Local Port Hotkey (on page 301) and Select
the Local Port Connect Key (on page 216), Select the Local Port Connect Key (on page 301) for more
information.

Return to the Local Console from a Target Device - Default Hot Key

e Press the Scroll Lock hot key twice rapidly
The video display switches from the target device interface to the KX III Local Console interface.

Local Port Auto-Sense (Video Refresh) - Default Hot Key

To perform an auto-sense (video refresh) on the KX Il local port via hot key:

e Press and hold the Shift key, and quickly press the Scroll Lock key twice, and then release.
Connect Key Examples

Standard servers
Connect key action Key sequence example
Access a port from the local port ® Press Left ALT > Press and Release 5 > Release Left ALT

Switch between ports ® Press Left ALT > Press and Release 1 > Press and Release 1 >
Release Left ALT

Disconnect from a target and e Double-click Scroll Lock
return to the local port

Blade chassis



Standard servers
Connect key action
Connect key action

Access a port from the local port
GUI

Switch between ports

Disconnect from a target and
return to the local port GUI

Key sequence example
Key sequence example

Access port 5, slot 2:

e Press Left ALT > Press and Release 5 > Press and Release - > Press
and Release 2 > Release Left ALT

Switch from target port 5, slot 2 to port 5, slot 11:

e Press Left ALT > Press and Release 5 > Press and Release - > Press
and Release 1 > Press and Release 1 > Release Left ALT

Disconnect from target port 5, slot 11 and return to the local port GUI

(the page from which you connected to target):

e Double Click Scroll Lock

Special Sun Key Combinations

The following key combinations for Sun™ Microsystems server’s special keys operate on the Local
Console port. These special keys are available from the Keyboard menu when you connect to a Sun

target device:

Sun key Local port key combination
Again Ctrl+ Alt +F2

Props Ctrl + Alt +F3

Undo Ctrl + Alt +F4

Stop A Break a

Front Ctrl + Alt + F5

Copy Ctrl + Alt + F6

Open Ctrl + Alt + F7

Find Ctrl + Alt + F9

Cut Ctrl + Alt + F10
Paste Ctrl + Alt + F8

Mute Ctrl + Alt + F12
Compose Ctrl+ Alt + KPAD *
Vol + Ctrl + Alt + KPAD +
Vol - Ctrl + Alt + KPAD -
Stop No key combination
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Sun key Local port key combination

Power No key combination

Scanning Ports - Local Console

The scan port feature is available from the Remote Console and Local Console, but the feature varies
slightly. See Scanning Ports - Remote Console (on page 343)

Click the thumbnail of any target server to exit scan mode and connect to the target, or use the Local
Port ConnectKey sequence.

To exit scan mode, click the Stop Scan button in the thumbnail view, or use the Local Port Hotkey
sequence hot key.

Scanning Port Slide Show - Local Console
When you start a scan, the Port Scan window opens.
As each target is found, it is displayed as a thumbnail in a slide show.

The slide show scrolls through the target thumbnails based on the default interval of 10 seconds or
according to the interval you specify.

As the scan scrolls through the targets, the target that is the focus of the slide show displays in the
center of the page.

The name of the target is displayed above its thumbnail.
If a target is busy, a blank screen is displayed instead of the target server access page.

Configure the time between the slide show thumbnail rotation and the thumbnail focus interval on the
Local Port Settings page.

See Configure Local Console Scan Settings (on page 356)




Note: Configure scan settings for the Remote Console from VKC, VKCS, or AKC. See Configuring Port Scan
Settings in VKC/VKCS and AKC (on page 49)
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Target Status Indicators During Port Scanning - Local Console

When scanning on the Local Console, the status of each target is indicated below the thumbnail.
The scanning status of each target is displayed as:

e notscanned
e connecting
e scanned

e skipped

Configure Local Console Scan Settings

Do the following to configure Local Console scan port options.

To configure the Local Console scan port settings:

1. On the Local Console, select Device Settings.
2. Inthe Local Port Settings section, select Local Port Scan Mode.
3. Change the display interval as needed:

e Display Interval - changes the scan display interval.

¢ Interval Between Ports - change interval between switching different port during scan.

Scan for Targets - Local Console

To scan for targets:

Click the Set Scan tab on the Port Access page.

2. Select the targets you want to include in the scan by selecting the checkbox to the left of each
target, or select the checkbox at the top of the target column to select all targets.

3. Leave the Up Only checkbox selected if you only want targets that are up to be included in the scan.
Deselect this checkbox if you want to include all targets, whether up or down.

4. Click Scan to begin the scan.
As each target is scanned, it is displayed in slide show view on the page.

Local Console Smart Card Access

To use a smart card to access a server at the Local Console, plug a USB smart card reader into the KX IlI
using one of the USB ports located on the KX III.

Once a smart card reader is plugged in or unplugged from the KX IlI, the KX Il autodetects it.

For a list of supported smart cards and additional system requirements, see Supported Smart Card
Readers (on page 389), Unsupported Smart Card Readers (on page 390) and Smart Card Minimum
System Requirements (on page 388).

When mounted onto the target server, the card reader and smart card will cause the server to behave
as if they had been directly attached.



Removal of the smart card or smart card reader will cause the user session to be locked or you will be
logged out depending on how the card removal policy has been setup on the target server OS.

When the KVM session is terminated, either because it has been closed or because you switch to a new
target, the smart card reader will be automatically unmounted from the target server.

» To mount a smart card reader onto a target via the KX Il Local console:

1. Plug a USB smart card reader into the KX Il using one of the USB ports located on the device. Once
attached, the smart card reader will be detected by the KX 111

2. From the Local Console, click Tools.

3. Select the smart card reader from the Card Readers Detected list. Select None from the list if you do

not want a smart card reader mounted.

4. Click OK. Once the smart card reader is added, a message will appear on the page indicating you
have completed the operation successfully. A status of either Selected or Not Selected will appear in
the left panel of the page under Card Reader.

» To update the Card Readers Detected list:

e Click Refresh if a new smart card has been mounted. The Card Readers Detected list will be
refreshed to reflect the newly added smart card reader.

Select Card Reader

Card Readers Detected

USE SmartCard Reader {Gemplus)

OK Refresh | Cancel |

Note: If a smart card reader is selected for local port login in Security>Local Smart Card Authentication,
then that card reader cannot be selected for target connections; it will be listed, but cannot be chosen.
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Local Console USB Profile Options

From the USB Profile Options section of the Tools page, you can choose from the available USB profiles.
The ports that can be assigned profiles are displayed in the Port Name field and the profiles that are

available for a port appear in the Select Profile To Use field after the port is selected. The profiles
selected for use with a port appear in the Profile In Use field.

» To apply a USB profile to a local console port:

1. Inthe Port Name field, select the port you want to apply the USB profile to.
2. Inthe Select Profile To Use field, select the profile to use from among those available for the port.

3. Click OK. The USB profile will be applied to the local port and will appear in the Profile In Use field.

KX 11l Local Console Factory Reset

Note: It is recommended that you save the audit log prior to performing a factory reset.

The audit log is deleted when a factory reset is performed and the reset event is not logged in the audit
log. For more information about saving the audit log, see Audit Log (on page 282).

» To perform a factory reset:

1. Choose Maintenance > Factory Reset. The Factory Reset page opens.
2. Choose the appropriate reset option from the following options:
e Full Factory Reset
Removes the entire configuration and resets the appliance completely to the factory defaults.
Because of the complete nature of this reset, you will be prompted to confirm the factory reset.
e Network Parameter Reset
Resets the network parameters of the appliance back to the default values (click Device Settings >
Network Settings to access this information).
1. Click Reset to continue. You will be prompted to confirm the factory reset because all network
settings will be permanently lost.
2. Click OK proceed. Upon completion of full factory reset, the KX Ill device is automatically restarted.

Resetting the KX Il Using the Reset Button

On the back panel of the device, there is a Reset button. It is recessed to prevent accidental resets (you
need a pointed object to press this button).

The actions that are performed when the Reset button is pressed are defined on the Encryption & Share
page. See Encryption and Share (on page 260).

Note: It is recommended that you save the audit log prior to performing a factory reset.




The audit log is deleted when a factory reset is performed and the reset event is not logged in the audit
log. For more information about saving the audit log, see Audit Log (on page 282).

» To reset the device:

Power off the KX IlI.

Use a pointed object to press and hold the Reset button.

While continuing to hold the Reset button, power the KX Il device back on.
Continue holding the Reset button for 10 seconds.

P w e
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Appendix A Connecting a KX Il and Cat5 Reach DVI -
Provide Extended Local Port Functionality

An extended local port extends the reach of the local port beyond the rack the KX I is located, for
example to another KVM switch.

This can be achieved by configuring a KX Ill to work with a Raritan Cat5 Reach DVI transmitter and
receiver, which are then connected to a remote console or other device.

Once connected to the Cat5 Reach DVI, the KX Il can be accessed up 500 feet (152 m) away.

Connecting the KX 11l to the Cat5 Reach DVI by daisy chaining Ethernet switches extends can extend the
KX IIl's reach up to 3000 feet (914 m).

In This Chapter

Aboutthe CatS Reach DVI. ... oo e e e e c e e 360
Connect Cat5 Reach DVland CatS5Reach DVI. .. ... ... 360

About the Cat5 Reach DVI

For details on the Cat5 Reach DVI, see the Cat5 Reach DVI online help available on the Raritan Support
page.

Contact Raritan for additional information on the Cat5 Reach DVI, or for information on purchasing.

Connect Cat5 Reach DVI and Cat5 Reach DVI

Note: The images used in the diagrams are not specific to Cat5 Reach DVI but the connections are
accurate.

This section introduces three scenarios involving KVM switches.

e Connect the Cat5 Reach DVI between any KVM switch and its local console.
e Connect the Cat5 Reach DVI between two KVM switches.

e Connect the Cat5 Reach DVI between a computer/server and a KVM switch.

Turn off all devices before making the connections.

For detailed information on setting up the local and remote consoles, see Connecting a Keyboard/
Mouse/Video Source in Cat5 Reach DVI Help for more information.


http://www.raritan.com/support
http://www.raritan.com/support

» To connect Cat5 Reach DVI and Cat5 Reach DVI:

1. If you have not already done so, set up the local and remote consoles with the Cat5 Reach DVI
transmitter and receiver, respectively.

See Basic Installation in Cat5 Reach DVI Help for more information.

2. Use a Cat5e/6 cable to connect the transmitter and receiver.

3. Connect the transmitter and receiver to an appropriate power source respectively.
4. Connect the local console ports of the KVM switch to the transmitter.

a. Plug one end of the Raritan-provided DVI cable into the DVI-I IN port on the transmitter, and the
other end into the KVM switch's video port.

b. Plug the USB-B connector of the Raritan-provided USB cable into the USB-B port on the
transmitter, and the other end into the KVM switch's local USB-A port.

5. Turn on the KVM switch.

Tip: The local or remote console can be equipped with a KVM drawer instead of a set of keyboard,
mouse and monitor. See the illustration below.
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» To increase the distance between two tiered KVM switches:

1. Set up aremote console by connecting the receiver to a KVM switch.
a. Connect a USB CIM to the receiver.
b. Connect this USB CIM to any channel port on the KVM switch via a Cat5 cable.

2. Use a Cat5e/6 cable to connect the transmitter and receiver.
3. Connect the transmitter and receiver to an appropriate power source respectively.
4. Connect the KVM switch to the transmitter.
5. Turn on both KVM switches.
KVM
l:-:j>
cinM

» Toincrease the distance between any computer and a KVM switch:

Set up an optional local console with the transmitter.

Set up a remote console by connecting the receiver to a KVM switch.

Use a Cat5e/6 cable to connect the transmitter and receiver.

Connect the transmitter and receiver to an appropriate power source respectively.
Connect the computer to the transmitter.

o vk wnN e

Turn on the computer.
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Updating the LDAP Schema

Returning User Group Information

Use the information in this section to return User Group information (and assist with authorization)
once authentication is successful.



From LDAP/LDAPS

When an LDAP/LDAPS authentication is successful, the KX lll determines the permissions for a given
user based on the permissions of the user's group. Your remote LDAP server can provide these user
group names by returning an attribute named as follows:

rciusergroup attribute type: string

This may require a schema extension on your LDAP/LDAPS server. Consult your authentication server
administrator to enable this attribute.

In addition, for Microsoft” Active Directory®, the standard LDAP memberOf is used.

From Microsoft Active Directory

Note: This should be attempted only by an experienced Active Directory” administrator.

Returning user group information from Microsoft's” Active Directory for Windows 2000° operating
system server requires updating the LDAP/LDAPS schema. See your Microsoft documentation for
details.

1. Install the schema plug-in for Active Directory. See Microsoft Active Directory documentation for
instructions.
2. Run Active Directory Console and select Active Directory Schema.

Setting the Registry to Permit Write Operations to the Schema

To allow a domain controller to write to the schema, you must set a registry entry that permits schema
updates.
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» To permit write operations to the schema:

1. Right-click the Active Directory® Schema root node in the left pane of the window and then click
Operations Master. The Change Schema Master dialog appears.

Change Schema Master 3 d |

The zchema master manages modifications to the zchema. Only one
zemver in the enterprize performs this role.

Current gchema maszter [online]:

rei-gofdi2nzmzt. mypc. mydarmain. com

To transfer the schema master rale to the targeted
domain contraller below, click Change.

rei-gofdi2nzmat. mypc. rmydarnain. com

Claze

2. Select the "Schema can be modified on this Domain Controller" checkbox. Optional
3. Click OK.



Creating a New Attribute

» To create new attributes for the rciusergroup class:

Click the + symbol before Active Directory” Schema in the left pane of the window.
Right-click Attributes in the left pane.

Click New and then choose Attribute. When the warning message appears, click Continue and the
Create New Attribute dialog appears.

Create New Attribute . d |

. Create a Mew Altribute Object
~ | dertification

Common Name: [renisesgroup

LDAP Display Name:  [rchusesgioup
Uriique %500 Object D: |1.3.E.1.4.1.13?d2.5[l

Descriptior: | LDAP attribute

Syntax and Range

Syntax: [ Case Insensitive Stiing =|
Mirimum: |1

M s |?*‘

™ MubiValed ok | Cancel

Type rciusergroup in the Common Name field.

Type rciusergroup in the LDAP Display Name field.

Type 1.3.6.1.4.1.13742.50 in the Unique x5000 Object ID field.

Type a meaningful description in the Description field.

Click the Syntax drop-down arrow and choose Case Insensitive String from the list.

w e N o Uk

Type 1 in the Minimum field.
10. Type 24 in the Maximum field.
11. Click OK to create the new attribute.
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Adding Attributes to the Class

» To add attributes to the class:

Click Classes in the left pane of the window.
Scroll to the user class in the right pane and right-click it.

) B cton  few  Fagies  Windoe  bidp =181
e+ B8 FRE 2 |
10 Corrla Rart Narre [ Pype [ [ fioecna]
g “_ﬁw‘ﬂ'ﬂrm!'“ml'ﬂ WS v e, onnechonFoE snctasl Bree wera
- I_l Decer B2 sovicelstang Souctaal Sulive Servi
L0 Acroaies B2 rrplilonmithadt funchary Fucki Thet &
L Sctasl dutren e
e elik Fiaal Bl el
L5 dhelinkBridze skl ftrm el
L Frrtarsl Aaitren Shes
o o Snctarsl Afren Soore
L F TP Sruchaal daitive Ty
2 ol Tt e St Aithre F
B abSchana Ftursl Buftren SibS
L afpdrat Aailive Top
LT RS kel it Trish
L Zckes Butien T
L
Movy From shere
LT _-_-..:‘:‘r“—' Aty yolrw
a o Aedpes | ,
- — T —_
el

3. Choose Properties from the menu. The user Properties dialog appears.
Click the Attributes tab to open it.
5. Click Add.




6. Choose rciusergroup from the Select Schema Object list.

Select Schema Object £

2=
B a o ]
r C . Concel I

dMasly :I

7. Click OK in the Select Schema Object dialog.
8. Click OK in the User Properties dialog.

Updating the Schema Cache

» To update the schema cache:

1. Right-click Active Directory” Schema in the left pane of the window and select Reload the Schema.

2. Minimize the Active Directory Schema MMC (Microsoft® Management Console) console.

Editing rciusergroup Attributes for User Members

To run the Active Directory” script on a Windows 2003° server, use the script provided by Microsoft”
(available on the Windows 2003 server installation CD). These scripts are loaded onto your system with
a Microsoft” Windows 2003 installation. ADSI (Active Directory Service Interface) acts as a low-level
editor for Active Directory, allowing you to perform common administrative tasks such as adding,
deleting, and moving objects with a directory service.
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» To edit the individual user attributes within the group rciusergroup:

From the installation CD, choose Support > Tools.

Double-click SUPTOOLS.MSI to install the support tools.

Go to the directory where the support tools were installed. Run adsiedit.msc. The ADSI Edit window

opens.
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Open the Domain.

5. Inthe left pane of the window, select the CN=Users folder.

6. Locate the user name whose properties you want to adjust in the right pane. Right-click the user
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name and select Properties.



7. Click the Attribute Editor tab if it is not already open. Choose rciusergroup from the Attributes list.
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8. Click Edit. The String Attribute Editor dialog appears.
9. Type the user group (created in the KX IlI) in the Edit Attribute field. Click OK.

X
Atk nensigioun
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=
Clo I

Cisco ISE for RADIUS Users

Authorization is performed by means of user’s membership to local User Groups. When using remote
authentication, since there is no user account locally, there needs to be way of returning user group
information from remote authentication server that the product will then match and perform
appropriate authorization. To achieve this objective, appropriate local group on the product must be
created and remote authentication server configured to return appropriate matching group (case
sensitive).
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Settings to Configure on Raritan Product

1. Login to Raritan product with administrative account.
2. Access User Management>Authentication>RADIUS
3. Add the Cisco ISE 2.1.x Radius server.

Home > User Management > Authentication Settings

Authentication Settings

Local Authentication
LDaP

@ RADIUS

= LDAP

Primary RADIUS Sarver
[192 168 565

Shared Secret
|a-a--¢-

Authentication Port

1812

Accounting Port
1813

Timeout (in seconds)
1

Retries
3

4. Create user group with appropriate permission and port permission by accessing User
Management>User Group List.

¥ Permisslons

¥ Duvics Accsts While Ustder CC-S0 Managemaent
Device Senings
Diagnestics

¥ Hioe Cent Toomar and Mend Bar

B intananss

Modam Acceks
¥ pC-snare

Port Mansgeemant

Secusiy

User Management
Poat Accoss VM Access Powas Control
1; KX3G2-464 Local Port By =] [ Dy =]
7 Nuvoton Pllot HOM HUXS101286  [Deny =] [ Dy =] [Dey =]
3: Nuvoton Pilet USB-C Tvsé100024 [Ceny =] Doy =] [Deny =]
4: Dominion_KX3_Portd [E=r =] |
5: Dominion_KX3_Pors [Bey_= [Bery =]
& Nuvoton Pllol DNGA Paze105302 [Beny_ = Dary | [y =]
7: Dominlon_KX3_Pon? [Ceny =] [Dery =] [Dery =]




Settings to Configure on Cisco ISE

Step 1: Add Raritan Network Devices

1. Access Cisco ISE Web URL https://x.x.x.x/admin and login with administrative credentials.
2. Access Work Cer**n'::;'\!etwork Resources under Network Access section to load Network Device
menu and click

sl Identity Services Engine

Home + Conlexd Visibility »+ Oparations ¥ Poiicy ¢ Agminastration = Work Centers

w NElATTR ALCEES b GUest ArCesn b TrustSas » BYOD » Profilar b FOStnS b Device ADMINS Faton HNetwoik Access

» Ovmrdigw v Mentibes  Id Groups  Extid Sources = Metwork Resources  Device Groups  » Polcy Elements A ?;T:::;
—_— entity
L] ki Groups
Natwork Devices Network Devices ki
Dafault Device
' Add w Dug Impart gl
Extaimal RADIUS Sérvers = + = i - i Aufhentication Policy
Nalte a | IPMask Profiie Mame Loci TN

RADIUS Server Saguentes Authonzabon Poiicy

3. Configure Name, Description and IP Address/Range, and enable Radius Authentication Settings
option. Set Shared secret then click Submit to save changes. If appropriate and applicable, assign
Device Type and Location.

Mezwon Devices Lisl > New Nebwork Device
Network Devices

* Mame | 1821685832
] —

*IP Address: [ 1921685630 x| |32 |

* Device Profile | &5 Cisto| =

vossiname [ ]
somvarverson ]

* Matwork Device Group

Device Twpe [gipevice Types o | [ GetToDefauk

Locabon 4 |acations © | [ 56t ToDofault

¥ |+ RADIUS Aushentication Settings

Enable Authentication Seftngs
Frodpcod  RADIUS

= B R —— 1 [show

Enable Key'wWrag [

* Key Encryption Key

* Message Authenbcator Code Key
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https://x.x.x.x/admin

Step 2: Create/Edit User

In production environments with user accounts or configured external identity source (AD/LDAP), kip
this step.

ke ad
1. Access Work Centers>Device Administration>ldentities> and click to add a user

= VW Caclie

#TnssSe:  » BWOD  « Profler & Postee = Duace Admiseinion Wotwoik Azceny Pacilier
oy Ot EEMSreel b NeencTbMouTe  Diebeok Divicy Qitepp o B 0RO rvierim
1 1 St
L ] Nt it 64
Network Access Users ropors Clasasicaten
ecxde Coriig;
P . - - Fipach
L i S
%= = Destngton Fnn [ h——
Prhing P
Tratieanoet Aemonzaton Pk y
Hugeny Trentaparsst
Senegy Aapern
Dxctoraed St
[y Heomon
Croituidrk Beitore
st it
isarnsy Grouen Sptwes devedn
it i oo et Prowmicrieg
Arinatiatoh A 3506 Polcy Policy Kl
Rt Ot Azt Polcy Prtare Py
Cornicure Feapoen Acrarnr wien Py
G Aot S Ao scmaten P

Pricy Emmeests
At gt bty
Ao aeen oty
Ruonta
Suftrgn

2. Configure required fields and click Submit to add user



New Network Acoecs User

v Nebwork Acoess Liser

"Mama | lseraduser
Status Enabled =
Emal

* Passwords

Passwond Typa Infernal Users -

Password Ri-Erilie Password
* Login Passeaid | sessssss | ssssnass Gensrate Password
Enable Password | | | Generate Password ]

* User Information

First Name | Cisco ISE

LastName [ Radius Used *

* Account Options
Descriplion |

Change password on neod logn 12

* Account Disable Policy

Dezabhe @t counl if date Exesds Ayyy=mim=ad)

Step 3: Configure Allowed Authentication Protocol Service (PAP/CHAP/MS-
CHAP)

1. Access Policy>Results under Policy Elements section. Select Allowed Protocols under Authentication
Dropdown from left pane. Click to Edit Default Network Access and select CHAP. Xerus supports both
PAP and CHAP authentication types. In case CHAP authentication type is desired, verify Global
Authentication Type setting on Xerus RADIUS configuration is set to CHAP as well as this step is
completed on Cisco ISE 2.1.x server.
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wihohcy D8 purihenacation AEnoneaion

Profiieg Poanure

Ll Prosysaaiieng Podary Eemanis
B Albowed Protocols Servioes Drchonares

For Poicy [rage o6 15 Asmmataton » fpifam = Conddeng
iy
’ ]| Setice Nam a Do
+ Proling ] Chrbauit haitwesrs Acband Dt At Prifist sl v
» Poshurg
1 i+ o per®l Poctmrh At

b OBl P shoaieg

CHICrEmon | fulp s gl Broticnl e

w Aliraeed] Profocoiy
ST A By pass
Frotens HeAl Lo 4
Auumlicaton Piclocoly
H asowPapascH
B asow coap
Ao RES-CHAPY1

O s mescoaby

Step 4: Create Authorization Profile

1. Access Policy>Results under Policy Elements, and from Authorization on left pane, choose
Authorization Profiles and click Add

2. Under General Tab configure Policy Friendly Name.

Authentcation  Aumorzation  Profng Posture Cllont Provisioning | » Polcy Eles A hentication Authorization
Dictonanes & Condbions  ~Results Prafifing Posturg
—
[} Client Provisioning Policy Elements
Dicbonares
¥ Authestication Standard Authorization Profiles Condtiicns.
i i 0 . sy
= Authodization
- J s Lok te |
s
— — O J Profie al
Dewricadatie AGLs pas )
] Biscknobs_‘iirsiess_Access 22 Cisea I
HET O csco_ie_Phones 25 Cisoo & ]

» Posture =

3. Specify appropriate Profile name. Scroll down to Advanced Attributes Settings section and click on
drop down next to Select and Item text field. Select Radius and from Submenu select Filter-ID--[11]
option.



Authonzabon Frofies > New Authorization Prolile
Authorization Profile
*Name | Raritan Dominion KXII_SXIl Profi

Descripbon
"Access Tyre  [ACCESS ACCEPT a |
Dictionaries Radlus
Metwork Device Profie 2 Cisto )
[ o) [ o)
= D erEs :

Service Template [

g o T———

B DNG-Server-[PvS-Addness--[ 169]
Track Mowement [ Andba >A 9] e A
B EAP-Message-[ 7%
. Brovace 3
Passave laernny Tracking [ o & Egress-VLAN-Name-{54]
¥
B Egrests-viAMNID--[5£]
Ce-SEEY b AP
i, =}
Clsro-VPAIOD ¥
u Filter-1D--[11]

* Common Tasks
Framed-AppheTalk-Network--[ 2]

Framad- Appha Taik-Torw--{ 32

* Advanced Attributes Settings

Framed-Interface-[d-[56]
Framecd- [P-Addresc—{ 2]

W

i @ @8 B B E 8§ @B B E @8 9
2

]
]
]
B Framad-Compraggion--[13]
B
]

L&)
<)

Ehctanmem

1

Verify in the text box that it correctly displays attribute name Radius:Filter-ID. In the next test field,
type attribute value Raritan:G{KVM_Admin} and click anywhere on the page to set it. Confirm
Attribute Details display as shown below.

* Advanced Attributes Settings

[Radhus:Fiter-ID O = [Rarian:G KM Admin} ]

* Attributes Details

Aocess Type = ACCESS_ACCEPT
Filter-10 = Raritan: G{KvM_dmin}

Click Submit to create new Authorization profile and return to profile list summary page. Verify

Fad

profile name and mouse over icon for preview of summary.
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Authentication  Authorization  Profling  Postute  Client Provisioning | = Policy Elemants

Dktionanes  » Condiions. = Results

o
* Authentication Standard Authorization Profiles
Fee Policy Export 30 10 Agminstration = System = Backup & Restors = Policy Export Page
= Authodization
f B add  [(Duplicste = 3 Delete
Authanzation Proties = + o
[ Name Profile a  Descripth
Downioadabie ACLS
O eeackhoie_Wirsless_Access & Cco B Default o
» Fronsng [0 Cisco_tP_Phones & Cisco © Detault o
O GCisco_Websut i
» Posture 1 EabRt A Standard Authorization Profile Details =
O wsP_onboard
E ) Name Raritan Dominéon KI11_SXIT Profile
¥ Client Provisioning O MNon_cCiseo_IP_Phones

Description
Rarftan Dominion KXHI_SXN Profie

Attributes Details
Access Type ACCESS_ACCEPT

i}
O Rasitan Dominion P Profile
H RadiuszFiltar-1D Rartan:GlEVM_Admin}

Step 5: Configure/Create Authorization Policy

1. Access Policy>Authorization to see policy listing

Agrenicaton  Auhorzabon | Proling  Postwe  Cheni Provisning  » Polsy El aumenticaton
Profiling Posture
Authorization Pﬂll’.‘&l‘ Chent Provisioning Policy Elsments
Calting e Acthorzaton Polcy by tonfigonng russ bied of dentity pioups bodiod oiher Condill Drctonanes
For Policy Expor go o Acminaaton * Sysiem * Backup & Resione > Polcy Export Fage 2
Resuty

| First Matrhed Aol Apples |

2. Next, click Edit dropdown in the first row and select Insert New Rule Above.

Austheriration iy
amerp w By confiurny e B

Corwre n T 3 Ot om0 T B g B
Fen Poiey Loomet 02 B At 1

P P e b

» Excoptions (0}

Ca I Promm

Pt o O F Pren om, Coa0a_Prafea_Prones 0O voren. PA——

i
Ik
-
i
|

Carensen e 8 ek L L e, s e

New first row is added.
Status  Rule Name Conditions (entity groups and other conditions) Pormissions

s B8 - Standard Rule 1 Arey & |and [ Conditien(s) [ ren [ AuthZ Pr.. &

3. Specify appropriate Policy name and Click on add ( v ) in Permission text box. Select Standard
and from Submenu should appear with list of available profiles. Select Raritan Dominion KXIII_SXII
Profile and click Done..



Autherization Policy

For Poscy Expon go 1o

* Exceptions (0

Profie Standsed

Rastan 0

4. Click Save to create policy.

Troubleshooting Tips

1. Verify from Live Lc=< under Operations> RADIUS that correct Authorization Policy is being applied.

. o L&) . .
Click Details icon to see more information

Time Sia Deiats  Rapeal.  ldenny

2. User authorization may fail if incorrect policy is applied. Check the following:

® Moving policy higher up in the order (in case of multiple policy sets)

* More appropriate conditions in policy coupled with device type and location when adding KXIII/SXII
as a network device in Cisco ISE

Specifications

Hardware

Dimensions and Physical Specifications

Dominion Description Power & heat Dimensions Weight Operating Humidity

KX 1 dissipation (WxDxH) temp

model

DKX3-108 e 8 server ports Dual Power 17.3"x13.15"x  8.60lbs 02-45°C 0-85 % RH
e 1remote user 110V/240V, 1.73"

50-60Hz
e 1local port for

use at the rack

Raritan.
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Dominion
KX 1
model

DKX3-116

DKX3-132

DKX3-216

DKX3-232

DKX3-416

DKX3-432

DKX3-464

DKX3-808

Description

16 server ports
1 remote user

1 local port for
use at the rack

32 server ports
1 remote user

1 local port for
use at the rack

16 server ports
2 remote users

1 local port for
use at the rack

32 server ports
2 remote users

1 local port for
use at the rack

16 server ports
4 remote users

1 local port for
use at the rack

32 server ports
4 remote users

1 local port for
use at the rack

64 server ports
4 remote users

1 local port for
use at the rack

8 server ports
8 remote users

1 local port for
use at the rack

Power & heat
dissipation

1.8A 60W 52
KCAL

Dual Power
110Vv/240V,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110V/240V,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110V/240vV,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110Vv/240vV,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110V/240V,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110V/240vV,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110Vv/240V,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110V/240V,
50-60Hz

1.8A 60W 52
KCAL

Dimensions
(WxDxH)

439x334x44mm

17.3"x 13.15" x
1.73"

439x334x44mm

17.3" x 13.15" x
1.73"

439x334x44mm

17.3"x13.15" x
1.73"

439x334x44mm

17.3"x 13.15" x
1.73"

439x334x44mm

17.3"x13.15" x
1.73"

439x334x44mm

17.3"x13.15" x
1.73"

439x334x44mm

17.3"x 13.3"x
3.5"

439x338x89mm

17.3"x 13.15" x
1.73"

439x334x44mm

Weight

3.9kg

8.60lbs

3.9kg

8.60lbs

3.9kg

9.08lbs

4.12kg

9.08lbs

4.12kg

9.08lbs

4.12kg

9.08lbs

4.12kg

12.391bs

5.62kg

9.96lbs

4.52kg

Operating
temp

322-113°F

322-1139F

329-1139F

0°-450C

329-113¢F

322-1139F

322-113°F

0°-450C

322-113°F

32¢-113¢F

329-1139F

Humidity

0-85 % RH

0-85 % RH

0-85 % RH

0-85 % RH

0-85 % RH

0-85 % RH

0-85 % RH

0-85 % RH



Dominion
KX 1
model

DKX3-816

DKX3-832

DKX3-864

Description

16 server ports
8 remote users
1 local port for
use at the rack
32 server ports
8 remote users

1 local port for
use at the rack

64 server ports
8 remote users

1 local port for
use at the rack

Power & heat
dissipation

Dual Power
110V/240V,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110Vv/240V,
50-60Hz

1.8A 60W 52
KCAL

Dimensions
(WxDxH)

440mm x 334mm
x44mm; 17.3" x
13.1"x 1.7"

17.3"x13.15" x
1.73"

439x334x44mm

17.3"x 13.3"x
3.5"

439x338x89mm

Supported Target Server Video Resolutions

Weight

6kg;
13.2lbs

9.96lbs

4.52kg

12.391bs

5.62kg

Operating
temp

0-50°C

02-45°C

329-113¢F

02-45°C

329-113¢F

Humidity

0-85%RH

0-85 % RH

0-85 % RH

When using digital CIMs, you set the target's video resolution to match your monitor's native display
resolution. The native display resolution is set when configuring ports for digital CIMs (see: Configure
the CIM Target Settings (on page 184)).

Following is a complete list of supported video resolutions when accessing a target from the Remote

Console.

* 640x350@70Hz

640x350@85Hz
640x400@56Hz
640x400@84Hz
640x400@85Hz
640x480@60Hz
640x480@66.6Hz
640x480@72Hz
640x480@75Hz
640x480@85Hz
720x400@70Hz
720x400@84Hz
720x400@85Hz
800x600@56Hz
800x600@60Hz
800x600@70Hz
800x600@72Hz
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e 800x600@75Hz

e 800x600@85Hz

e 800x600@90Hz

e 800x600@100Hz
e 832x624@75.1Hz
e 1024x768@60Hz
e 1024x768@70Hz
e 1024x768@72Hz
e 1024x768@85Hz
e 1024x768@75Hz
o 1024x768@90Hz
e 1024x768@100Hz
e 1152x864@60Hz
e 1152x864@70Hz
o 1152x864@75Hz
e 1152x864@85Hz
e 1152x870@75.1Hz
e 1280x720@60Hz
e 1280x800@60Hz
e 1280x960@60Hz
e 1280x960@85Hz
e 1280x1024@60Hz
e 1280x1024@75Hz
e 1280x1024@85Hz
e 1360x768@60Hz
e 1366x768@60Hz
o 1368x768@60Hz
e 1400x1050@60Hz
e 1440x900@60Hz
* 1600x900 @60Hz
e 1600x1200@60Hz
e 1680x1050@60Hz
* 1920x1080@50Hz
e 1920x1080@60Hz
e 1920x1200@60Hz (Requires Reduced Blanking Time)

For 1920x1200@60Hz, you must use a digital CIM and set the CIM’s preferred resolution to
1920x1200@60Hz.

KX Il Supported Local Port DVI Resolutions

Following are the resolutions supported when connecting to a DVI monitor from the Local port.



e 1920x1080@60Hz
e 1280x720@60Hz
e 1024x768@60Hz (default)
e 1024x768@75Hz
e 1280x1024@60Hz
e 1280x1024@75Hz
e 1600x1200@60Hz
e 800x480@60Hz

e 1280x768@60Hz
e 1366x768@60Hz
e 1360x768@60Hz
e 1680x1050@60Hz
e 1440x900@60Hz

Target Server Video Resolution - Supported Connection Distances and
Refresh Rates
The maximum supported distance is a function of many factors including the type/quality of the Cat5

cable, server type and manufacturer, video driver and monitor, environmental conditions, and user
expectations.

The following table summarizes the maximum target server distance for various video resolutions and
refresh rates:

Target server video resolution Maximum distance
1024x768@60Hz (and below) 150' (45 m)
1280x1024@60Hz 100' (30 m)
1280x720@60Hz 75' (22 m)
1600x1200@60Hz 50' (15 m)
1920x1080@60Hz 50' (15 m)

See: Supported Target Server Video Resolutions (on page 379) for the video resolutions supported by
the KX 1.

Note: Due to the multiplicity of server manufacturers and types, OS versions, video drivers, and so on,
as well as the subjective nature of video quality, performance cannot be guaranteed across all distances
in all environments.
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Supported Computer Interface Module (CIMs) Specifications

Digital CIMs support Display Data Channels (DDC) and Enhanced Extended Display
Identification Data (E-EDID). However, they do not support HDCP (high bandwidth digital copy
protection) or embedded audio.

Note: Both plugs must be plugged in for the HDMI and DVI CIMs.

CiMm Description Dimensions Weight
model (WxDxH)
D2CIM-  Dual USB CIM for: e 35'x1.7"x e 0.15lb
DVUSB ¢ 05 virtual media 038 * 0.07kg
e Smartcard/CAC * 90x42x
19mm
e Audio
e Absolute Mouse Synchronization
D2CIM-  Dual mini USB CIM for: e 41"x1.7"x e 0.1lb
E/IVDLI’)SB_ e  0Svirtual media 038 * 0.052kg
e Smartcard/CAC ¢ 105x42x
19mm

e Audio

e Absolute Mouse Synchronization




CIM Description Dimensions Weight

model (WxDxH)
D2CIM-  USB CIM for: e 35"x1.7"x e 0.11lb
VusB e OS virtual media 0.8 e 0.052kg
e Absolute Mouse Synchronization ¢ 90x42x
19mm
D2CIM-  USB CIM for: e 41"x1.7"x e 0.11lb
xg;g' e USB-C ports on Macs and PCs 0.7 * 0.05kg
e USB keyboard, mouse, and virtual media * 105x42x
19mm
e DisplayPort video
e No Audio or Smartcard
D2CIM-  Digital CIM that provides digital-to-analog conversion and support for: ® 4.1"x1.7"x e 0.191b
g\;USB' e 0Svirtual media 0.8 e 0.85kg
e Smartcard/CAC * 105x42x
19mm
e Audio

e Absolute and Relative Mouse Synchronization
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CIM Description Dimensions Weight
model (WxDxH)

D2CIM-  Digital CIM that provides digital-to-analog conversion and support for: ¢ 4.1"x 1.7"x e 0.2Ib

a\lglli/lslB- e  0Svirtual media 0.7 e 0.09g
e Smartcard/CAC . 185;);142x

e Audio

e Absolute and Relative Mouse Synchronization

D2CIM-  Digital CIM that provides digital-to-analog conversion and support for: ¢ 4.1"x1.7"x e 0.25lb

BxIUSB_ e  0Svirtual media 08 e 0.115kg

e Smartcard/CAC * 105x42x

19mm

e Audio

e Absolute and Relative Mouse Synchronization
DCIM-  CIM for PS2 e 3"x13"x e 0.15lb
PS2 0.6" . 007kg

e 76x33x

15mm




CIM Description Dimensions Weight

model (WxDxH)
DCIM- CIM for USB and Sun USB e 3"x1.3"x e 0.11lb
USBG2 0.6" ¢ 0.05kg
e 76x33x
15mm

Supported Digital Video CIMs for Mac

Use a digital video CIM to connect to the following Mac” ports:

Mac port CiMm

USB-C D2CIM-VUSB-USBC
DVI D2CIM-DVUSB-DVI
HDMI D2CIM-DVUSB-HDMI
DisplayPort or Thunderbolt D2CIM-DVUSB-DP

If the Mac’s HDMI or DisplayPort video has a mini connector, a passive adapter cable may be required to
connect to the full sized HDMI and DisplayPort plugs on the digital ClIMs.

Alternatively, use the Mac VGA adapter with the D2CIM-VUSB or D2CIM-DVUSB. Note that this may be
less reliable and the video quality may suffer.

For information on established modes supported by the KX I112.5.0 (and later) for Mac, see: Digital CIM
Established and Standard Modes (on page 386).

Digital CIM Timing Modes

Following are the default timing modes that are used when the KX lll communicates with a video source
via a digital CIM.

The timing mode that is used is dependent on the native resolution of the video source.

e 1024x768@60Hz
e 1024x768@70Hz
e 1152x864@60Hz
e 1280x720@60Hz
e 1280x800@60HZ
e 1280x960@60Hz
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e 1280x1024@60Hz (default resolution applied to digital CIMs)
e 1360x768@60Hz

e 1400x1050@60Hz

e 1440x900@60Hz

e 1600x900@60Hz

e 1600x1200@60Hz

e 1680x1050@60Hz

* 1920x1080@50Hz

e 1920x1080@60Hz

e 1920x1200@60Hz

See: Configuring CIM Ports (on page 183) for more information.

Digital CIM Established and Standard Modes

The following additional established and standard resolutions and timing modes are supported by the
KX 1.

Digital CIM Established Modes

e 720x400@70Hz IBM, VGA

® 640x480@60Hz IBM, VGA

e 640x480@67Hz Apple Mac’ Il
e 640x480@72Hz VESA

e  640x480@75Hz VESA

e B800x600@56Hz VESA

e 800x600@60Hz VESA

e 800x600@72Hz VESA

e B800x600@75Hz VESA

e 832x624@75Hz Apple Mac Il
e 1024x768@60Hz VESA

e 1024x768@70Hz VESA

e 1024x768@75Hz VESA

e 1280x1024@75Hz VESA

e 1152x870@75Hz Apple Mac Il

Digital CIM Standard Modes

e 1152x864@75Hz VESA
e 1280x960@60Hz VESA
e 1280x1024@60Hz VESA
e 1360x768@60Hz VESA
e 1400x1050@60Hz VESA
* 1440x900@60Hz VESA



e 1600x1200 @60Hz VESA

e 1680x1050@60Hz VESA
e 1920x1080@60Hz VESA

DVI Compatibility Mode

DVI Compatibility Mode may be required if you are using an HDMI CIM to connect to a Dell Optiplex
target with an Intel video card, or a Mac® Mini with an HDMI video port.

Selecting this mode ensures a good video quality from the targets.

See: Configuring CIM Ports (on page 183) in online help.

Supported Remote Connections

Remote connection

Network

Protocols

Details

10BASE-T, 100BASE-T, and 1000BASE-T (Gigabit) Ethernet

TCP/IP, UDP, SNTP, HTTP, HTTPS, RADIUS, LDAP/LDAPS

Network Speed Settings

KX Il network speed setting

Network

switch

port Auto

setting
1000/
Full
100/
Full
100/
Half
10/
Full
10/
Half

Legend:
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Auto
Highest

Available
Speed

1000/Full

100/Half

10/Half

1000/Full

1000/Full

1000/Full

100/Half

No
Communication

100/Full

No
Communication

100/Full

No
Communication

100/Half

100/Half

No
Communication

10/Full

No
Communication

10/Half

10/Half

No
Communication

No
Communication

No
Communication

100/Half No
Communication
No 10/Full

Communication

No
Communication

No
Communication

No
Communication

No
Communication

10/Half
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H Does not function as expected

Supported

Functions; not recommended

I NOT supported by Ethernet specification; product will communicate, but collisions
will occur

Per Ethernet specification, these should be “no communication,” however, note
that the KX Ill behavior deviates from expected behavior

Note: For reliable network communication, configure the KX lll and the LAN switch to the same LAN
Interface Speed and Duplex. For example, configure the KX 1ll and LAN Switch to Autodetect
(recommended), or set both to a fixed speed/duplex such as 100MB/s/Full.

Dell Chassis Cable Lengths and Video Resolutions

In order to maintain video quality, it is recommended to use the following cable lengths and video
resolutions when you are connecting to Dell® blade chassis from the KX Il

Video resolution Cable length
1024x768@60Hz 50' (15.24 m)
1280x1024@60Hz 50' (15.24 m)
1600x1200@60Hz 30'(9.14 m)

Smart Card Minimum System Requirements

Local Port Requirements
The basic interoperability requirement for local port attachment to the KX Ill is:
e All devices (smart card reader or token) that are locally attached must be USB CCID-compliant.

Target Server Requirements

When using smart card readers, the basic requirements for interoperability at the target server are:



e The IFD (smart card reader) Handler must be a standard USB CCID device driver (comparable to the
generic Microsoft” USB CCID driver).

e Adigital CIM or D2CIM-DVUSB (Dual-VM CIM) is required and must be using firmware version 3A6E
or later.

e Blade chassis server connections, where a CIM per blade is used, are supported.

e Blade chassis server connections, where a CIM per chassis is used, is only supported for IBM®
BladeCenter® models H and E with auto-discovery enabled.

Remote Client Requirements

The basic requirements for interoperability at the remote client are:

e The IFD (smart card reader) Handler must be a PC/SC compliant device driver.

e The ICC (smart card) Resource Manager must be available and be PC/SC compliant.

e The JRE® Azul OpenJDK/JRE Java-8 with smart card APl must be available for use by the client
application.

Remote Linux Client Requirements

If you are using a Linux” client, the following requirements must be met to use smart card readers with
the KX 1l device.

Note: User login to client, on smart card insertion, may take longer when 1 or more KVM sessions are
actively in place to targets. As the login process to these targets is also under way.

e PC/SC Requirements

Operating system Required PC/SC

RHEL 5 pcsc-lite-1.4.4-0.1.el5

SuSE 11 pcsc-lite-1.4.102-1.24
Fedora® Core 10 pCSC-Ilte-141023fC10|386

e Createalava® Library Link

A soft link must be created to the libpcsclite.so after upgrading RHEL 4, RHEL 5 and FC 10. For
example, In —s /usr/lib/libpcsclite.so.1 /usr/lib/libpcsclite.so, assuming installing the package places
the libraries in /usr/lib or /user/local/lib

e PC/SC Daemon
When the pcsc daemon (resource manager in framework) is restarted, restart the browser

Supported Smart Card Readers

Type Vendor Model Verified
UsB SCM Microsystems SCR331 Verified on local and remote
UsB Actividentity” Activlidentity USB Reader v2.0 Verified on local and remote
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Type Vendor Model Verified

USB SCM Microsystems SCR331 Verified on local and remote
usB Actividentity Actividentity USB Reader v3.0 Verified on local and remote
USB Gemalto® GemPC USB-SW Verified on local and remote
USB Keyboard/Card reader combo  peg||® USB Smart Card Reader Keyboard Verified on local and remote
USB Keyboard/Card reader combo  Cherry GmbH G83-6744 SmartBoard Verified on local and remote
USB reader for SIM-sized cards Omnikey 6121 Verified on local and remote
Integrated (Dell Latitude D620) 02Micro 0z776 Remote only
PCMCIA Activldentity Activldentity PCMCIA Reader Remote only
PCMCIA SCM Microsystems SCR243 Remote only

Note: SCM Microsystems SCR331 smart card readers must be using SCM Microsystems firmware v5.25.

Unsupported Smart Card Readers

The following card readers are not supported.

If a smart card reader does not appear in the supported smart card readers table or in the unsupported
smart card readers table, it's function cannot be guaranteed.

Type Vendor Model Notes

USB Keyboard/Card HP® ED707A No interrupt endpoint => not

reader Combo compatible with Microsoft® driver

USB Keyboard/Card SCM SCR338 Proprietary card reader

reader Combo Microsystems implementation (not CCID-

compliant)

USB Token Aladdin® eToken Proprietary implementation

PRO™

Audio Playback and Capture Recommendations and Requirements

Audio Level
e Set the target audio level to a mid-range setting.
For example, on a Windows® client, set the audio to 50 or lower.

This setting must be configured through the playback or capture audio device, not from the client audio
device control.



Recommendations for Audio Connections when PC Share Mode is Enabled

If you are using the audio feature while running PC Share mode, audio playback and capture are
interrupted if an additional audio device is connected to the target.

For example, User A connects a playback device to Targetl and runs an audio playback application then
User B connects a capture device to the same target. User A's playback session is interrupted and the
audio application may need to be restarted.

The interruption occurs because the USB device needs to be re-enumerated with the new device
configuration.

It may take some time for the target to install a driver for the new device.
Audio applications may stop playback completely, go to the next track, or just continue playing.

The exact behavior is dependent on how the audio application is designed to handle a disconnect/
reconnect event.

Bandwidth Requirements

The table below details the audio playback and capture bandwidth requirements to transport audio.

Audio format Network bandwidth requirement

44.1 KHz, 16bit stereo 176 KB/s

In practice, the bandwidth used when an audio device connects to a target is higher due to the
keyboard and video data consumed when opening and using an audio application on the target.

A general recommendation is to have at least a 1.5MB connection before running audio/video.

e However, high video-content, full-color connections using high-target screen resolutions consume
much more bandwidth and impact the quality of the audio considerably.

e Set Smoothing to High. This will improve the appearance of the target video by reducing displayed
video noise

e Under Video settings, set the Noise Filter to its highest setting of 7 (highest value) so less bandwidth
is used for target screen changes

Audio in a Mac Environment

. . . ® .
Following are known issues in a Mac environment.

e On Mac clients, only one playback device is listed on the Connect Audio panel. The device listed is
the default and is displayed on the Connect Audio panel as Java Sound Audio Engine.

e Using audio on a Mac target through Skype” may cause the audio to be corrupted.

Number of Supported Audio/Virtual Media and Smartcard Connections

Following are the number of simultaneous Audio/Virtual Media and Smartcard connections that can be
made from a client to a target:
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e 2 Virtual Media devices
e 1 Virtual Media + 1 smart card reader
e 1 Virtual Media + 1 audio device (w. playback and capture interfaces)

e 1 smart card reader + 1 audio device (w. playback and capture interfaces)

Certified Modems

e USRobotics® 56K 5686E

e ZOOM® v90
e ZOOMv92

e USRobotics Sportster® 56K
e USRobotics Courier" 56K
KX 11l Supported Keyboard Languages

The KX Il provides keyboard support for the languages listed in the following table.

Note: You can use the keyboard for Chinese, Japanese, and Korean for display only; local language input
is not supported at this time for the KX Il Local Console functions. For more information about non-US
keyboards, see Informational Notes (on page 398).

Note: It is strongly recommended that you use system-config-keyboard to change languages if you are
working in a Linux environment.

Language Regions Keyboard layout

US English United States of America and most US Keyboard layout
of English-speaking countries: for
example, Canada, Australia, and New

Zealand.
US English United States of America and most US Keyboard layout
International of English-speaking countries: for

example, Netherlands
UK English United Kingdom UK layout keyboard

Chinese Traditional Hong Kong S. A. R., Republic of China Chinese Traditional
(Taiwan)

Chinese Simplified Mainland of the People’s Republic of = Chinese Simplified

China
Korean South Korea Dubeolsik Hangul
Japanese Japan JIS Keyboard
French France French (AZERTY) layout

keyboard.



Language

German

French
Norwegian
Danish
Swedish
Hungarian
Slovenian
Italian

Spanish

Portuguese

Regions

Germany and Austria

Belgium
Norway
Denmark
Sweden
Hungary
Slovenia
Italy

Spain and most Spanish speaking
countries

Portugal

Mac Mini BIOS Keystroke Commands

Keyboard layout

German keyboard
(QWERTZ layout)

Belgian
Norwegian
Danish
Swedish
Hungarian
Slovenian
Italian

Spanish

Portuguese

The following BIOS commands have been tested on Intel-based Mac” Mini target servers and Mac Lion®

servers running Mac Snow Leopard®. The servers were attached to a KX Il with D2CIM-DVUSB and
D2CIM-VUSB CIMs. See below for the supported keys and any notes.

Keystroke

Press C during startup

Press D during startup

Press Option- Command-P-R

Description

Start up from a bootable CD or DVD,

such as the Mac OS X Install disc

Start up in Apple Hardware Test (AHT)

Reset NVRAM

until you hear startup sound

a second time.

Press Option during startup

Press Eject, F12, or hold the

mouse button
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Start up in Startup Manager, where you

can select a Mac OS X volume to start

from

optical disc

Ejects any removable media, such as an

Virtual Dual Virtual Mac Lion Server
Media CIM Media CIM HDMI CIM
Yes Yes Yes
Yes Yes Yes
May need May need May need BIOS
BIOS Mac BIOS Mac Mac profile for the
profile for the profile for mouse to work
mouse to mouse to
work work

Yes Yes
Yes Yes Yes
Yes Yes
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Keystroke Description

Press N during startup Start up from a compatible network
server (NetBoot)

Press T during startup Start up in Target Disk mode

Press Shift during startup Start up in Safe Boot mode and
temporarily disable login items

Press Command-V during Start up in Verbose mode.admin
startup

Press Command-S during Start up in Single-User mode

startup

Press Option-N during Start from a NetBoot server using the
startup default boot image

Press Command-R during Start from Lion Recoveryl

startup

Virtual
Media CIM

Yes

Yes

Yes

Yes

Yes

N/A

Using a Windows Keyboard to Access Mac Targets

Dual Virtual
Media CIM

Yes

Yes

Yes

Yes

Yes

N/A

Mac Lion Server
HDMI CIM

Yes

Yes

Known issue with
LION to boot to
safe mode. "Safe
Mode" in red does
not appear for
Lion

Yes

Yes

Yes

Yes

A Windows® keyboard can be used to access a Mac® connected to a KX Ill. Windows keys are then used
to emulate the special Mac keys. This is the same as connecting a Windows keyboard directly to the

Mac.
TCP and UDP Ports Used

Listening TCP Ports:

* 80: http access (configurable)

* 443: https access (configurable)

* 5000: CC-SG and KXUS access (configurable)
* 22: SSH access (if enabled, configurable)

* 68: DHCP access (if DHCP is enabled)
Listening UDP Ports:

* 162: SNMP access (if SNMP Agent is enabled)

* 5001: CC_SG event notification (if under CC-SG management)



» TCP Ports Outgoing:
* 389: LDAP authentication (if LDAP is enabled, configurable)
* 636: LDAPS/StartTLS (if LDAPS/StartTLS is enabled, configurable)
* 25: SMTP (email) (if enabled)

* 445: SMB (Windows File System) access (Remote ISO image access).

» UDP Ports Outgoing:
* 514: Syslog (if enabled, configurable)
* 5001: CC_SG event notification (if under CC-SG management, configurable)
* 1812: RADIUS authentication (if enabled, configurable)

* 1813: RADIUS authentication (if enabled, configurable)

Software

Supported Operating Systems, Browsers and Java Versions

» Java:
Azul's open JDK/JRE version 8 and above is supported at the time of this release.

Future Java versions should work correctly assuming no incompatible changes are made by the Java
developers. For any issues, please contact Technical Support.

e For best results, we recommend that Java Plug-in Caching is not enabled.

e For greater security and fewer Java and browser warning messages, Raritan recommends customers
upload a SSL certificate to each KX Il switch.

e Customers need to affirmatively click through all security warnings for the Raritan Java applets to
load. See www.raritan.com/java for more information.

Note: See Java Requirements for Azul's open JDK/JRE support.

» Browsers:
Supported browsers, see the Release Notes for latest supported versions:

e Microsoft Edge

e Firefox
e Chrome
e Safari
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For more details on compatible browsers for your OS, see the table below.

The Active KVM Client (AKC), the native Windows Client, requires Microsoft Edge, WebView2 and
Microsoft .NET Framework versions 4.5 & above, and is supported on Windows desktops.

Note: These support statements do not apply to the KX Il when used with CC-SG. Check the CC-SG
Release Notes and Compatibility Matrix.

Operating Systems Browsers Java

Windows 11 Windows Edge Azul's OpenJDK/JRE
Chrome Java 8 or later for VKCs
Firefox Java 8 or later for VKCs

openSUSE® 15 Firefox

Fedora® 42 and 43 Firefox

Red Hat 7.5 Firefox

Mac 15.7.2, 26.0 and 26.1 Safari
Chrome
Firefox

JRE Requirements and Browser Considerations for Mac

Java Runtime Environment Requirements for Mac

Install Azul's OpenJDK/JRE Java on PCs and Macs” when using the Virtual KVM Client (VKC) to access
target devices via KX III.

This ensures in order to provide high performance, KVM-over-IP video processing when remotely
accessing target devices/PCs/Macs.

The latest version of JRE for Mac can be downloaded from the Azul's OpenJDK/JRE support website.
Browser Considerations for Mac

Java may be disabled by default in certain browsers. Enable Java and accept all security warnings in
order to use KX III.

Certain versions of Safari® block Java for security reasons. Use Firefox" instead in this case.

Additionally, you may be required to navigate through a number of messages. Select 'Do Not Block' if
these messages are displayed.



Multi-Language Keyboard JRE Requirement

In order for multi-language keyboards to work in the KX Il and Virtual KVM Client (VKC), install the
multi-language version of JRE™.

Events Captured in the Audit Log and Syslog

Following is a list and description of the events that are captured by the KX Il audit log and syslog:

e Access Login - A user has logged in to the KX IlI

e Access Logout - A user has logged out of the KX Il

e Active USB Profile - The USB profile is active

e CIM Connected - A CIM was connected

e CIM Disconnected - A CIM was disconnected

e Connection Lost - The connection to the target was lost

e Disconnected User - A user was disconnected from a port
e Duplicate CIM Serial - A CIM has same serial number with other CIM.
e End CC Control - CC-SG management ended

e Login Failed - User login failed

e Password Changed - Password change occurred

e Port Connect - Port was connected

e Port Disconnect - Port was disconnected

e Port Status Change - Change in the port status

e Scan Started - A target scan was started

e Scan Stopped - A target scan was stopped

e Session Timeout - A session timeout occurred

e USB Profile Set Modify Failed - Failed to change USB Profile Set.
e USB Profile Set Modified - USB Profile Set was modified.
e USB Net Present - A broadband modem is plugged in.

e USB Net Absent - A broadband modem is unplugged.

e VM Image Connected - A VM image was connected

e VM Image Disconnected - A VM image was disconnected

e 802.1X Authentication Failed, CA Certificate uploaded for 802.1X authentication, Client Certificate
uploaded for 802.1X authentication, Client Key uploaded for 802.1X authentication
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BSMI Certification

WL KWMover P BTG  HE (EA) 0OGRA (AHURELAR)
Equipment name Type demgnation (Type)
RS R ALCEFR
Restricted substances and its chemical symbaols
' £Lead AMercury | #4Cadmium | Hexavalent |Polybromunated| Polybrominated
Ph) {Hz) (Cd) chromiim biphenyls diphenyl ethers
(Cr*5) (PEE) (PBDE}
T - O O O O O
CHRERE - Q O O O ®
P o) 0 o G O o
AL "HELwmE A TR iR RERAHRLEs s TRETE SRS LS
i -
Note 1 “Exceeding 0.1 vt %" and “exceeding 0.01 vt %" sndicate that the percentage content of the restnicted substance excoeds the
nt“&:eu.b: pmepngu'llm of presenice condition.
A2 "0 RERAMAHR T s FABET s A B -
Note 2 1 "0 indicates that the percentage content of the restricted substance does not excesd the percentage of reference value of presence.
A3 "7 R ERAMRES R ANERE -
Mote 3 The “=" indicates that the restncted substance comespondsto the exemption.

ERIEER
DKX3-108 DKX3-116 DKX3-132
DKX3-216 DKX3-232 DKX3-416
DKX3-432 DKX3-464 DKX3-808
DKX3-832 DKX3-864

Informational Notes

Overview

This section includes important notes on KX lll usage. Future updates will be documented and available

online through the Help link in the KX Il Remote Console interface.

Note: Some topics in this section reference other multiple Raritan appliances because various

appliances are impacted by the information.

Java Runtime Environment (JRE) Notes

Java Not Loading Properly on Mac

If you are using a Mac® and see the following message when connecting to a device from the KX 1l Port

Access Table, Java" is not loaded properly:



"Error while getting the list of open targets, please try again in a few seconds".

If this occurs, check your Java installation from this website: https://www.azul.com/downloads/?
package=jdk#zulu

If your Java applet is inactive, it can be enabled from this page. If it is not installed correctly, a message
lets you know and you can then reinstall Java.

AKC Download Server Certification Validation IPv6 Support Notes

If you are connecting to a KX Ill standalone device and support for AKC download server certificate
validation is enabled, the valid IPv6 format to generate the certificate is either:

e CN =[fd07:02fa:6¢cff:2500:020d:5dff:fe00:01c0] when thereis aleading 0
or

e CN =[fd07:02fa:6¢cff:2500:020d:5df£:0000:01c0] when there is no zero
compression

Dual Stack Login Performance Issues

If you are using the KX Il in a dual stack configuration, it is important you configured the domain system
(DNS) correctly in the KX Ill in order to avoid delays when logging in.

See: Tips for Adding a Web Browser Interface (on page 205) for information on configuring your DNS in
KX 1.

CIM Notes

Windows 3-Button Mouse on Linux Targets

When using a 3-button mouse on a Windows" client connecting to a Linux" target, the left mouse
button may get mapped to the center button of the Windows client 3-button mouse.

Target Video Picture Not Centered (Mouse Out of Synch)
At certain resolutions when using an HDMI or DVI CIM with the KX 111

e The video display may not be centered properly - black rectangles can be seen at the edges of the
screen

e The mouse on the target may appear to be slightly out of synch

If either or both of these occur, you may be able to correct this by adjusting the display scaling options
from the target computer’s video controller software.

For example, if your target computer uses the Catalyst Control Center video controller, adjust the
Underscan/Overscan setting as needed.
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Powerstrip is not detected

When the PowerCIM-PDU is disconnected physically from the KX3, the PDU is still listed in the
PowerStrip Device drop-down list with a "Powerstrip is not detected, please check!" message that does
not disappear.

To solve:

In the port configuration page for the port, click Reset To Default.

Virtual Media Notes

Cannot Connect to Drives from Linux Clients

If you cannot connect to a virtual media drive on a target server when you connect from a client
running Linux® Fedora™ 18 with Azul OpenJDK/JRE Java-8, disable SELinux in Fedora 18 on the client to

resolve the problem.
Virtual Media via VKC and AKC in a Windows Environment
Following is a list of virtual media types users can access via VKC and AKC when running in a Windows
environment.
Client Administrator and Standard User

AKC and Access to:

VKC e Removable drives

e CD/DVD drives
e |SOimages

e Remote ISO images

Virtual Media Not Refreshed After Files Added

After a virtual media drive has been mounted, if you add a file(s) to that drive, those files may not be
immediately visible on the target server. Disconnect and then reconnect the virtual media connection.

Virtual Media Linux Drive Listed Twice

For KX IlI, users who are logged in to Linux" clients as root users, the drives are listed twice in the Local
Drive drop-down.

For example, you will see eg /dev/sdc and eg /dev/sdcl where the first drive is the boot sector and the
second drive is the first partition on the disk.

Disconnecting Mac and Linux Virtual Media USB Drives

. ® ® .
In a Linux or Mac environment:



e For Linux users, if there is /dev/sdb and /dev/sdb1, the client only uses /dev/sdb1 and advertise it as
removable disk

e /dev/sdb is not available for the user.
e For Linux users, if there is /dev/sdb but no /dev/sdb1, /dev/sdb is used as a removable device
e For Mac users, /dev/diskl and /dev/disk1s1 is used

Target BIOS Boot Time with Virtual Media

The BIOS for certain targets may take longer to boot if media is mounted virtually at the target.
» To shorten the boot time:

1. Close the Virtual KVM Client to completely release the virtual media drives.
2. Restart the target.

Virtual Media Connection Failures Using High Speed for Virtual Media
Connections

Under certain circumstances it may be necessary to select the "Use Full Speed for Virtual Media CIM"
when a target has problems with "High Speed USB" connections or when the target is experiencing USB
protocol errors caused by signal degradation due to additional connectors and cables (for example, a
connection to a blade server via a dongle).

USB Port and Profile Notes
VM-CIMs and DL360 USB Ports

HP® DL360 servers have one USB port on the back of the device and another on the front of the device.

With the DL360, both ports cannot be used at the same time. Therefore, a dual VM-CIM cannot be used
on DL360 servers.

However, as a workaround, a USB2 hub can be attached to the USB port on the back of the device and a
dual VM-CIM can be attached to the hub.
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Help Choosing USB Profiles

When you are connected to a KVM target server via the Virtual KVM Client (VKC), you can view
information about USB profiles via the Help on USB Profiles command on the USB Profile menu.

v HF Proliant DL3BO/DL3E0 G4 (HP SmartStart C0Y

Generic

Troubleshooting 1
Troubleshooting 2
Troubleshooting 3

Add Other Profiles b

Help an LISE Profil

USB profile help appears in the USB Profile Help window. For detailed information about specific USB
profiles, see Available USB Profiles.

A standard selection of USB configuration profiles are provided for a wide range of operating system
and BIOS level server implementations. These are intended to provide an optimal match between
remote USB device and target server configurations.

The ‘Generic’ profile meets the needs of most commonly deployed target server configurations.

Additional profiles are made available to meet the specific needs of other commonly deployed server
configurations (for example, Linux®, Mac OS X°).

There are also a number of profiles (designated by platform name and BIOS revision) that have been
tailored to enhance the virtual media function compatibility with the target server, for example, when
operating at the BIOS level.

‘Other Profiles’ provides access to other profiles available on the system. Profiles selected from this list
will be added to the USB Profile Menu. This includes a set of ‘trouble-shooting’ profiles intended to help
identify configuration limitations.

The USB Profile Menu selections are configurable via accessing the target settings in the KVM Port
Access and Configuration page



Should none of the standard USB profiles provided meet your target server requirements, Technical
Support can work with you to arrive at a solution tailored for that target.

1. Check the most recent release notes to see if a solution is already available for your configuration.
2. If not, please provide the following information when contacting Technical Support:
a. Target server information, manufacturer, model, BIOS, manufacturer, and version.

b. The intended use (e.g. redirecting an image to reload a server’s operating system from CD).

Changing a USB Profile when Using a Smart Card Reader

There may be certain circumstances under which you will need to change the USB profile for a target
server. For example, you may need to change the connection speed to "Use Full Speed for Virtual Media
CIM" when the target has problems with the "High Speed USB" connection speed.

When a profile is changed, you may receive a New Hardware Detected message and be required to log
in to the target with administrative privileges to reinstall the USB driver. This is only likely to occur the

first few times the target sees the new settings for the USB device. Afterward, the target will select the
driver correctly.

Video Mode and Resolution Notes

Video Image Appears Dark when Using a Mac

If you are using a Mac® with an HDMI video port and the video seems too dark, enable DVI
Compatibility Mode on the CIM to help resolve the issue.

See: Configuring CIM Ports (on page 183)

Video Shrinks after Adjusting Target Clock

On HP® Proliant” DL380p G8 target servers, certain resolutions cause the target video to shrink. This is
caused when the server's clock attempts to auto-adjust and detects the wrong active line length.

Depending on the resolution the target is set to, this occurs when connecting to the HP target from the
KX Il Remote Console or Local Port, or both the Remote Console and Local Port. This issue was detected
at the following resolutions:

Target resolution Issue seen on Local Issue seen from Remote
Port Console

1440x900@60Hz  Yes Yes

1400x1050@60Hz No Yes

1152x864@60Hz No Yes
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Black Stripe/Bar(s) Displayed on the Local Port
Certain servers and video resolutions may display on the local port with small black bars at the edge of
the screen.

If this occurs:

Try a different resolution, or

If using a digital CIM, then change the Display Native Resolution on the Port Configuration page to
another resolution, or

3. If using the HDMI CIM, use the DVI Compatibility Mode.

Contact Raritan Technical Support for additional assistance.

Sun Composite Synch Video

Sun™ composite synch video is not supported.

SUSE/VESA Video Modes

The SuSE X.org configuration tool SaX2 generates video modes using modeline entries in the X.org
configuration file. These video modes do not correspond exactly with VESA video mode timing (even
when a VESA monitor is selected). The KX Ill, on the other hand, relies on exact VESA mode timing for
proper synchronization. This disparity can result in black borders, missing sections of the picture, and
noise.

» To configure the SUSE video display:

1. The generated configuration file /etc/X11/xorg.conf includes a Monitor section with an option
named UseModes. For example,
UseModes "Modes[0]"

2. Either comment out this line (using #) or delete it completely.
3. Restart the X server.

With this change, the internal video mode timing from the X server is used and corresponds exactly
with the VESA video mode timing, resulting in the proper video display on the KX III.

Keyboard Notes
French Keyboard

Caret Symbol (Linux Clients Only)

The Virtual KVM Client (VKC) do not process the key combination of Alt Gr + 9 as the caret symbol (*)
when using French keyboards with Linux® clients.

» To obtain the caret symbol:

From a French keyboard, press the » key (to the right of the P key), then immediately press the space
bar.



Alternatively, create a macro consisting of the following commands:

Press Right Alt
Press 9.

Release 9.
Release Right Alt.

W nN e

Note: These procedures do not apply to the circumflex accent (above vowels). In all cases, the » key (to
the right of the P key) works on French keyboards to create the circumflex accent when used in
combination with another character.

Numeric Keypad
From the Virtual KVM Client (VKC), the numeric keypad symbols display as follows when using a French
keyboard:

Numeric keypad Displays as
symbol

/ ;

Tilde Symbol
From the Virtual KVM Client (VKC), the key combination of Alt Gr + 2 does not produce the tilde (~)

symbol when using a French keyboard.

» To obtain the tilde symbol:
Create a macro consisting of the following commands:

e Press right Alt
® Press?2
e Release 2

e Release right Alt

Keyboard Language Preference (Fedora Linux Clients)

Because the JAVA™ JRE™ on Linux” has problems generating the correct KeyEvents for foreign-language
keyboards configured using System Preferences, it is recommended that you configure foreign
keyboards using the methods described in the following table.

Language Configuration method

US Intl Default

UK System Settings (Control Center)
French Keyboard Indicator
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Language Configuration method

US Intl Default

German Keyboard Indicator

Hungarian System Settings (Control Center)
Spanish System Settings (Control Center)
Swiss-German System Settings (Control Center)
Norwegian Keyboard Indicator

Swedish Keyboard Indicator

Danish Keyboard Indicator

Japanese System Settings (Control Center)
Korean System Settings (Control Center)
Slovenian System Settings (Control Center)
Italian System Settings (Control Center)
Portuguese System Settings (Control Center)

Note: The Keyboard Indicator should be used on Linux systems using Gnome as a desktop environment.

There are several methods that can be used to set the keyboard language preference on Fedora® Linux
clients. The following method must be used in order for the keys to be mapped correctly from the
Virtual KVM Client (VKC).

To set the keyboard language using System Settings:

1. From the toolbar, choose System > Preferences > Keyboard.
2. Open the Layouts tab.

3. Add or select the appropriate language.

4. Click Close.

To set the keyboard language using the Keyboard Indicator:

1. Right-click the Task Bar and choose Add to Panel.

2. Inthe Add to Panel dialog, right-click the Keyboard Indicator and from the menu choose Open
Keyboard Preferences.

3. Inthe Keyboard Preferences dialog, click the Layouts tab.

4. Add and remove languages as necessary.



Macros Not Saving on Linux Targets

If you receive the following error message when you create and then save a macro on a target server

running Linux® Fedora™ 18 with Java™ 1.7.0 (update 45 and later), disable SELinux in Fedora 18 on the
target server to resolve the problem.

"An error occurred attempting to write the new keyboard macros. Macro
was not added"

Mac Keyboard Keys Not Supported for Remote Access

When a Mac” is used as the client, the following keys on the Mac® keyboard are not captured by the
Java™ Runtime Environment (JRE™):

e F9
e F10
e Fl1
e Fl14
e F15

e Volume Up

e Volume Down
e Mute

e Eject

As a result, the Virtual KVM Client (VKC) are unable to process these keys from a Mac client's keyboard.

Mouse Notes

Mouse Pointer Synchronization (Fedora)

When connected in dual mouse mode to a target device running Fedora® 7, if the target and local
mouse pointers lose synchronization, changing the mouse mode from or to Intelligent or Standard may
improve synchronization.

Single mouse mode may also provide for better control.
» To resynchronize the mouse cursors:

e Use the Synchronize Mouse option from the Virtual KVM Client (VKC).

Single Mouse Mode when Connecting to a Target Under CC-SG Control

When using Firefox” to connect to a KX IIl target under CC-SG control using DCIM-PS2 or DCIM-USBG2, if
you change to Single Mouse Mode in the Virtual KVM Client (VKC), the VKC window will no longer be
the focus window and the mouse will not respond.

If this occurs, left click on the mouse or press Alt+Tab to return the focus to the VKC window.
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Mouse Sync Issues in Mac OS

In Mac OS, if mouse sync is an issue at some resolutions, use USB profile "General" and Absolute mouse
mode.

Audio

Audio Playback and Capture Issues

Features that May Interrupt an Audio Connection

If you use any of the following features while connected to an audio device, your audio connection may
be interrupted. These features are not recommended if you are connected to an audio device:

e Video Auto-Sense
e Extensive use of the local port

e Adding users

Issues when Using a Capture Device and Playback Device Simultaneously on a Target

On some targets, the simultaneous connection of capture devices and playback devices may not work
due to the USB hub controller and how it manages the USB ports. Consider selecting an audio format
that requires less bandwidth.

If this does not resolve the issue, connect the D2CIM-DVUSB CIM's keyboard and mouse connector to a
different port on the target. If this does not solve the problem, connect the device to a USB hub and
connect the hub to the target.

Audio in a Linux Environment

. . . . . o ® .
The following are known issues when using the audio feature in a Linux environment.

e Linux® users, use the default audio device for playback. Sound may not come through if a non-
default sound card is selected.

e SuSE 11 clients require Javas_1_6_0-sun-alsa (ALSA support for java-1_6_0-sun) to be installed via
YaST.

e For Logitech” headsets with a built in a mic, only the Mono Capture option is available.

* In order to display the device, if you are running SUSE 11 and an ALSA driver, log out of KX Ill, then
log back in.

e Note: If you connect and disconnect the audio device a number of times, the device may be listed
several times vs. just once as it should.

Audio in a Windows Environment

On Windows® 64-bit clients, only one playback device is listed on the Connect Audio panel when
accessing the device through the Virtual KVM Client (VKC).

The audio device is the default device, and is listed on the Connect Audio panel as Java Sound Audio
Engine.



Smart Card Notes

Smart Card Connections to Fedora Servers

If you are using a smart card to connect to a Linux” Fedora® server via Virtual KVM Client (VKC) upgrade
the pcsc-lite library to 1.4.102-3 or above.

CC-SG Notes

Virtual KVM Client Version Not Known from CC-SG Proxy Mode

When the Virtual KVM Client (VKC) is launched from CommandCenter Secure Gateway (CC-SG) in proxy
mode, the VKC version is unknown.

In the About Raritan Virtual KVM Client dialog, the version is displayed as “Version Unknown”.

Moving Between Ports on a Device

If you move between ports on the same Raritan device and resume management within one minute,
CC-SG may display an error message.

If you resume management, the display will be updated.

Browser Notes

Resolving Issues with Firefox Freezing when Using Fedora

. . ® . ® . P .
If you are accessing Firefox and are using a Fedora  server, Firefox may freeze when it is opening.

To resolve this issue, install the libnpjp2.so Java™ plug-in on the server.

Frequently Asked Questions

General FAQs

Question Answer

What is Dominion KX Il is a third-generation digital KVM (keyboard, video, mouse) switch
Dominion KX that enables one, two, four or eight IT administrators to access and control 8, 16, 32
" or 64 servers over the network with BIOS-level functionality. Dominion KX Ill is

completely hardware- and OS-independent; users can troubleshoot and reconfigure
servers even when servers are down.

At the rack, Dominion KX Ill provides the same functionality, convenience, and space
and cost savings as traditional analog KVM switches. However, Dominion KX Il also
integrates the industry’s highest performing KVM-over-IP technology, allowing
multiple administrators to access server KVM consoles from any networked

workstation as well as from the iPhone® and iPad”.
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Question

How is KX Il
different from
KX 11?

How does
Dominion KX
Il differ from
remote control
software?

Can the
Dominion KX
Il be rack
mounted?

How large is
the Dominion
KX 11I?

Answer

The KX Ill is the next generation version of the KX Il. Featuring a modern hardware
design with increased computing power and storage, the KX Il provides KVM-over-IP
access for IT administration, as well as high performance IP access for broadcast
applications. KX Il includes virtually all KX Il features with the following
advancements:

The KX IlI's new video processing engine supports a broad range of
applications from traditional computer applications to the most dynamic
broadcast applications requiring 30 frames-per-second 1920x1080 video, 24
bit color, digital audio, dual monitors and DVI, HDMI, DisplayPort and VGA
video.

With the industry’s first DVI-based local port, the KX lll's common user
interface provides new levels of productivity and performance for at-the-
rack administration and server access.

All KX Il models feature a tiering port to connect multiple Dominion KX IlI
switches together and access the attached servers. Up to 1024 servers can
be accessed via a consolidated port list.

KX 1l supports all Dominion and Paragon Il CIMs supported by KX II.

When using Dominion KX Ill remotely, the interface, at first glance, may seem similar
to remote control software such as pcAnywhere™, Windows® Terminal Services/
Remote Desktop, VNC, etc. However, because Dominion KX IIl is not a software but a
hardware solution, it’s much more powerful:

Hardware- and OS-independent — Dominion KX Il can be used to manage servers
running many popular OSs, including Intel®, Sun®, PowerPC running Windows,
Linux®, Solaris™, etc.

State-independent/Agentless — Dominion KX IIKX Il does not require the managed

server OS to be up and running, nor does it require any special software to be
installed on the managed server.

Out-of-band — Even if the managed server’s own network connection is unavailable,
it can still be managed through Dominion KX III.

BIOS-level access — Even if the server is hung at boot up, requires booting to safe
mode, or requires system BIOS parameters to be altered, Dominion KX III still works
flawlessly to enable these configurations to be made.

Yes. The Dominion KX Il ships standard with 19" rack mount brackets. It can also be
reverse rack mounted so the server ports face forward.

Dominion KX Il is only 1U high (except the KX3-864 and KX3-464, which are 2U), fits
in a standard 19" rack mount and is only 11.4" (29 cm) deep. The Dominion KX3-832
and KX3-864 are 13.8" (36 cm) deep.



Remote Access

Question

How many users

can remotely

access servers on
each Dominion KX

e

Can | remotely
access servers
from my iPhone or

iPad?

Can two people
look at the same
server at the same

time?

Can two people
access the same

server, one

remotely and one
from the local

port?

In order to access
Dominion KX 111
from a client, what

hardware,
software or
network

configuration is

required?
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Answer

Dominion KX Ill models offer remote connections for up to eight users per user
channel to simultaneously access and control a unique target server. For one-
channel appliances like the DKX3-116, up to eight remote users can access and
control a single target server. For two-channel appliances, like the DKX3-216, up
to eight users can access and control the server on channel one and up to another
eight users on channel two. For four-channel appliances, up to eight users per
channel, for a total of 32 (8 x 4) users, can access and control four servers.
Likewise, for the eight-channel appliances, up to eight users can access a single
server, up to an overall maximum of 32 users across the eight channels.

Yes. Users can access servers connected to the KX 11l using their iPhone or iPad.

Mobile access is provided through Mobile Access Client, which requires the use of
CommandCenter Secure Gateway (CC-SG).

Yes. Actually, up to eight people can access and control any single server at the
same time.

Yes. The local port is completely independent of the remote "ports." The local
port can access the same server using the PC-Share feature.

Because Dominion KX Il is completely Web-accessible, it doesn’t require
customers to install proprietary software on clients used for access.

Dominion KX Ill can be accessed through major Web browsers, including: Edge®
and Firefox”. Dominion KX Il can be accessed on Windows®, Linux® and Mac®
desktops, via Raritan’s Windows Client, and the Java™-based Virtual KVM Client"".

Dominion KX Ill administrators can also perform remote management (set
passwords and security, rename servers, change IP address, etc.) using a
convenient browser-based interface.
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Question Answer

What is the file The Virtual KVM Client (VKC) applet used to access Dominion KX Ill is
size of the applet  approximately 500KB in size. The following chart describes the time required to
that’s used to retrieve Dominion KX Ill’s applet at different network speeds:
access Dominion
KX I1I? How long 100Mbps Theoretical 100Mbit network .05 seconds
does it take to speed
retrieve?

60Mbps  Likely practical 100Mbit .08 seconds

network speed

10Mbps  Theoretical 10Mbit network .4 seconds
speed

6Mbps Likely practical 10Mbit network .8 seconds
speed



Question

Do you have a
Windows KVM
Client?

Do you have a
non-Windows
KVM Client?

Do your KVM
Clients have multi-
language support?

Do your KVM
Clients support
dual LCD
monitors?

Do you support
servers with dual
video cards?

How do | access
servers connected
to Dominion KX Il
if the network ever
becomes
unavailable?

Answer

Yes. We have a native .NET Windows Client called the Raritan Active KVM Client
(AKC). See Active KVM Client (AKC) (on page 61)

Yes. The Virtual KVM Client (VKC) allows non-Windows users to connect to target
servers in the data center. See Virtual KVM Client (VKC and VKCs) Help (on page
27)

Yes. The Dominion KX III’s remote HTML User Interface and the KVM Clients
support the Japanese, Simplified Chinese and Traditional Chinese languages. This
is available stand-alone as well as through CC-SG.

Yes. For customers wishing to enhance their productivity by using multiple LCD
monitors on their desktops, the Dominion KX Il can launch KVM sessions to
multiple monitors, either in full screen or standard modes.

Yes, dual video cards are supported with an extended desktop configuration
available to the remote user.

You can access servers at the rack or via modem.

Dominion KX Il offers a dedicated modem port for attaching an external modem.

Universal Virtual Media

Question

Answer

Which Dominion KX Il All Dominion KX Ill models support virtual media. It is available stand-alone
models support virtual  and through CommandCenter® Secure Gateway, Raritan’s centralized

media?

management appliance.

Which types of virtual  Dominion KX Il supports the following types of media: internal and USB-

media does the
Dominion KX 111
support?
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connected CD/DVD drives, USB mass storage devices, PC hard drives and I1SO
images.
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Question Answer

What is required for A Dominion KX lll virtual media CIM is required. There are two VGA-based
virtual media? CIMs: a D2CIM-VUSB or D2CIM-DVUSB.

The D2CIM-VUSB has a single USB connector and is for customers who will
use virtual media at the OS level.

The D2CIM-DVUSB has dual USB connectors and should be purchased by
customers who wish to utilize virtual media at the BIOS level. The D2CIM-
DVUSB is also required for smart card authentication, tiering/cascading and
digital audio.

Both support virtual media sessions to target servers supporting the USB 2.0
interface. Available in economical 32 and 64 quantity CIM packages, these
CIMs support Absolute Mouse Synchronization™ as well as remote firmware
updates.

Our CIMs have traditionally supported analog VGA video. Three new dual
virtual media CIMs support digital video formats, including DVI, HDMI and
DisplayPort. These are the D2CIM-DVUSB-DVI, D2CIM-DVUSB-HDMI and
D2CIM-DVUSB-DP.

Is virtual media Yes. Virtual media sessions are secured using 256-bit AES or 128-bit AES
secure? encryption.

Does virtual media Yes. Audio playback and recording to a server connected to the Dominion KX
really support audio? Il is supported. You can listen to sounds and audio playing on a remote server

in the data center using the speakers connected to your desktop PC or laptop.
You can also record on the remote server using a microphone connected to
your PC or laptop. A digital CIM or D2CIM-DVUSB dual virtual media CIM is
required.

What is a USB profile?  Certain servers require a specifically configured USB interface for USB-based
services such as virtual media. The USB profile tailors the KX IlI’'s USB interface
to the server to accommodate these server-specific characteristics.

Why would | use a USB  USB profiles are most often required at the BIOS level where there may not

profile? be full support for the USB specification when accessing virtual media drives.
However, profiles are sometimes used at the OS level, for example, for mouse
synchronization for Mac and Linux servers.

How is a USB profile Individual ports or groups of ports can be configured by the administrator to

used? use a specific USB profile in the KX IlI’s port configuration page. A USB profile
can also be selected in the KX Il Client when required. See the user guide for
more information.

Do | always need to set No. In many cases, the default USB profile is sufficient when using virtual

a USB profile when | media at the OS level or operating at the BIOS level without accessing virtual
use virtual media? media.

What profiles are Consult the user guide for the available profiles and for more information.
available? Where can |

find more

information?



Bandwidth and KVM-over-IP Performance

Question

How is bandwidth
used in KVM-over-IP
systems?

How does bandwidth
affect KVM-over-IP
performance?

What factors affect
bandwidth?

How much
bandwidth does KX
Il use for common
tasks?
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Answer

Dominion KX IIl offers totally new video processing that provides flexible, high
performance video, efficient use of bandwidth and anytime/anywhere access
via LAN, WAN or Internet.

The Dominion KX Ill digitizes, compresses and encrypts the keyboard, video
and mouse signals from the target server and transmits IP packets over the IP
network to the remote client to create the remote session to the user. The KX
Il provides an at-the-rack experience based on its industry-leading video
processing algorithms.

Screen changes, i.e., video accounts for the majority of the bandwidth used —
and keyboard and mouse activity are significantly less.

It is important to note that bandwidth is only used when the user is active.
The amount of bandwidth used is based on the amount of change to the
server’s video display screen.

If there are no changes to the video — the user is not interacting with the
server —there is generally little to no bandwidth used. If the user moves the
mouse or types a character, then there is a small amount of bandwidth used. If
the display is running a complex screen saver or playing a video, then there
can be a larger amount of bandwidth used.

In general, there is a trade-off between bandwidth and performance. The
more bandwidth available, the better performance can be. In limited
bandwidth environments, performance can degrade. The Dominion KX Il has
been optimized to provide strong performance in a wide variety of
environments.

There are many factors that determine how much bandwidth will be used. The
primary factor, noted above, is the amount of change in the target server’s
video display. This is dependent on the user’s task and actions.

Other factors include the server’s video resolution, networking speed and
characteristics, the KVM Client Connection Properties, client PC resources and
video card noise.

Bandwidth primarily depends on the user’s task and actions. The more the
server’s video screen changes, the more bandwidth is utilized.
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Question

How do | optimize
performance and
bandwidth?

I want to connect
over the Internet.
What type of
performance should |
expect?

| have a high
bandwidth
environment. How
can | optimize
performance?

What is the
maximum remote
(over IP) video
resolution
supported?

How much
bandwidth is used
for audio?

What about servers
with DVI ports?

Answer

KX 11l provides a variety of settings in our remote clients for the user to
optimize bandwidth and performance. The default settings will provide an at-
the-rack level of performance in standard LAN/WAN environments with
economical use of bandwidth.

Optimize For. Use this setting to configure the video engine for standard IT/
computer applications or for video/broadcast applications.

Compression. Move the slider to the left for the highest possible video quality
and to the right for the least amount of bandwidth.

Noise Filter. In most cases, the default setting will work best, however you can
move to the left for more responsive video and to the right for lower
bandwidth.

Other tips to decrease bandwidth include:

e Use a solid desktop background instead of a complex image

e Disable screensavers

e Use a lower video resolution on the target server

e Uncheck the "Show window contents while dragging" option in Windows

e Use simple images, themes and desktops (e.g., Windows Classic)

It depends on the bandwidth and latency of the Internet connection between
your remote client and the KX Ill. With a cable modem or high speed DSL
connection, your performance can be very similar to a LAN/WAN connection.
For lower speed links, use the suggestions above to improve performance.

The default settings will work well. You can move the Connection Properties
settings to the left for increased video performance.

The Dominion KX Ill is the first and only KVM-over-IP switch to support full
high definition (HD) remote video resolution — 1920x1080 at frame rates up to
30 frames per second with digital audio.

In addition, popular widescreen formats are supported, including 1600x1200,
1680x1050 and 1440x900, so remote users can work with today’s higher
resolution monitors.

It depends on the type of audio format used, but to listen to CD quality audio,
approximately 1.5 Mbps is used.

Servers with DVI ports that support DVI-A (analog) and DVI-I (integrated
analog and digital) can use Raritan’s ADVI-VGA inexpensive, passive adapter to
convert the server’s DVI port to a VGA plug that can be connected to a KX III
CIM’s VGA plug.

Servers with DVI ports that support DVI-I or DVI-D (digital) can use the new
D2CIM-DVUSB-DVI CIM.



IPv6 Networking

Question

What is IPv6?

Why does KX Ill support
IPv6 networking?

What is "dual stack" and
why is it required?

How do | enable IPv6 on
the KX III?

What if | have an
external server with an
IPv6 address that | want
to use with my KX I1I?

What if my network
doesn’t support IPv6?

Where can | get more
information on IPv6?

Servers

Question

Does KX Ill depend on a

Answer

IPv6 is the acronym for Internet Protocol Version 6. IPv6 is the "next
generation" IP protocol which will replace the current IP Version 4 (IPv4)
protocol.

IPv6 addresses a number of problems in IPv4, such as the limited number of
IPv4 addresses. It also improves IPv4 in areas such as routing and network
auto-configuration. IPv6 is expected to gradually replace IPv4, with the two
coexisting for a number of years.

IPv6 treats one of the largest headaches of an IP network from the
administrator’s point of view — configuring and maintaining an IP network.

U.S. government agencies and the Department of Defense are now
mandated to purchase IPv6-compatible products. In addition, many
enterprises and foreign countries, such as China, will be transitioning to
IPv6 over the next several years.

Dual stack is the ability to simultaneously support IPv4 and IPv6 protocols.
Given the gradual transition from IPv4 to IPv6, dual stack is a fundamental
requirement for IPv6 support.

Use the "Network Settings" page, available from the "Device Settings" tab.
Enable IPv6 addressing and choose manual or auto-configuration. Consult
the user guide for more information.

The KX Ill can access external servers via their IPv6 addresses, for example,
an SNMP manager, syslog server or LDAP server.

Using the KX IlI’s dual-stack architecture, these external servers can be
accessed via: (1) an IPv4 address, (2) IPv6 address or (3) hostname. So, the
KX 1l supports the mixed IPv4/IPv6 environment many customers will have.
The KX IlI’s default networking is set at the factory for IPv4 only. When you
are ready to use IPv6, then follow the above instructions to enable IPv4/

IPv6 dual-stack operation.

See www.ipv6.org for general information on IPv6. The KX Il user guide
describes the KX IlI’s support for IPv6.

Answer

Absolutely not. Because users depend on the KVM infrastructure to

Windows server to operate? always be available in any scenario whatsoever (as they will likely need

to use the KVM infrastructure to fix problems), KX Ill is designed to be
completely independent from any external server.

What should | do to prepare Set the mouse parameter options to provide users with the best
a server for connection to KX mouse synchronization and turn off screensavers and any power

1
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management features that affect screen display.
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Question

What about mouse
synchronization?

What comes in the KX I
box?

Blade Servers

Question

Can | connect blade servers to
the Dominion KX III?

Which blade servers are
supported?

Which CIM should | use?

Which types of access and
control are available?

Do | have to use hotkeys to
switch between blades?

Can | access the blade server’s
management module?

How many blade servers can |
connect to a Dominion KX 111?

I’'m an enterprise customer
using CommandCenter Secure
Gateway. Can | access blade
servers via CommandCenter
Secure Gateway?

Answer

In the past, KVM-over-IP mouse synchronization was a frustrating
experience. The KX IlI's Absolute Mouse Synchronization provides for a
tightly synchronized mouse without requiring server mouse setting
changes on Windows and Apple® Mac servers. For other servers, the
Intelligent Mouse mode or the speedy, single mouse mode can be
used to avoid changing the server mouse settings.

The following is included: (1) KX Il appliance, (2) Quick Setup Guide,
(3) standard 19" rack mount brackets, (5) localized AC line cord and (6)
and other documentation.

Answer

Yes. Dominion KX Il supports popular blade server models from the

leading blade server manufacturers: HPQ, IBMQ, DeII® and Ciscom.

The following models are supported: Dell PowerEdge® 1855, 1955

and M1000e; HP BladeSystem c3000 and c7000; IBM BIadeCenter®
H, E and S; and Cisco UCS B-Series.

It depends on the type of KVM ports on the specific make and model
of the blade server you are using. The following CIMs are supported:
DCIM-PS2, DCIM-USBG2, D2CIM-VUSB and D2CIM-DVUSB.

The Dominion KX Ill provides automated and secure KVM access: (1)
at the rack, (2) remotely over IP, (3) via CommandCenter and (4) by
modem.

Some blade servers require you to use hotkeys to switch between
blades. With the Dominion KX I, you don’t have to use these
hotkeys. Just click on the name of the blade server, and the
Dominion KX Il will automatically switch to that blade without the
explicit use of the hotkey.

Yes. You can define the URL of the management module and access
it from the Dominion KX Il or from our CommandCenter Secure
Gateway. If configured, one-click access is available.

For performance and reliability reasons, you can connect up to eight
blade chassis to a Dominion KX IlI, regardless of model. Raritan
recommends connecting up to two times the number of remote
connections supported by the device. For example, with a KX3-216
with two remote channels, we recommend connecting up to four
blade server chassis. You can, of course, connect individual servers to
the remaining server ports.

Yes. Once blade servers are configured on the Dominion KX IlI, the
CommandCenter Secure Gateway user can access them via KVM
connections. In addition, the blade servers are organized by chassis
as well as CommandCenter Secure Gateway custom views.



Question

What if | also want in-band or
embedded KVM access?

I’'m running VMware on some
of my blade servers. Is this
supported?

Is virtual media supported?

Is Absolute Mouse
Synchronization supported?

Is blade access secure?

Does the Dominion KSX Il or
the KX I1I-101 support blade
servers?

Installation

Question

Besides the appliance itself,
what do | need to order to
install Dominion KX 111?

Which kind of Cat5 cabling
should be used in my
installation?

Which types of servers and PCs
can be connected to Dominion
KX 111?

How do | connect servers to
Dominion KX 11I?
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Answer

In-band and embedded access to blade servers can be configured
within CommandCenter Secure Gateway.

Yes. With CommandCenter Secure Gateway, you can display and
access virtual machines running on blade servers.

This depends on the blade server. HP blades can support virtual
media. The IBM BladeCenter (except for BladeCenter T) supports
virtual media if configured appropriately. A virtual media CIM —
D2CIM-VUSB or D2CIM-DVUSB — must be used.

Servers with internal KVM switches inside the blade chassis typically
do not support absolute mouse technology. For HP blade and some
Dell blade servers, a CIM can be connected to each blade, so
Absolute Mouse Synchronization is supported.

Yes. Blade access uses all of the standard Dominion KX Il security
features such as 128-bit or 256-bit encryption. In addition, there are
blade-specific security features such as per blade access permissions
and hotkey-blocking that eliminates unauthorized access.

At this time, these products do not support blade servers.

Answer

Each server that connects to Dominion KX Il requires a Dominion
or Paragon computer interface module (CIM), an adapter that
connects directly to the keyboard, video and mouse ports of the
server.

Dominion KX Il can use any standard UTP (unshielded twisted pair)
cabling, whether Cat5, Cat5e or Cat6. Often in our manuals and
marketing literature, Raritan will simply say "Cat5" cabling for
short. In actuality, any brand UTP cable will suffice for Dominion KX
1.

Dominion KX Il is completely vendor independent. Any server with
standards-compliant keyboard, video and mouse ports can be
connected. In addition, servers with serial ports can be controlled
using the DSAM.

Servers that connect to the Dominion KX Ill require a Dominion
CIM, which connects directly to the keyboard, video and mouse
ports of the server. Then, connect each CIM to Dominion KX I
using standard UTP (unshielded twisted pair) cable such as Cat5,
Cat5e or Cat6.
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Question

How far can my servers be from
Dominion KX I1I?

Some operating systems lock up
when | disconnect a keyboard or
mouse during operation. What
prevents servers connected to
Dominion KX Ill from locking up
when | switch away from them?

Are there any agents

that must be installed on
servers connected to Dominion
KX 111?

How many servers can be
connected to each Dominion KX
Il appliance?

What happens if | disconnect a
server from Dominion KX Ill and
reconnect it to another
Dominion KX Il appliance, or
connect it to a different port on
the same Dominion KX IlI
appliance?

How do | connect a serially
controlled (RS-232) device, such
as a Cisco router/switch to
Dominion

KX 111?

Local Port - KX Il

Answer

In general, servers can be up to 150 feet (45 m) away from
Dominion KX Ill, depending on the type of server. (See Target Server
Video Resolution - Supported Connection Distances and Refresh
Rates (on page 381)) For the D2CIM-VUSB CIMs that supports
virtual media and Absolute Mouse Synchronization, a 100-foot (30
m) range is recommended.

Each Dominion computer interface module (DCIM) dongle acts as a
virtual keyboard and mouse to the server to which it is connected.
This technology is called KME (keyboard/mouse emulation).
Raritan’s KME technology is data center grade, battle-tested and far
more reliable than that found in lower-end KVM switches: it
incorporates more than 15 years of experience and has been
deployed to millions of servers worldwide.

Servers connected to Dominion KX Il do not require any software
agents to be installed because Dominion KX Ill connects directly via
hardware to the servers’ keyboard, video and mouse ports.

Dominion KX Ill models range from 8, 16 or 32 server ports in a 1U
chassis, to 64 server ports in a 2U chassis. This is the industry’s
highest digital KVM switch port density.

Dominion KX Il will automatically update the server port names
when servers are moved from port to port. Furthermore, this
automatic update does not just affect the local access port, but
propagates to all remote clients and the optional CommandCenter
Secure Gateway management appliance.

Connecting a KX Ill and a Dominion Serial Access Module (DSAM)
provides serial access for the KX Ill.

The DSAM is a 2- or 4 port serial module that derives power from
the KX III.

Question Answer

Can | access my servers Yes. At the rack, Dominion KX Ill functions just like a traditional KVM switch

directly from the rack? — allowing control of up to 64 servers using a single keyboard, monitor and
mouse. You can switch between servers by the browser based user
interface or via a hotkey.

Can | consolidate the local Yes. You can connect the local ports of multiple KX Il switches to another

ports of multiple KX IlIs? KX Il using the "tiering" feature of the KX Ill. You can then access the
servers connected to your KX Ill appliances from a single point in the data
center via a consolidated port list.



Question

When | am using the local
port, do | prevent other
users from accessing
servers remotely?

Can | use a USB keyboard
or mouse at the local
port?

Is there an onscreen
display (OSD) for local, at-
the-rack access?

How do | select between
servers while using the
local port?

How do | ensure that only
authorized users can
access servers from the
local port?

Answer

No. The Dominion KX Il local port has a completely independent access
path to the servers. This means a user can access servers locally at the rack
— without compromising the number of users that access the rack
remotely at the same time.

Yes. The Dominion KX Il has USB keyboard and mouse ports on the local
port. Dominion KX Il switches do not have PS/2 local ports. Customers
with PS/2 keyboards and mice should utilize a PS/2 to USB adapter.

Yes, but Dominion KX III’s at-the-rack access goes way beyond conventional
OSDs. Featuring the industry’s first browser-based interface for at-the-rack
access, Dominion KX I1I’s local port uses the same interface for local and
remote access. Moreover, most administrative functions are available at
the rack.

The local port displays the connected servers using the same user interface
as the remote client. Users connect to a server with a simple click of the
mouse or via a hotkey.

Users attempting to use the local port must pass the same level of
authentication as those accessing remotely. This means that:

If the Dominion KX Ill is configured to interact with an external RADIUS,
LDAP or Active Directory® server, users attempting to access the local port
will authenticate against the same server.

If the external authentication servers are unavailable, Dominion KX |1l fails
over to its own internal authentication database.

Dominion KX IIl has its own stand-alone authentication, enabling instant,
out-of-the-box installation.

Extended Local Port

Question Answer

What is the The Dominion KX2-808, KX2-832 and KX2-864 featured an extended local port. The
extended local  corresponding Dominion KX Il models do not have an extended local port. Instead
port? all KX [l models have a tiering port.

To extend the KX IlI's digital local port, you can use the Raritan Cat5 Reach DVI
product for local and remote access up to 500 meters.

See Connecting a KX Il and Cat5 Reach DVI - Provide Extended Local Port

Functionality (on page 360)

Raritan.
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Dual Power Supplies

Question Answer

Does KX Il have a dual power
option?

Yes. All KX Il models come equipped with dual AC inputs and power
supplies with automatic failover. Should one of the power inputs or
power supplies fail, then the KX Ill will automatically switch to the
other.

Does the power supply used
by KX Il automatically detect
voltage settings?

Yes. KX III's power supply can be used in AC voltage ranges from 100—
240 volts, at 50-60 Hz.

If a power supply or input fails, The KX IIl front panel LED will notify the user of a power failure. An

will | be notified? entry will also be sent to the audit log and displayed on the KX remote
client user interface. If configured by the administrator, then SNMP or
syslog events will be generated.

Intelligent Power Distribution Unit (PDU) Control

Question

What type of remote power
control capabilities does
Dominion KX IlI offer?

What type of power strips does
Dominion KX Il support?

How many PDUs can be
connected to a Dominion KX I11?

How do | connect the PDU to the
Dominion KX III?

Does Dominion KX Il support
servers with multiple power
supplies?

Does the Dominion KX Ill display
statistics and measurements
from the PDU?

Does remote power control
require any special configuration
of attached servers?

Answer

Raritan’s intelligent PDUs can be connected to the Dominion KX IlI
to provide power control of target servers and other equipment.
For servers, after a simple one-time configuration step, just click
on the server name to power on, off or to recycle a hung server.

Raritan’s Dominion PX" and Remote Power Control (RPC) power
strips.

These come in many outlet, connector and amp variations. Note
that you should not connect the PM series of power strips to the
Dominion KX Ill as these power strips do not provide outlet-level
switching.

Up to eight PDUs can be connected to a Dominion KX Ill appliance.

The D2CIM-PWR is used to connect the power strip to the
Dominion KX Ill. The D2CIM-PWR must be purchased separately; it
does not come with the PDU.

Yes. Dominion KX Il can be easily configured to support servers
with multiple power supplies connected to multiple power strips.
Four power supplies can be connected per target server.

Yes. PDU-level power statistics, including power, current and
voltage, are retrieved from the PDU and displayed to the user.

Some servers ship with default BIOS settings such that the server
does not automatically restart after losing and regaining power.
For these servers, see the server’s documentation to change this
setting.



Question

Answer

What happens when | recycle Note that this is the physical equivalent of unplugging the server

power to a server?

from the AC power line, and reinserting the plug.

Ethernet and IP Networking

Question

What is the speed of
Dominion KX IlI’s Ethernet
interfaces?

Can | access Dominion
KX 1ll over a wireless
connection?

Does the Dominion KX IlI
offer dual gigabit Ethernet
ports to provide redundant
failover or load balancing?

Can | use Dominion KX 111
with a VPN?

Can | use KX Il with a proxy
server?

How many TCP ports must
be open on my firewall in
order to enable network
access to Dominion KX III?

Are these ports
configurable?

Can Dominion KX Il be
used with Citrix"?

Can the Dominion KX I
use DHCP?

Raritan.

Abrand of Lllegrand

Answer

Dominion KX Il supports gigabit as well as 10/100 Ethernet. KX IlI
supports two 10/100/1000 speed Ethernet interfaces, with configurable
speed and duplex settings (either auto detected or manually set).

Yes. Dominion KX lll not only uses standard Ethernet, but also very
conservative bandwidth with very high quality video. Thus, if a wireless
client has network connectivity to a Dominion KX Ill, servers can be
configured and managed at the BIOS level wirelessly.

Yes. Dominion KX Il features dual gigabit Ethernet ports to provide
redundant failover capabilities. Should the primary Ethernet port (or the
switch/router to which it is connected) fail, Dominion KX Ill will failover to
the secondary network port with the same IP address — ensuring that
server operations are not disrupted. Note that automatic failover must be
enabled by the administrator.

Yes. Dominion KX Il uses standard Internet Protocol (IP) technologies
from Layer 1 through Layer 4. Traffic can be easily tunneled through
standard VPNs.

Yes. KX Il can be used with a SOCKS proxy server, assuming the remote
client PC is configured appropriately. Contact the user documentation or
online help for more information.

Two ports are required: TCP port 5000 to discover other Dominion
appliances and for communication between Raritan appliances and CC-
SG; and, of course, port 443 for HTTPS communication.

Yes. Dominion KX llI’s TCP ports are configurable by the administrator.

Dominion KX Ill may work with remote access products like Citrix if
configured appropriately, but Raritan cannot guarantee it will work with
acceptable performance. Customers should realize that products like
Citrix utilize video redirection technologies similar in concept to digital
KVM switches so that two KVM-over-IP technologies are being used
simultaneously.

DHCP addressing can be used; however, Raritan recommends fixed
addressing since the Dominion KX Il is an infrastructure appliance and
can be accessed and administered more effectively with a fixed IP
address.
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Question Answer

I’'m having problems The Dominion KX Il relies on your LAN/WAN network. Some possible
connecting to the problems include:

Dominion KX Il over my IP
network. What could be
the problem?

e Ethernet auto-negotiation. On some networks, 10/100 auto-
negotiation does not work properly, and the Dominion KX II|
appliance must be set to 100 Mb/full duplex or the appropriate
choice for its network.

e Duplicate IP address. If the IP address of the Dominion KX Ill is the
same as another appliance, network connectivity may be
inconsistent.

e Port 5000 conflicts. If another appliance is using port 5000, the
Dominion KX Il default port must be changed (or the other appliance
must be changed).

e When changing the IP address of a Dominion KX I, or swappingin a
new Dominion KX Ill, sufficient time must be allowed for its IP and

Mac® addresses to be known throughout the Layer 2 and Layer 3
networks.

Local Port Consolidation, Tiering and Cascading

Question Answer

How do | To physically connect multiple KX Il appliances together for consolidated local
physically access, you can connect the Tiering ports of multiple "tiered" (or "cascaded") KX IlI
connect switches to a "base" KX Il using the Tiering port of the KX Ill. You can then access the
multiple servers connected to your KX Ill appliances from a single point in the data center via
Dominion KX Il a consolidated port list.

appliances

- The Tiering port must be used to connect the tiered KX Ill switch to the base switch.
together into
one solution? Access via the consolidated port list is available in the data center or even from a

remote PC. All servers connected to the tiered KX llIs can be accessed via a
hierarchical port list or via search (with wildcards).

Two levels of tiering are supported; up to 1024 appliances can be accessed in a
tiered configuration. Remote power control is also supported.

Virtual media, smart card and blade server access via tiered access will be supported
in a future release. Of course these features are available when accessed via a
standard remote connection.

While remote IP server access via the consolidated port list is available as a
convenience, remote accessing a tiered server from CommandCenter or via the KX 11|
the server is connected to, is recommended for optimal performance.



Question

Do | have to
physically
connect
Dominion KX Il
appliances
together?

Is CC-SG
required?

Can | connect
an existing
analog KVM
switch to
Dominion KX III?

Computer

Question

Answer

Multiple Dominion KX Il appliances do not need to be physically connected together.
Instead, each Dominion KX Ill appliance connects to the network, and they
automatically work together as a single solution if deployed with Raritan’s
CommandCenter Secure Gateway (CC-SG) management appliance.

CC-SG acts as a single access point for remote access and management.

CC-SG offers a significant set of convenient tools, such as consolidated configuration,
consolidated firmware update and a single authentication and authorization
database.

Customers using CC-SG for centralized remote access can make good use of the KX
IIlI’s tiering (cascading) feature to consolidate the local ports of multiple KX 11I
switches and locally access up to 1024 servers from a single console when in the
data center.

For customers wanting stand-alone usage (without a central management system),
multiple Dominion KX Il appliances still interoperate and scale together via the IP
network. Multiple Dominion KX Il switches can be accessed from the KX 11l Web-
based user interface.

Yes. Analog KVM switches can be connected to one of Dominion KX IlI’s server ports.
Simply use a USB computer interface module (CIM), and attach it to the user ports of
the existing analog KVM switch.

Analog KVM switches supporting hotkey-based switching on their local ports can be
tiered to a Dominion KX Il switch and switched via a consolidated port list, both
remotely and in the data center.

Please note that analog KVM switches vary in their specifications and Raritan cannot
guarantee the interoperability of any particular third-party analog KVM switch.
Contact Raritan technical support for further information.

Interface Modules (CIMs)

Answer

What type of video  Our CIMs have traditionally supported analog VGA video. Three new CIMs
is supported by your support digital video formats, including DVI, HDMI and DisplayPort. These are

CIMs?

the D2CIM-DVUSB-DVI, D2CIM-DVUSB-HDMI and D2CIM-DVUSB-DP.

Can | use computer Yes. Certain Paragon computer interface modules (CIMs) may work with

interface modules
(CIMs) from
Paragon, Raritan’s

Dominion KX IIKX llII. (Please check the Raritan Dominion KX Il Release Notes
on the website for the latest list of certified CIMs.)

analog matrix KVYM  However, because Paragon CIMs cost more than Dominion KX lll CIMs (as they

switch, with
Dominion KX I11?

Raritan.
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incorporate technology for video transmission of up to 1,000 feet [304 m]), it is
not generally advisable to purchase Paragon CIMs for use with Dominion KX III.
Also note that when connected to Dominion KX Ill, Paragon CIMs transmit
video at a distance of up to 150 feet (46 m), the same as Dominion KX Il CIMs —
not at 1,000 feet (304 m), as they do when connected to Paragon.
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Question

Does Dominion KX
Il support Paragon
Dual CIMs?

Answer

Yes. The Dominion KX Ill supports Paragon Il Dual CIMs (P2CIM-APS2DUAL and
P2CIM-AUSBDUAL), which can connect servers in the data center to two
different Dominion KX Il switches.

If one KX Ill switch is not available, the server can be accessed through the
second KX Il switch, providing redundant access and doubling the level of
remote KVM access.

Please note these are Paragon CIMs, so they do not support the KX Il advanced
features such as virtual media, absolute mouse, audio, etc.

Security

Question

Is the KX Il FIPS 140-3
Certified?

What kind of encryption does
KX Il use?

Does KX Il support AES
encryption as recommended
by the U.S. government’s NIST
and FIPS standards?

Does KX Il allow encryption of
video data? Or does it only
encrypt keyboard and mouse
data?

How does KX Ill integrate with
external authentication
servers such as Active
Directory, RADIUS or LDAP?

How are usernames and
passwords stored?

Answer

The KX Il uses an embedded FIPS 140-3 validated cryptographic
module running on a Linux platform per FIPS 140-3 implementation
guidelines. This cryptographic module is used for encryption of KVM
session traffic consisting of video, keyboard, mouse, virtual media
and smart card data.

KX IIl uses industry-standard (and extremely secure) 256-bit AES,
128-bit AES or 128-bit encryption, both in its SSL communications as
well as its own data stream. Literally no data is transmitted between
remote clients and KX Il that is not completely secured by
encryption.

Yes. The KX IIl utilizes the Advanced Encryption Standard (AES) for
added security. 256-bit and 128-bit AES is available.

AES is a U.S. government-approved cryptographic algorithm that is
recommended by the National Institute of Standards and Technology
(NIST) in the FIPS Standard 197.

Unlike competing solutions, which only encrypt keyboard and mouse
data, KX Il does not compromise security — it allows encryption of
keyboard, mouse, video and virtual media data.

Through a very simple configuration, KX Ill can be set to forward all
authentication requests to an external server such as LDAP, Active
Directory or RADIUS. For each authenticated user, KX Ill receives from
the authentication server the user group to which that user belongs.
KX 1ll then determines the user’s access permissions depending on
the user group to which he or she belongs.

Should KX II’s internal authentication capabilities be used, all
sensitive information, such as usernames and passwords, is stored in
an encrypted format. Literally no one, including Raritan technical
support or product engineering departments, can retrieve those
usernames and passwords.



Question

Does KX Il support strong
passwords?

Can | upload my own digital
certificate to the KX I11?

Does the KX Il support a
configurable security banner?

My security policy does not
allow the use of standard TCP
port numbers. Can | change
them?

Answer

Yes. The KX Il has administrator-configurable, strong password
checking to ensure that user-created passwords meet corporate
and/or government standards and are resistant to brute force
hacking.

Yes. Customers can upload self-signed or certificate authority-
provided digital certificates to the KX Il for enhanced authentication
and secure communication.

Yes. For government, military and other security-conscious customers
requiring a security message before user login, the KX Il can display a
user-configurable banner message and optionally require
acceptance.

Yes. For customers wishing to avoid the standard TCP/IP port
numbers to increase security, the KX Il allows the administrator to
configure alternate port numbers.

Smart Cards and CAC Authentication

Question

Does KX Ill support smart card
and CAC authentication?

What is CAC?

Which KX 111

models support smart cards/
CAC?

Do enterprise and SMB
customers use smart cards, too?

Which CIMs support
smart card/CAC?

Which smart card readers are
supported?

Can smart card/CAC
authentication work on the local
port and via CommandCenter?

Raritan.
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Answer

Yes. Smart cards and DoD common access cards (CAC)
authentication to target servers is supported.

Mandated by Homeland Security Presidential Directive 12
(HSPD-12), CAC is a type of smart card created by the U.S.
government and used by U.S. military and government staff. The
CAC card is a multitechnology, multipurpose card; the goal is to
have a single identification card. For more information, see the FIPS
201 standards.

All KX 1l models are supported. The KX 111-101 models do not
currently support smart cards and CAC.

Yes. However, the most aggressive deployment of smart cards is in
the U.S. federal government.

The D2CIM-DVUSB, D2CIM-DVUSB-DVI, D2CIM-DVUSB-HDMI,
D2CIM-DVUSB-DP and D2CIM-DVUSB-MDP are the required CIMs.

The required reader standards are USB CCID and PC/SC. Consult
the user documentation for a list of certified readers and more
information.

Yes. Smart card/CAC authentication works on both the local port
and via CommandCenter. For the local port, connect a compatible
smart card reader to the USB port of the KX III.
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Manageability

Question

Can KX 11l be remotely
managed and configured
via Web browser?

Can | back up and restore
KX 1lI's configuration?

What auditing or logging
does KX Ill offer?

Can KX lll integrate with
syslog?

Can KX lll integrate with
SNMP?

Can an administrator log-
off a user?

Can KX llI's internal clock
be synchronized with a
timeserver?

Answer

Yes. KX Il can be completely configured remotely via Web browser. Note
that this does require that the workstation have an appropriate Java
Runtime Environment (JRE) version installed. Besides the initial setting of
KX 1lI’s IP address, everything about the solution can be completely set
up over the network. (In fact, using a crossover Ethernet cable and KX
III’s default IP address, you can even configure the initial settings via Web
browser.)

Yes. KX llI’s appliance and user configurations can be completely backed
up for later restoration in the event of a catastrophe.

KX 1lI’s backup and restore functionality can be used remotely over the
network, or through your Web browser.

For complete accountability, KX Ill logs all major user events with a date
and time stamp. For instance, reported events include (but are not
limited to): user login, user logout, user access of a particular server,
unsuccessful login, configuration changes, etc.

Yes. In addition to KX llI’s own internal logging capabilities, KX Il can
send all logged events to a centralized syslog server.

Yes. In addition to KX Ill’'s own internal logging capabilities, KX Il can
send SNMP traps to SNMP management systems. SNMP v2 and v3 are
supported.

Yes, administrators can view which users are logged into which ports and
can log-off a user from a specific port or from the appliance if required.

Yes. KX Il supports the industry-standard NTP protocol for
synchronization with either a corporate timeserver, or with any public
timeserver (assuming that outbound NTP requests are allowed through
the corporate firewall).

Documentation and Support

Question

Is online help available?

Where do | find
documentation on the
Dominion KX I1I?

Answer

Yes. Online help is available from the KX Ill user interface, and at
raritan.com with the documentation.

Online help includes KX 1l administration and end user information on
using the Remote Console, Virtual KVM Client (VKC) Active KVM Client
(AKC) and Local Console, as well KX Il specifications, informational
notes, using KX Il with Paragon II, connecting KX Ill to the Cat5 Reach
DVI, connecting KX IIl to the T1700-LED, and so on.

The documentation is available at raritan.com. The documentation is
listed by firmware release.



Question

What documentation is
available?

What CIM should | use for a
particular server?

How long is the hardware
warranty for the KX III?

Miscellaneous

Question

What is Dominion KX llI’s
default IP address?

What is Dominion KX llI’s
default username and
password?

| changed and subsequently
forgot Dominion KX IlI’s
administrative password; can
you retrieve it for me?

How do | migrate from the
Dominion KX Il to
Dominion KX 11I?

Will my existing KX Il CIMs
work with Dominion KX 111
switches?
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Answer

A Quick Setup Guide, online help, a PDF version of the help in the form
of an Administrators Guide and a Users Guide, as well as Release Notes
and other information are available.

Consult the CIM Guide available with the KX Ill documentation. Note
that DVI, HDMI and DisplayPort video standards are supported with the
digital video CIMs.

The Dominion KX Ill comes with a standard two-year warranty, which
can be extended to 5 years of warranty coverage.

Answer

192.168.0.192

The Dominion KX IlI’s default username and password are admin/
raritan. However, for the highest level of security, the Dominion KX IlI
forces the administrator to change the Dominion KX Il default
administrative username and password when the appliance is first
booted up. Username is not case sensitive.

Dominion KX lll contains a hardware reset button that can be used to
factory reset the appliance, which will reset the administrative
password on the appliance to the default password.

In general, KX Il customers can continue to use their existing switches
for many years. As their data centers expand, customers can purchase
and use the new KX Ill models. Raritan’s centralized management
appliance, CommandCenter Secure Gateway (CC-SG) Release 6.0
supports KX Il and KX Il switches seamlessly.

Yes. Existing KX Il CIMs will work with the Dominion KX Il switch. In
addition, select Paragon CIMs will work with the KX IIl. This provides
an easy migration to KX Il for Paragon Il customers who wish to
switch to KVM over IP. However, you may want to consider the
D2CIM-VUSB and D2CIM-DVUSB CIMs that support virtual media,
audio and Absolute Mouse Synchronization. Additionally, digital video
CIMs supporting DVI, HDMI, and Display Port are also available.
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Appendix A Third Party Licenses

Licenses - Ccid

OpenCT, a middleware framework for smart card terminals.
Copyright (c) 2003, Olaf Kirch <okir@suse.de>

Copyright (c) 2003, Andreas Jellinghaus <aj@dungeon.inka.de>
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

* Neither the name of the authors nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FORANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Licenses - Clish

This package contains code which is copyrighted to multiple sources. The initial public release of this software was developed by
Graeme McKerrell whilst in the employment of 3Com Europe Ltd.

Copyright (c) 2005, 3Com Corporation
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

* Neither the name of 3Com Corporation nor the names of its contributors may be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Newport Networks Ltd.

The 0.6-0.7 releases of this software was developed by Graeme McKerrell whilst in the employment of Newport Networks Ltd.
As well as enhancing the existing code the following new modules were developed.

Copyright (c) 2005,2006, Newport Networks Ltd

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.



* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

* Neither the name of Newport Networks Ltd nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

tinyxml

Yves Berquin

As of release 0.6 the tinyxml library is included (unchanged) as part of the distribution.
tinyxml (v2.5.1)

http://www.sourceforge.net/projects/tinyxml

Original file by Yves Berquin.

This software is provided 'as-is', without any express or implied warranty. In no event will the authors be held liable for any damages
arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial applications, and to alter it and
redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the original software. If you use this
software in a product, an acknowledgment in the product documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being the original software.
3. This notice may not be removed or altered from any source distribution.
GNU binutils

As of release 0.7.1 libbfd can be used to resolve symbols forstacktraces. This feature can be turned off if linking with GPL code is
problematic, using "configure --without-gpl".

The Binary File Descriptor library is part of GNU binutils
http://www.gnu.org/software/binutils/

The following file is licensed under the GPLv2.

This file is part of the CLISH project http://clish.sourceforge.net/

The code in this file is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License as
published by the Free Software Foundation; version 2

This code is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if not, write to the Free Software
Foundation, 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.

Derived from addr2line.c in the GNU binutils package by Ulrich.Lauther@mchp.siemens.de

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free software--to make sure the software is free for all its users.
This General Public License applies to most of the Free Software Foundation's software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software is covered by the GNU Lesser General Public License instead.)
You can apply it to your programs, too.



When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge for this service if you wish), that you receive source code or
can get it if you want it, that you can change the software or use pieces of it in new free programs; and that you know you can do
these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the source code. And you must show them these terms so they
know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal permission to
copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty for this
free software. If the software is modified by someone else and passed on, we want its recipients to know that what they have is not
the original, so that any problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have made it clear
that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be
distributed under the terms of this General Public License. The "Program", below, refers to any such program or work, and a "work
based on the Program" means either the Program or any derivative work under copyright law: that is to say, a work containing the
Program or a portion of it, either verbatim or with modifications and/or translated into another language. (Hereinafter, translation
is included without limitation in the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the Program is covered only if its contents constitute a work based on
the Program (independent of having been made by running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all
the notices that refer to this License and to the absence of any warranty; and give any other recipients of the Program a copy of this
License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange
for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the Program itself is interactive but does not
normally print such an announcement, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply to
those sections when you distribute them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Program, the distribution of the whole must be on the terms of this License, whose permissions for other
licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the Program)
on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under the
terms of Sections 1 and 2 above provided that you also do one of the following:



a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or, b) Accompany it with a written offer, valid for at
least three years, to give any third party, for a charge no more than your cost of physically performing source distribution, a
complete machine-readable copy of the corresponding source code, to be distributed under the terms of Sections 1 and 2 above on
a medium customarily used for software interchange; or, c) Accompany it with the information you received as to the offer to
distribute corresponding source code. (This alternative is allowed only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work, complete
source code means all the source code for all modules it contains, plus any associated interface definition files, plus the scripts used
to control compilation and installation of the executable. However, as a special exception, the source code distributed need not
include anything that is normally distributed (in either source or binary form) with the major components (compiler, kernel, and so
on) of the operating system on which the executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify
or distribute the Program or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the Program), you indicate your acceptance of this License to do so,
and all its terms and conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a license from
the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You may not impose any
further restrictions on the recipients' exercise of the rights granted herein. You are not responsible for enforcing compliance by third
parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent
issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this
License, they do not excuse you from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Program at all.
For example, if a patent license would not permit royalty-free redistribution of the Program by all those who receive copies directly
or indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution
of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is
intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the integrity of the free software distribution system, which is
implemented by public license practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time. Such
new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which applies to it
and "any later version", you have the option of following the terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different, write to the
author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the Free Software
Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY



11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12.IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY
OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

Licenses - Dropbear

Dropbear contains a number of components from different sources, hence there are a few licenses and authors involved. All
licenses are fairly non-restrictive.

The majority of code is written by Matt Johnston, under the license below.

Portions of the client-mode work are (c) 2004 Mihnea Stoenescu, under the same license:
Copyright (c) 2002-2015 Matt Johnston

Portions copyright (c) 2004 Mihnea Stoenescu

All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

sshpty.c is taken from OpenSSH 3.5p1,
Copyright (c) 1995 Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland
All rights reserved

"As far as | am concerned, the code | have written for this software can be used freely for any purpose. Any derived versions of this
software must be clearly marked as such, and if the derived work is incompatible with the protocol description in the RFC file, it
must be called by a name other than "ssh" or "Secure Shell". "

loginrec.c

loginrec.h

atomicio.h

atomicio.c

and stricat() (included in util.c) are from OpenSSH 3.6.1p2, and are licensed under the 2 point BSD license.
loginrec is written primarily by Andre Lucas, atomicio.c by Theo de Raadt.

stricat() is (c) Todd C. Miller

Import code in keyimport.c is modified from PuTTY's import.c, licensed as follows:



PUTTY is copyright 1997-2003 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev, Andreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry,
Justin Bradford, and CORE SDI S.A.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

curve25519-donna:
/* Copyright 2008, Google Inc.
* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:
*

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

Neither the name of Google Inc. nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

* curve25519-donna: Curve25519 elliptic curve, public key function

* http://code.google.com/p/curve25519-donna/

* Adam Langley <agl@imperialviolet.org>

* Derived from public domain C code by Daniel J. Bernstein <djb@cr.yp.to>
* More information about curve25519 can be found here

* http://cryp.to/ecdh.html

* djb's sample implementation of curve25519 is written in a special assembly language called ghasm and uses the floating point
registers.

* This is, almost, a clean room reimplementation from the curve25519 paper. It uses many of the tricks described therein. Only the
crecip function is taken from the sample implementation.

Licenses - Iperf

iperf, Copyright (c) 2014-2017, The Regents of the University of California, through Lawrence Berkeley National Laboratory (subject
to receipt of any required approvals from the U.S. Dept. of Energy). All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/ or other materials provided with the distribution.



Neither the name of the University of California, Lawrence Berkeley National Laboratory, U.S. Dept. of Energy nor the names of its
contributors may be used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

You are under no obligation whatsoever to provide any bug fixes, patches, or upgrades to the features, functionality or performance
of the source code ("Enhancements") to anyone; however, if you choose to make your Enhancements available either publicly, or
directly to Lawrence Berkeley National Laboratory, without imposing a separate written license agreement for such Enhancements,
then you hereby grant the following license: a non-exclusive, royalty-free perpetual license to install, use, modify, prepare derivative
works, incorporate into other computer software, distribute, and sublicense such enhancements or derivative works thereof, in
binary and source code form.

This software contains source code (src/cjson.{c,h}) that is:
Copyright (c) 2009 Dave Gamble

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

This software contains source code (src/net.{c,h}) that is:
This software was developed as part of a project at MIT.
Copyright (c) 2005-2007 Russ Cox, Massachusetts Institute of Technology

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

Contains parts of an earlier library that has:
The authors of this software are Rob Pike, Sape Mullender, and Russ Cox
Copyright (c) 2003 by Lucent Technologies.

Permission to use, copy, modify, and distribute this software for any purpose without fee is hereby granted, provided that this entire
notice is included in all copies of any software which is or includes a copy or modification of this software and in all copies of the
supporting documentation for such software.

THIS SOFTWARE IS BEING PROVIDED "AS IS", WITHOUT ANY EXPRESS OR IMPLIED WARRANTY. IN PARTICULAR, NEITHER THE
AUTHORS NOR LUCENT TECHNOLOGIES MAKE ANY REPRESENTATION OR WARRANTY OF ANY KIND CONCERNING THE
MERCHANTABILITY OF THIS SOFTWARE OR ITS FITNESS FOR ANY PARTICULAR PURPOSE.

This software contains source code (src/net.c) that is:



Copyright (c) 2001 Eric Jackson <ericj@monkey.org>

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

The name of the author may not be used to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

This software contains source code (src/queue.h) that is:
Copyright (c) 1991, 1993
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

Neither the name of the University nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

@(#)queue.h 8.5 (Berkeley) 8/20/94

This software contains source code (src/units.{c.h}) that is:
Copyright (c) 1999,2000,2001,2002,2003

The Board of Trustees of the University of Illinois

All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software (Iperf) and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

Redistributions of source code must retain the above
copyright notice, this list of conditions and the following disclaimers.
Redistributions in binary form must reproduce the above

copyright notice, this list of conditions and the following disclaimers in the documentation and/or other materials provided with the
distribution.

Neither the names of the University of Illinois, NCSA, nor the names of its contributors may be used to endorse or promote
products derived from this Software without specific prior written permission.



THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
CONTIBUTORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

National Laboratory for Applied Network Research

National Center for Supercomputing Applications

University of lllinois at Urbana-Champaign

http://www.ncsa.uiuc.edu

stdio.c by Mark Gates <mgates@nlanr.net> and Ajay Tirumalla <tirumala@ncsa.uiuc.edu>

input and output numbers, converting with kilo, mega, giga

This software contains source code (src/portable_endian.h) that is:
"License": Public Domain

I, Mathias Panzenbdck, place this file hereby into the public domain. Use it at your own risk for whatever you like.

Licenses - LIBXML2

Except where otherwise noted in the source code (e.g. the files hash.c, list.c and the trio files, which are covered by a similar licence
but with different Copyright notices) all the files are:

Copyright (C) 1998-2012 Daniel Veillard. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

Licenses - Net-SNMP

Various copyrights apply to this package, listed in various separate parts below. Please make sure that you read all the parts.
Part 1: CMU/UCD copyright notice: (BSD like) -----

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work - 1996, 1998-2000

Copyright 1996, 1998-2000 The Regents of the University of California

All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any purpose and without fee is hereby
granted, provided that the above copyright notice appears in all copies and that both that copyright notice and this permission
notice appear in supporting documentation, and that the name of CMU and The Regents of the University of California not be used
in advertising or publicity pertaining to distribution of the software without specific written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU OR THE REGENTS OF THE
UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Part 2: Networks Associates Technology, Inc copyright notice (BSD) -----
Copyright (c) 2001-2003, Networks Associates Technology, Inc

All rights reserved.



Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ““AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 3: Cambridge Broadband Ltd. copyright notice (BSD) -----
Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Ltd.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 4: Sun Microsystems, Inc. copyright notice (BSD) -----

Copyright (c) 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All rights reserved.
Use is subject to license terms below.

This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun Microsystems, Inc. in the U.S. and
other countries.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ““AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 5: Sparta, Inc copyright notice (BSD) -----
Copyright (c) 2003-2013, Sparta, Inc

All rights reserved.



Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ““AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 6: Cisco/BUPTNIC copyright notice (BSD) -----

Copyright (c) 2004, Cisco, Inc and Information Network
Center of Beijing University of Posts and Telecommunications.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications, nor the names of their contributors may be
used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ““AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 7: Fabasoft R&D Software GmbH & Co KG copyright notice (BSD) -----
Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003
oss@fabasoft.com

Author: Bernhard Penz <bernhard.penz@fabasoft.com>

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

The name of Fabasoft R&D Software GmbH & Co KG or any of its subsidiaries, brand or product names may not be used to endorse
or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 8: Apple Inc. copyright notice (BSD) -----
Copyright (c) 2007 Apple Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:



1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. Neither the name of Apple Inc. ("Apple") nor the names of its contributors may be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY APPLE AND ITS CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL APPLE OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 9: Sciencelogic, LLC copyright notice (BSD) -----
Copyright (c) 2009, Sciencelogic, LLC
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

Neither the name of Sciencelogic, LLC nor the names of its contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ““AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 10: Lennart Poettering copyright notice (BSD-like) -----
Copyright 2010 Lennart Poettering

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

Part 11: IETF copyright notice (BSD) -----
Copyright (c) 2013 IETF Trust and the persons identified as authors of the code. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution. Neither the name of Internet Society, IETF or IETF Trust, nor
the names of specific contributors, may be used to endorse or promote products derived from this software without specific prior

written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ““AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,



PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 12: Arista Networks copyright notice (BSD) ----
Copyright (c) 2013, Arista Networks, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

Neither the name of Arista Networks, Inc. nor the names of its contributors may be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ““AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Part 13: VMware, Inc. copyright notice (BSD) -----
Copyright (c) 2016, VMware, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

Neither the name of VMware, Inc. nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ““AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR

OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
Part 14: USC/Information Sciences Institute copyright notice (BSD) -----

Copyright (c) 2017-2018, Information Sciences Institute

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

Neither the name of Information Sciences Institue nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ““AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.



Licenses - Open LDAP

Copyright 1998-2019 The OpenLDAP Foundation
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted only as authorized by the OpenLDAP
Public License.

A copy of this license is available in the file LICENSE in the top-level directory of the distribution or, alternatively, at <http://
www.OpenLDAP.org/license.html>.

OpenlLDAP is a registered trademark of the OpenLDAP Foundation.
Individual files and/or contributed packages may be copyright by other parties and/or subject to additional restrictions.

This work is derived from the University of Michigan LDAP v3.3 distribution. Information concerning this software is available at
<http://www.umich.edu/~dirsvcs/Idap/Idap.html>.

This work also contains materials derived from public sources. Additional information about OpenLDAP can be obtained at <http://
www.openldap.org/>.

Portions Copyright 1998-2012 Kurt D. Zeilenga.

Portions Copyright 1998-2006 Net Boolean Incorporated.
Portions Copyright 2001-2006 IBM Corporation.

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted only as authorized by the OpenLDAP
Public License.

Portions Copyright 1999-2008 Howard Y.H. Chu.

Portions Copyright 1999-2008 Symas Corporation.

Portions Copyright 1998-2003 Hallvard B. Furuseth.

Portions Copyright 2007-2011 Gavin Henry.

Portions Copyright 2007-2011 Suretec Systems Ltd.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that this notice is
preserved. The names of the copyright holders may not be used to endorse or promote products derived from this software without
their specific prior written permission. This software is provided "as is" without express or implied warranty.

Portions Copyright (c) 1992-1996 Regents of the University of Michigan.
All rights reserved.

Redistribution and use in source and binary forms are permitted provided that this notice is preserved and that due credit is given
to the University of Michigan at Ann Arbor. The name of the University may not be used to endorse or promote products derived
from this software without specific prior written permission. This software is provided “as is" without express or implied warranty.

The OpenLDAP Public License
Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation ("Software"), with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions in source form must retain copyright statements and notices,

2. Redistributions in binary form must reproduce applicable copyright statements and notices, this list of conditions, and the
following disclaimer in the documentation and/or other materials provided with the distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time. Each revision is distinguished by a version number. You may
use this Software under terms of this license revision or under the terms of any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITS CONTRIBUTORS “AS IS" AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OPENLDAP FOUNDATION, ITS CONTRIBUTORS, OR THE
AUTHOR(S) OR OWNER(S) OF THE SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,



DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in advertising or otherwise to promote the sale, use or other
dealing in this Software without specific, written prior permission. Title to copyright in this Software shall at all times remain with
copyright holders.

OpenlLDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City, California, USA. All Rights Reserved. Permission to copy and
distribute verbatim copies of this document is granted.

Licenses - OpenSSL

LICENSE ISSUES

The OpenSSL toolkit stays under a double license, i.e. both the conditions of the OpenSSL License and the original SSLeay license
apply to the toolkit. See below for the actual license texts.

OpenSSL License
Copyright (c) 1998-2019 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment:
"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived from this
software without prior written permission. For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior
written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:
"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young

(eay@cryptsoft.com). This product includes software written by Tim Hudson (tjh@cryptsoft.com).
Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The following
conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL
documentation included with this distribution is covered by the same copyright terms except that the holder is Tim Hudson
(tih@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution as the author of the parts of the library used.



This can be in the form of a textual message at program startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:
"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"
The word 'cryptographic' can be left out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must include an
acknowledgement: "This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this code cannot be changed. i.e. this code
cannot simply be copied and put under another distribution licence [including the GNU Public License.]

Licenses - WPA Supplicant and Hostapd

Copyright (c) 2002-2019, Jouni Malinen <j@w1.fi> and contributors

All Rights Reserved.

These programs are licensed under the BSD license (the one with advertisement clause removed).
If you are submitting changes to the project, please see CONTRIBUTIONS file for more instructions.

This package may include either wpa_supplicant, hostapd, or both. See README file respective subdirectories (wpa_supplicant/
README or hostapd/README) for more details.

Source code files were moved around in v0.6.x releases and compared to earlier releases, the programs are now built by first going
to a subdirectory (wpa_supplicant or hostapd) and creating build configuration (.config) and running 'make' there (for Linux/BSD/
cygwin builds).

License
This software may be distributed, used, and modified under the terms of BSD license:

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. Neither the name(s) of the above-listed copyright holder(s) nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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