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CC-SG Virtual Appliance Evaluation

Quick Setup Guide

CommandCenter Secure Gateway is Raritan's management software platform engineered to consolidate secure
access and control of IT devices.
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Evaluation Version Limitations
The evaluation version of CommandCenter Secure Gateway provides full functionality, with several exceptions:
e Limit of 16 nodes.

e Limit of 1 NIC. IP Isolation Mode and IP Failover Mode not supported.
e C(Clusters, Neighborhoods, and Upgrades not supported.

Prerequisites

The CC-SG virtual appliance evaluation can be installed on most virtual environment includes:

1. Free VMware Workstation Player
2. VMware ESXi
3. Hyper-V

» For all installations, you need:

e 10GB datastore
e 4GB free memory

» To install on VMware Workstation Player, you need:

e VMware Player
¢ Available for free download from VMware's website, www.vmware.com
e CommandCenter Secure Gateway Virtual Appliance Evaluation zipped .OVF file downloaded to local client.
e Go to https://www.raritan.com/landing/free-ccsg-download to register, then download the version for VMware
Workstation Player.

» Toinstall on VMware ESX or ESXi, you need:

e VMware ESXi.
e CommandCenter Secure Gateway Virtual Appliance Evaluation zipped .OVF file downloaded to local client.

e Go to https://www.raritan.com/landing/free-ccsg-download to register, then download the version for ESXi.

» To install on Hyper-V, you need:

e Hyper-V feature enabled on a Windows client.
e Access to Hyper-V Manager.
e CommandCenter Secure Gateway Virtual Appliance Evaluation zipped .VHDX file downloaded to local client.
e Go to https://www.raritan.com/landing/free-ccsg-download to register, then download the version for Hyper-V.
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Install the Virtual Appliance Evaluation on VMware” Workstation Player

1. Unzip the Virtual Appliance Evaluation file you downloaded from www.raritan.com. The vccsg_eval_<release
number>.0VF file is included in the .ZIP.

Log in to VMware Workstation Player.

Choose Player > File > Open.

Locate the .OVF file and select it. Click Open.

The virtual machine name and directory appear. Click Import.

vk N

Import Virtual Machine x

Store the new Virtual Machine
Provide a name and local storage path for the new

virtual machine.
Mame for the new virtual machine:
vioesg_eval_wversion-number
Storage path for the new virtual machine:

C:\Users\raritan-userl DocumentsiVirtual Machine: Browse...

A status bar indicates the progress of the import process.
6. When complete, the virtual machine appears and is ready to launch. Click Play Virtual Machine.
If a Software Updates message appears, click Remind Me Later.

7. Wait several minutes while the virtual appliance starts. The local console opens with a login prompt. See Log in to
Diagnostic Console to Set CC-SG IP Address (on page 7) for next steps.

Install the Virtual Appliance Evaluation on VMware ESXi

1. Unzip the Virtual Appliance Evaluation file you downloaded from www.raritan.com. The vccsg_eval_<release
number>.0VF file is included in the .ZIP.

2. Connect to the ESXi from your client computer using vSphere.

3. Login as a user that has permission to create, start, and stop virtual machines.

4. Choose File > Deploy OVF Template.

5. Select Deploy From File then click Browse to go to the directory where you unzipped the files.

6. Select the .OVF file. Click Next.

7. Details about the virtual machine display. You can change the default name of the virtual machine. Click Next.

8. Select the inventory location. Click Next.

9. Select the Host where you want to deploy the CommandCenter Secure Gateway. Click Next.

10. If you selected a cluster, select the specific host. Click Next.

11. Choose the datastore where all files will be stored. Make sure the datastore has 10GB free. Select thin provisioned if

the datastore supports it. Click Next.
12. Choose the network your CC-SG is being deployed on. Click Next.
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13. View the summary then click Finish. Wait several minutes while the virtual machine is created.

14. Power on the virtual machine.

15. Open the Console tab to access the Diagnostic Console of CC-SG. See Log in to Diagnostic Console to Set CC-SG IP

Address (on page 7) for next steps.

Install the Virtual Appliance on Hyper-V

Extract the VHDX file from the CC-SG installation zip file.

2. In Hyper-V Manager, make sure your local machine is selected in the left panel, then choose Action > New > Virtual

Machine... to open the New Virtual Machine wizard.

In the Before you Begin page, click Next.

Enter a name for the VM, and choose a

location to store the VM. Click Next.

Chitesga & fusid afd ket ation for thi virtusl maching.

Tihe rame ks displayesd in Hyper-¥ Manager. ‘W recomend thet you use & name that helps you sasly
ety this wirtual madhine, such e the rame of the guest opersting system or workload.

hiape: [l 2 ]

Yoy can crasbe a Foldker or wia an eocetineg folder bo stone the virtual machine, IF you dont seleck &
Tk, e wirbual ke i shoned in B delsult Tolder configurod lfor thei gerver,

[ Shore the vatusl nachine in o diferent location
Locaten: [0 || prowsa...

i Pm#!ﬂhmﬂhwmhﬁhﬁnﬁqhmﬂhﬂwﬁw
8, Checkpoints inchode virbusl machine dats and may requirs & lrge amount of space.

< Previous Hr:ﬁ.‘r Frish Cancel

5. Inthe Specify Generation page, select Generation 1 only. CC-SG does not support Generation 2. Click Next.
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Before You Begin

Assign Memory

Confiqure Metwarking

Connect Yirtual Hard Disk.
Installation Options

Summary

@ Specify Generation

Specify Mame and Location

Choose the generation of this virtual machine,
(@) Generation 1

This virtusl machine generation provides the same virtual hardware to the virtusl machine as in
previous versions of Hyper-¥.

() Generation 2

PHE boot using a standard netwerk adapter, Guest aperating systems must be running at least

This virtual machine generation provides support for Features such as Secure Boat, SCSI boot, and
‘windows Server 2012 or 64-bit versions of Windows .

& Once a virtual maching has been created, you cannat change its generation,

pr— R

6. Inthe Assign Memory page, change the Startup Memory to 4GB (4096 MB). Make sure that "Use Dynamic Memory for

this virtual machine" is NOT selected. Click Next.

.

Badore Vou Begin
Spacily Mamae and Lozation
Specly Genershin
T
Configure Netmoriing
Connect Vrtysl Had Disk

Irestalationn Optisre
Sumay

A i

Specily the smount of remory bo aliocsbe bo thes: viehussl machine.. You com specify an amount from 32
perFormancs, rescomresnichad

M Ehegeagh (dd MO, To engroren
Tar Bl opae 4N Systee,

Starbup mesmory _- IOHI'I

e Spescly rrore Bhan She miresr smount

[7] o Crymaamic Memory for ths viebuall machine.

ﬂ Wt i eistichs Bews rusch ey b Bedlan o & virtual madhices, corridier hoes you mband ba
e U sl Prnchirey it ose bl it Lt & wll Furs.

<hoans | [ e || Ewn Concel

7. Inthe Configure Networking page, select the network configuration in your client environment. Click Next.
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e

N Configure Networking

Before You Begin

Each newve virtual maching inchades a network adapter, You can configure the nebwork adagher to uze 8
wirtual switch, or & can remain disconnected.

Conmection: |Rarariietwork vl

file extracted earlier. Click Next.

In the Connect Virtual Hard Disk page, select "Use an existing virtual hard disk", then click Browse to select the .VHDX

A virbual sachine requires shorage o Ehat you can install an opersting system. You can specify the
shorage now or configure & Lter by modifping B vichsal madhine s properties.

() Cpmsbe a virtusl hard disk
L ths opbion bo draste & VRO dynamically ecpanding wirtusl haed disk,

Fiafpr 5 vy
CY0C-5, vhs
BET GB (Hacem: 64 TH)

) e an etsting virhusl hard dsk
Wk i option b sttedh an excsting vrbual hand desk, asther WD or V0 format,

() ibach & viebasl buard dek Laber
Wkt opbion b ship this shep row and attach an eosting wirkudl hard disk Lster.

9. A summary of the VM displays. Click Finish.
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A & . Compdeting the New Virtual Machine Wizard
=

Edrn Wiou B ouu havve sucoessfuly complsbed the Mevw Yirbusl Machine Wizard. Yoo are shout by oreste e
Followng wirtusl madne.

Speciy Mama and Locaton ke

Speciy Generation i e

Hsgagn Mefany Mama: CC-5-51-200

Configu Metworing H“G*";*“‘ ":ﬁ‘s‘*:: :
¥ L

Cornact Wrtual Hard Dk [re— B arfietwerk

IR | riritek  ColseioekodiCommaedtote
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< [Brevious B el

10. Start the new VM, and launch the console. For next steps, go to Log in to Diagnostic Console to Set CC-SG IP Address
(on page 7).

Install the Virtual appliance on other Virtual Environment

Deploying the Image on Virtual Platforms Other Than VMware and Hyper-V

1. Download the .zip file from the AWS release for virtual environments other than VMware and Hyper-V.
2. Extract the archive to obtain the VHD file.
3. Convert the VHD file to the image format required by your target virtual environment.
For example, use gemu-img to convert the VHD to QCOW2 or raw format:
® gemu-img convert -0 gcow2 CCSG eval 140051 AWS.vhd CCSG eval 140051.gcow2
® gemu-img convert -O raw CCSG eval 140051 AWS.vhd CCSG eval 140051.raw
4. Create a new virtual machine with the following minimum configuration:
* Memory: 4 GB RAM
e CPU: 2 vCPUs

5. During VM creation, select Use an existing virtual hard disk and point to the converted image file (for example,
CCSG_eval_140051.qcow?2).

Log in to Diagnostic Console to Set CC-SG IP Address

Log in as admin/raritan. Usernames and passwords are case-sensitive.
2. You will be prompted to change the local console password.

a. Type the default password (raritan) again.

b. Type and then confirm the new password.
3. Press CTRL+X when you see the Welcome screen.
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Choose Operation > Network Interfaces > Network Interface Config. The Administrator Console appears.

5. In the Configuration field, select DHCP or Static. If you select Static, type a static IP address. If needed, specify DNS
servers, netmask, and gateway address.

6. Select Save.

Default CC-SG Settings

IP Address: DHCP

Subnet Mask: 255.255.255.0

Username/Password: admin/raritan

Reboot the System After a DHCP Configuration

If you configured the CC-SG to use DHCP, you must reboot the system.

* Inthe local console, choose Operation > Admin > CC-SG System Reboot.
Log in to CC-SG

Once CC-SG has restarted, you can log in to CC-SG from a remote client.

1. Launch a supported browser and type the URL of the CC-SG: https://<IP address>/admin.
For example, https://192.168.0.192/admin.

Note: The default setting for browser connections is HTTPS/SSL encrypted.

2. When the security alert window appears, accept the connection.
3. You will be warned if you are using an unsupported Java Runtime Environment version. Follow the prompts to either
download the correct version, or continue. The Login window appears.

Note: The client version is visible on the login page.

4. Type the default username (admin) and password (raritan) and click Login.
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The CC-SG Admin Client opens. You are prompted to change your password. Strong passwords are enforced for admin.

Next Steps

After evaluating , you can create a backup file of your test configuration and restore it to a full-version CC-SG.

Additional Information

For more information about CommandCenter Secure Gateway and the entire Raritan product line, see Raritan's website (www.raritan.com). For technical issues, contact Raritan Technical
Support. See the Contact Support page in the Support section on Raritan's website for technical support contact information worldwide.

Raritan's products use code licensed under the GPL and LGPL. You can request a copy of the open source code. For details, see the Open Source Software Statement at (https://
www.raritan.com/about/legal-statements/open-source-software-statement/) on Raritan's website.
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