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Safety Information

DANGER!

HAZARD OF ELECTRIC SHOCK, EXPLOSION, OR ARC FLASH

e Follow safe electrical work practices. See NFPA 70E in the USA, or applicable local codes.

e This equipment must only be installed and serviced by qualified electrical personnel.

e Read, understand and follow the instructions before installing this product.

e Turn off all power supplying equipment before working on or inside the equipment.

e Any covers that may be displaced during the installation must be reinstalled before powering the unit.
e Use a properly rated voltage sensing device to confirm power is off.

e DO NOT DEPEND ON THIS PRODUCT FOR VOLTAGE INDICATION

e Failure to follow these instructions will result in death or serious injury.

NOTICE

e This product is not intended for life or safety applications.

e Do notinstall this product in hazardous or classified locations.

e The installer is responsible for conformance to all applicable codes.
e Mount this product inside a suitable fire and electrical enclosure.

CAUTION

RISK OF EQUIPMENT DAMAGE

e This product is designed only for use with 0.33V output current transducers (CTs).
e DO NOT USE CURRENT OUTPUT (e.g. 5A) CTs ON THIS PRODUCT.

e Failure to follow these instructions can result in overheating and permanent equipment damage.

For use in a Pollution Degree 2 or better environment only. A Pollution Degree 2 environment must control
conductive pollution and the possibility of condensation or high humidity. Consider the enclosure, the correct
use of ventilation, thermal properties of the equipment, and the relationship with the environment.
Installation category: CAT Il or CAT IlI

Provide a disconnect device to disconnect the meter from the supply source. Place this device in close
proximity to the equipment and within easy reach of the operator, and mark it as the disconnecting device.
The disconnecting device shall meet the relevant requirements of IEC 60947-1 and IEC 60947-3 and shall be
suitable for the application. Disconnecting fuse holders can be used in the USA and Canada. Provide
overcurrent protection and disconnecting device for supply conductors with approved current limiting devices
suitable for protecting the wiring.

If the equipment is used in a manner not specified by the manufacturer, the protection provided by the device
may be impaired.

AN

This symbol indicates an electrical shock hazard exists.



/N

Documentation must be consulted where this symbol is used on the product.
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Installation and Initial Configuration

e This equipment must only be installed and serviced by qualified electrical personnel.

e Read, understand and follow the instructions before installing this product.

e See Safety Information (on page 8).

In This Chapter

Product Models. . .. ...t 10
Hardware Installation. . . ... i e e 10
Login and Configuration. . . ... ... i 33
Using the BCM2's Display. . .. ..o vt e et i e e 39

Product Models

BCM2 software applies to both the Power Meter Series modular power meter and branch circuit
monitor products (PMM, PMB, PMMC, and PMC), and the BCM2 power meter product.
Hardware Installation

BCM2 supports two hardware options. Select your hardware version for installation instructions:

e BCM2 Series Hardware Installation (on page 10)

e PM Series Hardware Installation: PMC-1000, PMC-1001, PMM-1000, PMB-1960, PMMC-1000 (on
page 19)

BCM2 Series Hardware Installation

Safety Information

DANGER!

HAZARD OF ELECTRIC SHOCK, EXPLOSION, OR ARC FLASH

e Follow safe electrical work practices. See NFPA 70E in the USA, or applicable local codes.

e This equipment must only be installed and serviced by qualified electrical personnel.

e Read, understand and follow the instructions before installing this product.

e Turn off all power supplying equipment before working on or inside the equipment.

e Any covers that may be displaced during the installation must be reinstalled before powering the unit.
e Use a properly rated voltage sensing device to confirm power is off.

e DO NOT DEPEND ON THIS PRODUCT FOR VOLTAGE INDICATION

e Failure to follow these instructions will result in death or serious injury.

NOTICE

Raritan.
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e This product is not intended for life or safety applications.
e Do not install this product in hazardous or classified locations.
e The installer is responsible for conformance to all applicable codes.

e Mount this product inside a suitable fire and electrical enclosure.
CAUTION
RISK OF EQUIPMENT DAMAGE

e This product is designed only for use with 0.33V output current transducers (CTs).
e DO NOT USE CURRENT OUTPUT (e.g. 5A) CTs ON THIS PRODUCT.
e Failure to follow these instructions can result in overheating and permanent equipment damage.

For use in a Pollution Degree 2 or better environment only. A Pollution Degree 2 environment must
control conductive pollution and the possibility of condensation or high humidity. Consider the
enclosure, the correct use of ventilation, thermal properties of the equipment, and the relationship
with the environment. Installation category: CAT Il or CAT Il

Provide overcurrent protection and disconnecting device for supply conductors with approved current
limiting devices suitable for protecting the wiring.

If the equipment is used in a manner not specified by the manufacturer, the protection provided by the
device may be impaired.

N
VAN

Equipment Maintenance and Service

This symbol indicates an electrical shock hazard exists.

Documentation must be consulted where this symbol is used on the product.

WARNING! This equipment must only be installed by qualified electrical personnel. This product
contains no user serviceable parts. Do not open, alter or disassemble this product. All repairs and
servicing must be performed by Raritan authorized service personnel. Failure to comply with this
warning may result in electric shock, personal injury and death.

Raritan

400 Cottontail Lane, Somerset, NJ 08873 USA

Product Overview

Raritan's BCM2 hardware is a branch circuit monitor that supports the Xerus technology platform.

Raritan.
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e 96 channel

branch circuit  BCM2_96xx (with built-in controller)

monitor.

e  Models
available
with or
without built-
in meter
controller,
with power
line cords or
field wiring
terminals.

e One meter
controller
(built-in or
external)
interconnects
one to eight
BCM2.

e  Built-in
controller is
top or front
mountable.

e External
controller
rack mounts
or attaches
to PDU
access door.

» External meter controller

Mounting kits are available for subfloor, rack or wall. Floor and rack mount kits hold one or two BCM2

meters.

BCM2_FLOOR_MOUNT_KIT

Product Specifications

Voltage Measurement Inputs:

Input Range* for BCM2-9610
Input Range* for BCM2-9610Y

Input Range* for BCM2-9611

BCM2Z_RACK_MOUNT_KIT BCM2_WALL_MOUNT_KIT

90-120VLN, 156-208VLL
90-277VLN, 156-480VLL

220-240VLN, 380-415VLL

Raritan.
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Measurement Category

Frequency

Input Impedance

*Ratings for models with field wiring terminals.

For models with factory installed line-cords,
rating is limited by plug and ratings are labeled
on back on unit.

Current Measurement Inputs:

Input Range
Input Impedance

CT Type

CT Rated Current

Meter Measurement Accuracy:

Active Power & Energy

Reactive Power & Energy

RMS Voltage & Current

Frequency
Sample Rate
Measurement Update Rate

Power Requirements:

Voltage

Current

Overvoltage Category
Frequency

Environmental:

Raritan.

A brand of Ellegrand

CAT Ill, Pollution Level 2

47-63 Hz

10MQ

0-333mV
10kQ

Voltage Output = 333mV at rated
current

1-1200A

0.5%: IEC 62053 Class .5, EN
50470-3 Class C

2%

0.2%

0.1%

64x AC frequency (phase locked)

3 seconds: IEC 61000-4-30 Class S

90-240V

0.2A

CAT Ill, Pollution Level 2

50-60 Hz

13
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Operating Temperature 0-60°C

Operating Humidity 5-85%RH

Operating Elevation 0-3000m

Conformance:

Safety UL/EN 61010-1

EMC/EMI EN61326-1, FCC Part 15 Class A

BCM2 Rear Panel Connectors and Controls

Voltage measurement input.
Model dependent: line cord or
conduit knockout

Meter power input. Not present
on line cord models.

Meter Bus connectors. Daisy
chains multiple meters to
common controller.

Meter Bus Terminator Switch.

10/100 base-t Ethernet jack.
(Models with built-in meter
controller.)

MODBUS RTU isolated RS485.
(Models with built-in meter
controller.)

Sensor port. (Models with built-
in meter controller.)

e U e e P P e Y e .

Electrically terminates meter @ @
bus. o
Meter ID switches. Assigns each Pl ¥ e Ay
meter a unique ID number. R rin
Eight branch circuit CT /”1;'\\ {f‘ﬁ\l\l
connectors (CT1 through CT8). \C-) ”%_,__j
il £ B
+ [T

Panel mains CT connector.

i -
Ground connection point (r{?) d) d) (é)
(optionally grounds meter to
rack).

Raritan.
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Meter Controller Connectors and Controls

RS-232 for
serial CLI or
phone-line

"'r modem
access. e
RJ45 port @ ?
provided on -
iX7 models. ' e *
CONSOLEY MODEM

LCD displays

meter @)
readings and
configuration.

b

Keypad: up,
down, select,
cancel.

10/100 base-t ® @

Ethernet.

Sensor port @ @

(temperature,
humidity,
contact
closure)

USBA&B
ports: flash
drives, WIFI, R
serial port. -

TINDWET  svaan

Pin-hole
access
controller
reset button.

MODBUS RTU
..I"r isolated

RS-485.

e WA . e M

Voltage Measurement and Power Wiring

BCM2-96xx series products are available with factory installed line cords (PLUGGABLE EQUIPMENT) or
conduit knockouts and field wiring terminals (PERMANENTLY CONNECTED EQUIPMENT).

This section describes how to wire models with conduit knockouts and field wiring terminals. Models
with factory installed line cords are not end user wired and must not be opened or modified.

There are two conduit knockouts on the rear panel — one for voltage inputs (voltages that are
measured), the other for power (power to run the product). In most cases, only voltage inputs are wired
because power can be derived from the voltage inputs (see jumpers in figure).

Raritan.
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Product power is taken from the voltage inputs using two jumpers. A separate circuit can be used for
power which insures BCM2 continues to operate when voltages inputs fail. A separate power circuit

MUST be used if the voltage inputs exceed power rating (90-240VAC). When using a separate circuit,
remove factory jumpers and wire circuit to the power L1 and L2 terminals.

a

N M

Terminals
accept 14-18
AWG solid or
stranded wire.
Use ring
terminals on
stranded wire.
Use wire rated
75°C or higher.

Jumpers power
unit from
voltage inputs.
Move or
remove as
necessary.

Connect
ground wires
to stud.

Verify circuit
voltages match

product

ratings.

% and %

'I"r conduit fitting

knockouts

Panel Voltage Voltage Inputs Power CT ABCNE
A B C L1 L2 A B C N E

1-phase 120V, 230V X A N X (0] 0
1-phase 208V X X A B X (0] (0]
Split-phase 120/240 X X A B X X o |0
3-phase 4-wire X X X A B X [X [X |O 0]
3-phase 5-wire X X X A N X X X 0 0}

Note: X: Selection, Blank: Non-selection, O: Option

Raritan.
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Current Transformer (CT) Wiring

Red

) [y [y

CT plugs into 2-pin locking
connector (Molex 43640-0201)

Main Circuit: 3 phase lines (A,B,C),
Neutral (N), Earth (E).

Branch Circuits have two labels:

numbered panels. White labels
for sequentially numbered panels.

"|'r Multi-conductor CT cable.
Available lengths: 3m, 10m.

Connect labeled end into
matching labeled rear panel
connector

labels for odd/even

All CTs 333mV output. DO
NOT use current output CT.

CT can be connected to live

circuit in either direction.
Meter auto corrects polarity.

CT must be completely closed
and tab locked to ensure

prooer ener: metering.

Branch Circuit Description Current Transformers

How Many | Connect To
Line-Neutral (LN) 120V/230V circuit wired to 1-pole circuit breaker 1 phase line
Line-Line (LL) 208/240/400V circuit wired to 2-pole circuit breaker 1 either phase line

Line-Line-Neutral (LLN) 120V+208/240V circuit wired to 2-pole circuit breaker

each phase line

Raritan.
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Three-Phase (LLL,

LLLN) 3-phase circuit wired to 3-pole circuit breaker

each phase line
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Panel Wiring Example

Two Labels On Each CT Connector Panel Configuration
Red: OddEven Panel Mumbering Positions: 42
White: Sequential Panel Numbering | Layout: 2 column
! Mumbering: Cdd/Even
CT Cable 1
/ B—
MAINS r EB—
“_ CT ABCNE
o
i .~ GCireuit Position B T2
»
| 1 2
-1l s 4
| s 5 T
—{iHl 7 g |-
5 o 10 —
{5/ 1 12 aim A=
13 14 | s} .
o s mE- | ) f(\\u
o v W | e
19 0 W T
21 2 WE-
-2l 23 iz
—ZHE| 25 | g
7
7 J
EH /
33 —
35 Breaker
37 | g
—2 o
—=Hl 2 cra
T3
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Controller Wiring to Meters

L |

= 600m (max)

(A) 0
() |||T| |T||.:
:—ﬁ — "
_ g | O g |

Coun= o= _ ™= = =

Daisy chain:

e Meter with built-in controller + 1 to 7 controller-less
meters

or

e external controller + 1 to 8 controller-less meters.

All cables shielded Cat-5, each cable: 100m max. length.

Switch MBT (terminator) ON for devices at ends of daisy
chain.

Switch MBT OFF for devices in middle of daisy chain.

Assign each meter unique ID: valid values 01 through 08

) My [y )

PM Series Hardware Installation: PMC-1000, PMC-1001,
PMM-1000, PMB-1960, PMMC-1000

Safety Information

DANGER!

HAZARD OF ELECTRIC SHOCK, EXPLOSION, OR ARC FLASH

Raritan.
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e Follow safe electrical work practices. See NFPA 70E in the USA, or applicable local codes.

e This equipment must only be installed and serviced by qualified electrical personnel.

e Read, understand and follow the instructions before installing this product.

e Turn off all power supplying equipment before working on or inside the equipment.

e Any covers that may be displaced during the installation must be reinstalled before powering the unit.
e Use a properly rated voltage sensing device to confirm power is off.

e DO NOT DEPEND ON THIS PRODUCT FOR VOLTAGE INDICATION

e Failure to follow these instructions will result in death or serious injury.
NOTICE

e This product is not intended for life or safety applications.

e Do not install this product in hazardous or classified locations.
e The installer is responsible for conformance to all applicable codes.

e Mount this product inside a suitable fire and electrical enclosure.
CAUTION
RISK OF EQUIPMENT DAMAGE

e This product is designed only for use with 0.33V output current transducers (CTs).
e DO NOT USE CURRENT OUTPUT (e.g. 5A) CTs ON THIS PRODUCT.

e Failure to follow these instructions can result in overheating and permanent equipment damage.

For use in a Pollution Degree 2 or better environment only. A Pollution Degree 2 environment must
control conductive pollution and the possibility of condensation or high humidity. Consider the
enclosure, the correct use of ventilation, thermal properties of the equipment, and the relationship
with the environment. Installation category: CAT Il or CAT llI

Provide a disconnect device to disconnect the meter from the supply source. Place this device in close
proximity to the equipment and within easy reach of the operator, and mark it as the disconnecting
device. The disconnecting device shall meet the relevant requirements of IEC 60947-1 and IEC 60947-3
and shall be suitable for the application. Disconnecting fuse holders can be used in the USA and Canada.
Provide overcurrent protection and disconnecting device for supply conductors with approved current
limiting devices suitable for protecting the wiring.

If the equipment is used in a manner not specified by the manufacturer, the protection provided by the
device may be impaired.

& This symbol indicates an electrical shock hazard exists.

Documentation must be consulted where this symbol is used on the product.

Raritan.
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Equipment Maintenance and Service

WARNING! This equipment must only be installed by qualified electrical personnel. This product
contains no user serviceable parts. Do not open, alter or disassemble this product. All repairs and
servicing must be performed by Raritan authorized service personnel. Failure to comply with this
warning may result in electric shock, personal injury and death.

Raritan

400 Cottontail Lane, Somerset, NJ 08873 USA

Product Overview - PM Series Power Meters

Raritan PM series power meters is a modular power metering solution that is a flexible alternative to
the all-in-one BCM2 hardware. All solutions support Xerus technology platform.

The PM series includes controllers, power meters, and branch circuit monitor modules.

Raritan.
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In each configuration, you must have exactly one controller component. In the PM series, there are 2
controller options:

1. PMCis a controller-only module.
2. PMMC is a controller with 1 built-in power meter.

PMM: a 3-phase power meter
with neutral and earth current
monitoring.

PMM _ PMC

PMB: a 96 channel branch
circuit monitor that plugs into
PMM. A PMM+PMB monitors a
panel board mains and branch
circuit.

PMC: power meter controller.
One PMC controls up to 70
PMM or 8 PMM+PMB.
Interconnection uses standard
shielded CAT-5 cable. All
modules receive redundant 1=
power and continue to function

as long as one or more PMM

remain powered.

PMMC

HL
by i

PMMC: PMM with a built-in -
power meter controller. Control | [f*
up to 69 additional PMM or 8
PMM + PMB.

Raritan PM series power meters
are designed for ease of use:

CTs are available in various
ratings and contain built-in
burden resistors so they can be
snapped onto live wires without
damage.

CT orientation is not critical
because meter auto-corrects
polarity for any CT installed
backwards.

CT connections are made close
to branch circuits using multi-
conductor wiring harnesses
with individual CT wire-pairs
labeled and terminated with a
keyed connector.

Raritan.
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Product Specification

Voltage Measurement Inputs:

Input Range* 90-277VLN, 156-480VLL
Measurement Category CAT I, Pollution Level 2
Frequency 47-63 Hz

Input Impedance 10MQ

*Ratings for models with field wiring terminals.
For models with factory installed line-cords,
rating is limited by plug and ratings are labeled
on back on unit.

Current Measurement Inputs:

Input Range 0-333mV

Input Impedance 10kQ

CT Type Voltage Output = 333mV at rated
current

CT Rated Current 1-1200A

Meter Measurement Accuracy:

Active Power & Energy 0.5%: IEC 62053 Class .5, EN 50470-3
Class C

Reactive Power & Energy 2%

RMS Voltage & Current 0.2%

Frequency 0.1%

Sample Rate 64x AC frequency (phase locked)

Measurement Update Rate 3 seconds: IEC 61000-4-30 Class S

Power Requirements:

Voltage 90-240V
Current 0.2A
Overvoltage Category CAT I, Pollution Level 2

Raritan.
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Frequency 50-60 Hz

Mechanical:

Terminal Block Screw Torque 0.37 ft-Ib (0.5Nm) to 0.44 ft-lb
(0.6Nm)

Terminal Block Wire Size 14-24AWG (.5-1.6mm)

Terminal Wire Temperature Rating > 75 degree C

DIN Rail T35 (35mm)

Environmental:

Operating Temperature 0-60°C

Operating Humidity 5-85%RH

Operating Elevation 0-3000m

Conformance:

Safety UL/EN 61010-1

EMC/EMI EN61326-1, FCC Part 15 Class A

Power Meter (PMM) Connectors and Controls

TOP

Voltage Measurement.

Power

Factory Use (Do not connect.)

Meter Bus Terminator Switch

®

Meter Bus Connectors. Connects PMM to Controller.

Factory Use (Do not connect.)

Multi-conductor Cable CT ABCNE Connector

Meter ID Configuration Switch

| My [y | Py Py [y

Raritan.
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BOTTOM

Expansion Port. Connects PMM to PMB

Y

Power Meter Branch Monitor (PMB) Connectors

©°*HOOOOQ

Raritan.
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TOP

Multi-conductor cable CT 1 connector.

Multi-conductor cable CT 2 connector.

Multi-conductor cable CT 3 connector.

Multi-conductor cable CT 4 connector.

Multi-conductor cable CT 5 connector.

Multi-conductor cable CT 6 connector.

Multi-conductor cable CT 7 connector.

Multi-conductor cable CT 8 connector.

BOTTOM

25
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\_ﬂ Expansion port. Connects PMB to PMM or PMMC.

A

Power Meter with Controller (PMMC)

e P e e R P e

TOP

Meter Bus Connectors

Meter Bus Terminator Switch

Meter ID Configuration Switch

Power

Ethernet

USB-A and USB-B

Sensor Port
END

Multi-conductor Cable CT ABCNE
Connector

Modbus

T PMMC-1000

Voltage Measurement i

Expansion Port is on bottom side of unit.
Connects PMMC to PMB.

Raritan.
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Power Meter Controller (PMC) iX6/iX7

MODBUS RTU
isolated RS-485

Meter bus
connector (to
PMM)

Meter bus
terminator
switch

10/100 base-t
Ethernet.

Feature port
(Raritan asset
strip)

Sensor port

(temperature,
humidity, etc.)

USBA &B
(flash drives,
WIFI, serial
port)

RS-232
(terminal CLI,
modem)

Pin-hole access
reset button

LCD (meter
readings,
settings,
configuration)

Keypad

e e e P o e P 0 P . 1 A M

Note: iX7 PMC and BCM2 devices have RJ45 console connectors. iX6 has a DE-9 console connector.

DIN Rail Mounting PMM + PMB

BOTTOM

Raritan.
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Expansion
Connector r
supplied

with PMB.

> ™

Do not hot-

]

plug the H
Expansion
Port! PMM
and PMB
must be
disconnected

—

from all
power
source
before

plugging
Expansion
Port.

Snap
Expansion
Connector to
Expansion
Ports on
bottoms of
PMM and
PMB or
PMMC and
PMB.

*Example
shows PMC
model.

TOP

35mm DIN
rail

PMM

PMB

Modules
snap into
rail. Pull
white tab
here to
remove.

| My [y My
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Voltage and Current Measurement Wiring

Protect phase lines with fused
disconnects rated for available short
circuit current at connection point.

stranded. Do not solder tin wire
ends.

."r All wiring: 14-22 AWG, 75°C, solid or

All CT: 333mV output at rated
current. Do not use current output
ol

CTs can be connected to live circuits.
Connect CT in either direction.

Circuit Type Circuit Description Wiring Connections
Voltage CcT
A |B |C I[N |A [B |[C
Single-Phase L-N (120V,230V,240V) X X [X
L-L (208V, 400V) X X X
Split-Phase North American 120/240V Panel, 2L+N circuit X X X (X |X
Three-Phase 3L, 3-phase without neutral X [X [X X [X |X
3L+N, 3-phase with neutral X X |[X |X |X [X [X

Note: X: Selection, Blank: Non-selection

Raritan.
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PMB Branch Circuit Wiring

43640-0201)

All CTs 333mV output. DO
NOT use current output CT.

CT can be connected to live
circuit in either direction.
Meter auto corrects polarity.

>

numbered panels.
IIII|'r Multi-conductor CT cable.
Available lengths: 3m, 10m.

Connect labeled end into
matching labeled connector

CT plugs into 2-pin locking
..I"r connector (Molex

Branch Circuits have two :"'Aj e
labels: Red labels for odd/
even numbered panels. White

labels for sequentially 1
!

PMM Power Wiring

PMM can be powered from the voltage measurement inputs or from an auxiliary AC power source.
Powering from the voltage measurement inputs minimizes circuitry, but the meter may stop functioning

if the voltage turns off.

Branch Circuit Description Current Transformers

How Many | Connect To
Line-Neutral (LN) 120V/230V circuit wired to 1-pole circuit breaker 1 phase line
Line-Line (LL) 208/240/400V circuit wired to 2-pole circuit breaker 1 either phase line
Line-Line-Neutral (LLN) 120V+208/240V circuit wired to 2-pole circuit breaker 2 each phase line
Three-Phase (LLL, LLLN) 3-phase circuit wired to 3-pole circuit breaker 3 each phase line

Raritan.
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Verify protective earth lead not All wiring: 14-22 AWG, 75°C, solid or
/ wired 1o phase or neutral, stranded. Do not solder tin wire ends.

E E

AT

]
| O e
I.I_-«.n.c.r_nE k=]

90V-240V [T 90V-240V
A ——role A —— e
VI oot ’ B — ="

Powering from an auxiliary single phase circuit is required when the voltage measurement circuit
exceeds 240V, or when continued operation is required if the voltage measurement inputs turn off.

BOV-200
——®

PMMC Power Wiring

PMMC can be powered from the voltage measurement inputs or from an auxiliary AC power source.
Powering from the voltage measurement inputs minimizes circuitry, but the meter may stop functioning

if the voltage turns off.

All wiring: 14-22 AWG, 75°C, solid or

Verify protective earth lead not
stranded. Do not solder tin wire ends.

/ wired to phase or neutral. e

E —-7. ) ?l

- 20V-240V
A ———a1 A _:'_W |
N B

Powering from an auxiliary single phase circuit is required when the voltage measurement circuit
exceeds 240V, or when continued operation is required if the voltage measurement inputs turn off.

Raritan. }
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Controller Wiring to Meters

The PMC controller supports up to 70 power meters (PMM) OR eight branch circuit meters (PMM+PMB)
using daisy-chain wiring with shielded cat 5 Ethernet cable. The wiring order of the modules and
controller is not important.

The PMMC controller supports 69 additional power meters (PMM), OR 7 additional branch circuit
meters (PMM+PMB).

Note: Diagram shows PMC model. Wiring is the same for PMMC model, except that the first PMM is
built into the PMMC.

[ ——
i SENE
o906 98 =2

HEE i 1
2 '

i

All cables shielded Cat-5, each cable:100m max. length.

Switch MBT (terminator) ON for devices at ends of daisy

i
'I'r chain.
-
o

Switch MBT OFF for devices in middle of daisy chain.

Assign each meter unique ID:

e 01-70: PMM without PMB
e 01-08: PMM with PMB

Raritan.
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Panel Layout

T L

ls On Each CT Conn

Red: OddEven Panel Mumbaring
White: Seguaential Panal Numbaing

wy W

13
15
17
19
21
23
25
27
29
31
32
35
a7

T T T h

41

MAINS r

Circutt Position

Login and Configuration

et TTTTT

HRHEH R
=

FEERERNERRERERREREe N

I
Positions: 42
Layout: 2 column
Mumbering: Odd/Even
€T Cable 1

CT Cable ABCNE

CT Cable 2

CT Cable 4

CT Cable 3

Connect your PC directly to the BCM2 to complete the initial configuration.

» To access the web interface at the rack:

1. Disable the wireless interface of the PC.

2. Connect a cat 5 cable between the PC and BCM2 network ports.

3. Open a browser. Enter the URL "https://pdu.local". The login page appears.

Raritan.
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If the URL does not resolve, use the IP address of the PMC. Retrieve the direct IP address using the LCD
display: Menu > Device Information, scroll to the IPV4 settings. Enter the IP address in the web
browser:"https://IP address/"

4.

e Username: admin

e Password: raritan

Login with the default username and password. Allow 30 seconds for first connection. Password
change is forced upon first login.

Configuring Power Meters and Branch Circuit Monitors

You can configure your product with a spreadsheet, or in the product's web interface.

To configure with a spreadsheet:

Go to Raritan.com and download the configuration spreadsheet from the BCM2 Support page. Follow
the instructions in the spreadsheet.

To configure with the product web interface:

Make a network connection to the product. See Login and Configuration (on page 33). Follow the
instructions in this guide, starting with: Scan Power Meters (on page 34).

Scan Power Meters

Click Power
Meters.

If nothing is
configured,
scan begins
immediately
in the
Unconfigured
Meters
section. Click
Rescan to
refresh the
list.

Click the
power meter
or panel in
the
discovered
list to
configure it.

Types:
PM: 3-phase
Panel: BCM

Deshboarnd

PMC

Power Meters {'_ij

Peripherals

Asaset Strip

User Managerment

Device Setings

Maintenance

Power Meters

0 & Type
Pasel
] P

Mame Rating

Paned

aing 1

PRk 200 A

Circuits A Current B Current

C Current

Unconfigured Meters

Type

1 [ — @
pﬂ:'t
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Configure Power Meter

o Enter a

name.

Select the
circuit

type:
; o Single ¥ Power Meter 9 (PMM-1) H
e Phase '

Phase
Mame Q PRAR-1
* 3

phase
Type @ 3-Phase s

Enter the
mains
circuit
bre_aker Enabie Modbus Access B
rating.

Select the
checkbox

e installed.
Enter the Circuit Rating @, 200 A
CT rating.
Ratings are Phase CT

marked on
the CT.

6 Click OK.

The
configured
power
meter
displays in
the
dashboard
and Power
Meters

page.

Meutral CT

Earth €T

Raritan.
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Configure Panel Mains Circuit

o Enter a

name.

Select the
circuit
type:

. e Single
Phase

e Split
Phase

e 3-
phase

Configuration Panel 1

Enter the
number of
circuit
positions in
the panel.

Select the
panel

layout: one
e Panel Layout Two Columng

Number of Circuit Positions

or two

columns. _
Clrcult Position Numbering Odd/Even

Select the
circuit
position
numbering
style:
sequential
or odd/
even.

Circuit Rating 250 A
Enter the @ :

current Phase CT
rating

6 (circuit Neutral CT
breaker

rating) of Earth CT
the circuit.

Select the
checkbox
for each CT
installed.
6 Enter the
CT rating.
Ratings are

marked on
the CT.

Click OK.
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Configure Panel Branch Circuits

1

Raritan.

A brand of Ellegrand

In the
Power
Meters
page, click
the panel.

The Panel
details
page
opens.

In the
Panel
Branch
Circuits
section,
click the
circuit
position to
open the
pop-up
menu.

Click
Create
Circuit. The
Create
Circuit
dialog
opens.

Dashboard

PMC

Power Meters (]l

Peripherals

Panel Branch Circuits

Pos Phase MName

;q_n._@J

3 B
5 c
7 A

Power Meters
ID & Type Name Rating
Panel Panel Mains 1 250 A
9 PM PMM-1 200 A
Rating CT#& W @ Pos Phase Ma
2 A
+ Create Circuit ‘@J B
B [
8 A
37



Enter the current
rating of the circuit

e Enter a name for Create Circuit at Position @ Cickthe
the circuit. Phase or CT#
to edit the
Name LN1 (4) f‘“btolmaﬁc
,I abels.
Circuit Type Line-Neutral i 9
(5] g
Select the circuit Click Create.
type: One-Phase LN, Circuit Rating 10 A @
One-Phase LL, One-
Phase LLN, or Three- CT Rating &0 A a
Phase. Circuit type
cannot be changed Name Phase CT # (red label)
later.
1 Ad & c:)
]

in Amps.
Cancel Create
0 Enter the rating of
the CT connected at
this circuit position
in Amps.
Panel Branch Circuits
Pos  Phase MName Rating CT# V
= |1 A Rack 1 20A B ooy
Circuits appear in the list with a black bracket around the 3 B8 E]
circuit positions. L s ¢ E]
7 A Rack3 20A 0.0V
9 8 (5]
[l | 11 c @
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Using the BCM?2's Display

Automatic Mode:

The BCM2 has a display with automatic and manual modes. In
automatic mode, the display scrolls through readings.

Manual Mode:

1 manual mode, you can select readings and settings to view.
- " o -

F

\.

e

ress or

- .\
o return to automatic mode, press

L P
Fa | Il

Press
select.

Power Meters list

Power Meter details

Automatic and Manual Modes

X)

to view the Main Menu.

once or several times.

to choose a menu item. Press

Pt Poasr

0 w

Fabtinsg Fowst
0 war
Rciese Enerdy

0 Wh

Power Meters

Peripherals
Device Info

Possr Hater 3 L20H)
Mg Stardalons Heler

Hame: iy Standaions Heter

Rating: 2R
Phase CT:  Bi#
Heutral CT: sl present

Earth CT: ot present

After powering on or resetting, the front panel display first shows some dots, then logo and finally

enters the automatic mode.

» Automatic mode without alerts available:

In this mode, the display cycles through information as long as there are no alerts.
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» Manual mode:

To view more information or control outlets, enter manual mode.

Press : or ® to enter the manual mode, where the Main Menu is first displayed.

To return to the automatic mode, press ® until you return to the main display.

» Alerts:

¢ In the automatic mode, when an alert occurs, the display stops cycling through information, and
warns you by showing the alerts notice in a yellow or red background.

To enter the manual mode, press ® .

® |nthe manual mode, both the top and bottom bars will turn yellow or red to indicate the presence
of any alert.

Control Buttons

Use the control buttons to navigate to the menu in the manual mode.

Button Function
» "
@ Down
(Ol
® Back
--OR --

Switch between automatic and manual modes

Raritan.
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Power Meters

The Power Meters menu option displays information and readings for each power meter. Use the arrow
buttons to navigate through all power meters.

Fram a8l Power Meters pages, x MRAL K] displays the Main Menu

Power Meters

Power Meters
Av

Pamel 1 (400 A) Ei

S Cinpuit Postion Capgut Pardile

3 Cirouits  Frsd Paned Lo Frdd Par

MV IROKW 1A 220 230K 2

Pa 2AACD A) 9 ' Down Fanel 2 (300 A} 96

(S ] . i —— Circuit Penitipns I

uils  Forst Par Circuits  First Pared
W 23,0 Ky 1.2 A MW IIOEW ZF1IA

X Ealx SILECT O

K BACK SLCTO

Al W wonW| A w

ki i
Power Meters Power Meters
Powar Maler ‘ Uﬂ Power Meter % (800 A]
First Poa f s First Power Mcler
220 IX0OKW 212A I S M XXV IITOEW 21324
Povwes Meder 9 (400 A) Power bdols [ A
Pomair Melatior 2 Perarts beter 2
XV IZOKW X1TA 'Dmn JIN FLOEW FlL2A
X B SULECT D X pack MLCT O
Panels

Navigate to a panel from the power meter details and press O (select) to display the panel details and
readings.
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From a8 Pangl Details pagos, x (BACK ] dnplays Power Meters soreon

Power Meters

Pl 1 |00 &)
96 Cinowit Post ions
I Cwowmis  Fiesd Parel

0 |SELECT)

Panel 1

TNV ITORW HM.2A

X pack SLUCTQ

i
1

Panel 1
C:20.1 A
C-A: 207 vV
B-C: 208V
C-N:207 Vv

X pack SUCTQ
.

o W] | Aw

Panel 1
B:129 A

PR E—

x [[=1e 4]

x (K} Il 0 e

A v

Masmg: Firdd Pangl
Cirouil Praitions: 48
Layoud: 2 oodu g
MNumberng: o rvon
Br eakey rating: 800 &
Wicter Board: 2

Maina CT: 60 &

keutral CT: st present
P.E CT: not peresa it

nurwn"

X Balw SELECT ©

(A

Panel 1

4.29 KW
0.19 kvar
34720 Wh

X Back SELECTID

D"W“'! ‘ Up

: .Panel 1
A 17.3 A

B-C: 208V
A-B: 206V
B-N: 208 V

X Ak SUCTO

Branch Circuits

Dionwn v

A-B: 206 V
C-A: 207V
A-M: 206 V

X Bk SLECTO

Navigate to a branch circuit from the panel details and press O (select) to display the branch circuit

details and readings.
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From all Branch Circuits pages, )( {BACK) displays the Panel Details page

Panel 3 Branch Cireuits Panel 3 Branch Circuits
Position W __ & ‘ up Position W __A ~
2 10 2 20 F i 10 2 20
F] 122 6 4 123 0
7911 PR ' Down 7511 0 0
25 o 28
X BACK SELECT O X BACK SELECT O
| M
|
‘ Up | 'Down Down v ‘ Up
L4 W
Panel 3 Branch Circuits Panel 3 Branch Circuits
Position W __A A Up Pasition 4"
i m 2 0 p——— 4 2 1w z 20
4 12 3 0 a 12 2 0
7,211 o 0 o0 vm,wn 7,9,11 0 0 o
25 0 0 & 25 a 0 a9
X BAcK SELECT O X BACK SELECT O
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Branch Circuit Details

From all Branch Details pages, x (BACK] displays Panel Branch Circuits screen

Panel 3 Branch Circuits

Position W A *

2 0 2 20
4 12 3 0
79,11 [+
25 o 00

O (seLecT)

Panal 3 Circuits 7,911
Datalls

Mame: 3PC 14
Type: Three Phase
Circuit Rating: 30 A
CT Rating: 80 A

X (sacx

Positions: 7,9,11
CTs: 7.9.11
Phases: A,B.C

X BACK DETAILS @

1
Il x {BACK]
]

O (seeen)

Panel 3 Circuits 7,9,11
Details

Current: 204
Phase Angle: D
Adctive Power: 2 W
Reactive Power: 3 var
Apparent Power: 3 VA
Power factor: 0.67
Displacement Power

Factor;
Active Energy: 2 Kwh

X BACK

y N
Down v | ‘ ‘ Up
h

Panel 3 Circuits 7,9,11
Datails

Phase B [9) Sensors [CT 9|
Current; 204
Phase Angle:Q
Active Power: 2 W
Reactive Power: 3 var
Apparent Power: 3 VA
Power factor: 0.67
Displacement Power
Factor:
Active Energy: 2 Kwh

A

X BACK

Dmv‘| A

Panel 3 Gireuits 7,9,11
Dz-uih

Circuit Sensors
Current: 204

Active Power: 5W
Reactive Power: 3 var

Active Energy: 5 Wh

X BACK

Down v | ‘ Up
| ;

Panel 3 Circuits 7,9,11
Details

Phase A (7} Sensors [CT 8]
Current: 20

Phase Angle: 0
Active Pawer: 2 W
Reactive Power: 3 var
Apparent Power: 3 VA
Power factor: 0,67
Displacement Power

X BACK

Peripherals

Down v

Factor:
Active Energy: 2 Kwh

X BACK

If there are no environmental sensor packages connected, the display shows the message "No managed
devices" for the "Peripherals" menu command.
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» To show environmental sensor or actuator information:

1. Select "Peripherals" in the Main Menu, and press : .
2. The display shows a list of environmental sensors/actuators.

¢ When the list exceeds one page, the currently-selected sensor/actuator's ID number and total of
managed sensors/actuators are indicated in the top-right corner of the display.

¢ If any sensor enters warning, critical, or alarmed state, like 'Tamper Detector 1' shown below, it is
highlighted in yellow or red.

The top and bottom bars also turn yellow or red.

Periheral Devices 1/32

(1] Dry Contact 1 Off (2]
Tamper Detector 1
Alarmed
On/Off 1 Normal
© | ——# Temperature 2
24.5C Normal «——— @)
Relative Humidity 1
42 % Normal

X Back 8:57 PM Details ©

Number Description

o Sensor or actuator names.

Raritan.
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Number Description

@

Sensor or actuator states:
® n/a = unavailable
e Normal
e Alarmed
e Lower Critical = below lower critical
e Lower Warning = below lower warning
e Upper Warning = above upper warning
e Upper Critical = above upper critical
® On
o Off
e Open
e Closed

A numeric sensor shows both the reading and state. A state sensor or actuator shows the

state only.

3. Toview an environmental sensor or actuator's detailed information, select it, and press : LA
screen similar to the following is shown.

__peripheral Sensor 3 - B3

On/Off1 e O
QMQ4392432
Port 1, Chain Pos. 1 &—— @
Channel 5
Normal «——— (®
X -
Yi- ® (7]
Z -

Number Description

(6]

@

The ID number assigned to this sensor or actuator.

e Asensor shows "Peripheral Sensor x" (x is the ID number)

e An actuator shows "Peripheral Actuator x"

Sensor or actuator name.

Raritan.
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Number Description

6 The following information is listed.

1 e Serial number
e Chain position, which involves the following information:

® Port <N>: <N> is the number of the sensor port where this sensor or actuator is

connected.
e Chain Pos. <n>: <n> is the sensor or actuator's position in a sensor daisy chain.

e |f this sensor or actuator is on a sensor package with multiple channels, its channel number

is indicated.

Depending on the sensor type, any of the following information is displayed:

e State of a state sensor: Normal, Alarmed, Open or Closed.

e State of an actuator: On or Off.
e Reading of a numeric sensor.

X, Y, and Z coordinates which you specify for this sensor or actuator.

@

» To switch on or off an actuator:

By default peripheral actuator control is disabled. You have to enable it in the web interface.

See:Peripherals (on page 77)
: . Select an actuator to switch and press

1. Select "Peripherals" in the Main Menu, and press

(o)
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Peripheral Actuator &

Powered Dry Contact 1

QUTa592507
Port 1, Chain Pos. 1
Channel 1

Off

957 FM Switch ©

2. Press : to turn on or off the actuator. A confirmation message similar to the following is
shown.

Peripheral Actuator &

Do you really want
to switch on
Powered Dry

Contact 1?7

957 FM

()

3. Use the arrow buttons to select Yes or No, and then press
4. \Verify that the actuator status shown has been changed.
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Using the Web Interface

This chapter explains how to use the product web interface for administration.

In This Chapter

Supported Web Browsers and Mobile Devices. .. .......... ..., 49
Login, Logout and Password Change. .. ...ttt 49
Introduction tothe Web Interface. . ........ ..., 51
Viewing the Dashboard. . ....... ... i 55
PMC Power Metering Controller. . ....... ...ttt 60
PoWer Meters. . ..o 62
Peripherals. ... ..o e e 77
Serial Access With Dominion Serial Access Module. ........................ 95
ASSEL SHriPS. « vttt e e e e e e e 102
External BEeper. ..ot e 110
Power CIM. . . e 111
User Management. . ... v it e e e e e e 111
Device Settings. . ... oot e 120
Using Prometheusand Grafana. . ......... ... .. i, 250
Maintenance. . .. ... e 251
Webcam Management. . . ..ottt e 266
SMArTLOCK. . o vttt e 274
Card REAdErS. . vttt e 279

Supported Web Browsers and Mobile Devices

e Firefox® 100 and later
e Safari® (Mac)

U Google® Chrome® 100 and later
e Android 8.1 and later
e i0S12.5and later

e Edge (Windows 10, 11 (chrome-based versions))

Login, Logout and Password Change

The first time you log in, use the factory default user credentials. For details, refer to the Quick Setup
Guide accompanying the product. Password change is forced upon first login.

Login and Logout

You must enable JavaScript in the web browser for proper operation.
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» To log in to the web interface:

1. Inasupported browser go to the IP address of your BCM2

e If the link-local addressing has been enabled, you can type pdu.local instead of an IP address.

_,-" Mew Tab b 4 "-,_ +

192.168.84.92) > |

2. If any security alert message appears, accept it.

3. You can set contrast polarity by clicking on Dark and Light icon @ Dark on
bottom left of the login screen.

4. Enter your user name and password, accept any security agreement displayed, and click Login.

Note: To configure the security agreement, go to Device Settings > Security > Service Agreement.

5. The web interface opens.

After finishing your tasks, you should log out to prevent others from accessing the web
interface.

e Click Logout in the top right corner, or close the tab or browser.

Changing Your Password

You need appropriate permissions to change your password or others’ passwords.

Raritan.
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» Password requirements:

e (Case sensitive.

e 4to 64 characters.

» Password change required on first login:
® On first login, password change is forced and strong passwords are enabled by default. The new

password must be at least 8 characters and contain at least one upper case letter, one lower case
letter, and one digit.

e Change the default password and click OK.

» To change your password via the Change Password command:
You must have the Change Own Password permission to change your own password.

e Choose User Management > Change Password. Change the password and click Save.

Change Password - admin

Old passwerd required
Mew password required
Confirm password required

Logout

After finishing your tasks, you should log out to prevent others from accessing the web interface.

e C(lick Logout in the top right corner, or close the tab or browser.
Introduction to the Web Interface

The web interface consists of four areas as shown below.

» Operation:

1. Click any menu or submenu item in the area of o .

@

2. Thatitem's data/setup page is then opened in the area of .
3. Now you can view or configure settings on the opened page.
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To return to the main menu and the Dashboard page, click

Number

@
2/

Raritan

& brarel of Dleguand

on the top-left corner.

Dashboard Power Meters

PMC

O

D A Type Name Rating Circuits

Power Meters
Panel

Panel
Mains 1

Peripherals
Panel Panel2

Asset Strip PMM-1

2 Administrator | Logout

B Import Configuration  #

Comm

A Current B Current C Current

Status

0.00A OK

0.00A oK

0.00 A 0A OK

User Management
Alerted Sensors (0 Critical, 1 Warned)
Device Settings

Sensors Value State &
Maintenance
Panel 1 (Panel
Mains 1) RMS

Current

below lower
warning

0.00 A

Model

No Alarms

PMC-1000

@

Power Meter History

Firmware Version
3.3.10.543700

Help

INF/2017,11:0218 AM

3/18/2017, 12:40:06 PM

Web interface element

Menu

Data/setup page of the selected menu item.

e Leftside:
- BCM2 device name.

Note: To customize the device name, see .

e Right side:

- Displayed language, which is English (EN) by default. You can change it.
- Your login name, which you can click to view your user account settings.

- Logout button.

From top to bottom --

Raritan.
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Number Web interface element
e Your BCM2 model.
e Current firmware version.
e Online Documentation: link to the online help of BCM2.
- See Browsing through the Online Help.
e Raritan Support: link to Raritan Technical Support webpage.
e Date and time of your user account's last login.
- Click Last Login to view your login history.

e BCM2 system time, which is converted to the time zone of your computer or mobile device.

- Click Device Time to open the Date/Time setup page.

Menu

Depending on your model and hardware configuration, your menu may show some or all items.

Raritan.
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Dashboard
PMC

Power Meters

Peripherals

Asset Strip

User Management

Device Settings

Maintenance

Menu Information shown

Dashboard Summary of the BCM2 status, including a list of alerted sensors and
alarms, if any.

See Viewing the Dashboard (on page 55).

PMC Device data and settings, such as the device name and MAC address.
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Menu

Power Meters

Peripherals

Feature Port

The name 'Feature
Port(s)" will be
replaced with one of
the device names
listed to the right

Webcam,

Webcam Snapshots

User Management

Device Settings

Maintenance

Information shown
See PMC.

Power meters and panels data and settings.

See Power Meters.

Status and settings of Raritan environmental sensor packages, if
connected.

See Peripherals.

Status and settings of the device connected to the Feature port(s),
which can be one of the following.

e Asset Strip

e External Beeper

e |HX20
e SHX30
e LHX40
* Power CIM

See Feature Port.

The webcam-related menu items appear only when there are
webcam(s) connected to the BCM2.

Webcam live snapshots/video and webcam settings.

See Webcam Management.

Data and settings of user accounts and groups, such as password
change.

See User Management.

Device-related settings, including network, security, system time,
event rules and more.

See Device Settings.
Device information and maintenance commands, such as firmware
upgrade, device backup and reset.

See Maintenance.

If a menu item contains the submenu, the submenu is shown after clicking that item.

» To return to the previous menu list, do any below:

e C(lick the topmost link with the symbol <. For example, click .

54
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€ Home

User Management

Users

Roles

Change Password

User Preferences

Default Preferences

Raritan.

Click kil B on the top-left corner to return to the main menu.

Quick Access to a Specific Page

If you often visit a specific page in the BCM2 web interface, you can bookmark or share the URL. This
allows you to log in directly to the desired page.

Sorting a List

Hover on a column header to see if it is sortable. Click headers that appear as a blue link to sort the list
in ascending or descending order based on the selected column.

The arrow is displayed adjacent to the header currently sorted.

[V Timestamp Event Clasaj*— Event
262022, 4 Device The ETHZ network interface link is nov
101 22 4 C - tarted
69 27262022 Devies | s &
269 2022, 2 Device The ETH2 networ s N
il 172022, 2:43:35F TC: ce ystern started
i} 17202 D = nk Unit 2] System starte

Viewing the Dashboard

When you log in to the web interface, the Dashboard page is displayed by default. This page provides an
overview of the BCM2 device's status.
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Power Meters g

Type Name Rating Circuits A Current B Current

Panel Mains 1 250 A 0.00A 0.00A
Fanel2 250 A 0.00 A 0.00 A
PMM-1 200 A 0.00 A 0.00 A

Alerted Sensors (0 Critical, 1 Warned)

Sensors Value State A No Alarms

Panel 1 (Panel
Mains 1) RMS 0.00 A
Current

below lower
warning

Power Meter History
| osw |

06W |

04w

02W |

0.0 W-

B Import Configuration

Comm
Status

oK

Configured power meters with basic details and current
readings for each phase .

See Dashboard - Power Meters (on page 56).

Enabled thresholds show alerts in red and yellow.

See Dashboard - Alerted Sensors

Alarms that need attention.

See Dashboard - Alarms.

Chart of recent data.

© OO QO

See Dashboard - Power Meter History (on page 59).

Dashboard - Power Meters

The Power Meters section of the Dashboard shows all configured power meters and panels, with some

details for each.

o ID: The PMM rotary switch setting for the power meter.

56

Power Meters B Import Configuration
ID & Type MName Rating Circuits A Current 1B Current C Current Comm Status
1 Panel Panel Mains 1 250 A 3 0.00 A 0.00 A 0.00 A OK
2 Panel Panel2 250 A 1 0.00 A 0.00 A 0004 OK
9 PM PMM-1 200 A 0.00A 0.00A 0.00 A OK
- - . - =
0—9 (3) (4) (5]
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e Type: Panel or PM

Name: The configured name

Rating: The configured circuit rating.

e Circuits: The number of configured circuits

o A Current/B Current/C Current: The current reading in Amps for each phase.

Dashboard - Alerted Sensors

When any internal sensors or environmental sensor packages connected to the BCM2 enter an
abnormal state, the Alerted Sensors section in the Dashboard shows them for alerting users. This
section also lists tripped circuit breakers or blown fuses, if available.

To view detailed information or configure each alerted sensor, click each sensor's name to go to
individual sensor pages. See Individual Sensor/Actuator Pages (on page 88).

Alerted Sensors (1 Critical, 0 Wamed) Alarms

Senzor Value Flate ik No Alar

Tempeahane 1 25D Ak sbove upper critical

» Summary in the section title:
Information in parentheses adjacent to the title is the total number of alerted sensors.
For example:

e 1 Critical: 1 sensor enters the critical or alarmed state. 1 Warned: 1 'numeric' sensor enters the
warning state.

e Numeric sensors enter warning or critical states, as their values enter the threshold ranges.

e State sensors enter an alarmed state.

See Sensor/Actuator States (on page 83) for more details.

Numeric sensors:

e Warning

Numeric sensors:
A e  (Critical
State sensors:

e Alarmed state
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Dashboard - Alarms

If configuring any event rules which create or emit device alarms, the Alarms section will list any event
that hasn't been acknowledged yet.

Note: For information on event rules, see Event Rules and Actions (on page 177).

You must have the 'Acknowledge Alarms' permission to manually acknowledge an alarm.

Alarms

Name: System Tamper Alarm

First Appearance: 5/13/2022, 9:13:45 AM UTC+0200

Last Appearance: 5/13/2022, 9:14:36 AM UTC+0200 Acknowledge
Reasons: 2 reasons, 3 events total

show details™

» To acknowledge an alarm:

e Click Acknowledge, and that alarm then disappears from the Alarms section.

Alarms

Narme: System Tarnper Alarm

First Appearance: 5/13/2022, ::13:45 AM UTCH+I200
Last Appearances 5/13/2022, 9:14:36 AM UTC+0200
Reasons: 2 reasons, 3 events total

hide detailza
Acknowledge
Reaszon; Periphersl device Tamper Detector 1' in PDU 1
shol 29 is alormeed
First Appeatance; 5/13/2022, 9:13:45 AM UTC+0200

Last Appearance: 5/13/2022, 9:13:56 AM UTC+0200
Count: 2

Reason: A test event was triggered by user ‘admin’,
First Appearance: 5/13/2022, 9:14:36 AM UTC+0200
Last Appearance: 571372022, 9:14:36 AM UTC+0200
Count: 1

This table explains each field of the alarms list.

Field
Name

Reason

Reasons

Description
Custom name of the Alarm action.

Shows the log message if the alarm was only triggered by one
specific event.

Short summary if there were multiple different events.
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Field Description

First Date and time when the event indicated in the Reason column
Appearance occurred for the first time.

Last Appearance Date and time when the event indicated in the Reason column
occurred for the last time.

Count Number of times the event indicated in the Reason column has
occurred.

Show details

This field appears only when there are multiple types of
events triggering the same alert.

If there are other types of events (that is, other reasons)
triggering the same alert, the total number of additional reasons
is displayed. You can click it to view a list of all events.

The date and time shown on the web interface are automatically converted to your computer's time
zone. To avoid time confusion, it is suggested to apply the same time zone settings to your computer or
mobile device.

Tip: You can also acknowledge all alarms in the front panel display.

Dashboard - Power Meter History

The history graph for the power meter helps you observe whether there were abnormal events within
the past range of time. The default is to show the active power data.
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Power Meter History
0.8 W
06w
AW E
0.2W
00w CITT LT T T T T T Pt P L PP PR PR O T (P R TR e P TP R PR T T T R P T T
12:23 PM
D.2wW [IPanei 1 (Panel Mains 1): 0.0 W
_IPanel 1 (Panel Mains 1) LZ: 0.0 W
aw i Panel 1 (Panel Mains 1) L3: 0.0 W
__IPanel 1 (Panel Mains 1) L1: 0.0W
06w LIPanel 2 (Panel2) 0.0W
Y BPznel 2 (Panei?) L1: 0.0 W
i ClPanel 2 (Panel2) L2- 0.0 W
0.8W anel 2 (Panei2) L3: 0.0 W
1T00AM 1173 AM T1:26AM 11:39AM TT:52AM 1 AP T TaE o) i Toard PM 12:59 PM
| Active Power 4 Q) 9
RMS Current \
RMS Voltage (L-1) | Panel 1 (Panel Mains ™S Panel 1 (Panel Mains#_, Panel 1 (Panel Mains
RMS Voltage (L-M) N 1) L2 NnL3
Apparent Power v Panel? (Panel?} L2 | Panel 2 (Panel?) L3
F F | = II_ B i

o Select a different data type by clicking the selector below the diagram.
® RMS Current
e RMS Voltage Line to Line
e RMS Voltage Line to Neutral
e Active power

® Apparent power

e Select the checkbox for the lines you want to add to the diagram. Each line is
assigned a custom color.

e Hover the mouse over the graph line to view details for the minute. Each line color is

coordinated in the details.

PMC Power Metering Controller

Click PMC in the Menu to open the Power Metering Controller page.
You can view details on the PMC:

e Firmware Version
e Serial Number
e MAC Address

* Internal beeper state
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Power Metering Controller

Firmwase version 4.0.10.5-48774
Madel PMC-1000
Serial nummber TBZ262C123
MAC address OZ:aTmecid0c3e
Data bag Expeort a8 G5V

Edit Settings.
Name by PRAC
Dernand sensor update intenal 1 i v
Dernand serss ireg interval 10
Meancel

» To edit PMC settings:

e C(lick the Edit Settings link. The following settings can be changed.
Name: The name of the PMC appears in the top bar of the web interface.

Demand sensor: Each power meter contains a demand sensor which measures the peak electrical
power demand averaged over a user configurable time interval.

¢ Demand sensor update interval: The time interval over which power is averaged to determine
electrical demand.

= Range: 15 seconds - 5 minutes
= Default: 1 minute

e Demand sensor averaging intervals: Defines over how many update intervals the sensor reading is
averaged.

= Range: 1-60 intervals
= Default: 10 intervals (10 minutes)
3. Click Save.
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Demand Power Computation

Update Interval = 5 minutes
Averaging Intervals = 3

‘/— Average power during update interval

Al A2 A3 Ad A5

Computed Demand power

D1 = AVG(A1,A2,A3)
D2 = AVG(A2,A3,A4)

Time
(min)

Time
B

(min)

Power Meters

To view or manage the connected panels and power meters, click Power Meters in the menu.

The Power Meters page contains all configured power meters and panels, allows you to scan for
unconfigured meters, and gives access to all configuration possibilities.

Dashboard Power Meters B Import Configuration
itk 2 Comm
D A Type Name Rating Circuits A Current B Current € Current B
Power Meters
Panel Panel Mains 1 250 A 3 0.00A 000A 0.00A 0K
Peripherals 2 Fanel Panel2 250 A 1 0.00 A 0.00A 0.00 A oK
o 9 PM PMM-1 200 A 0.00A 000A 0.00 A 0K
Asset Strip
User Management Unconfigured Meters 2 Rescan
Device Setiooy 04 Type BCM Channels

No unconfigured meters found

Maintenance

For help with configuring power meters and panels, see Configuring Power Meters and Branch Circuit
Monitors (on page 34).

Viewing the Power Meter Data

To view power meter data, go to the Power Meters page and click to select a power meter. You can also
select a power meter from the dashboard.
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Power Meters

ID & Type Name Rating
1 Panel Panel Mains 1 250 A
2 Panel Fanel2 250 A
o PM - PMM-1 200 A

The Power Meter details page opens with a list of sensor data and readings.

4 Power Meter 9 (PMM-1) @E
QO
!!' Power Meter Phase A Phase B Phase C
Sensor ] Value State I -Wue Stat Value | |State Value  State
'RMS Voltage (L-1) I i ooV normal I 'D.D v mmg ooV i .normall ooV normal
-RMS Voltage (L-N) I i I -D.El v normal 00V normal oov normal
-IJne Frequency I |
-RMS Current I -O.DlJ A mrmﬂ A normal
.Phase Angle I .D.D' nomal .-'J' normal
'Am"we Fower I (i ow normal I .D w normal  OW normal ow narmal
-Reacuv! Power I 1t 0var normal -D var normal O var normial 0 var normal
-.Qppamm Power I 1 | -0 VA normal  OVA normal OVA normal
-Power Factor Il -1 00 normal  1.00 normal 1.00 normal
-Dlsplacemenl Power Factor I I .‘I 00 normal  1.00 normal 1.00 normal
-.lcl'me Energy It 0 Wh normal I _u Wh  npormal  OWh normal 0wh normal
-Neuual Current I [ 0.00 A normal |
-Eanh Current I [t 0.00 A normal I

Sensor list

Readings in total for the power meter.

Readings for each phase.

If thresholds have been configured for a sensor, and a reading

meets a threshold, the data is highlighted red or yellow.

Value contains the reading for the sensor.

QOO OQ

State indicates if readings are normal, warning or critical.

Click actions menu for more options.

N
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Power Meter Management

This section introduces the operations for a power meter module. For information on the power
meter's sensor data, see Viewing the Power Meter Data (on page 62).

To access power meter management options:
e C(Click Power Meters in the menu, then select a power meter. In the power meter details page, click
the actions icon in the top right corner.

The following options are available:

e Edit Thresholds: See Configure Thresholds (on page 70).

e Configure: You can edit some details of the power meter configuration. See Configure Power Meter
(on page 35).

e Reset Active Energy: See below.

e Delete: Click Delete to delete this power meter.

4 Power Meter 9 (PMM-1) > Jiiz
£ Edit Thresholds
Sensor Power Meter Phase A
¥ Configure
RMS Voltage (L-L) 0.0V gav
M Reset Active Energy
RMS Voitage (L-N) 0oV T Del
_—_— elete
Line Frequency 0.00 Hz
RMS Current 0.00A ) 0.00 A 0.00A 0.00A
Phase Angle oo oo® 0.0

To reset active energy:

Click Reset Active energy to reset the power meter's active energy to 0 (zero) Wh. Only users with the
"Change PMC, PMB & PMM Configuration" permission can reset active energy readings.

Tip: To reset all active energy readings simultaneously, see Resetting All Active Energy. To reset a branch
circuit's active energy, see Panel Branch Circuits Operations (on page 68). To reset a panel's active
energy, see Panel Mains Circuit Management (on page 68).

Enable Modbus Access

For details on Modbus, see Configuring Modbus TCP and/or RTU.
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» To enable Modbus access:

Select the power meter or panel in the Power Meters page.
Click the actions icon to open the options, then choose Configure.

Select the Enable Modbus Access checkbox, and assign a "unique" Modbus address to the power
meter.

e This Modbus address must be different from that of the main controller, any panel or power meter
module connected to this BCM2, or the BCM2 does NOT allow you to save this dialog.

¢ |f Modbus/RTU is enabled, make sure this Modbus address is also different from those of other
devices on the same Modbus RTU bus.

4. Click OK to save.

Viewing the Panel Data

To view panel data, including mains circuit and branch circuits, go to the Power Meters page and click to
select a panel. You can also select a panel from the dashboard.

Power Meters
1D & Type Name Rating Circuits
1 Panel af——=PaneiMains1 | 250A 3
2 Panel Panei2 250 A 1
3 Panel Rack3 250 A i
9 Phi FRAM-1 200 A

The Panel details page opens with a list of sensor data and readings at the top, and a list of Panel Branch
Circuits at the bottom.

4 Panel 1 (Panel Mains 1) @)

Panel @ Phase A Phase B Phase C @

Sensor OJ Value State Value State 64 Value State Value State
RMS Voltage (L) 0oV normel 0oV normal 0.0V normal 0oV normal
RMS Current 000 A below lower waming ! 000 A normal 0.00 A normal 0.00A normal
Phase Angle ! [ o0.0* normal 0.0" normal 0.0° normal
Panel Branch Circuits

Pos Phase MName Rating CT# V A ] @ Pos Phase Name Rating CT# V A 9

1 A Rack 1 20 A D ooV 0.00 A 0.0 2 A Rack2 20A @ ooV 0.00A 0.0"
[ 3 B 0.00 A 0.0 [ 4 B 0.00A 0o

5 ¢ 000A 00 6 ¢ [ 000A 00"

7 A Rack 3 20 A ooV 0.00 A 0.0 8 A R i [l oov 0.00A 0.0
[ e B) R [ | Qcircuit Details o T

) o 00DA 00" 12 ¢ ' [ Delete Circuit 3 J
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Elselect Readings=

Active Energy (Wh)
Active Power (W)
Active Power Demand (Demand)
Apparent Power (VA)
« RMS Current (A)
Displacement Power Factor (DPF)
Earth Current
Line Frequency
Meutral Current
+ Phase Angle ()
Power Factor (PF)
Reactive Power (var)
« RMS Voliage (L-L) (V)

RMS Voltage (L-N)

A short list of readings is available by default.

To add more readings, click Select Readings, then choose the sensors to add. See
graphic for menu details.

Click actions menu for more options. See Panel Mains Circuit Management (on page
68).

Readings in total for the panel.

If thresholds have been configured for a sensor, and a reading meets a threshold, the
data is highlighted red or yellow.

Readings for each phase.

Value contains the reading for the sensor.

@O0 ©®© O©9Q
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7]
(8

» Panel Branch Circuit Details page:

State indicates if readings are normal, warning or critical.

Branch circuit details and readings.

Click a branch circuit to show the menu: Circuit Details to open a new page. Or,

delete a circuit.

Click a configured circuit, then choose Circuit Details to open a new page with panel branch circuits
details. Similar to the panel details, the circuit details displays readings at the circuit level.

Panel 1> 4 CircuilS{RackT)loJ @JE
Sensors
Circuit @_I'!I Phase A (CT #1) Phase B (CT #3) Phase C (CT #5) @

| Sensor @ Value State Value State l@J Value State 0\t‘ulm State

RMS Current 0.00 A normal [ 0.004 normal 0.004 normal J{] 00 A normal

RMS Voltage oov normal ||

Phase Angle | 0.0° narmal 0.0* normal 0.0 normal
Active Power ow normal I OW normal ow normal ow normal
Reactive Power 0O var normal 0 var normal 0 var normal 0 var normal
Apparent Power OVva normal oVvA narmal OVA normal
Power Factor il 1.00 normal 1.00 normal 1.00 normal
Displacemnent Power Factor il 1.00 normal 1.00 normal 1.00 normal
iﬁcrive Energy 0Wh normal || 0Wh normal 0Wh normal 0'Wh normal
Active Power Demand ow naermal

Note: Branch circuit RMS voltage is the minimum of Line-Line or Line-Neutral RMS voltage readings. NO

alerts will be available for a branch circuit's RMS voltage even when voltage thresholds are set for it.

QOO0 OQ

N
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Panel name and circuit name. Click the arrows to scroll through the
configured branch circuits.

Click actions menu for more options. See Panel Branch Circuits Operations

(on page 68).

Sensor list. This list may be filtered by the Select Readings settings in the

Panel Mains Circuit page.

Total readings for the whole circuit.

Readings for each phase. Each phase is labeled with the CT number.

Value contains the reading for the sensor.

State indicates if readings are normal, warning or critical.



Panel Mains Circuit Management

This section introduces the operations for a panel. For information on the panel's sensor data, see
Viewing the Panel Data (on page 65).

To access panel management options:

Click Power Meters in the menu, then select a panel. In the panel details page, click the actions icon in
the top right corner.

The following options are available:

e Edit Thresholds: See Configure Thresholds (on page 70).

e Configure: You can edit some details of the panel configuration. See Configure Panel Mains Circuit
(on page 36).

e Export Readings as CSV: See Export Readings as CSV (on page 75)

e Reset Energy Counter: See below.

e Delete: Click Delete to delete this power meter.

4 Panel 1-RPP 1-3 Eselect Re’ i

Panel Phase A Phase B =28 Edit Thresholds
Sensor
Value State Value State Value Sty
RMS Voltage (L-L) 0.0V normal 0oV normal 0.0V nofl Qcom'gure
RMS Current 0.00 A normal 0.00A normal 0.00 A nof & Export Readings as CSV
Phase Angle 0.0 normal 0.0" nofi

I Reset Energy Counter
Panel Branch Circuits

1 Delete
Pos Phase MName Rating C7|

To reset Energy Counter:

Click Reset Energy Counter to reset this panel's energy reading to 0 (zero) Wh.You must have the Change
PMC, PMB & PMM Configuration" permission.

Panel Branch Circuits Operations

This section introduces the operations for the Panel Branch Circuits section.

To manage branch circuits, click the desired branch circuit to open a menu.
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Panel Branch Circuits

Pos Phase Name Rating CT®F V A =}

~ A Rack 1 2 m e 0.00 A 0.0*

e Q Circuit Details 000A 00"

i) 2 .
= Delete Circuit
- 5 G 000A 00

-7 A Rack 3 204 00V  000A 00°

9 B E] ooo A 0.0°
L 11 ¢ E] 000A  00°

Note: For information on creating panel branch circuits, see Configure Panel Branch Circuits (on page
37). For information on the Panel Branch Circuits section's sensor data, see Viewing the Panel Data (on
page 65).

» Circuit Details:

A circuit page showing the circuit readings and detailed information opens. Click the actions menu at
top right corner. The following options are available:

Panel1= s Circuit1 (Rack1) —_—
& Edit Thresholds
Sensors o
£ Configure Circuit
Se Circuit  Phase A (CT #1 Phase B .
il o e A G181 o P Reset Active Energy
RMS Current 0.00A Q00 A 0.00 A =
@ Delete
RMS Voltage ooV
Phazs Annls nn* oot nn*

e Edit Thresholds: See Configure Thresholds (on page 70).

e Configure Circuit: Click to open the circuit's setup dialog. See Configure Panel Branch Circuits (on
page 37).

e Reset Energy Counter: This button resets this circuit's energy counter to 0 (zero) Wh. You must have
the "Change PMC, PMB & PMM Configuration" permission.

e Delete: Click to delete this circuit.

Note: NO alerts will be available for a branch circuit's RMS voltage even though you have set the voltage
thresholds for it.

Setting Power Thresholds

Setting and enabling the thresholds causes the BCM2 to generate alert notifications when it detects
that any component's power state crosses the thresholds. See The Yellow- or Red-Highlighted Sensors.
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There are four thresholds for each sensor: Lower Critical, Lower Warning, Upper Warning and Upper
Critical.

e Upper and Lower Warning thresholds indicate the sensor reading enters the warning level.

e Upper and Lower Critical thresholds indicate the sensor reading enters the critical level.

To avoid generating a large amount of alert events, you can set the assertion timeout and deassertion
hysteresis.

Note: After setting the thresholds, remember to configure event rules. See Event Rules and Actions.

Configure Thresholds
In the
Power
Dashboard
o Meters Power Meters
page, click =
the panel FME D & Type Name Rating
or power Power Meters Pane! Panel Mains 1 250 A
meter.
] PM PMM-1 200 A
Peripherals
The details it
page
opens.
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In the

) details
page, click
the actions
icon, then
choose Edit
Thresholds.
4 panel 1 (Panel Mains 1) b 4 m@)emm—-h i
[ =cditThresholds |
Sensor Panel Phase A
The sensor . %F Configure
: RMS Vohtage (L) oo ooV _
II?t & Export Readings as CSV
displays. RMS Current 0.00 A 000 A
. . M4 Reset Energy Counter
9 Click a Phase Angle 0.0° 2
sensor to M Delete
open the
Edit 4+ Panel 1 (Panel Mains 1) i
Threshold
dialog.
€ Sensor Lower Critical Lower Warning  Upper Warning  Upper Critical
RMS Voltage - - E
A=B RMS Viltage Edit Thresholds for RMS Current
B-C RMS Voltage
Select the C-A RMS Voltage Lower Critical ] A
checkbox A-M RMS Vohage i
for the Lower Waming | 1.0 A
level, and B-N RMS Voltage
enter the
C-M RMS Voltage u Warnis 160
threshold PR > 4
current in Line Frequency _ _
amps. Click . Upper Critical « | 180 A
OK. T @
A RMS Current . Deassertion o A
This Hysteresis
example B RMS Current =
shows RMS C RMS Current B Assertion Timeout 0 Samples
e Current P
thresholds iz 2 % Cancel || o Save
set for B Phase Angle -
upper C Phase Angle 5 = =
warning
and critical
levels for
the circuit
max
current
rating, and
a lower
warning set
for 1 amp.
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"To Assert" and Assertion Timeout

If multiple sensor states are available for a specific sensor, the BCM2 asserts a state for it whenever a

bad state change occurs.

» To assert a state:

To assert a state is to announce a new, "worse" state.

Below are bad state changes that cause the BCM2 to assert.

above upper critical

to

above upper warning

below lower warning

@

below lower critical

» Assertion Timeout:

1. above upper warning --> above upper critical
2. normal --> above upper warning
3. normal --> below lower warning

4. below lower warning --> below lower critical
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(=]

Lonwer Critical ol

Lower Warning “ 0
Upper Warning < 0
Upper Critical s 0
Deasgertion Hysteresis o

[

Assertion Timeout Samples

X Cancel " Save

In the threshold settings, the Assertion Timeout field postpones the "assertion" action. It determines
how long a sensor must remain in the "worse" new state before the BCM2 triggers the "assertion"
action. If that sensor changes its state again within the specified wait time, the BCM2 does NOT assert
the worse state.

To disable the assertion timeout, set it to O (zero).

Note: For most sensors, the measurement unit in the "Assertion Timeout" field is sample. Sensors are
measured every second, so the timing of a sample is equal to a second. Raritan's BCM2 is an exception
to this, with a sample of 3 seconds.

» How "Assertion Timeout" is helpful:
If you have created an event rule that instructs the BCM2 to send notifications for assertion events,

setting the "Assertion Timeout" is helpful for eliminating a number of notifications that you may receive
in case the sensor's readings fluctuate around a certain threshold.

"To De-assert" and Deassertion Hysteresis

After the BCM2 asserts a worse state for a sensor, it may de-assert that state later on if the readings
improve.

» To de-assert a state:

To de-assert a state is to announce the end of the previously-asserted worse state.

Below are good state changes that cause the BCM2 to de-assert the previous state.
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1. above upper critical --> above upper warning

above upper critical 2. above upper warning --> normal

@

v L) 3. below lower warning --> normal

above upper warning 4. below lower critical --> below lower warning

@

Y
normal

16

below lower warning

ey

below lower critical

» Deassertion Hysteresis:

Lower Critical « 0
Lower Warning v 0
Upper Warning « 0
Upper Critical « 0
Deassertion Hystenesis [1]

=

Assertion Timeout Samples

X Cancel " Save

In the threshold settings, the Deassertion Hysteresis field determines a new level to trigger the
"deassertion" action.

This function is similar to a thermostat, which instructs the air conditioner to turn on the cooling system
when the temperature exceeds a pre-determined level. "Deassertion Hysteresis" instructs the BCM2 to
de-assert the worse state for a sensor only when that sensor's reading reaches the pre-determined
"deassertion" level.

For upper thresholds, this "deassertion" level is a decrease against each threshold. For lower
thresholds, this level is an increase to each threshold. The absolute value of the decrease/increase is
exactly the hysteresis value.
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For example, if Deassertion Hysteresis = 2, then the deassertion level of each threshold is either "+2" or
"-2" asillustrated below.

Threshold value Deassertion value

Upper Critical = 33 Deassertion level = 31
e 33-2=31

Upper Warning = 25 Deassertion level = 23
e 25-2=23

Lower Critical = 10 Deassertion level = 12
e 10+2=12

Lower Warning = 18 Deassertion level = 20
e 18+2=20

To use each threshold as the "deassertion" level instead of determining a new level, set the Deassertion
Hysteresis to 0 (zero).

Note: The difference between Upper Warning and Lower Warning must be at least "two times" of the
deassertion value.

» How "Deassertion Hysteresis" is helpful:

If you have created an event rule that instructs the BCM2 to send notifications for deassertion events,
setting the "Deassertion Hysteresis" is helpful for eliminating a number of notifications that you may
receive in case a sensor's readings fluctuate around a certain threshold.

Export Readings as CSV

Export instantaneous readings from the power meter controller as a CSV file. The export file may be
helpful to diagnose issues.

You can export readings from each configured power meter and panel.
» Power meter includes the following readings:

e ID

* Name

e Line to Line Voltages

e |1-12,L12-13,13-11

e Line to Neutral voltages
e L1I-N
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e L2-N

e I3-N

® Frequency

e L1 Current, L2 Current, L3 Current

e |1 Active Power, L2 Active Power, L3 Active Power

e |1 Reactive Power, L2 Reactive Power, L3 Reactive Power

» Panel includes the following readings:

® Mains Sensors
e line to Line Voltages
* L1-L2, L2-13, L3-L1
e Line to Neutral voltages
e [1-N
e [2-N
e L3-N
e Frequency
e L1 Current, L2 Current, L3 Current
e |1 Active Power, L2 Active Power, L3 Active Power
e |1 Reactive Power, L2 Reactive Power, L3 Reactive Power
e For each configured circuit
* Name
e For each circuit pole
= Position
* Phase
* CT Number
= Current
= Active Power

= Reactive Power

» To export readings as CSV:

1. Click Power Meters in the Menu.
2. Click the actions icon, then choose Export Readings as CSV.
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Dashboard Power Meters R oo |

PMC & Export Readings as CSV

DA Type Name Rating Circuits A Current arren urren e
Power Meters

1 Panel E‘:,e 1 250 A 3 0.00 A 0.00 A 0.00A oK
Peripherals o

2 Panel Panel2 250 A 1 0.00A 0.00A 0.00 A OK
e 9 PM PMM-1  200A 000A  000A  000A oK

Peripherals

If there are environmental sensor packages connected, they are listed on the Peripherals page.
An environmental sensor package may contain:

e Numeric sensors: Detectors that show both readings and states, such as temperature sensors.
e State sensors: Detectors that show states only, such as contact closure sensors.
e Actuators: An actuator controls a system or mechanism so it shows states only.

BCM2 communicates with managed sensors/actuators only and retrieves their data. One BCM2 can
manage a maximum of 64 sensors/actuators.

Open the Peripheral Devices page by clicking Peripherals in the Menu. Then you can:

e Perform actions on multiple sensors/actuators by using the control/action icons on the top-right
corner.

e Gotoanindividual sensor's or actuator's data/setup page by clicking its name.

» Sensor/actuator overview on this page:

If any sensor enters an alarmed state, it is highlighted in yellow or red. An actuator is never highlighted.

Column Description

Name By default, the name assigned contains:
e Sensor/actuator type, such as "Temperature" or "Dry Contact."

e Sequential number of the same sensor/actuator type, like 1, 2,
3 and so on.

You can customize the name. Customize names on the
individual sensor page.

Reading Numeric sensors, such as temperature and humidity, show the
reading.

Maximum Maximum reading of all previously seen values since last reset.

Minimum Minimum reading of all previously seen values since last reset.

State Available for all sensors and actuators. Sensor/Actuator States (on
page 83)

Raritan.

A brand of Ellegrand



Column

Type

Serial
Number

Position

Actuator

Description

Sensor or actuator type.

This is the serial number printed on the sensor package's label.

Position indicates where this sensor or actuator is located in the
sensor chain.

Identifying the Sensor Position and Channel (on page 85)

Indicates whether this sensor package is an actuator or not. If yes,

the checkmark symbol v is shown.

» To release or manage sensors/actuators:

You can multi-select sensors to release or manage them. Releasing is necessary when the maximum
number of managed sensors are in use, and you need to make a change, such as replacing old sensors
with new ones, or making space by removing an unneeded type and adding a different type. When you
manage sensors individually, you can manually select ID numbers--this allows you to simultaneously
release an old sensor if you select to reuse its assigned ID: Managing One Sensor or Actuator (on page
86). When you manage multiple sensors at once, ID numbers are automatically assigned, and nothing
else is changed or released.

1. Select the sensors/actuators that you want to manage/release from management.

2. Click

to view options and select Manage or Release.

e Release: The items are automatically released, and you return to the list. Newly released sensors
show at the end of the list as "Manage Device" if they are still physically connected, otherwise they
disappear.

* Manage: "Manage Peripheral Device" dialog opens. Click Manage to accept automatic sensor
numbers. If a single item was selected, you can choose the ID number by selecting "Manually select
a sensor number." Click Manage and you return to the list. Newly managed sensors appear and will
show a status in the State column. They can now be renamed and configured.
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Manage Peripheral Device

@ Automatically assign a sensor number

Manually select a senscr number

» To configure sensor/actuator-related settings:

L
1. Click * > Peripheral Device Setup.

Field Function Note

Peripheral device Options to describe the vertical locations (Z Every sensor has a Z Coordinate field. The format
Z coordinate coordinates) of environmental sensor setting specifies whether those coordinates are
format packages. required to be rack unit numbers or can contain

® Rack units or Free-form arbitrary text.

See Z Coordinate Format (on page 93).

Peripheral device Enables or disables the automatic Automatic Management of Sensors (on page
auto management feature for Raritan 86)
management environmental sensor packages.

e Default is Enabled.

Mute other door ¢ |f selected, one door handle will be e This option helps to avoid overload in
handle completely powered down (including any power-limited setups with two door handles.
attached card reader or keypad) before
opening the other lock of the same DX2-

DH2C2.
Altitude Specify the altitude of BCM2 above sea level e The device's altitude is associated with the
when a differential air pressure sensor is altitude correction factor.
attached. e The default altitude measurement unit is
e Range: -425 to 3000 meters (-1394 to meter.
9842 feet) e Your user preference for measurements will
e Negative numbers indicate locations take effect here.

below sea level.
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Field Function Note

Active powered  Determines the maximum number of "active"  ® An "active" actuator is turned ON, or, for a
dry contact limit  powered dry contact actuators that is door handle, door is OPENED.
permitted concurrently. e This setting only applies to "powered dry
® Range: 0 to 24 contact" (PD) actuators rather than normal
o Default: 1 dry contact" actuators.
® You need either 'Change Peripheral Device
Configuration' privilege or 'Administrator
Privileges' to change the setting.

2. Click Save.

To configure default threshold settings:

Note that default threshold settings affect all sensors already being managed, and establish the initial
settings for any sensor added from now on. To customize the threshold settings on a per-sensor basis,

go to Individual Sensor/Actuator Pages (on page 88).

1. Click : > Default Threshold Setup.
2. Click a sensor to open the threshold settings.
3. Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

e Type a new value in the accompanying text box.
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Lower critical v 2 g/m?

Lower warning | 4 g/m?

Upper warning | 20 g/m?*

Upper critical | 22 g/m?

Deassertion hysteresis 1 g/m?

Assertion timeout 0 Samples
M Cance

4. Deassertion hysteresis: An alarm is cleared when the sensor reading normalizes the specified
amount away from the threshold. In the screenshot example above, if temperature normalizes by
more than 1 degree of the threshold, the alarm is cleared. When the reading is within 1°C from the
threshold, the alarm will remain active. For example: A warning is raised when the temperature
exceeds 30°C. It has to drop to 29°C to clear the warning.

5. Assertion timeout: An alarm is raised when the sensor reading exceeds a threshold for more than
the specified number of samples. In the screenshot example above, timeout is set to Zero. An alarm
would be raised immediately when the reading exceeds the threshold. If the timeout were set for
20, the sensor reading would have to persist in exceeding a threshold for 20 data samples before an
alarm would be raised.

6. Click Save.

» To turn on or off any actuator:

1. Select one or multiple actuators . This activates the power buttons at the top right corner in the web
interface.

2. Click On or Off. For Door Handles, click Open or Close.

Note: Per default you can turn on as many dry contact actuators as you want, but only one "powered dry

L
contact" actuator can be turned on at the same time. Change this settingin * > Peripheral Device
Setup.

3. Confirm the operation when prompted.

Yellow- or Red-Highlighted Sensors

The BCM2 highlights those sensors that enter the abnormal state with a yellow or red color. Note that
numeric sensors can change colors when thresholds are enabled.

Tip: When an actuator is turned ON, it is also highlighted in red for drawing attention.
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In the following table, "R" represents any numeric sensor's reading. The symbol <= means "smaller
than" or "equal to."

Sensor status Color States shown in the interface Description

Unknown I:I unavailable Sensor state or readings cannot be detected.
unmanaged Sensors are not being managed.
Normal I:I normal e Numeric or state sensors are within the normal range.
—-OR --

® No thresholds have been enabled for numeric sensors.

Warning above upper warning Upper Warning threshold < "R" <= Upper Critical threshold
below lower warning Lower Critical threshold <="R" < Lower Warning threshold
Critical . above upper critical Upper Critical threshold < "R"
below lower critical "R" < Lower Critical threshold
Alarmed . alarmed State sensors enter the abnormal state.
OCP alarm Open e Circuit breaker trips.
[l

e Fuse blown.

Managed vs Unmanaged Sensors/Actuators

» Managed sensors/actuators:

e BCM2 communicates with managed sensors/actuators and retrieves their data.

* Managed sensors/actuators are always listed on the Peripheral Devices page whether they are
physically connected or not.
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e They show one of the managed states.

e For managed 'numeric' sensors, their readings are retrieved and displayed. If any numeric sensor is
disconnected or its reading cannot be retrieved, it shows "unavailable" for its reading.

» Unmanaged sensors/actuators:

e BCM2 does NOT communicate with unmanaged sensors/actuators.

e Unmanaged sensors/actuators are listed only when they are physically connected to BCM2.
They disappear from the web interface when they are no longer connected.

e They do not have an ID number.

e They show the "unmanaged" state.

Sensor/Actuator States

An environmental sensor or actuator shows its real-time state after being managed.

Available sensor states depend on the sensor type -- numeric or state sensors. For example, a contact
closure sensor is a state sensor so it switches between three states only -- unavailable, alarmed and
normal.

Sensors will be highlighted in yellow or red when they enter abnormal states.

An actuator's state is marked in red when it is turned on.

» Managed sensor states:

In the following table, "R" represents any numeric sensor's reading. The symbol <= means "smaller
than" or "equal to."
State Description

normal e For numeric sensors, it means the readings are within the
normal range.

e For state sensors, it means they enter the normal state.
below lower critical = "R" < Lower Critical threshold

below lower Lower Critical threshold <="R" < Lower Warning threshold
warning
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State

above upper
warning

above upper critical
alarmed

unavailable

Note that for a contact closure sensor, the normal state depends on the normal setting you have

configured.

Description

Upper Warning threshold < "R" <= Upper Critical threshold

Upper Critical threshold < "R"
The state sensor enters the abnormal state.

e Communication with the managed sensor is lost.
- OR --

e Sensor packages are upgrading their sensor firmware.
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» Managed actuator states:

State Description

on The actuator is turned on.

off The actuator is turned off.

unavailable ® Communication with the managed actuator is lost.
--OR --

® Sensor packages are upgrading their sensor firmware.

» Unmanaged sensor/actuator states:

State Description

unmanaged Sensors or actuators are physically connected to the BCM2 but not
managed yet.

Note: Unmanaged sensors or actuators will disappear from the web interface after they are no longer
physically connected.

Finding the Sensor's Serial Number

A sensor package has a serial number tag attached to its rear side.

The serial number for each sensor or actuator appears listed in the web interface when it is detected.
Match the serial number from the tag to those listed in the sensor table.

L Hame Rie-aadineg Flate Typs Serial Humbaer 4

Identifying the Sensor Position and Channel

The Peripheral Devices page shows where each sensor or actuator is connected.

4 My PDU (1) Peripheral Devices Gon Ooff ¢
Name Reading Serial Number Position Actuator =]
Temperature 2 240°C QMT0000005 Port 1, Ghain position 5
Temperature 1 250°C QMS0000004 Port 1, Chain position 4
Powered Dry Contact 2 QU70000003 Port 1, Chain position 3, Channel 2 v
Powered Dry Contact 1 QU70000003 Port 1, Chain position 3, Channel 1 v
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e The position information includes the port name and the sensor's position in a sensor chain.
For example: Port Sensor, Chain Position 3

e Ifasensor hub is involved, the hub port information is also indicated for most sensors.
For example: Port Sensor, Hub port 2, Chain Position 3

e If a sensor/actuator contains channels, such as a contact closure sensor or dry contact actuator, the
channel information is included.

For example, Port ‘Sensor, Hub port 2, Chain Position 3, Channel 1

Automatic Management of Sensors

To configure automatic management, go to Peripherals > > Peripheral Device Setup.
» After enabling the automatic management function:

When the maximum number of sensors are not yet managed, newly-connected environmental sensors
and actuators are automatically managed upon detection.

» After disabling the automatic management function:

You must manually manage all sensors to start communications. Until you do this, they will not have ID
numbers or show sensor readings or states.

Managing One Sensor or Actuator

If you are managing only one sensor or actuator, you can assign the desired ID number to it. When
managing multiple sensors/actuators at a time, the IDs are automatically assigned.

Tip: When the total of managed sensors/actuators reaches the maximum value, you cannot manage
additional ones. The only way to manage any sensor/actuator is to release or replace the managed
ones. To replace a managed one, assign an ID number to it by following the procedure below.

» To manage only one sensor/actuator:

1. Click Peripherals in the Menu.

2. Unmanaged sensors/actuators appear at the end of the list as "Manage Device". You can identify
the sensor/actuator by the Type, Serial Number, and Position columns.
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3. Click the Manage Device link, and the Manage Peripheral Device dialog appears.

Manage Peripheral Device

(®) Automatically assign a sensor number

Manually select a sensor number

1
L ]

i

e Select "Automatically assign a sensor number" to assign an unused ID number. This method does
not release any managed sensor or actuator.

e Select "Manually select a sensor number" to select a desired ID number from the list. Selecting an
ID already in use will release the sensor currently managed with that ID. IDs already in use show
the sensor package's serial number. Available IDs show "unused."

4. Click Manage.
» Special note for Legrand humidity sensors:

A Legrand humidity sensor is able to provide three measurements - relative and absolute, and humidity
values.

e A relative humidity value is measured in percentage (%).

e An absolute humidity value is measured in grams per cubic meter (g/m3).

e Adew point is measured in degree celsius (°c).

However, only relative humidity sensors are "automatically" managed if the automatic management
function is enabled. You must "manually"” manage absolute humidity sensors as needed.

Note: Relative and absolute values of the same humidity sensor do NOT share the same ID number
though they share the same serial number and position.
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Individual Sensor/Actuator Pages

A sensor's or actuator's data/setup page is opened after clicking any sensor or actuator name on the
Peripheral Devices page.

Note that only a numeric sensor has threshold settings, while a state sensor or actuator has no
thresholds.

Threshold settings, if enabled, help you identify whether any numeric sensor enters the warning or

critical level. In addition, you can have BCM2 automatically generate alert notifications for any warning
or critical status.

To configure a numeric sensor's threshold settings:

1. Click Edit Thresholds.

Sengo
Value Last time chamged or reset
Actial 24.0°¢C
Fate mormal
M -+ 4.0°C B202 52-55 AM UTC-D400
b 2 A 4
Reset b L T Rese B Fairs 255 AM U 4

Tip: The date and time shown on the BCM2 web interface are automatically converted to your
computer's time zone. To avoid time confusion, it is suggested to apply the same time zone to your
computer or mobile device.

2. Select or deselect 'Use default thresholds' according to your needs.
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Sensor

Use default thresholds %

Lower critical 0 S
Lower warning 5 i
Upper warning 30 S
Upper critical 35 S
Deassertion hysteresis i
Assertion timeout 0 Samples

M Cance

¢ To have this sensor follow the default threshold settings configured for its own sensor type, select
the 'Use default thresholds' checkbox.

The default threshold settings are configured on the page of Peripherals.

¢ To customize the threshold settings for this particular sensor, deselect the 'Use default thresholds
checkbox, and then modify the threshold fields below it.

Note: For concepts of thresholds, deassertion hysteresis and assertion timeout, see Sensor
Threshold Settings (on page 494).

3. Click Save.

» To set up a sensor's or actuator's physical location and additional settings:

1. Click Edit Settings.
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Settings

>
Name Temperature 2
Description
Location (X)
Location (Y)
Location (Z: Rack Units)
XK Cance

2. Make changes to available fields, and then click Save.

Fields
Name
Description

Location (X, Y
and Z)

Alarmed to
Normal Delay

Binary Sensor
Subtype

90

Description
A name for the sensor or actuator.
Any descriptive text you want.

Describe the sensor's or actuator's location in the data center by typing alphanumeric values for the
X, Y and Z coordinates. See Sensor/Actuator Location Example: X, Y, Z Coordinates (on page 93)

If the term "Rack Units" appears in parentheses in the Z location, you must type an integer number.
The Z coordinate's format is determined on the page of Peripherals.

This field is available for the DX2-PIR presence detector only.

It determines the wait time before the BCM2 announces that the presence detector is back to
normal after it already returns to normal.

Adjust the value in seconds.

This field is available for any Raritan contact closure sensor except for DX2-DH2C2's
contact closure sensors.

Determine the sensor type of your contact closure detector.

e (Contact Closure detects the door lock or door open/closed status.
® Smoke Detection detects the appearance of smoke.

e Water Detection detects the appearance of water on the floor.

e Vibration detects the vibration of the floor.
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Fields Description

Sensor Polarity

This field is available for DX2-CC2 contact closure sensors only.

Determine the normal state of your DX2-CC2.

e Normal Open: The open status of the connected detector/switch is considered normal. An alarm
is triggered when the detector/switch turns closed.

e Normal Closed: The closed status of the connected detector/switch is considered normal. An
alarm is triggered when the detector/switch turns opened.

» To view a numeric sensor's chart

This sensor's data within the past tens of minutes is shown in the chart. Note that only a numeric sensor
has this diagram. State sensors and actuators do not have such data.

Sensor History

e To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.
Both the time and data are displayed as illustrated below.
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Sensor History

» To turn on or off an actuator:

1. Click the desired control button.

B (1) Pevipheral Device
LTy gl Anade Frpe Srrial e Fetinn el -
il -
ks |- bk i e o ¥ i
4 » -
_, Byt & - By o o monet Fort 1 Dhm ot 2 s |
......... -
Do
O on
: Turn ON.
O off
: Turn OFF.

2. Confirm the operation on the confirmation message.

Note: Per default you can turn on as many dry contact actuators as you want, but only one "powered
dry contact" actuator can be turned on at the same time. To change this limitation of "powered dry
contact" actuators, modify the active powered dry contact setting on the Peripherals page.
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» Other operations:

You can go to another sensor's or actuator's data/setup page by clicking the selector EI on the top-
left corner.

+ My PDU(1) m Temperature 2

Z Coordinate Format

Z coordinates refer to vertical locations of environmental sensor packages. You can use either the
number of rack units or a descriptive text to describe Z coordinates.

» To configure Z coordinates:

1. Determine the Z coordinate format in the main Peripheral Device Setup page. Available Z coordinate
formats include:

e Rack Units: Measurement of the height is in standard rack units. Number from 0-60.

® Free-form: Enter any alphanumeric string to describe the Z coordinate. Up to 24 characters.
Example, "Top of Rack", "Bottom of Rack".

2. Enter the Z coordinates in the individual sensor settings.

Sensor/Actuator Location Example: X, Y, Z Coordinates

Use the X, Y and Z coordinates to describe each sensor's or actuator's physical location in the data
center.

The X, Y and Z values act as additional attributes and are not tied to any specific measurement scheme.
Therefore, you can use non-measurement values.
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» Example:

X = Brown Cabinet Row
Y = Third Rack
Z = Top of Cabinet

» Values of the X, Y and Z coordinates:

e XandY: They can be any alphanumeric values comprising 0 to 24 characters.

e 7Z:When the Z coordinate format is set to Rack units, it can be any number ranging from 0 to 60.
When its format is set to Free-form, it can be any alphanumeric value comprising 0 to 24 characters.
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Serial Access With Dominion Serial Access Module

L
T-NVS0

Connecting a BCM2 and a Dominion Serial Access Module (DSAM) provides access to devices such as
LAN switches and routers that have a RS-232 serial port.

The DSAM is a 2- or 4 port serial module that derives power from the BCM2.

Connect a maximum of 2 DSAM modules to the BCM2 using USB cables. DSAM can be mounted in a QU
configuration.

In This Chapter

DSAM CONNECHION. . . o\ttt e et e e e e e e e 95
DSAM LED Operation. ..ot i et ettt e e e 96
View DSAM Serial POrts . ..o v vt e e 96
Configure DSAM Serial Ports. .. ... oo e 97
Connect to DSAM Serial Targets in the Web Interface. . ..................... 99
DSAM CLIE COMMANS. « .« vttt ettt et ettt e e 100
Connect to DSAM Serial TargetsviaSSH. . . ... ... ... i 101

DSAM Connection

» To connect DSAM to BCM2:

e Connect the DSAM unit's USB cable to the BCM2 USB-A ports. No USB Hubs are supported
e Connect the serial devices to the serial ports on the DSAM unit.

e The serial access ports of DSAM can operate in DTE (Data Terminal Equipment) or DCE (Data Circuit
Terminating Equipment) mode
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| 2

| 2

USB-A poris fo
connect DSAM

DSAM LED Operation

The DSAM unit has one LED for status, and 2 LEDs on each port.

Raritan DSAM-4
@  status 1 2 3 4 Q)|
A
| vy T
9]
Status LED:

The Status LED is labeled on the unit front. Light is on back. The Status LED gives information at bootup
and upgrade.

e Green LED - Slow blink: DSAM booting up but not controlled by BCM2.
e Blue LED - Slow blink: DSAM controlled by BCM2.
e Blue LED - Fast blink: Firmware upgrade in progress.

USB Port LEDs:

Each USB port has a left Green LED and a right Yellow LED.

e Green LED: Port is set as DCE
® Yellow LED: Port is set as DTE
e LEDs off: Port is set as AUTO

View DSAM Serial Ports

When a DSAM unit is connected to the BCM2, a DSAM Serial Ports page is available.

Raritan.

A brand of [llegrand



Dashboard DSAM Serial Port Access

POu r MName Type Statum Ayailability

ket 14 B4R T - Part 1 BIE Avalable Cotnaiiad P Connect
Outlats DSAM Y - Port 2 Ao Bvababie Do cias B Connect
Duitlet Groups 14 DSAM 1 -Por 3 AiAr Ay iy Digoonrectead o Cinfiriosct
OCPe id DEA 1 - Port 4 ko Avaliable Dincormiebed P Comes

Peripherals

DEAM Serial Port Access

Uner Managerent

Dwvice Sestinga

Masntena s

» To view DSAM serial ports:
Click DSAM Serial Port Access. You can access and configure serial ports from this page.

e Ports are listed by physical USB position on the DSAM unit.
e # column indicates which BCM2 USB port DSAM is plugged into.
e Type column indicates port's DTE/DCE setting.

e Status and Availability columns show current activity.

Configure DSAM Serial Ports

You can rename serial ports and configure their settings.

» To configure DSAM serial ports:

1. Click DSAM Serial Port Access, then click the name of the port for the port you want to configure.
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2.

3.

In the General section:

4 DSAM Serial Port - DSAM 1- Port 1

Marme | DSAM1-Port 1

¢ Enter a Name for the port.
e Check the Current State of the port. Status and Availability are listed.
In the Serial Settings section, check or change the following settings:
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Connect to DSAM Serial Targets in the Web Interface

» To connect to DSAM serial targets in the web interface:

Serial Setinge

Darvice bvbedf@cs Type

S5H DFA port enabled

S5 DPA port

Allow shared acoess

DSAM Serial Port Access

Stat

Avvailability

i Mame Type
) Pa i
DSAM 1 -F
TR
OCFe 4 SR 1 - Port 4 A
Pevipheials

DEAM Serial Port Access

Uner Managerent

Dhevicon Setbangs

Maintenance

1. Click DSAM Serial Port Access to view the list of ports.

2. Click Connect button of the port you want to connect to.

HSC launches in a new window.
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DSAM CLI Commands

e show
e show sxport [<sxportid>]
Shows serial access port parameters
e sxportid Serial access port id (or 'all') (1.1/1.2/all) [all]
Shows DSAM serial port parameters

Example:

# show sxport 1.1
Port ID: 1.1
Name: DSAM 1 - Port 1
Device connected: No
Device interface type: Automatic
Baud rate: 9600
Parity: None
Data bits: 8
Stop bits: 1
Flow control: None
BREAK duration: 300 ms
SSH DPA port enabled: No
SSH DPA port: 10101
Allow shared access: No
Status: Available

° connect:
Connect to a DSAM serial port

* connect [<sxportid>]

Note: You have write access to this port
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During connecting to target, Pressing the escape sequence (CONTROL-]) the following
target port CLI command can be reached:

clientlist Display all users on the port
close Close this target connection
getwrite Get write access for the port
resetport Reset port
return Return to the target session
sendbreak Send a break to the connected target
writelock Lock write access to this port
writeunlock Unlock write access to this port
Pressing ? will provide help
e config
You can configure only connected DSAMs ports
= config:# sxport

sxport <sxportid> [name <name>] [devinterfacetype <deviftype>] [baudrate <baudrate>]
[parity <parity>] [stopbits <stopbits>] [flowcontrol <flowcontrol>] [breakduration
<breakduration>] [sshdpaportenabled <sshdpaportenabled>] [sshdpaport <sshdpaport>]
[allowsharedaccess <allowsharedaccess>]

Configure serial access port settings:

sxportid Serial access port id (1.1/1.2)

name Port name

devinterfacetype Device interface type (AUTO/DTE/DCE)

baudrate Serial port speed (baud rate) in bits-per-second
(1200/1800/2400/4800/9600/19200/38400/57600/115200/230400)

parity Parity type (none/odd/even)

stopbits Number of stop bits (1..2)

flowcontrol Flow control type (none/hw/sw)

breakduration Duration of BREAK signal in ms (0..1000)

sshdpaportenabled Enable direct port access via Secure Shell (SSH) (true/false)
sshdpaport TCP port for direct port access via Secure Shell (SSH) (1024..49999)
allowsharedaccess Allow shared (r/o) access (true/false)

Connect to DSAM Serial Targets via SSH

» To connect to DSAM serial targets via SSH:

Make sure that SSH Access is enabled in Device Settings > Network Services > SSH.
Connect to the port in two ways:

e Via configured SSH DPA port:
1. Type command ssh -p <SSH DPA port> user@device
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Note: Make sure SSH DPA port enabled is selected in DSAM Serial Port Access >DSAM Port #.

* Viaregular TCP port:
1. Type command ssh user:1.2@device
After login, user will enter CLI interface.
Press Escape Sequence 7]

Type commands See: DSAM CLI Commands (on page 100)

Example: show sxport 1.1

4. To exit serial target, type escape-key-sequence, default is Ctrl-], then enter port sub-menu CLI
interface.

5. Type "close", then enter main CLI interface.
Asset Strips

After connecting and detecting asset management strips (asset strips), the BCM2 shows 'Asset Strip' in
the menu.

On this page, you can configure the rack units of asset strips and asset tags. A rack unit refers to a tag
port on the asset strips. The "Change Asset Strip Configuration" permission is required.

» To configure asset strip and rack unit settings:

1. Click Asset Strips in the menu, then click the Asset Strip you want to configure.
2. Click Edit Settings.
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Settings N

MName

Number of rack units 64

Numbering mode Bottom-up v
Numbering offset 1

=
Calor with connected tag e

Color without connected tag

K Cancel

3. Make changes to the settings by directly typing a new value, or clicking that field to select a different

option.
Field
Name

Number of rack
units

Numbering mode

Numbering offset

Color with
connected tag

Color without
connected tag
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Description
Name for this asset strip assembly.

The number of rack units is auto-detected for all supported
AMS, the input field is always disabled.

The rack unit numbering method in a rack/cabinet.

e Top-Down: The numbering starts from the highest rack unit
of a rack/cabinet.

e Bottom-Up: The numbering starts from the lowest rack unit
of a rack/cabinet.
The start number in the rack unit numbering.

For example, if this value is set to 3, then the first number is 3,
the second number is 4, and so on.

Click this field to determine the LED color denoting the
presence of an asset tag.

e Default is green.
Click this field to determine the LED color denoting the absence
of an asset tag.

e Default is red.
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For color settings, there are two ways to set the color.

e Click a color in the color palette.

e Type the hexadecimal RGB value of the color, such as #00FF0O.

Enter a color

Color code
#0D0OFFOO

Ok

4. Click Ok. The rack unit numbering and LED color settings are immediately updated on the Rack Units

list illustrated below.

e The 'Index' number is the physical tag port number printed on the asset strip, which is not
configurable. However, its order will change to reflect the latest rack unit position.
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* A blade extension strip and a programmable tag are marked with the word '‘programmable' in the
Asset/ID column. You can customize their Asset IDs.

Rack Units

Position &

(%]

Index Slot

(5]

Hame

Krizia |

Assel /1D

DEADBEEFQO0O

» To customize a single rack unit's settings:

You can make a specific rack unit's LED behave differently from the others on the asset strip, including
the LED light and color.

1. Click the desired rack unit position on the Rack Units list. The setup dialog for the selected one

appears.
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Operation Mode

Manual override

Auto (based on tag)
Auto {based on tag)
Auto (Based on tag)
Auto (based on tag)
Auto (based on tag)
Auto (based on tag)
Auto (based on tag)
Auto [baged on tag)
Auto (based on tag)

Auto (bazed on tag)

On

Program Agset IDs

o
o
o
o
2
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Setup of Rack Unit 3

Mame

Operation Mode

Auto (based on Tag) ¥
LED Mode
On v
LED Color
Cancel Save

2. Make changes to the information by typing a new value or clicking that field to select a different

option.
Field Description
Name Name for this rack unit.

For example, you can name it based on the associated IT device.

Operation Determine whether this rack unit's LED behavior automatically
Mode changes according to the presence and absence of the asset tag.

e Auto: The LED behavior varies, based on the asset tag's
presence.

e Manual Override: This option differentiates this rack unit's LED
behavior.

LED Mode

This field is configurable only after the Operation Mode is set
to Manual Override.

Determine how the LED light behaves for this particular rack unit.
e On: The LED stays lit.

e Off: The LED stays off.

e Slow blinking: The LED blinks slowly.

e Fast blinking: The LED blinks quickly.
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Field Description

LED Color

This field is configurable only after the Operation Mode is set
to Manual Override.

Determine what LED color is shown for this rack unit if the LED is lit.

» To expand a blade extension strip:

A blade extension strip, like an asset strip, has multiple tag ports. An extension strip is marked with a
grayer color on the Asset Strip page, and its tag ports list is collapsed by default.

Note: If you need to temporarily disconnect the blade extension strip from the asset strip, wait at least
1 second before re-connecting it back, or the BCM2 device may not detect it.

1. Locate the rack unit (tag port) where the blade extension strip is connected. Click its slot number,

whose format is similar to , Where N is the total number of its tag ports.
Rack Units
Program Asset IDs
Position & Index  Slot Hame Asset /1D Operation Mode LED Mode LED Coler
1 1 OODO1SE914BE  Auto on I
DOO0ABCT2345
g el
E & ! ];A (programmabbe) b o
3 3 00O01SB9ISZE  Auto on |
4 a Auto on =

2. All tag ports of the blade extension strip are listed below it. Their port numbers are displayed in the
Slot column.
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Program Asset IDs

Position & Index Slot Name Asset/ID Operation Mode LED Mode  LED Color
1 1 000015891488 Auto On [ —
2 2 116w wmm&} Auto On | m—_ 1
Extension 1 000015891 60A
Extension 2 000015891610
Extension 3 000015891622
Extension 4 000015891 58C
Extension 5 000015891600
Extension & 000015891 546
Extension 7
Extension a
Extension 9
Extension 10
Extension 1
Extension 12
Extension 13
Extension 14
Extension 15
Extension 16
3 3 00001589152 Auto On [ —
v

* To hide the blade extension slots list, click

» To customize asset IDs on programmable asset tags:

You can customize asset IDs only when the asset tags are "programmable" ones. Non-programmable
tags do not support this feature. In addition, you can also customize the ID of a blade extension strip.

If a barcode reader is intended, connect it to the computer you use to access the BCM2.

1. Click Program Asset IDs.

108
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2. Inthe Asset/ID column, enter the customized asset IDs by typing values or scanning the barcode.

¢ When using a barcode reader, first click the desired rack unit, and then scan the asset tag. Repeat

Position &

10

m

index Slot Name  Asset/ID

16
15
14
13
12
1
i (programmable)
9

(programmable)
8

(programmable)
7 DO0D014928047
& D00071492CE50

this step for all desired rack units.

e An asset ID contains up to 12 characters that comprise only numbers and/or UPPER CASE letters.

Lower case letters are NOT accepted.
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Program Asset IDs

Operation Mode LED Mode LED Color

Ao on (—
s on —
puto o E—
P on =
o on E—
Auto on =]
Auto on i
Ao on —
o on —
o on —
uto on E—
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Rack Units

Rack Linits
Position & Index Slot Name Assel /1D
1 16
2 15
3 14
4 13
5 12
& 11
7 10 WINDOWS
B g LAMLX
9 8 ROUTER x
10 Fi GO ASZEDAT

3. Verify the correctness of customized asset IDs and modify as needed.
4. Click Apply at the bottom of the page to save changes.
Asset Strip Automatic Firmware Upgrade

After connecting the asset strip, it automatically checks its own firmware version against the version of
the asset strip firmware stored in the BCM2. If two versions are different, the asset strip automatically
starts downloading the new firmware from the BCM2 to upgrade its own firmware.

During the firmware upgrade, the following events take place:

e The asset strip is completely lit up, with the blinking LEDs cycling through diverse colors.
e Afirmware upgrade process is indicated in the web interface.

e An SNMP trap is sent to indicate the firmware upgrade event.

External Beeper

After connecting and detecting a supported external beeper, the BCM2 shows 'External Beeper' in the
menu.

The External Beeper page shows an external beeper's status, including:
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e Number of the FEATURE port where this external beeper is connected
e Device type
e Connection status

e The beeper's state - off or active

Power CIM

After connecting and detecting a Power CIM, the BCM2 shows 'Power CIM' in the menu.
The Power CIM page shows the CIM's status, including:

e Number/information on the port where this CIM is connected.
e Device type

e Connection status

User Management

User Management deals with user accounts, permissions, and preferred measurement units on a per-
user basis.

BCM2 is shipped with one built-in administrator account. You cannot delete this administrator account
or change its roles, but you can rename it. Besides the default administrator account, you can create an
additional administrative user that can be disabled, renamed or removed. The Admin role is the system-
defined administrator role that includes all privileges. You can create additional users and roles. User
roles determine the tasks/actions a user is permitted to perform, so you must assign one or multiple
roles to each user.

If you are using remote authentication, you do not have to create users accounts locally. Settings are in
Device Settings > Security > Authentication. See Setting Up External Authentication (on page 163).

Creating Users

All local users must have a user account, containing the login name and password. Multiple users can
log in simultaneously using the same login name.

To add users, choose User Management > Users > then click the Add User icon + New User )
Users —e ¥ Mew User
User Name Full Neme Roles Enabled &
Administraic Adrmin L
Tom Sma Alprm Maragement -
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» User information:

Field/setting

User name

Full name

Password,

Confirm password

Telephone number

Email address

Enable

Force password
change on next
login

» SSH:

You need to enter the SSH public key only if public key authentication for SSH is enabled.

Description

The name the user enters to log in.
e 1to 32 characters
e Case sensitive
e Colon character :, forward slash /, and spaces are
NOT permitted.

The user's first and last names.

® 4 to 64 characters
e Case sensitive

e Spaces are permitted.
The user's telephone number

The user's email address
e Up to 128 characters

e (Case sensitive
When selected, the user can log in.

When selected, a password change request automatically
appears the next time the user logs in.

1. Open the SSH public key with a text editor.

2. Copy and paste all content in the text editor into the SSH Public Key field.

» SNMPv3:

112

The SNMPv3 access permission is disabled by default.

Field/
setting

Enable
SNMPv3

Description

Select this checkbox when intending to permit the SNMPv3 access by
this user.

Note: The SNMPv3 protocol must be enabled for SNMPv3
access.

Raritan.

Abrand of [1legrand



Field/ Description
setting

Security level Click the field to select a preferred security level from the list:
e None

e Authentication: Authentication and no privacy.

e Authentication & Privacy: Authentication protocol SHA-1, privacy
protocol AES-128. Default.

e Authentication Password: This section is configurable only when 'Authentication’ or 'Authentication
& Privacy' is selected.

Field/setting Description
Same as user Select this checkbox if the authentication password is identical
password to the user's password.
To specify a different authentication password, disable the
checkbox.
Password, Type the authentication password if the 'Same as User Password'

Confirm password checkbox is deselected.

The password must consist of 8 to 32 ASCII printable characters.

e Privacy Password: This section is configurable only when 'Authentication & Privacy' is selected.
Field/setting Description
Same as authentication Select this checkbox if the privacy password is identical to
password the authentication password.
To specify a different privacy password, disable the checkbox.

Password, Type the privacy password if the 'Same as Authentication

Confirm password Password' checkbox is deselected.

The password must consist of 8 to 32 ASCII printable
characters.

e Protocol: This section is configurable only when 'Authentication' or 'Authentication & Privacy' is
selected.

Field/setting Description
Authentication Click this field to select the desired authentication protocol. Two
protocols are available:
e MD5
SHA-1 (default)
SHA-224
SHA-256
SHA-384
SHA-512
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Field/setting Description
Privacy Click this field to select the desired privacy protocol. Two protocols
are available:
e DES
AES-128 (default)
AES-192
AES-256
AES-192 (3DES key extension)
AES-256 (3DES key extension)

» Preferences:

This section determines the measurement units displayed in the web interface and CLI for this user. The
user can also change these in the User Management > User Preferences page. SNMP uses the defaults
set in User Management > Default Preferences.

Field Description
Temperature unit o

Preferred units for temperatures -- C (Celsius) or
(Fahrenheit).

o

Length unit Preferred units for length or height -- Meter or Feet.

Pressure unit Preferred units for pressure -- Pascal or Psi.
e Pascal = one newton per square meter

e Psi=pounds per square inch

» Roles:

Select one or multiple roles to determine the user's permissions. A user can have a maximum of 32
roles. Note: With multiple roles selected, a user has the union of all roles' permissions.

If the built-in roles do not satisfy your needs, add new roles by clicking New Role. This newly-created
role will be then automatically assigned to the user account currently being created.

Built-in role Description

Admin Provide full permissions.
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Built-in role Description

Operator Provide frequently-used permissions, including:
e Acknowledge Alarms
e Change Own Password

e Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration (if
your model is a PDU)

e Switch Outlet (if your model supports it)
e Switch Outlet Group (if your model supports it)

e Change PMC, PMB, & PMM Configuration (if your model is a branch
circuit monitor)

e View Event Settings

e View Local Event Log

Editing or Deleting Users

To edit or delete users, choose User Management > Users to open the Users page.

Users + New User
User Name Full Name Roles Enabled &
test Operator x
admin Administrator Admin
tom Tom Smith Alarm Management b

In the Enabled column:

. v
. X

e Sort the list by clicking the header.

: The user is enabled.

: The user is disabled.

» To edit or delete a user account:

1. Onthe Users page, click the desired user. The Edit User page for that user opens.
e You can rename the user. This action is logged.
® To change the password, type a new password in the Password and Confirm Password fields. If the
password field is left blank, the password remains unchanged.

I Delete

e To delete this user, click , and confirm the operation.
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2.

Edit User - tom —‘,‘ Delete

User
User npme tom
Full name Tom Smith
Paagword

Confam password

Talphare Aumbe

Ermail sddress

Enable |
Force passwoed change on nest login @) i

Click Save for changes.

» To delete multiple user accounts:

1.

2.

Click the Delete icon

On the Users page, select users by clicking the checkboxes.

I Delete then click to confirm.

Note: You cannot delete the original factory-default Administrator account, but you can disable it.

Users + New User B Delete

i AgT Adminagtrator Agdenin 4

Creating Roles

A role is a combination of permissions. Each user must have at least one role.

The BCM2 provides two built-in roles.

116

Built-in role Description

Provide full permissions.
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Built-in role Description

Operator Provide frequently-used permissions, including:
e Acknowledge Alarms
e Change Own Password

e Change Pdu, Inlet, Outlet & Overcurrent Protector
Configuration

e Switch Outlet (for supported models)

e Switch Outlet Group (for supported models)
e View Event Settings

e View Local Event Log

If the two roles do not satisfy your needs, add new roles. Up to 64 roles are supported.

» To create a role:

1. Choose User Management > Roles > New icon + New Role

Roles =g + Mew Role
Robs Name & Description

System defined sdministrator role including all privileges

Predefined cperator role

2. Assign arole name.
e 1to 32 characters long
e Case sensitive
e Spaces are permitted
3. Type a description for the role in the Description field.
4. Select the desired privilege(s).
e The 'Administrator Privileges' includes all privileges.
e The 'Unrestricted View Privileges' includes all 'View' privileges.

5. Some privileges have additional selections. These rows contain a blue hyperlink and expand arrow.
Click either to view options.

® For example, in the Switch Actuator and Switch Outlet privileges, you can specify the actuators and
outlets that users can switch on/off.
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6. Click Save. The role is created and you can assign it to any user.

Editing or Deleting Roles

Roles cannot be renamed, but you can delete them or change their included privileges.

Choose User Management > Roles to open the Roles page, which lists all roles.

The built-in Admin role displays the lock icon ﬂ . You cannot delete it or change it.

Roles + New Role B Delete
Role Name & Descripgtion
i Admin System defined administrator role including afl privileges:

Alarm Management

» To edita role:

1. Onthe Roles page, click the desired role. The Edit Role page opens.
® You can edit the description or change the privileges.

e To delete this role, click I D€1€t® a4 confirm the operation.
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Edit Role - Operator — B Dolete
zattings
Aole name

Deacripiic Predefned operabor role

2. Click Save.

» To delete any roles:

1. Onthe Roles page, select the checkboxes for roles you want to delete.

2. Click the Delete icon I Delete then click Delete in the confirmation message.

Permissions

e Change PMC, PMB, & PMM Configuration
e Configuring, editing, and deleting a power meter
e Configuring, editing, and deleting a panel (BCM)
e Creating, editing and deleting a circuit
e Reset active energy counters

e Acknowledge Alarms

e View Event Settings

e View Local Event Log

e Change Own Password

Setting Your Preferred Measurement Units

You can change the measurement units shown in the user interface according to your own preferences
regardless of the permissions you have.

Measurement unit changes apply to the web interface and CLI. SNMP uses the default measurement
units. See Setting Default Measurement Units (on page 120).

Setting your own preferences does not change the default measurement units.

» To set user preferences:

1. Choose User Management > User Preferences.

2. Make changes as needed.
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Field Description

Temperature unit o o
Preferred units for temperatures -- (Celsius) or
(Fahrenheit).

Length unit Preferred units for length or height -- Meter or Feet.

Pressure unit Preferred units for pressure -- Pascal or Psi.

¢ Pascal = one newton per square meter

® Psi = pounds per square inch

3. Click Save.

Setting Default Measurement Units

User preferences apply to displays in the GUI and CLI for locally authenticated users. Default
preferences apply to the front panel and SNMP, and to remote-authenticated users.

» To set up default user preferences:
1. Click User Management > Default Preferences.
2. Make changes as needed.
Field Description
Temperature unit Preferred units for temperatures -- Celsius or Fahrenheit.
Length unit Preferred units for length or height -- Meter or Feet.

Pressure unit Preferred units for pressure -- Pascal or Psi.
e Pascal = one newton per square meter

e Psi = pounds per square inch

3. Click Save.

User Interfaces Showing Default Units

Default measurement units will apply to the following user interfaces or data:

e Web interface for "newly-created" local users when they have not configured their own preferred
measurement units.

e Web interface for users who are remotely authenticated.

e The sensor report triggered by the "Send Sensor Report" action.
* Front panel LCD display.

Device Settings

Click 'Device Settings' in the Menu.
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Device Setlings

Metwork

Natwork Services

Security

Dt Tirme

Event Rules

Data Logging

Data Push

Server Reachabil ity

Front Panal

Serial Port

Lua Scripts

Mizcellanecus

Network Settings

Configure wired, wireless, and Internet protocol-related settings on the Network page after connecting
the BCM2 to your network.

You can enable both the wired and wireless networking so that there are multiple IP addresses -- wired
and wireless IP. For example, you can obtain one IPv4 and/or IPv6 address by enabling one Ethernet
interface, and obtain one more IPv4 and/or IPv6 address by enabling/configuring the wireless interface.
This also applies in port forwarding mode so that BCM2 has more than one IPv4 or IPv6 address.

However, in the BRIDGING mode, there is only one IP address for wired networking. Wireless
networking is NOT supported in this mode.

Default gateways are configured per interface.

Important: In the bridging mode, only the IP parameters of the BRIDGE interface
function. The IP parameters of ETH1/ETH2 and WIRELESS interfaces do NOT
function.

» After enabling either or both Internet protocols:

After enabling IPv4 and/or IPv6, all but not limited to the following protocols will be compliant with the
selected Internet protocol(s):
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e LDAP

e NTP

e SMTP

e SSH

e Telnet
e FTP

e SSL/TLS
e SNMP
e Syslog

Note: BCM2 disables TLS 1.0 and 1.1 by default. It enables only TLS 1.2 and 1.3.

Common Network Settings

Common Network Settings are OPTIONAL, not required. Therefore, leave them unchanged if there are
no specific local networking requirements.

Field

Cascading
mode

DNS resolver
preference

DNS suffixes
(optional)

122

Cascading mode Mone ¥

DS renctoer prefevence P& address i

Description

Leave it to the default "None" unless you are establishing a
cascading chain.

e Setting the Cascading Mode (on page 136)

Determine which IP address is used when the DNS resolver returns
both IPv4 and IPv6 addresses.

e |Pv4 address: Use the IPv4 addresses.
e |Pv6 address: Use the IPv6 addresses.

Specify a DNS suffix name if needed.
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Field Description

First/Second/ Manually specify static DNS server(s).

Third DNS server If any static DNS server is specified in these fields, it will

override the DHCP-assigned DNS server.

e |f DHCP (or Automatic) is selected for IPv4/IPv6 settings, and
there are NO static DNS servers specified, DHCP-assigned DNS
servers are used.

You can manually configure or the route information using IPv4 and IPv6 static routes. See Static Route
Examples (on page 133) and Static Route Interface Names (on page 135).

802.1x Security Overview

You can configure IEEE 802.1X authentication separately on each LAN port to give the BCM2 a secure
access on your LAN or WLAN. This authentication protocol will authenticate a user's identity based on
their credentials or certificate, which will be verified by their RADIUS authentication server. 802.1X uses
the uploaded certificate from the Certificate Repository to verify the user's identity. EAP_TLS or
EAP_PEAP are two authentication methods used in BCM2 to exchange the secure information. See
Setting Up a TLS Certificate (on page 159) to configure and upload the proper certificate.

Ethernet (Wired) Interface Settings

On the Network page, click the ETHERNET section if the BCM2 has one port or click ETH1 and ETH2
sections respectively to configure each port. By default, both ETH1 and ETH2 interfaces are enabled.

» Bridging Cascading mode:

If the device's cascading mode is set to 'Bridging', the BRIDGE section appears. Then you must click the
BRIDGE section for IPv4/IPv6 settings.
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» |IPv4 settings:
Field/setting Description

Enable IPv4 Enable or disable the IPv4 protocol.

IP auto configuration  Select the method to configure IPv4 settings.
® DHCP: Auto-configure IPv4 settings via DHCP servers.
® Static: Manually configure the IPv4 settings.

Preferred hostname Enter the hostname you prefer for IPv4 connectivity

e DHCP settings: Optionally specify the preferred hostname, which must meet the following
requirements:
e Consists of alphanumeric characters and/or hyphens

e Cannot begin or end with a hyphen
e Cannot contain more than 63 characters
e Cannot contain punctuation marks, spaces, and other symbols

e Static settings:
e Assign a static IPv4 address, which follows this syntax "IP address/prefix length".

Example: 192.168.84.99/24
e Assign a Default Gateway.

» |IPv6 settings:
Field/setting Description

Enable IPv6 Enable or disable the IPv6 protocol.

IP auto configuration  Select the method to configure IPvé6 settings.
® Automatic: Auto-configure IPv6 settings via DHCPv6.
® Static: Manually configure the IPv6 settings.
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Field/setting Description

Preferred hostname ® Enter the hostname you prefer for IPv6 connectivity

e Automatic settings: Optionally specify the preferred hostname, which must meet the above
requirements.

e  Static settings:
e Assign a static IPv6 address, which follows this syntax "IP address/prefix length".
Example: fd07:2fa:6¢ff:1111::0/128

e Assign a Default Gateway.
» Enable Interface:

Make sure the Ethernet interface is enabled, or all networking through this interface fails. This setting is
available in the ETH1/ETH2 or ETHERNET section, but not available in the BRIDGE section.

Enable interface b
» Other Ethernet settings:
Field Description
Speed Select a LAN speed.

e Auto: System determines the optimum LAN speed
through auto-negotiation.

e 10 MBit/s: Speed is always 10 Mbps.
e 100 MBit/s: Speed is always 100 Mbps.
e 1 GBit/s: Speed is always 1 Gbps (1000 Mbps).

Duplex Select a duplex mode.

e Auto: Selects the optimum transmission mode through
auto-negotiation.

e full: Data is transmitted in both directions
simultaneously.

e Half: Data is transmitted in one direction at a time.

Current state Show the LAN's current status, including the current speed and
duplex mode.

MTU e Setthe MTU from 1280 to 1500.
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Field

Enable LLDP

Authentication

Outer
authentication

Inner
authentication

Identity

Password

126

Description

e Defaultis enabled.

When LLDP is enabled, device discovery is possible with
LLDP management software that is often present in network
switches.

Select an authentication method.
e No Authentication: No authentication data is required.

e EAP: BCM2 supports 802.1X (EAP) Network Authentication. You
must have a client-side certificate to communicate with the
authentication server. Enter required authentication data in the
fields that appear.

This field appears when 'EAP' is selected.

There are two authentication methods for EAP.

e PEAP: ATLS tunnel is established, and an inner authentication
method can be specified for this tunnel.

e TLS: Authentication between the client and authentication
server is performed using TLS certificates.

This field appears when both 'EAP' and 'PEAP' are selected.

e MS-CHAPv2: Authentication based on the given password
using MS-CHAPv2 protocol.

e TLS: Authentication between the client and authentication
server is performed using TLS certificates.

This field appears when 'EAP' is selected.

Type your user name.

This field appears only when 'EAP', 'PEAP' and 'MS-CHAPv2'
are all selected.

Type your password.
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Field Description

Client certificate,

Client private key, A client certificate is required for two scenarios: (1)

Client private key EAP+TLS, (2) EAP+PEAP+TLS .

password

PEM encoded X.509 certificate and PEM encoded private key are
required for certification-based authentication methods. Private
key password is optional.

e Private keys in PKCS#1 and PKCS#8 formats are supported.

e Client Private Key Password should be entered only when your
private key is encrypted with a password.

e To view the uploaded certificate, click Show Client Certificate.

e Toremove the uploaded certificate and private key, click 'Clear
Key/Certificate selection'.

CA certificate

This field appears when 'EAP' is selected.

CA certificate is required when "Enable verification of TLS
certificate chain" is selected by default; and strongly recommended

RADIUS
authentication
server name

This field appears when 'EAP' is selected.

Type the name of the RADIUS server if it is present in the TLS
certificate.

e The name must match the fully qualified domain name (FQDN)
of the host shown in the certificate

Do not leave this field blank as it reduces security.

Note: Auto-negotiation is disabled after setting both the speed and duplex settings to NON-Auto values,
which may result in a duplex mismatch.

® Available settings for the CA Certificate:

If the required certificate file is a chain of certificates, and you are not sure about the requirements of a
certificate chain, see TLS Certificate Chain.

Field/setting Description

Enable Select this checkbox to verify the certificate of the EAP
verification of TLS authentication server. Then you must upload the certificate of the
certificate chain  issuing CA in the next field.
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Field/setting

Browse button

Allow expired and
not yet valid
certificates

Allow connection
if system clock is
incorrect

Description

Click this button to import the certificate of the issuing CA. Then
you can:

e Click Show to view the certificate's content.

e Click Remove to delete the installed certificate if it is
inappropriate.

e Select this checkbox to make the authentication succeed
regardless of the certificate's validity period.

e After deselecting this checkbox, the authentication fails
whenever any certificate in the selected certificate chain is
outdated or not valid yet.

If powered off for a long time, the system time may be incorrect.

When this checkbox is deselected, and if the system time is
incorrect, the installed TLS certificate is considered not valid yet
and will cause the network connection to fail.

When this checkbox is selected, it will make the network
connection successful when the system time is earlier than
the firmware build before synchronizing with any NTP
server.

Wireless Network Settings

Wireless network is not supported for Bridging mode or for Expansion units in port forwarding mode.

Wireless interface is disabled by default. Enable it to use wireless networking.

On the Network page, click the WIRELESS section to configure wireless and IPv4/IPv6 settings.

» Interface Settings:

128

Field/setting

Enable interface

Hardware state

SSID
Force AP BSSID

BSSID

Description

Enable or disable the wireless interface.

When disabled, the wireless networking fails.

Check this field to ensure that a wireless USB LAN adapter is
detected. If not, verify that the USB LAN adapter is firmly

connected or that it is supported.

Type the name of the wireless access point (AP).
If the BSSID is available, select this checkbox.

Type the MAC address of an access point.
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Field/setting
MTU

Enable High
Throughput
(802.11n)

Authentication

Pre-Shared Key

Outer
authentication

Inner
authentication

Identity

Password
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Description

Set the Maximum Transmission Unit from 1280 to 1500.

Enable or disable 802.11n protocol.

Select an authentication method.
e No Authentication: No authentication data is required.
e PSK: A Pre-Shared Key is required.

e FAP: BCM2 supports 802.1X (EAP) Network Authentication.
Enter required authentication data in the fields that appear.

This field appears only when PSK is selected.

Type the PSK string.

This field appears when 'EAP' is selected.

There are two authentication methods for EAP.

® PEAP: ATLS tunnel is established, and an inner
authentication method can be specified for this tunnel.

e TLS: Authentication between the client and authentication
server is performed using TLS certificates.

This field appears when both 'EAP' and 'PEAP' are selected.

e MS-CHAPv2: Authentication based on the given password
using MS-CHAPv2 protocol.

e TLS: Authentication between the client and authentication
server is performed using TLS certificates.

This field appears when 'EAP' is selected.

Type your user name.

This field appears only when 'EAP', 'PEAP' and 'MS-
CHAPv2' are all selected.

Type your password.
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Field/setting

Client certificate,
Client private key,

Client private key
password

CA certificate

RADIUS
authentication
server name

Description

This field appears when 'EAP', 'PEAP' and 'TLS' are all
selected.

PEM encoded X.509 certificate and PEM encoded private key are
required for certification-based authentication methods. Private
key password is optional.

e Private keys of PKCS#1 and PKCS#8 formats are supported.

e (Client Private Key Password should be entered only when
your private key is encrypted with a password.

e To view the uploaded certificate, click Show Client Certificate.

e Toremove the uploaded certificate and private key, click
'Clear Key/Certificate selection'.

This field appears when 'EAP' is selected.

A third-party CA certificate may or may not be needed. If needed,
follow the steps below.

This field appears when 'EAP' is selected.

Type the name of the RADIUS server if it is present in the TLS
certificate.

e The name must match the fully qualified domain name
(FQDN) of the host shown in the certificate.

e Available settings for the CA Certificate:

If the required certificate file is a chain of certificates, and you are not sure about the requirements of a
certificate chain, see TLS Certificate Chain.

Field/setting

Enable
verification of TLS
certificate chain

Browse button

130

Description

Select this checkbox for the BCM2 to verify the validity of the TLS
certificate that will be installed.

e For example, the certificate's validity period against the

system time is checked.

Click Browse to import a certificate file. Then you can:
e Click Show to view the certificate's content.

e Click Remove to delete the installed certificate if it is

inappropriate.
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Field/setting Description

Allow expired and ® Select this checkbox to make the authentication succeed
not yet valid regardless of the certificate's validity period.

certificates e After deselecting this checkbox, the authentication fails
whenever any certificate in the selected certificate chain is
outdated or not valid yet.

Allow connection  When this checkbox is deselected, and if the system time is
if system clock is  incorrect, the installed TLS certificate is considered not valid yet
incorrect and will cause the wireless network connection to fail.

When this checkbox is selected, it will make the wireless network
connection successful when the BCM2 system time is earlier than
the firmware build before synchronizing with any NTP server.

» |Pv4 settings:

Field/setting Description

Enable IPv4 Enable or disable the IPv4 protocol.

IP auto configuration  Select the method to configure IPv4 settings.
® DHCP: Auto-configure IPv4 settings via DHCP servers.
® Static: Manually configure the IPv4 settings.

Preferred hostname Enter the hostname you prefer for IPv4 connectivity

e DHCP settings: Optionally specify the preferred hostname, which must meet the following
requirements:

e Consists of alphanumeric characters and/or hyphens
e Cannot begin or end with a hyphen
e Cannot contain more than 63 characters
e Cannot contain punctuation marks, spaces, and other symbols
e Static settings: Assign a static IPv4 address, which follows this syntax "IP address/prefix length".
Example: 192.168.84.99/24

» |Pv6 settings:
Field/setting Description

Enable IPv6 Enable or disable the IPv6 protocol.

IP auto configuration  Select the method to configure IPvé6 settings.
® Automatic: Auto-configure IPv6 settings via DHCPv6.
® Static: Manually configure the IPvé6 settings.
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Field/setting Description

Preferred hostname ® Enter the hostname you prefer for IPv6 connectivity

e Automatic settings: Optionally specify the preferred hostname, which must meet the above
requirements.

e Static settings: Assign a static IPv6 address, which follows this syntax "IP address/prefix length".
Example: 7d07:2fa:6c¢ff:1111::0/128

» (Optional) To view the wireless LAN diagnostic log:

e Click Show WLAN Diagnostic Log. See Diagnostic Log for Network Connections (on page 132)

WIRELESS Ll

Diagnostic Log for Network Connections

A diagnostic log for inspecting connection errors that occurred during the EAP authentication or the
wireless network connection is provided. The information is useful for technical support.

The diagnostic log shows data only after connection errors are detected.
Each entry in the log consists of:

e |D number
e Date and time

e Description
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» To view the log:

1. Access the diagnostic log with either method below.
e Choose Device Settings > Network > ETH1/ETH2 > Show EAP Authentication Log.
e Choose Device Settings > Network > WIRELESS > Show WLAN Diagnostic Log.

2. Thelogis refreshed automatically at a regular interval of five seconds.

e To avoid any new events' interruption during data browsing, you can suspend the automatic update
by clicking Pause.

¢ To restore automatic update, click Resume. Those new events that have not been listed yet due to
suspension will be displayed in the log now.

» To clear the diagnostic log:

-

: W Clear Log

2. Click Clear Log on the confirmation message.

1. Onthe top-right corner of the log, click

Static Route Examples

This section describes two static route examples: IPv4 and IPv6. Both examples assume that two
network interface controllers (NIC) have been installed in one network server, leading to two available
subnets, and IP forwarding has been enabled. All of the NICs and BCM2 devices in the examples use
static IP addresses.

Most of local multiple networks are not directly reachable and require the use of a gateway. Therefore,
we will select Gateway in the following examples. If your local multiple networks are directly reachable,
you should select Interface rather than Gateway.

Note: If Interface is selected, you should select an interface name instead of entering an IP address.

» |Pv4 example:

e  Your BCM2: 192.168.100.64

e Two NICs: 192.168.200.75 and 192.168.100.88

e Two networks: 192.168.200.0 and 192.168.100.0
e Prefix length: 24
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NIC -1 NIC-2

I
|
|
192.168.200.75 | 192.168.100.88
|
|

N

192.168.200.0 192.168.100.0
192.168.200.X 192.168.100.64

In this example, NIC-2 (192.168.100.88) is the next hop router for your BCM2 to communicate with any
device in the other subnet 192.168.200.0.

In the IPv4 "Static Routes" section, you should enter the data as shown below. Note that the address in
the first field must be of the Classless Inter-Domain Routing (CIDR) notation.

8h

1 192.168.200.0/24 Gateway v 192.168.100.88 1t +

Tip: If you have configured multiple static routes, you can click on any route and then make changes,

+ + m

use or to re-sort the priority, or click to delete it.

» IPv6 example:

Your BCM2: fd07:2fa:6¢ff:2405::30

Two NICs: fd07:2fa:6cff:1111::50 and fd07:2fa:6¢ff:2405::80

e Two networks: fd07:2fa:6¢ff:1111::0 and fd07:2fa:6¢cff:2405::0
e Prefix length: 64
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NIC -1 NIC -2

I
|
|
fd07:2fa:60ff:1111::50 | fd07:2fa:6cff:2405::80
|
|

fd07:2fa:6¢ff:1111::0 fd07:2fa:6cff:2405::0

fd0T:2fa:6cf1111::X fd07:2fa:6cff:2405::30

In this example, NIC-2 (fd07:2fa:6cff:2405::80) is the next hop router for your BCM2 to communicate
with any device in the other subnet fd07:2fa:6cff:1111::0.

In the IPv6 "Static Routes" section, you should enter the data as shown below. Note that the address in
the first field must be of the Classless Inter-Domain Routing (CIDR) notation.

1 fd07:2fa:6eff:2405:0/64 Gateway v | fd07:2abef2405:80 X + + w

Tip: If you have configured multiple static routes, use the arrow buttons to sort the priority, or click

—1

to delete it.

Static Route Interface Names

When your local multiple networks are "directly reachable", you should select Interface for static
routes. Then choose the interface where another network is connected.

192.168.200.0/24 Interface v

BRIDGE

ETH1

ETHZ
WIRELESS
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» Interface list:

136

Interface Description
name
BRIDGE When another wired network is connected to the Ethernet port of

your BCM2, and your BCM2 has been set to the bridging mode,
select this interface name instead of the Ethernet interface.

ETH1 When another wired network is connected to the ETH1 port of your
BCM2, select this interface name.

ETH2 When another wired network is connected to the ETH2 port of your
BCM2, select this interface name.

WIRELESS When another wireless network is connected to your BCM2, select
this interface name.

Setting the Cascading Mode

See the Cascading Solution Guide for full details on network setup, physical setup, and supported
configurations for all cascades across products. The sections documented here are a brief overview.

The cascading mode configured on the primary device determines the Ethernet sharing method, which
is either network bridging or port forwarding. The cascading mode of all devices in the chain must be
the same.

You must have the Change Network Settings permission to configure the cascading mode.

Note: Port Forwarding mode does not support APIPA.

To configure the cascading mode:

1. Choose Device Settings > Network > Common Network Settings section.

2. Select the preferred mode in the Cascading Mode field.

Mode Description

None No cascading mode is enabled. This is the default.

Bridging Each device in the cascading chain is accessed with a different
IP address.

Port Forwarding Each device in the cascading chain is accessed with the same
IP address(es) but with a different port number assigned.

Tip: If selecting Port Forwarding, the Device Information page will show a list of port numbers for all
cascaded devices. Choose Maintenance > Device Information > Port Forwarding.

1. Forthe Port Forwarding mode, you must also configure the following settings.
Note that if either setting below is incorrectly configured, a networking issue occurs.
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Field

Port forwarding role
(available on all cascaded
devices)

Downstream interface

(available on the primary
device only)

Description

Primary or Expansion.

This is to determine which device is the primary and
which ones are expansion devices.

USB or ETH1/ETH2.

This is to determine which port on the primary
device is connected to Expansion 1.

If ETH1 or ETH2 is selected as the downstream
interface, make sure the selected Ethernet interface
is enabled.

2. (Optional) Configure the network settings by clicking the BRIDGE, ETH1/ETH2, or WIRELESS section

on the same page.

¢ In the Bridging mode, each cascaded device can have different network settings. You may need to
configure each device's network settings in the BRIDGE section.

¢ In the Port Forwarding mode, all cascaded devices share the primary device's network settings. You
only need to configure the primary device's network settings in the ETH1/ETH2 and/or WIRELESS

section.

Tip: You can enable/configure multiple network interfaces in the Port Forwarding mode so that the
cascading chain has multiple IP addresses.

3. Click Save.

» Recommendations for cascade loops:

You can connect both the first and the last PDU to your network (cascade loop) under the following

conditions:

e Bridging mode only.

e The remaining network MUST use R/STP to avoid network loops.

AND

e Both the first and the last PDUs MUST either attach to the same switch or, if they are attached to
two separate switches, you must configure both ports of these switches so that the STP costs are
high. This prevents the STP protocol from sending unrelated traffic through the PDU cascade, which
can cause bottlenecks that lead to connectivity issues in the whole network.

Cascading Modes Overview

The cascading mode is a network configuration setting that determines how each device in the chain is

accessed.

There are two cascading modes: Bridging and Port Forwarding.

In the following illustration, it is assumed that users enable the DHCP networking for the cascading

chain comprising four devices. In the diagrams, "P" is the primary device and "E" is an expansion device.

» "Bridging" mode:
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In this mode, the DHCP server communicates with every cascaded device
respectively and assigns four different IP addresses. Each device has its own IP
address.

The way to remotely access each cascaded device is completely the same as
accessing a standalone device in the network.
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» "Port Forwarding" mode:

DHCP

100.1.1.1 100.1.1.1  100.1.1.1

In this mode, the DHCP server communicates with the primary device alone and
assigns one IP address to the primary device. All expansion devices share the same
IP address as the primary device.

You must specify a 5SXXXX port number (where X is a number) when remotely
accessing any expansion device with the shared IP address. See Port Number Syntax
(on page 139).

» Comparison between cascading modes:

e The Bridging mode supports the wired network only, while the Port Forwarding mode supports both
wired and wireless networks.

e Both cascading modes support a maximum of 32 devices in a chain.
e Both cascading modes support both DHCP and static IP addressing.
® Inthe Bridging mode, each cascaded device has a unique IP address.

In the Port Forwarding mode, all cascaded devices share the same IP address(es) as the
primary device.

e |nthe Bridging mode, each cascaded device has only one IP address.

In the Port Forwarding mode, each cascaded device can have multiple IP addresses as long
as the primary device has multiple network interfaces enabled/configured properly.

For example:

e When the primary device has two Ethernet ports (ETH1/ETH2), you can enable ETH1, ETH2 and
WIRELESS interfaces so that the Port-Forwarding chain has two wired IP addresses and one
wireless IP address.

Port Number Syntax

In the Port Forwarding mode, all devices in the cascading chain share the same IP address(es). To access
any cascaded device, you must assign an appropriate port number to it.

® Primary device: The port number is either 5SNNXX or the standard TCP/UDP port.
e Expansion device: The port number is 5SNNXX.

» 5SNNXX port number syntax:

e NN is a two-digit number representing the network protocol as shown below:
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e XXis a two-digit number representing the device position as shown below.

For example, to access the Expansion 4 device via Modbus/TCP, the port number is 50604.

Protocols
HTTPS
HTTP

SSH
TELNET
SNMP

MODBUS

Position
Primary device
Expansion 1
Expansion 2
Expansion 3
Expansion 4
Expansion 5
Expansion 6

Expansion 7

NN

00

01

02

03

05

06

XX

00

01

02

03

04

05

06

07

Position
Expansion 8
Expansion 9
Expansion 10
Expansion 11
Expansion 12
Expansion 13
Expansion 14

Expansion 15

XX

08

09

10

11

12

13

14

15

Tip: The full list of each cascaded device's port numbers can be retrieved from the web interface.

Choose Maintenance > Device Information > Port Forwarding.

Standard TCP/UDP ports:

The primary device can be also accessed through standard TCP/UDP ports as listed in the following

table.

Protocols

HTTPS 443
HTTP 80
SSH 22
TELNET 23
SNMP 161

Port Numbers
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Protocols Port Numbers

MODBUS 502

In the Port Forwarding mode, the cascaded device does NOT allow you to modify the standard TCP/UDP
port configuration, including HTTP, HTTPS, SSH, Telnet and Modbus/TCP.

Port Forwarding Examples

In this example, Port Forwarding mode is applied to a cascading chain comprising three devices. The IP
address is 192.168.84.77.

» Primary device:

Position code for the primary device is '00' so each port number is 5NNOO as listed below.

Protocols Port numbers
HTTPS 50000
HTTP 50100
SSH 50200
TELNET 50300
SNMP 50500
MODBUS 50600

Examples using "5NNO0Q" ports:

e To access the primary device via HTTPS, the IP address is:
https.//192.168.84.77:50000/

e To access the primary device via HTTP, the IP address is:
http.//192.168.84.77:50100/

e To access the primary device via SSH, the command is:

ssh -p 50200 192.168.84.77
Examples using standard TCP/UDP ports:

e To access the primary device via HTTPS, the IP address is:
https://192.168.84.77:443/

e To access the primary device via HTTP, the IP address is:
http://192.168.84.77:80/

e To access the primary device via SSH, the command is:

ssh-p 22 192.168.84.77
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» Expansion 1 device:

Position code for Expansion 1 is '01' so each port number is 5NNO1 as shown below.

Protocols Port numbers
HTTPS 50001

HTTP 50101

SSH 50201

TELNET 50301

SNMP 50501
MODBUS 50601
Examples:

e To access Expansion 1 via HTTPS, the IP address is:
https.//192.168.84.77:50001/

e To access Expansion 1 via HTTP, the IP address is:
http://192.168.84.77:50101/

e To access Expansion 1 via SSH, the command is:

ssh -p 50201 192.168.84.77
» Expansion 2 device:

Position code for Expansion 2 is '02' so each port number is 5SNNO2 as shown below.

Protocols Port numbers
HTTPS 50002

HTTP 50102

SSH 50202

TELNET 50302

SNMP 50502
MODBUS 50602
Examples:

e To access Expansion 2 via HTTPS, the IP address is:
https://192.168.84.77:50002/
e To access Expansion 2 via HTTP, the IP address is:
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http.//192.168.84.77:50102/
e To access Expansion 2 via SSH, the command is:

ssh -p 50202 192.168.84.77
Adding, Removing or Swapping Cascaded Devices

Change a device's cascading mode first before adding that device to a cascading chain, or before
disconnecting that device from the chain.

If you only want to change the cascading mode of an existing chain, or swap the primary and expansion
device, always start from the expansion device.

Note: If the following procedures are not followed, a networking issue occurs. When a networking issue
occurs, check the cascading connection and/or software settings of all devices in the chain.

» To add a device to an existing chain:

Connect the device you will cascade to the LAN and find its IP address, or connect it to a computer.

Log in to this device and set its cascading mode to be the same as the existing chain's cascading
mode.

3. (Optional) If this device will function as an expansion device, disconnect it from the LAN after
configuring the cascading mode.

4. Connect this device to the chain, using either a USB or Ethernet cable.

» To remove a device from the chain:

1. Login to the desired cascaded device, and change its cascading mode to None.

Exception: If you are going to connect the removed device to another cascading chain, set its cascading
mode to be the same as the mode of another chain.

2. Now disconnect it from the cascading chain.
» To swap the primary and expansion device:

¢ In the Bridging mode, you can swap the primary and expansion devices by disconnecting ALL
cascading cables from them, and then reconnecting cascading cables. No changes to software
settings are required.

® Inthe Port Forwarding mode, you must follow the procedure below:
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a. Access the expansion device that will replace the primary device, and set its role to
'Primary', and correctly set the downstream interface.

b. Access the primary device, set its role to 'Expansion'.
C. Swap the primary and expansion device now.

* You must disconnect the LAN cable and ALL cascading cables connected to the two devices
first before swapping them, and then reconnecting all cables.

» To change the cascading mode applied to a chain:

1. Access the last expansion device, and change its cascading mode.
¢ If the new cascading mode is 'Port Forwarding', you must also set its role to 'Expansion’.

2. Access the second to last, third to last and so on until the first expansion device to change their
cascading modes one by one.

3. Access the primary device, and change its cascading mode.

¢ |f the new cascading mode is 'Port Forwarding', you must also set its role to 'Primary', and correctly
select the downstream interface.

The following diagram indicates the correct sequence. 'N' is the final one.

e P =Primary device

e E =Expansion device

N €' ¢34 2 €1

Configuring Network Services

BCM2 supports the following network communication services.
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Network Services

HTTP

55H

Telnet

Modbus

Redfish

Service Advertising

HTTPS and HTTP enable the access to the web interface. Telnet and SSH enable the access to the
command line interface.

By default, SSH is enabled, Telnet is disabled, and all TCP ports for supported services are set to
standard ports. You can change default settings if necessary.

Important: BCM2 uses TLS rather than SSL.

Changing HTTP(S) Settings

HTTPS uses Transport Layer Security (TLS) technology to encrypt all traffic to and from the BCM2 so it is
a more secure protocol than HTTP. BCM2 disables TLS 1.0 and 1.1 by default. It enables only TLS 1.2 and
1.3.

By default, any access to the BCM2 via HTTP is automatically redirected to HTTPS. You can disable this
redirection if needed.

» HTTP and HTTPS settings:

1. Choose Device Settings > Network Services > HTTP.
2. HTTP settings:

e Enable or disable HTTP access.

e Default port is 80. You can enter a custom port.

e Enforce use of HTTPS: Select the checkbox to Redirect HTTP connections to HTTPS.
3. HTTPS settings:
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e Enable or disable HTTPS access.
e Enable HSTS: Default is enabled.
e Default port is 443. You can enter a custom port.

Warning: Different network services cannot share the same TCP port.

» Special note for AES ciphers:

The BCM2 device's TLS-based protocols support AES 128- and 256-bit ciphers. The exact cipher to use is
negotiated between BCM2 and the client (such as a web browser), which is impacted by the cipher
priority of BCM2 and the client's cipher availability/settings.

Tip: To force BCM2 to use a specific AES cipher, refer to your client's user documentation for
information on configuring AES settings. For example, you can enable a cipher and disable the other in
the browser via the "about:config" command.

Regaining Access with HSTS and Expired Certificate

HSTS is enabled by default in the Device Settings > Security > HTTP settings. When HSTS is enabled, you
can only access BCM2 via web browser when a valid, unexpired certificate is installed. HSTS removes
the ability for users to click through warnings about invalid certificates.

If access is lost due to HSTS restrictions, there are 2 methods to regain access.
» Replace the certificate locally on the BCM2:

1. Save the new key and certificate to a USB drive.
2. Use one of the USB configuration methods to upload the new certificate to the device.

» Replace the certificate over an insecure connection:

1. Disable the client web browser HSTS security, and then access the BCM2 "insecurely."

2. Replace the certificate in Device Settings > Security > TLS Certificates, then enable the HSTS security.

Configuring SNMP Settings

You can enable or disable SNMP communication between an SNMP manager and the BCM2. Enabling
SNMP communication allows the manager to retrieve and even control the power status of each outlet.
You may also need to configure the SNMP destination(s) if the built-in "System SNMP Notification Rule"
is enabled and the SNMP destination has not been set yet. See Event Rules and Actions (on page 177).

» To configure SNMP communication:

1. Choose Device Settings > Network Services > SNMP.
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2. Enable or disable "SNMP v1 / v2c" and/or "SNMP v3" by clicking the corresponding checkbox.

e The SNMP v1/v2c read-only access is enabled by default. The default 'Read community string' is
"public."

¢ To enable read-write access, type the 'Write community string.' Usually the string is "private."
3. Enter the MIB-II system group information, if applicable.
e sysContact - the contact person in charge of the system
® sysName - the name assigned to the system
e sysLocation - the location of the system
4. To configure SNMP notifications:
a. Select the 'Enable SNMP notifications' checkbox.
b. Select a notification type -- SNMPv2c trap, SNMPv2c inform, SNMPv3 trap, and SNMPv3 inform.
C. Specify the SNMP notification destinations and enter necessary information. For details, refer to:
* SNMPv2c Notifications
* SNMPv3 Notifications
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Note: Any changes made to the 'SNMP Notifications' section on the SNMP page will update
the settings of the System SNMP Notification Action, and vice versa. To add more than three
SNMP destinations, you can create new SNMP notification actions.

5. You must download the SNMP MIB for your BCM2 to use with your SNMP manager.
a. Click the Download MIBs title bar to show the download links.

Download MIBs L

L3

b. Click the PDU2-MIB download link. See Downloading SNMP MIB.
6. Click Save.

Configuring SMTP Settings

The BCM2 can be configured to send alerts or event messages to a specific administrator by email. To
send emails, you have to configure the SMTP settings and enter an IP address for your SMTP server and
a sender's email address.

If any email messages fail to be sent successfully, the failure event and reason are available in the event
log.

» To set SMITP server settings:

1. Choose Device Settings > Network Services > SMTP Server.
2. Enter the information needed.

Field Description
IP address/host name Type the name or IP address of the mail server.
Port Type the port number.

e Default is 25

Sender email address Type an email address for the sender.
Number of sending Type the number of email retries.
retries

e Default is 2 retries

Time between sending Type the interval between email retries in minutes.

retries e Default is 2 minutes.

Server requires Select this checkbox if your SMTP server requires password
authentication authentication.

User name, Type a user name and password for authentication after
Password selecting the above checkbox.

® The length of user name and password ranges between
4 and 64. Case sensitive.

e Spaces are not allowed for the user name, but allowed
for the password.
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Field Description

Enable SMTP over TLS If your SMTP server supports the Transport Layer Security
(StartTLS) (TLS), select this checkbox.

e Settings for the CA Certificate:
If the required certificate file is a chain of certificates, and you are not sure about the
requirements of a certificate chain, see TLS Certificate Chain.

Field/setting Description

Click this button to import a certificate file. Then you can:
Browse... e Click Show to view the certificate's content.
e Click Remove to delete the installed certificate if it is
inappropriate.
Allow expired and not yet @ Select this checkbox to make the authentication

valid certificates succeed regardless of the certificate's validity period.

e After deselecting this checkbox, the authentication
fails whenever any certificate in the selected certificate
chain is outdated or not valid yet.

3. Now that you have set the SMTP settings, you can test it to ensure it works properly.

a. Type the recipient's email address in the 'Recipient email addresses' field. Use a comma to
separate multiple email addresses.

b. Click Send Test Email.
C. Check if the recipient(s) receives the email successfully.
4. Click Save.

» Special note for AES ciphers:

The BCM2 device's TLS-based protocols support AES 128- and 256-bit ciphers. The exact cipher to use is
negotiated between BCM2 and the client (such as a web browser), which is impacted by the cipher
priority of BCM2 and the client's cipher availability/settings.

Tip: To force BCM2 to use a specific AES cipher, refer to your client's user documentation for
information on configuring AES settings.

Changing SSH Settings

You can enable or disable the SSH access to the command line interface, change the TCP port, or set a
password or public key for login over the SSH connection.

Raritan.

A brand of Ellegrand 149



|

To change SSH settings:

Choose Device Settings > Network Services > SSH.
To enable or disable the SSH access, select or deselect the checkbox.
To use a different port, type a port number.
Select one of the authentication methods.
e Password authentication only: Enables the password-based login only.

e Public key authentication only: Enables the public key-based login only. You must enter a valid SSH
public key for each user profile to log in over the SSH connection.

e Password and public key authentication: Enables both the password- and public key-based login.
This is the default.
5. Click Save.

W nN e

Changing Telnet Settings

You can enable or disable the Telnet access to the command line interface, or change the TCP port.

To change Telnet settings:

Choose Device Settings > Network Services > Telnet.
To enable the Telnet access, select the checkbox.

To use a different port, type a new port number.
Click Save.

el S

Changing Modbus Settings

The BCM2 supports both the Modbus/TCP and Modbus Gateway features. Enable either or both
Modbus features according to your needs.

Modbus/TCP Access:

You can enable or disable the Modbus/TCP access to BCM2, set it to the read-only mode, or change the
TCP port.

Choose Device Settings > Network Services > Modbus.

To enable the Modbus/TCP access, select the Enable Modbus/TCP access checkbox.

To use a different port, type a new port number.

To enable the Modbus read-only mode, select the "Enable read-only mode" checkbox. To enable the
read-write mode, deselect it.

P w N PR

» Modbus Gateway:

150

You can connect Raritan's USB-MOD-DONGLE to the USB-A Port of the BCM2 and the green connector
to an external third-party device terminal. The gateway service runs on a dedicated TCP port and
forwards incoming requests to the Modbus/RTU bus. Enable the Modbus Gateway feature and
configure the Modbus gateway service independent of the Modbus/TCP service. The Modbus TCP
clients on your network will be able to communicate with the Modbus RTU devices connected to BCM2.
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Once configured, connected devices appear in the Peripherals page.

1. To allow the Modbus TCP clients on the network to communicate with the Modbus RTU devices
connected to the BCM2, select the 'Enable Modbus gateway' checkbox.

Modbus Gateway
Ennbie Mocbun gatesay
TGP port

Aa gomed

Defauit address

2. Now configure the fields shown.
Field Description

TCP port Use the default port 503, or assign a different port. Valid range is 1 to 65535.

Note: Port 502 is the default Modbus/TCP port for BCM2, so you
cannot use that port for the Modbus Gateway.

Parity, Use the default values, or update if the Modbus RTU devices are using

Line Speed different communication parameters.
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Field Description

Default If the Modbus TCP client does not support Modbus RTU unit identifier
address addressing, enter a Default Address.

If you must provide a unit identifier address:
e Only one Modbus RTU device is supported.

e The unit identifier address you provide is applied to the Modbus RTU
device connected to BCM2.

Note that each Modbus RTU device's unit identifier address must be
unique.

Warning: If the connected Modbus RTU device's address does not
match the address entered in this field, communications between
the Modbus TCP clients and Modbus RTU device fail.

Enabling Redfish Services
You can enable or disable the Redfish services to manage the device through the Redfish API. By default,
this service is enabled.

Enabling Redfish services allows you to retrieve the following details.

e configuration details, such as thresholds, names, etc.
® metric readings

e event polling

It also allows you to do the following actions

e power actions

e unit control, such as restart

Note: Go to the online Support page for your product to find full documentation of the Redfish API.

» To enable or disable Redfish:

Choose Device Settings > Network Services > Redfish.

Redfish

Enable Redfish gservice e
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Enabling Service Advertising

The BCM2 advertises all enabled services that are reachable using the IP network. This feature uses
DNS-SD (Domain Name System-Service Discovery) and MDNS (Multicast DNS). The advertised services
are discovered by clients that have implemented DNS-SD and MDNS.

The advertised services include the following:

e HTTP

e HTTPS

e Telnet

e SSH

e  Modbus
e JSON-RPC
e SNMP

By default, this feature is enabled.

Enabling this feature also enables Link-Local Multicast Name Resolution (LLMNR) and/or MDNS, which
are required for resolving APIPA host names. See APIPA and Link-Local Addressing.

The service advertisement feature supports both IPv4 and IPv6 protocols.

If you have set a preferred host name for IPv4 and/or IPv6, that host name can be used as the zero
configuration .local host name, that is, <preferred_host_name>.local, where <preferred_host_name> is
the preferred host name you have specified for BCM2. The IPv4 host name is the first priority. If an IPv4
host name is not available, then use the IPv6 host name.

» To enable or disable service advertising:

1. Choose Device Settings > Network Services > Service Advertising.
2. To enable the service advertising, select either or both checkboxes.

e To advertise via MDNS, select the Multicast DNS checkbox.

e To advertise via LLMNR, select the Link-Local Multicast Name Resolution checkbox.
3. Click Save.

Configuring Security Settings

The BCM2 provides tools to control access. You can enable the internal firewall, create firewall rules,
and set login limitations. In addition, you can create and install the certificate or set up external
authentication servers for access control. This product supports SHA-2 TLS certificates.
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Security

P Access Control

Role Based Access Control

TLS Certificate

Authentication

LOAP

RADILES

TACACS+

Login Seitings

Password Policy

Service Agreament

Creating IP Access Control Rules

IP access control rules (firewall rules) determine whether to accept or discard traffic to/from the BCM2,
based on the IP address of the host sending or receiving the traffic. When creating rules, keep these
principles in mind:

e Rule order is important.

When traffic reaches or is sent from the BCM2, the rules are executed in numerical order.
Only the first rule that matches the IP address determines whether the traffic is accepted or
discarded. Any subsequent rules matching the IP address are ignored.

e Prefix length is required.

When typing the IP address, you must specify it in the CIDR notation. That is, BOTH the
address and the prefix length are included. For example, to specify a single address with
the 24-bit prefix length, use this format:

XXX.X/24

/24 = the prefix length.

Note: Valid IPv4 addresses range from 0.0.0.0 through 255.255.255.255.

» To configure IPv4 or IPv6 access control rules:

1. Choose Device Settings > Security > IP Access Control.

2. Select the 'Enable IPv4 access control' or "Enable IPv6 access control" checkboxes to enable the
access control rules.

3. For either type, determine the default policy.
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e Accept: Accepts traffic from all IPv4 OR IPv6 addresses.

e Drop: Discards traffic from all IPv4 OR IPv6 addresses, without sending any failure notification to

the source host.

e Reject: Discards traffic from all IPv4 OR IPv6 addresses, and an ICMP message is sent to the source

host for failure notification.

4. Go to the Inbound Rules section or the Outbound Rules section according to your needs.

e |nbound rules control the data sent to the BCM2.

e Qutbound rules control the data sent from the BCM2.

5. Create rules.

e Click Append to add a row, then add the IP address and subnet mask. Select Policy. For each rule,

the policy affects only the specified IP address.

e Click Insert Above to add a rule above another rule.

e The system automatically numbers the rules.

e Use the arrow buttons to sort the priority order.

6. Click Save. The rules are applied. Make sure to click Save in each section if changes are made.

.rl'l.l:'.:l' Pvd access coning

Inbound Rules

Default policy
# IP/Mask

192.168.8.8/32

Outbound Rules

Default policy
[ IP/Mask

192168 60, 100/ 24

Arcept

Palicy

Palicy

Append

Editing or Deleting IP Access Control Rules

When an existing IP access control rule requires updates of IP address range and/or policy, modify them

accordingly. Or you can delete any unnecessary rules.
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» To modify or delete a rule:

1. Choose Device Settings > Security > IP Access Control.
2. Go to the IPv4 or IPv6 section.
3. Select the desired rule in the list.
e Ensure the IPv4 or IPv6 checkbox has been selected, or you may not edit or delete any rule.
4. Perform the desired action.
e Make changes to the selected rule, and then click Save.

-
m
e Click to remove it.
e To re-sort its order, click or
5. Cl